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Abstract. We present a unified framework for advanced implementa-
tion attacks that allows for conducting automated side-channel analysis
and fault injection targeting all kinds of embedded cryptographic de-
vices including RFIDs. Our proposed low-cost setup consists of modular
functional units that can be interchanged, depending on the demands
of a concrete attack scenario. We give details of customized modules
for the communication with many types of embedded devices and other
modules that allow to inject various types of faults. An FPGA-based ap-
proach enables very accurate timing and flexible adaption to any exten-
sion module. The corresponding data acquisition system for side-channel
attacks makes precise power and EM analyses possible. Our setup fa-
cilitates the promising combination of active and passive techniques,
which is known to render many established security countermeasures
ineffective. We introduce several methods for the automatic profiling of
cryptographic devices and model their behaviour both with respect to
side-channel analysis and fault injection. To demonstrate the capabilities
of our framework, we perform the first practical full key-recovery on a
cryptographic contactless smartcard employing Triple-DES reported in
the literature and inject multiple faults in a widespread microcontroller.
We thereby disprove the common belief that highly sophisticated and
expensive equipment is required to conduct such attacks. Rather, we il-
lustrate a cost-effective setup that can be tailored to any desired type of
security evaluation or penetration test.
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1 Introduction

There exist solutions for both symmetric and asymmetric cryptography that are
highly secure from the mathematical point of view. It is well-known that, when
these cryptographic mechanisms are realised in practice, unprotected implemen-
tations are vulnerable to passive attacks, i.e., power analysis (Differential Power
Analysis (DPA), Simple Power Analysis (SPA), template attacks), and active



attacks, i.e., fault injection or microprobing. This especially matters in the case
of embedded devices, such as Radio Frequency Identification Devices (RFIDs),
smartcards, remote controls and mobile computing devices, which potential at-
tackers can obtain in large numbers.

Countermeasures exist for both types of attacks, however, it is not clear how
susceptible the secured devices are to a combination of power analysis with var-
ious fault-injection techniques. Furthermore, many manufacturers do not seem
to care or are not aware of the attacks, hence many unprotected (or badly pro-
tected) cryptographic devices are currently used in security-sensitive applications
in the field.

There is a lack of realistic, practically verified models of the adversary, es-
pecially in the case of fault injections. Each cryptographic device can show a
significantly different behaviour, that is, an RFID device is vulnerable to differ-
ent types of attacks than the microcontroller of a smartcard or an Application
Specific Integrated Circuit (ASIC). Hence it is necessary to investigate the sus-
ceptibility of each new target, e.g., which types of faults can be injected with
which success rate or whether multiple fault injections are realistic. For each de-
vice, an in-depth profiling is necessary, which accordingly has to be automated.
We focus on those attacks that are realistic for an adversary with a limited bud-
get (typical university lab equipment) and that rely on public domain or publicly
available, self-made solutions for the equipment, where possible.

The general structure of our versatile framework enabling active and passive
implementation attacks, as well as their combination, is presented in Sect. 2.
One part of our setup are modules as detailed in Sect. 3 that provide the means
to communicate with any device, including wireless interfaces. Extensions al-
lowing for the injection of various types of faults are covered in Sect. 4, while
Sect. 5 is dedicated to the acquisition of information leakage emanated by the
device under test. In Sect. 6 we exemplify the comprehensive capabilities of our
framework by practically analysing the security of two widespread commercial
products, i.e., a cryptographic contactless smartcard and a microcontroller. We
demonstrate a full key-recovery of the secret key of the Triple-DES hardware
employed in the former RFID device by means of side-channel analysis, and an
automatic profiling with respect to faults of the latter, revealing the parameters
for a subsequent, practically verified injection of multiple faults with a success
rate of almost 100%. We aim to show that penetration tests, tampering with
cryptographic devices and complex side-channel analyses do not require costly
tools and equipment as used in the labs of the industry, but can rather be per-
formed with inexpensive or self-built equipment.

1.1 Classification of Implementation Attacks

Implementation attacks are well documented in the literature [30, 28, 27], hence
we do not give a detailed compendium of the possible implementation attacks
here, but rather classify the attacks and specify the scope of our framework.
Figure 1 highlights the focus of this article, i.e., DPA, SPA, fault injection and
their combination. We do not cover invasive attacks here which rely on directly



Implementation Attacks

Side-Channel A/\A
A/ \A Reverse Fault

Timing Power Analysis Engineering -~ Injection
Templates Simple Differential Combined

Power Analysis Power Analysis
: v Attacks

Fig. 1. Classification of implementation attacks.

tampering with the silicon wafer, e.g., probing attacks [16] or reverse engineering
by taking microscopic photos of all layers of a chip [33]. For state-of-the-art
implementations of cryptographic algorithms, these attacks generally demand
for highly sophisticated equipment and require a very strong and well-funded
adversary, while we are considering an ordinary attacker and low-cost equipment.

2 System Overview

The here proposed system is designed on a flexible modular basis such that it can
be adapted to test the security of any cryptographic device. The different func-
tional units are categorised in modules for the communication with the DUT,
modules for side-channel analysis, and modules for fault injection. These mod-
ules may in turn consist of a set of smaller sub-modules that are detailed in the
following subsections, and that allow for arbitrary extensions of the framework
according to the requirements of the evaluator. Note that their tasks may par-
tially overlap, e.g., parallel and serial communication can be carried out directly
from the controlling Personal Computer (PC), from a microcontroller of any sub-
module, or by means of the Field Programmable Gate Array (FPGA) mainly
used for fault injection. Likewise, processing of the data and digital filtering is

not restricted to software inside the PC but can also be realised in hardware on
the FPGA.

Fault Injection Data Acquisition

Communication

Fig. 2. Modules for side-channel analysis of a cryptographic device.



As a Device Under Test (DUT) we take into account any microcontroller,
FPGA, ASIC, or other embedded system including contactless devices and RFIDs.
In case of specialities, e.g., concerning communication via Radio Frequency (RF),
or if special faults are desired, it is straightforward to incorporate additional
modules to the ones described in this article. Figure 2 illustrates the structure
of the functional units as detailed in the following.

For carrying out side-channel attacks, generally an adversary must have ac-
cess to the plain- or ciphertext that is processed by the DUT, in order to evaluate
measurements or determine whether a fault was successful. This information is
in most cases delivered by the communication modules described in Sect. 3.

For passive side-channel attacks, the behaviour of the DUT with respect to
timing, power consumption, Electro-Magnetic (EM) emanation, etc. has to be
accurately monitored. The corresponding data acquisition module described in
Sect. 5 serves for this purpose, while the recorded data is often post-processed
and evaluated by a controlling PC.

The fault injection module detailed in Sect. 4 takes care of the active aspects
of side-channel analysis. Due to the variety of faults that can be injected to the
DUT, this FPGA-based functional group is designed most versatile, such that it
can be extended to induce literally any type of fault.

3 Communication Modules

Though it is possible to carry out most side-channel attacks using commercially
available equipment, customised hardware for communicating with the DUT is
highly advantageous. Commercial readers often rely on proprietary Integrated
Circuits (ICs) that carry out certain tasks automatically, e.g., a built-in Random
Number Generator (RNG) will generate the nonces for a challenge-response-
protocol, compute the correct parity bits and checksums, data will be encrypted,
encoded, and sent, and this all happens without that an adversary can directly
influence the process. Thus, in the following we present customised readers for
the relevant standards that are tailored to the requirements of implementation
attacks, in order to gain complete control over the communication, i.e., send
arbitrary bits, send repeatedly the same chosen plaintext, intentionally compute
wrong checksums and — most important in the context of side-channel attacks
— have complete control over the timing and generate reliable trigger signals.
Note that it is often sufficient to implement only some part of the protocol, until
the DUT performs the targeted cryptographic operation, e.g., encryption, which
happens often at the beginning of the communication.

For many practical attacks, additionally a device is required that can serve
as a replacement for the original DUT, e.g., an emulated smartcard that can
be fully controlled by the adversary. For each form of communication covered
in this article, we describe such an emulation extension that is compatible with
the corresponding reader. Accordingly, in combination with the self-built reader
devices, communication data can be monitored and unknown protocols can be
automatically reverse-engineered.



3.1 Communication with RFIDs

A minimum RFID system consists of two main components, namely a reader
generating a sinusoidal magnetic field which supplies the second component of
the system often called tag, transponder or contactless smartcard, with energy
and often a clock. Both components are equipped with a coupling element, e.g.,
a coil, that allows for data transfer in both directions. In the literature, a reader
is sometimes named Proximity Coupling Device (PCD), and a contactless smart-
card called Proximity Integrated Circuit Card (PICC). In the context of wireless
devices, attacks based on measuring the EM field, e.g., a Differential Electro-
Magnetic Analysis (DEMA) [9,23|, are obviously most convenient, since the
whole circuitry is packaged, e.g., in plastic cards, and hence neither a contact
interface nor the chip itself is accessible to an attacker in a non-invasive attack
scenario. Previous results [2, 15, 36] suggest that this approach is suitable for a
wide range of RFID devices.

The following section we detail communication modules for contactless smart-
cards according to the ISO 14443 standard [20], operating at a frequency of
fe = 13.56 MHz, that are widely deployed in various security sensitive appli-
cations such as the electronic passport to store biometric data, RFID-enabled
credit cards, and access control systems. Contactless smartcards have sufficient
energy to perform complex computations and are hence capable of using both
symmetric and asymmetric state-of-the-art cryptography, e.g., an Elliptic Curve
Cryptography (ECC) engine in the electronic passport (ePass) is used to verify
signatures, and 3DES or AES is often used to encrypt the current balance in the
context of contactless payment systems.

A similar module has been developed for communicating with RFIDs op-
erating on 125kHz (as presented in Sect. 3.1), which are mainly used for car
immobilizers and access control. Compared to contactless smartcards, these de-
vices possess less computational power, thus often simple (and often insecure)
proprietary ciphers are used here, if cryptography is used at all.

Contactless Smartcards For the communication with contactless smartcards,
we employ a self-built embedded system [22] consisting of a multi-purpose reader
that is based on a freely programmable Atmel ATMega32 [6] microcontroller, an
ISO 14443 compliant RF interface and some components for signal processing.
Various types of antennas and amplifiers can be connected, e.g., for increasing
the activation- or eavesdropping range. A second device that cooperates with the
reader is designed to appear like an authentic tag to an RFID reader, i.e., can
emulate any contactless smartcard, and furthermore can acquire the information
contained in the field. Both devices allow for a comprehensive control of the
communication on the physical layer, i.e., every single bit sent and received as
well as the RF field is completely controlled by the adversary with an accurate
timing of ~ 75ns. Communication with a controlling PC takes place via an USB
interface, and reliable trigger signals can be issued at any instant during the
protocol. Further details as well as all schematics and layouts to build the here



employed devices for contactless smartcards at a cost of less than 40$ are fully
made public in [21].

While for side-channel analysis of RFIDs as practically detailed in Sect. 6.1
mainly the reader functionality is used, it is also possible to practically perform
other attacks, e.g., a simple replay attack or a relay attack in the field [22]. The
software running on the microcontroller has been vastly improved, such that
active relay attacks can be carried out, i.e., the information transmitted can
be modified in real-time. This is amongst others useful to falsify the Unique
Identifier (UID) of an RFID tag, that is usually fixed in the hardware, or to
enforce communication at a lower data rate than the original one.

We have fully implemented the authentication protocols for several contact-
less smartcards employing 3DES, AES and proprietary ciphers. The precise tim-
ing control of the RF field has amongst others been advantageous in the context
of spoofing the random number generator built into Mifare Classic cards [34].
By exactly fixing the timing when the RF field is switched on and when the
commands are sent during the authentication, the attacked Mifare card will al-
ways generate the same fixed value instead of random numbers, which extremely
facilitates key-recovery attacks and allows to reveal a full 48 Bit key of a Mifare
Classic card — much more efficiently than all previously reported attacks — in
seconds [24].

125 kHz RFID Tags The module for communicating with RFID tags oper-
ating in the range of 100kHz to 150kHz is designed similar to the ISO 14443
module. Again, it is controlled by an ATMega32 microcontroller, while an At-
mel U2270B IC (price: approx. 1$), which is capable of all relevant modulation
schemes and a typical data rate of 5kBaud, takes care of the handling of the
RF communication. Due to the small data rate we opted for a standard RS232C
serial communication with the controlling PC, instead of an USB port. The
schematic is similar to the one given in Application 3 in the datasheet [7].

3.2 Communication with Contact-based Smartcards

For the side-channel analysis of contact-based smartcards according to ISO 7816 [1]
we have built an adaptor with the appropriate dimensions and the specified con-
tact interface on the one side, which fits into any commercial smartcard reader.
On the other side of the adaptor, a socket for smartcards allows any ISO 7816
card to be plugged in. The device allows for relay attacks with contact-based
smartcards, and facilitates implementation attacks on smartcards. The data and
power wires are tapped and rewired, such that the bitstreams can be relayed
from and to a standard reader, e.g., for the analysis of communication proto-
cols. The power lines allow to connect an external stable power supply (or our
module detailed in Sect. 4.6 for inducing power faults), while a variable resistor
is inserted in series with the ground pin of the smartcard for performing power
analyses. Similar to the tools for contactless cards and RFIDs a smartcard can
be emulated, a relay attack can be conducted or only the pure reader functional-
ity can be used, while simultaneously faults can be injected or measurements for



side-channel analysis can be recorded. We have successfully tested the adaptor in
combination with our measurement setup by performing a power-analysis of an
8-Bit smartcard by Atmel containing an AES implementation in software: The
correct 128-Bit key was revealed in minutes from approx. 100 measurements.

3.3 Arbitrary Parallel/Serial Communication

Embedded systems and cryptographic devices that do not feature an RFID- or
ISO 7816-based interface usually employ a serial or parallel protocol to com-
municate with their environment. In the context of implementation attacks, ex-
ample targets may be FPGAs that are configured with an encrypted bitstream
or cryptographically protected USB dongles. Therefore, we support a variety of
corresponding protocols, either by the controlling PC if the timing is not crucial
(e.g., USB, RS-232, or parallel port) or by means of the fault injection FPGA
platform, if precise timing is required (e.g., Serial Peripheral Interface (SPI) and
general purpose I/O pins). If necessary in future applications, further methods
can easily be added thanks to the modular nature of our setup.

4 Fault Injection Modules

Many different approaches can be utilised to inject faults in ICs. In order to unify
the application of this methods, we propose an FPGA-based control board which
is extended with fault modules that realise the actual physical effect. The FPGA
provides an RS-232 interface to the controlling PC, supervises the injection of
faults with precisely adjustable parameters (e.g., position in time, duration etc.)
and is able to communicate with the DUT if required.

4.1 Modelling Fault Injection

Before detailing the diverse methods to inject faults in ICs, we identify general
properties of faults in order to provide a model that helps to characterise the
requirements for concrete attacks.

Permanence If a fault injection permanently alters the DUT, for instance,
destroys a hardware part or overwrites the firmware, it is said to be perma-
nent. Otherwise, if the fault only affects the outcome of a limited number of
computations, it is non-permanent or transient.

Precision of Time Position Subsequent attacks may require the fault to oc-
cur either at a random (indeterminate) position, within some region or at a
precisely determined point in time.

Number of Affected Bits A fault is called single-bit fault if it alters exactly
one bit, or multi-bit, if it changes > 2 bit, e.g., the state of a complete register.

Effect The induced modification can manifest itself in a bit flip, i.e., logic values
are inverted, a fized state, i.e., logic values are tied to 0 or 1, or inconsistent
behaviour of the DUT. In the latter case, the fault injection causes incon-
sistencies in the state of a device by affecting a distinct part of its control



logic. A common example of this effect is the skipping of instructions on a
microcontroller, e.g., due to the instruction pointer being incremented but
the current instruction not being executed.

Despite the need for theoretical models, we would like to stress here that
in practice it is often difficult, even in case of a successful fault injection, to
exactly determine which part of the device is malfunctioning due to the fault,
i.e., what exactly happened in the internal circuits of the attacked cryptographic
device when it shows a certain behaviour. This applies particularly for black box
analyses, where an attacker knows nothing about the implementation.

4.2 Types of Physical Faults in Integrated Circuits

There is a variety of ways to trigger faulty behaviour of ICs, differing (amongst
others) in complexity, cost, effectiveness and the possible effects caused by the
fault. In the following, we give a brief survey of methods that have been proposed
in the literature.

Microprobing One of the most direct yet complicated fault injection methods
is to de-package the silicon die and contact a specific circuit path using micro-
probes. As detailed in [26], the attacker is able to exactly monitor the waveforms
present on the tapped wire, or can actively modify the value, for instance by
short-circuiting it to ground. Due to the immediate access to the DUT, virtu-
ally all types of faults can be injected. Moreover, the method allows for reverse
engineering of the circuit. However, the needed equipment is expensive (in [26],
the authors estimate a cost of 10000 - 100000 $) and requires considerable skill
and experience to be handled efficiently. Additionally, the invasive nature of
the attack makes it unusable in scenarios where permanent, obvious physical
modification of the DUT is not desired. For these reasons, we do not consider
microprobing attacks in this article.

Temperature Variation Since the characteristics of circuit elements vary with
temperature, ICs only work correctly within the temperature range specified by
the vendor. Thus, cooling or heating the DUT and operating it outside of its
maximum specifications can lead to faulty behaviour. High or low temperature
especially affects memory cells and can cause random modification of Static
Random Access Memory (SRAM) cells or disable read /write operations of Non-
volatile Memory (NVM), i.e., Electrically Erasable Programmable Read-Only
Memory (EEPROM) or Flash [14]. Generally, exact timing of the fault is com-
plicated due to the limited thermal conductivity of the IC package and the die
itself. Besides, most of the fault parameters mentioned in Sect. 4.1 are hard to
control with this approach, limiting the possible application scenarios. In the cur-
rent version of our setup, temperature variations can only be applied manually,
i.e., using coolant spray or heating devices.



Optical Effects By exposing the circuit to white or laser light, electron-hole
pairs are created that can cause current flow at p-n junctions [38, 14] of semicon-
ductors, resulting in changes of logic levels in the affected region of the IC, e.g.,
switch a transistor. By applying a mask to focus a small area, optical faults allow
for precise targeting of certain parts of a circuit, down to the single-transistor
level [42], with fine control over the fault effect. Note that inducing optical faults
is a semi-invasive attack, as the plastic packaging of the chip has to be opened
mechanically or by etching, which is straightforward for standard IC packages,
e.g., Dual Inline Package (DIP) or Small-Outline Integrated Circuit (SOIC), but
can become infeasible for an adversary in the case of sophisticated smartcards.

Variation of Power Supply Temporarily increasing (positive glitch) or re-
ducing (negative glitch) the supply voltage of an IC to a certain level is a well-
established method to inject faults [13, 12], particularly with regard to the skip-
ping or misinterpretation of processor instructions. As the power is supplied via
an external pin (for the case of most embedded device) or the surrounding EM
field (for contactless (RFID) devices), the fault injection path is easily acces-
sible, allowing for non-invasive attacks. However, at the same time, this single
entry point can also be disadvantegous from an attacker’s point of view: Coun-
termeasures such as monitoring or filtering the supply voltage before it enters
the core of the circuit are relatively inexpensive, because they only need to be
implemented for one isolated section of the IC.

Electro-Magnetic Pulses Transients of the EM field cause induction of cur-
rents in conductors and can thereby change logic levels present on an IC. In
contrast to power glitches, the fault injection is not performed over a single
wire. Rather, the fault can affect any part of the DUT, making it harder to pre-
vent and detect than variations of the supply voltage. This approach is especially
suited for RFIDs [17], for which direct access to the power supply would require
an invasive manipulation of the antenna connection.

Variation of an External Clock For devices with external oscillators, i.e.,
for which manipulations of the clock signal are feasible, slightly modifying the
clock period for one or few (half-)cycles may lead to data corruption [26]. Due
to different delays of distinct circuit paths, values that take longer to propagate
(e.g., because they are transported over the critical path') may not be handled
correctly in the following clock cycle.

4.3 FPGA-based Platform for Fault Injection

The use of an FPGA has certain advantages compared to a microcontroller-based
solution, particularly with regard to precise timing of control signals at high

! The critical path is the register-to-register path with the largest delay and thus limits
the maximum clock frequency



clock frequencies. To minimize the design time, we use the commercial Xilinx
Spartan-3 board [44] as a basis. The system clock frequency is set to 100 MHz, so
that the FPGA runs significantly faster than most of the considered embedded
systems, which are usually clocked at between ~ 32kHz and 20 MHz [11], thus
enabling the injection of faults at multiple instants during one clock cycle of the
DUT. Note that at higher frequencies, it becomes increasingly difficult to select
and apply the involved analogue (and digital) components appropriately. To
simplify the implementation of complex control logic, our design is built around
a general 8-bit microcontroller softcore (Xilinx PicoBlaze, cf. [45], available as
VHDL source file for Xilinx FPGAs) which is internally connected to several
application-specific modules, as depicted in Fig. 3.

<7

FPGA RS-232
Picoblaze
8-bit microcontroller e
S Userl/O | N 9 Timing
er Pins - 7 | controller
N

TN TN

Spark Clock fault Dl(g:gﬁl-gptglrog Optical fault
enerator b controller
controller g controller
A" A" 3 A
To spark To clock To power To flashlight
fault module, fault module, fault module, fault module,

Fig. 3. Internal structure of the control FPGA for fault injection.

The PicoBlaze softcore is a Reduced Instruction Set Computing (RISC) mi-
crocontroller programmable using a simple assembler language [43]. It has low
resource requirements (96 slices + 1 block Random Access Memory (RAM) on a
Spartan 3 FPGA) and is well suited for implementing non timing-critical control
and interface logic.

All timing-critical operations that have to respond to external inputs in-
stantly, and require guaranteed timing behaviour, are moved into the applica-
tion specific blocks. The central module in this respect is the timing controller,
which is responsible for starting previously configured faults with precise tim-
ing parameters. The purpose of the microcontroller is to provide a unified and
extensible interface for the controlling PC to setup the timing controller and
the fault injection modules. Currently, we support fault injection by means of
optical methods, EM pulses, power glitches and variations of the clock signal.



4.4 Optical Fault Injection

A modified electronic flash of a photo-camera serves as the basis for a low-cost
module for optical fault injections as described, e.g., in [38]. A small Printed
Circuit Board (PCB) that is connected to the flash of the camera could be re-
used for our purposes with only small modifications. It mainly consists of a High
Voltage Generator (HVG) that produces up to 400 V DC out of the 3V battery
supply of the camera, and a 220 pF capacitor C; that is charged with electrons
by the HVG. Figure 4 illustrates the principle of the module.

A pin of the PCB ('Ready’) that was used to drive a green Light Emitting
Diode (LED) to indicate when Cj is fully charged, i.e., a flash is ready to be
triggered, is connected to an input pin of an FPGA. The switch Sy that had been
mechanically switched when pressing the button of the camera, more precisely,
when the lens opens to take a picture, was replaced by a transistor and can now
also be controlled by the FPGA. Turning it on instantly discharges C; into the
flash and thereby releases an optical fault. The FPGA is programmed such that
it busy-waits until the flash is ready, then starts the interaction with the DUT,
and finally triggers an optical fault at the desired instant.

If a coil is connected instead of the flash, it is reported [10] that the resulting
strong magnetic field can inject permanent faults into RFIDs such as electronic
passports, i.e., the device can be forever deactivated.
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Fig. 4. Optical fault injection module.
Fig. 5. Injecting faults with sparks.

4.5 Electro-Magnetic Fault Injection with Sparks

It is well-known in electronics that a sudden change in electric current gener-
ates an EM field (cf. Sect. 4.2) — the higher the amplitude and the faster the
alteration, the stronger will the resulting EM field be. Thus, in the following we
describe our module for the injection of faults by generating sparks, as illustrated
in Fig. 5. The idea for this module is borrowed from an ignition system for petrol
engines and allows for triggering a spark by means of an ignition coil, a switch
Sj realised by a high voltage Insulated Gate Bipolar Transistor (IGBT) [41], and
a common spark plug for cars.

The ignition coil consists of two inductances L1 and Lo with different numbers
of turns n; and no, that are coupled to form an electric transformer. The voltages



V1 and V5 over the coils Ly and Lo follow the equation % = % The turn ratio
is such that ny > nj, hence any voltage occurring on the side of L; will be
amplified orders of magnitude higher on the side of Ly. To ignite an arc, a large
over-voltage pulse is required: 250V to 300V on the side of L;, corresponding
to approx. 20kV on the side of Lo, are sufficient to generate a spark [31]. An
STP10NK50Z IGBT employed as the switch .S; withstands high voltages up to
500V and can be turned on with a gate voltage of approx. 3 V. This allows for
diretly switching the ’Control’ signal and thereby triggering the switch Sy in
Fig. 5 by means of the controlling FPGA.

The generation of a spark consists of two phases, controlled by the time
during which S is switched on: During the first phase, the coil needs to be
charged for a minimum amount of time. Then, in the second phase, the spark is
released by opening the switch. While the switch S; is turned on, a DC current
flows through the coil L;, and hence charges L; with energy, until S; opens
the connection: The sudden interruption of the electric current flow through L,
implies that the magnetic field collapses rapidly, inducing a high voltage on the
side of L, whose amplitude depends on how much energy has been stored during
the charging phase. The much higher voltage transformed to Lo instantly ignites
the desired spark at the spark plug, while the capacitor C; limits the voltage
overshooting to protect the switch from getting damaged.

The strength of the induced fault can be steered by varying the amount
of time during which the ignition coil can store energy. During our tests, a
charge phase of 5 ms was sufficient to produce reliable, strong sparks. As a power
source we are using a 12V car battery, as it supplies very large currents. If
a standard power supply is used, it is recommended to connect a very large
capacitor (> 10000 uF) in parallel to the power source, to provide a sufficient
amount of current. Optionally, a coil could be connected instead of the spark
plug to generate a purely magnetic field.

Note that extra caution has to be taken when conducting this type of fault
injection in order to prevent destruction of the DUT or other nearby equipment?.
Hence for every unknown device tests should be carried out starting with a big
distance between the arc and the DUT. Note that, in the near field the field
strength falls as a function of the distance r to the DUT, i.e., proportional to
7_%, hence small changes in r have a strong effect on the outcome of the faults.

4.6 Power Fault Injection

As described in Sect. 4.2, power faults can be both triggered by positive (i.e.,
increase of the supply voltage) and negative (i.e., reduction of the supply voltage)
glitches. For maximum flexibility in this respect and for fine control over the
actual waveform, we have chosen a Digital-Analogue Converter (DAC) based
approach, as depicted in Fig. 6.

2 In most countries it is illegal to use the here described module, because the EM
emanation can cause radio waves that disturb other electronic equipment, and the
device is thus not compatible to FCC rules. It is recommended to perform tests with
EM faults in a shielded environment (aluminum foil is usually sufficient).
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The voltage Vpac at the DAC output pin can be controlled via an 8 bit bus,
passing a binary-encoded number Dpac € {0, ..., 255}. Vpac is then given
as Vpac = D%‘gc - Vbac, maz Where Vpac, maz denotes the maximum output
voltage. Because the DAC generates a voltage of max. ~ 1V and its output
current is limited to 20 mA, an additional output amplifier is required to provide
higher voltages and greater driver strength.

Implementation Details A PCB has been designed with the structure intro-
duced above. The used DAC is the AD9708 manufactured by Analog Devices [5],
capable of running at max. 125 MSamples/s. The signal from the DAC is ampli-
fied up to a maximum of = 5.5V, using the AD8058 Operational amplifier (OP)
by Analog Devices [4], providing a theoretical bandwidth of 325 MHz at a gain
of +1 and a slew rate3 of 1000 V/pus.
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Fig. 7. Output stage of the power fault module.

3 The slew rate indicates the maximum rate of change of the output voltage.



The OP is applied in a non-inverting configuration with the gain set to ~ 4.7.
Additionally, a bipolar transistor-based output stage according to [29] has been
implemented, which enables output currents of max. 150 mA at a supply voltage
of 7.5 V. By selecting different transistors, this value could be further improved
if required. The schematic of the output stage is shown in Fig. 7.

As an example for the output waveform, Fig. 8 and 9 depict a 10ns full-
scale pulse generated with the proposed power fault module, recorded after the
amplifier and the transistor output stage, respectively. All depicted signals have

I\ A N
e NI R

\ \

\\ -

Fig.9. Full-scale 10ns negative voltage

glitch after transistor output stage, x10
probe.

Fig. 8. Full-scale 10ns negative voltage
glitch at amplifier output, x10 probe.

been recorded using a probe set to x10 attenuation to minimize the influence of
the probe capacitance on the rise and fall times.

4.7 Fault Injection with Clock Variations

Clock faults are small, temporary variations of the fraction of time the clock
signal is high in one period which is commonly referred to as the duty cycle. For
maximum flexibility, a module for this type of fault has to provide

— awide range of output frequencies, especially covering the range of embedded
systems, and
— precise control over the duty cylce of the clock signal.

Our approach makes use of the Digital Clock Manager (DCM) of the Xilinx
FPGA which is able to generate a clock signal with very fine control over its
phase shift. By outputting both an unshifted and a shifted clock and combining
these signals logically with external circuitry, several useful waveforms can be
created. The module provides the signals 01 = clk A clks and oy = clk V clks for
both shortened and stretched clock cycles. These are illustrated in Fig. 10 and
Fig. 11, in which clk denotes a clock signal, clk, this signal shifted by At, A a
logical AND and V a logical OR.
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clk, clk, |
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At At

Fig.10. Clock signal o1 = clk A Fig.11. Clock signal o2 = clk VvV
clks width shortened clock cycles.  clks witch stretched clock cycles.

Implementation Details The generation of the shifted clock signals clk; is
performed by the FPGA using a combination of a fine phase shift, followed by
clock (down-)scaling and a coarse phase shift. The phase shift function of the
Xilinx DCM is used to shift the clock by ﬁth of its period. The input to the
DCM is the global system clock clksys and the output is termed clksys, s (shifted
by Afine) and both are running at 100 MHz.

clksys and clkgys, s are then passed to a prescaler (and coarse phase shifter),
which toggles the output clock when an internal counter reaches half of the
configured prescaling factor. The coarse phase shift by A.oqrse is accomplished
by pre-loading the internal counter on startup. This way, clks can be shifted in
multiples of the system clock period, i.e., in steps of 10ns, with respect to clk.
The downscaled clocks clk and clk, are routed via the output pins of the FPGA
to the actual fault module PCB. Figure 12 summarises the complete process.

clkys

1
i ClKqys, s
At y
Prescaler Prescaler
Coarse Shifter Coarse Shifter

}k S I
B

Atgnet Al coarse

Fig. 12. Clock signal shifting and prescaling on FPGA.

On the external board, the logical operations proposed above are performed
by discrete, high speed Complementary Metal Oxide Semiconductor (CMOS)
ICs. According to the datasheets [37], these ICs can be operated at frequencies
above 1 GHz, enabling precise adjustment of the signal timing. An example out-



put signal for o; (i.e., a slightly shortened clock cycle) is depicted in Fig. 13,
with the prescaler set such that the output clock frequency is 16.67 MHz.
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Fig. 13. Fault on 16.67 MHz clock signal, x10 probe, 20 ns/time division.

5 Data Acquisition

A controlling PC and a USB oscilloscope form the basis for the data acquisi-
tion system. The acquired data can be side-channel information (e.g., current,
voltage, EM emanation or timing information), or communication data such as
bitstreams in any format which then later can be evaluated by a PC. The soft-
ware framework follows our modular approach and allows for straightforward
substitution of its parts, e.g., when switching to a new oscilloscope or analysing
a DUT that has different requirements with regard to the data necessary for
mounting an attack.

In the context of combined active and passive attacks, the configuration of
the fault injection device and the recording of the side-channel information can
both be performed by the controlling PC, simplifying the synchronisation of the
respective processes. Additionally, the PC can process the data directly after
recording, so that adaptive attacks are possible, in which, e.g., a challenge is
selected based on the outcome of prior steps, such as a successful fault injection.

6 Practical Attacks

In this section, we present results of attacks on real-world devices. By the exam-
ple of a commercial RFID smartcard, we show the capabilities of out framework
with respect to side-channel analysis. Aside, we describe an active fault injection
on a widespread microcontroller.



6.1 Power-Analysing a 3DES Cryptographic Contactless Smartcard

Before detailing the analysis of an RFID smartcard employing Triple-DES, we
briefly outline the applied techniques used to attack the device and propose
appropriate leakage models. For the analysis, we use the well-established method
of Correlation Power Analysis (CPA) [8]. As mentioned in Sect. 3.1, for RFIDs
it is the natural choice to mount a non-invasive attack by measuring the EM
emanation, i.e., perform a DEMA.

Modelling the Power Consumption of RFID Devices For a simple model
of the frequencies where we would expect the EM leakage to occur, consider
a band-limited power consumption p (¢) that directly affects the amplitude of
the wg = 27 - 13.56 MHz frequency of the reader, i.e., the amplitude of the field
will be slightly smaller in an instant when the chip requires more energy than
in an instant when no energy is consumed. This results in possibly detectable
frequency components in the side bands of the carrier, as depicted in Fig. 14.
Equation 1 describes this model more precisely, where o—e denotes the Fourier

transform?.

p (t) cos (wot) o8 X (jw) = 5 (P (jw = jwo) + P (jw + jwo)) (1)

DO =
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Fig. 14. Frequency spectrum of the carrier signal at wo and the assumed information
leakage for remote power analysis.

We refer to this approach as Remote Power Analysis according to Oren and
Shamir [35], because the fluctuations in the power consumption of the device are
modulated onto the strong carrier signal of the PCD.

Another model assumes that the internal switching of transistors on gate-
level can be detected by means of near-field probes, such that the bits of a secret
key might be extracted from signals in frequency bands that are independent of
the carrier of the PCD. The signal model in Equation 2 for this case is additive,
so that the best possible suppression of all other components - in particular the
carrier frequency - is desirable. As illustrated in Fig. 15, now P (jw) is assumed

4 The Fourier transform is commonly used to transform signals from the time domain
into the frequency domain



to be band-limited with a center frequency w, that is independent of the carrier
frequency wp.

p(t) + cos (wot) oo X (jw) = P (jw) + % (0 (jw — jwo) + 6 (Jw + jwo))  (2)

P(jw) X(jw)
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Fig. 15. Frequency spectrum of the carrier signal at wo and the assumed information
leakage for the additive model.

Difference-of-Means Test To determine the quality of the traces acquired
with a particular measurement setup and to find out if and in which instants
the traces contain data-dependent information, a Difference-of-Means (DOM)
test can be conducted as a preparation for the key-recovery. The idea is to
send two (or more) challenges alternately that cause a different electromagnetic
emanation according to the assumed power model, acquire the corresponding
traces t() and ¢ of length K, and then form four equally sized sets S; with
|S;| = N the number of traces per set.

Let S1 = {t((]l), N t§\1,)71} contain the traces of the first challenge and Sy =
{té2), cee tg\z,ll} those for the second challenge. The average traces s k), 72 (k)

and their DOM timeseries §(!=2) (k), where 0 < k < K denotes the current sam-
pling point, are given as:

L 1 N-1
(k=5 2t (k)

n=0

) 1 N-1
1) =5 2t W)

In order to estimate the amount of noise, let two sets S3 and S; contain
uniformly distributed traces belonging to either challenge, i.e., assign all traces



randomly to the two sets, and define accordingly:

3) 1 N—-1

MOEE-DI A0
n=0

@) 1 N—-1

MOEE-D I

The DOM 634 (k) would ideally vanish, if the measurements contained no
noise. Accordingly, maxima of §(!=2) correspond to the points in time where a
data-dependent behaviour occurs — the higher the ratio between the amplitude
of the peaks and the noise level, the more information is contained in the mea-
surements, hence for more traces, a higher signal-to-noise ratio is expected. In
contrast, the maxima of §©3~% | indicating the amount of noise in the traces,
should all have a similar amplitude that becomes smaller with more traces ac-
quired and would become zero for an infinite amount of traces.

Contactless Smartcard Attack In this section, we turn towards a more com-
plex scenario and analyse a commercially available contactless smartcard. This
time, we are facing a black-box situation, i.e., we do not know anything about the
implementation of the cipher, existent countermeasures etc., so extensive profil-
ing is necessary in preparation for a key-recovery attack. The following results
base on the analysis performed in [23], which we summarise before presenting
our new achievements.

The DUT is an ISO 14443-compliant RFID device (cf. [18,19]), operating at
13.56 MHz. It features a challenge-response authentication protocol which relies
on a 3DES using the two 56 bit halves of ko = ki||ke as the symmetric key in
Encrypt-Decrypt-Encrypt (EDE) mode. The process of performing the analysis
can be split up into the following steps, which we will cover in this section:

1. Align the traces in time.

2. Profile the device and locate the 3DES encryption.
3. Optimise the position of the EM probe.

4. Perform the EM analysis of the 3DES encryption.

Challenge-Response Authentication Protocol Using the RFID reader detailed in
Sect. 3.1 we reverse-engineered and implemented the whole authentication pro-
tocol, but focus on the step relevant for our analyses as depicted in Fig. 16,
where 3DESy,, (-) = DESy, (DES,' (DESy, (+))) denotes a 3DES encryption in-
volving the key k¢ = ki||ka. The values By and By are encrypted by the PICC
during the mutual authentication. By originates from a random number previ-
ously generated by the PICC and is always encrypted by the PICC in order to
check the authenticity of the PCD. The protocol will abort after the encryption



of Bs, in case its verification is not successful. B;, a random value chosen by the
PCD that serves for authenticating the PICC to the PCD, is mentioned here for
completeness only and is not required in the context of our analyses.

PCD PICC

B., B
Choose Bi, B2 % 3DESy (B2)

Fig. 16. Excerpt of the authentication protocol relevant for a DEMA attack.

We observe that the card unconditionally encrypts any value By sent to it,
hence we can freely choose the plaintext. For the CPA described in the following,
we will send random, uniformly distributed plaintexts for By and attack the first
DES round.

Trace Preprocessing and Alignment The raw traces recorded between the last
bit of the command sent by the reader and the first bit of the answer of the card
do not expose any distinctive pattern, hence, digital preprocessing is applied in
order to identify interesting patterns useful for a precise alignment of the traces.
On the basis of the remote power model introduced in Sect. 6.1, we assume that
the power consumption of the smartcard modulates the amplitude of the carrier
wave at frequencies much lower than the 13.56 MHz carrier frequency, which is
justified by a preliminary spectral analysis and the well-known fact that the on-
chip components (such as capacitances, resistors, inductances) typically imply a
strong low-pass filter characteristic.

In order to obtain the relevant side-channel information, we record raw
(not demodulated) traces and perform the demodulation digitally on a stan-
dard PC, using a straightforward incoherent demodulation approach (Fig. 17,
following [40]). The raw trace is first rectified, then low-pass filtered using an
appropriate digital filter. An additional high-pass filter removes the constant
amplitude offset resulting from the demodulation principle and low-frequency
noise. Good values for the filter cutoff frequencies fiowpass and frighpass Were
determined experimentally and are given in this section.

N o > \—( +—

Raw trace Rectifier Lowpass filter ~ Highpass filter =~ Demodulated trace

Fig. 17. Block diagram of incoherent digital amplitude demodulator.



For precise alignment during the digital processing, we select a short ref-
erence pattern in a demodulated reference trace. This pattern is then located
in all subsequent traces by finding the shift that minimises the squared differ-
ence between the reference and the trace to align, i.e., we apply a least-squares
approach. In our experiments we found that the analysed smartcard performs
the operations in an asynchronous manner, i.e., the alignment may be wrong
in portions not belonging to the region the reference pattern is taken from. A
re-alignment has thus to be performed with respect to the part of the trace we
aim to examine by means of CPA.

Probe Positioning The DOM test turns out to be an appropriate utility for
finding the optimal position of the near-field probe used to capture the EM
emanation. For that purpose, we implement a Live DOM application on the
controlling PC that sends the alternating challenges to the card, records and
digitally preprocesses the EM trace. After the automatic detection of the align-
ment pattern®, all subsequent traces are aligned accordingly and passed to the
DOM algorithm. The DOM results are displayed instantly and are continously
updated while the probe can be moved. Figure 18 depicts a screenshot of the
utility, where the upper window displays the processed and aligned traces with
the alignment pattern highlighted, while the lower shows the squared DOM of

Sy and Sy, i.e., (5072 (k)%

Fig. 18. Screenshot of Live DOM test utility.

By iteratively adjusting the probe position to maximise the DOM, we discov-
ered that the results are optimal if the probe is placed directly above the IC and
in parallel to the long side of the card, at a vertical angle of & 35 ° (with respect
to the card plane), as shown in Fig. 19. It furthermore turned out that placing
the smartcard at a vertical distance of &~ 5 mm to the antenna considerably
improves the amount of side-channel leakage.

5 The pattern detection is accomplished by finding the first peak whose amplitude
exceeds a fixed threshold
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Fig. 19. Optimal positioning of EM probe.

Device Profiling As the plaintext for the targeted 3DES operation is known
and the ciphertext can be computed in a known-key scenario, we are able to
isolate the location of the 3DES encryption by correlating on these values. From
the profiling phase with a known key it turns out that the smartcard uses an
8 bit data bus to transfer plain- and ciphertexts. The corresponding values can
be clearly identified from 2000 - 5000 traces using a Hamming weight model.
Figure 20 was compiled from these profiling observations, with the shape of the
3DES operation marked. The first 3DES encryption (labeled 3DES 1) results
from a prior protocol step, the correlation with the correct ciphertext appears
after the execution of the second 3DES (labeled 3DES 2).

3DES 1
(enc(B1)
Pa—

Plaintext
Processing
—

DES 2
(enc(B2))
~

Voltage (mV)

L P P
Last bit of Plain- | [Cipher-|| Plain- | |Cipher-|
=31 | reader text B1 text text B2 text
query Trigger
05 1 15 .5 4

.
2 25 3 3
Time (ns)

Fig. 20. Overview of operations in amplitude-demodulated trace.

8DES Engine Figure 21 shows the targeted 3DES operation identified during the
profiling phase, filtered with fiowpass = 8 MHz and frighpass = 50 kHz. The short
duration of the encryption suggests that the 3DES is implemented in a special,
separate hardware module, hence we assume a Hamming distance model. We
also considered a Hamming weight model, but did not reach conclusive results
with it.

The three marked peaks seemingly appear at the end of one complete Single-
DES and are thus promising candidates as alignment patterns. We conduct a
CPA on demodulated traces aligned to each of these peaks, where we consider
the Hamming distance between the DES registers (Lo, Rg) and (L1, Ry), i.e, the



state before and after the first round of the first Single-DES. When performing a
standard CPA with 1000000 traces, correlation peaks with maximum amplitude
occur for the correct subkey candidate of each S-Box, at a position which we
consider as the start point of the first DES. The results are given in Fig. 22.

We observe that 1. the correlation for the output of some S-Boxes is signif-
icantly stronger than for others (e.g., for S-Box 1 and 3, for which the correct
subkey can already be identified after 150 000 traces), 2. several peaks appear at
different points in time for one S-Box and 3. the point of maximum correlation
varies depending on the S-Box.

As the attack works (albeit after a large number of traces), we suppose that
no masking scheme [30] is used to protect the hardware engine. Rather, we
conjecture that hiding in the time dimension is used, i.e., dummy cycles with
no computation or similar measures, to prevent correct alignment of the traces.
This assumption is justified by the above observation that more than one peak
occurs in the correlation curve and further strengthened by the fact that even
when repeatedly sending the same plaintext Bs to the smartcard, the shape of
the DES operation and the position of the peaks depicted in Fig. 21 vary®.

Note that with our measurement setup, recording one million traces takes
approx. two days, i.e., we achieve a rate of approx. 700 measurements per minute.
Having extensively profiled the DUT, we are able to focus on the relevant region
of the EM trace and thus achieve substantial savings both with regard to disk
space and processing time. Therefore, our attack is still feasible in a practical
scenario, despite the considerable amount of traces.

5 This misalignment also hinders improving the SNR by means of averaging.
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Fig.21. Part of a trace with 3DES encryption, filtered with fiowpass = S MHz,
fhighpass = 50kHz.
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Fig. 22. Correlation coefficients for CPA after 1000000 traces, fiowpass = S MHz,
frighpass = 50kHz.

6.2 Fault Injection Attacks

After demonstrating the capabilities of the developed framework with regard to
passive side-channel analysis, we address active fault injection and accordingly
carry out an attack against a widespread 8-bit microcontroller, the PIC16F687 [32].
Note that the main focus in the following is on the demonstration of the fault
injection capabilities, not on the implementation of actual attacks against cryp-
tographical algorithms.

Single Faults Consequently, we start with defining a simple test scenario, at-
tempting to skip one instruction executed by the microcontroller. The micro-
controller executes a simple program to detect that a fault has been success-
fully injected. After the initialization, a status pin PIN_STATUS (connected to an
FPGA input) is constantly set to high in a first infinite loop. In a subsequent
infinite loop, the same pin is pulled low and additionally, another status pin
PIN_STATUS_2 is repeatedly toggled, thereby indicating whether the microcon-
troller is still alive.

Our attack targets the goto instruction at the end of the first loop. Without
external influence, the DUT never exits this loop. The aim of the fault attack is to
jump over this instruction, so that the second loop gets executed. This condition
can be detected by checking for PIN_STATUS = 0, indicating a successful fault
injection. To provide a second indicator that the DUT is definitely executing the
second loop, the toggling of PIN_STATUS_2 can be tested.

We investigate the effect of a negative voltage glitch, as this method has been
reported to be successful for other microcontrollers [25,39]. In our framework,
the following parameters (cf. Fig. 23) can be varied:



— The glitch offset ¢,¢se+ With respect to the trigger rising edge,

— the glitch width t,;4¢,, and

— the glitch voltage level Vi, i.e., the value to which the supply voltage is
temporarily reduced to.

Voltage
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High
voltage
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low [m==d=mmmmmmaa

T P Time
Trigger

Fig. 23. Parameters characterising a single negative power glitch.

In order to systematically determine the settings that lead to the desired
effect, we implemented an application with a “sweep mode” that consecutively
tests all combinations in a certain range for each of the values. This way, the
device is fully profiled for all possible parameters without human interaction. To
demonstrate the integration of fault injection with the measurement framework
and to be able to analyse the fault effect afterwards, the application also records
oscilloscope traces of the voltage glitch on the supply rail and the state of the
status pins.

Results Using the data gathered by the parameter sweep, three effects can be
identified:

1. Injection not successful, i.e., PIN_STATUS remains set and the first loop is
not left, see Fig. 25.

2. The device is reset, resulting in PIN_STATUS to be set low for a short time
(during the initialization instructions) and then high again when the first
loop is entered, see Fig. 24.

3. The desired fault is injected, i.e., PIN_STATUS stays low permanently, indi-
cating that the microcontroller executes the second loop, see Fig. 26.

Figures 25, 24 and 26 display example oscilloscope traces for each outcome.
For case 3, Fig. 27 additionally shows the toggling waveform on PIN_STATUS_2
in loop2 after a successful instruction skip fault.

Based on these experiments, we conclude that power glitch attacks to skip
instructions on the PIC16F687 are possible, provided that the voltage is reduced
to a value within a region from 1.65 V to 1.73 V and the fault occurs at the correct
point in time, where a rather large set of timing parameters turned out to work
for the scenario of leaving an endless loop.
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Multiple Faults On the basis of the results of the previous section, the sce-
nario is now extended to multiple fault injection. The test code has been mod-
ified: The first loop remains unchanged, while in the second loop the toggling
of PIN_STATUS_2 has been removed. The third loop catches the successful exit
from loopl and loop2, indicating this condition by setting PIN_STATUS_3 and
toggling PIN_STATUS_2 as additional criterion for loop3.

Thus, if the first two loops can be skipped using two successive faults, this
condition is detected by checking for PIN_STATUS = O and PIN_STATUS_3 = 1,
which can again be accomplished automatically using the FPGA user I/O pins.
For illustration, we recorded the waveform on PIN_STATUS_2, as the toggling
provides visual evidence that the microcontroller is indeed executing loop3. The
two successive negative voltage glitches are now characterised by 6 parameters,
summarised in Fig. 28:

— The first glitch offset ¢, s fser, 1 With respect to the trigger rising edge,

the first glitch width tyiqen, 1,

the first glitch voltage level Vjgy, 1,

— the second glitch offset ¢, fser, 2 With respect to the end of the first glitch,
— the second glitch width t,;4¢p, 2, and

— the second glitch voltage level Vi, 2.
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Fig. 28. Parameters characterising a negative double power glitch.

To reduce the overhead for the search through all parameter combinations,
the first glitch is fixed based on a setting that led to a successful fault in the
single fault scenario. Moreover, the low voltage level is set equal for both glitches.

Results By conducting a parameter sweep with the first pulse fixed, we were able
to skip both loopl and afterwards loop2, resulting in the waveform in Fig. 29.
Having profiled the device, we could repeat the experiments with identical pa-
rameters and reliably perform the fault injection, thereby achieving a success
rate close to 100 %.
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Fig. 29. Waveform of successful multiple fault injections on a PIC16F687, displaying
PIN_STATUS_2.

Implications Depending on the cryptographic primitive and its actual imple-
mentation (and on the adversary’s knowledge about the implementation), the
injection of power faults as practically demonstrated above can have various
dramatic effects on the security. Some examples are listed below, while the list
could be vastly extended.

— In the case of a block cipher, e.g., AES, that is normally executed for sev-
eral rounds to produce a cryptographically secure output, it is conceivable



to skip the appropriate jump instruction that will execute the next round
of the cipher: Having the plaintext and the output after one round, it is
straightforward to mathematically conclude to the secret key used for the
encryption.

— If a device is protected against power analysis with masking, the injection
of a fault [3], e.g, while the mask is initialised, may allow to circumvent the
countermeasure. If the mask remains set to zeroes it will have no protecting
effect and a subsequent power analysis will become possible by this combi-
nation of active and passive side-channel analysis, which is easily possible
with our proposed setup.

— Since inducing multiple faults is relatively simple, as demonstrated above,
even common countermeasures against fault injection could be circumvented:
Often two computations of, for example, the same exponentiation are carried
out and the results are compared. If they are equal, the device assumes that
no fault has occurred. To spoof the protection mechanism, hence one fault
needs to be induced during the computation, and a second fault during the
comparison.

— An induced fault could also allow for reverse-engineering of a (secret) pro-
gram code that is executed by the microcontroller: Many devices feature a
read-out protection, i.e., if a protection bit is set to one in the internal cir-
cuit of the microcontroller, the program code cannot be read out. A fault
injected at the right moment in time, whilst trying to read out the device,
could make this bit read zero, disabling the code protection mechanism.

Since all tests can be carried out automatically with varying parameters, and
the success of the fault injection is automatically detected (the feedback via the
data acquisition module even allows to determine, whether a reset of the DUT
needs to be triggered), no human interaction is required. Thus, it is conceivable
to perform a thorough profiling and find the correct points in time for inducing
faults even in a black-box scenario.

7 Conclusion

In this article, we present a versatile framework, allowing for implementation
attacks on virtually all types of cryptographic devices. Our setup provides func-
tions for the automatic profiling and security evaluation of a cryptographic (or
non-cryptographic) device, both with respect to side-channel analysis, i.e., the
evaluation of EM or power measurements, and for fault injection, including the
determination of parameters required to actively attack a black-box device.
The introduced functional units cover amongst others the analysis of (con-
tactless) smartcards, RFIDs, microcontrollers, ASICs, FPGAs and mobile com-
puting devices. After discussing models and possible effects of inducing faults, we
describe our customised self-built hardware modules for generating faults based
on power glitches, clock variations, as well as optical and EM fault injections.
To our knowledge, we propose the first circuit for automatically inducing faults



based on sparks in cryptographic devices published in the literature. The mod-
ules allow for automatically profiling the parameters and the strength of faults
required for a particular device, as a function of the data processed and by using
the data acquisition module as a feedback channel. The data acquisition mod-
ule itself is based on a USB oscilloscope and enables inter alia for side-channel
analysis based on the EM field, current consumption, and timing of the DUT.

We exemplarily demonstrate the effectiveness of the system by profiling a
contactless smartcard and identify the appropriate leakage model. On this ba-
sis, we perform the first reported successful full key-recovery of a commercial
cryptographic RFID employing Triple-DES by means of DEMA. As a second
practical result, we prove the feasibility of multiple successive fault injections on
a widespread PIC microcontroller using power glitches. This has severe impli-
cations with respect to the effectiveness of many countermeasures that often —
due to overrating the efforts required for such an attack — protect only against
one single fault during a computation. As all parts of our framework may oper-
ate independently of each other, powerful combined active and passive attacks
are enabled. These attacks, e.g., circumventing countermeasures against power
analysis by injecting faults, have been theoretically proposed in the literature,
but so far there has been a lack of practical results regarding their feasibility.

We conclude that most implementation attacks, including the injection of
multiple faults, can be conducted with a low-cost, public domain lab setup as
described in this article. The common belief that highly sophisticated and expen-
sive equipment is required is proven to be wrong: State-of-the-art implementation
cryptanalysis can be performed by anyone who has a sufficient know-how about
the attacks.
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