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Role-based User Access Control with Working Status
for u—Healthcare System

Bong-Hwan Lee" - Hyun-Sug Cho™

ABSTRACT

Information technology is being applied to the development of ubiquitous healthcare system, which provides both efficient patient care
and convenient treatment regardless of patient’s location. However, the increasing number of users and medical information give rise to
the problem of user management and the infringement of privacy. In order to address this problem we propose a user access scheme
based on the RBAC (Role Based Access Control) model. The preceding trust management model for Grid security, FAS(Federation Agent
Server), was analyzed and extended to provide supplementary functions for role-based access control in u-Healthcare system. The RBAC
model provides efficient user management and access control, but very vulnerable in case when one with valid role tries to leak
confidential inner medical information. In order to resolve this problem, a RBAC-WS (Work Status with RBAC) model has been
additionally developed which allows only qualified staffs to access the system while on duty. Th proposed RBAC and RBAC-WS model
have been merged together and applied to the PACS (Picture Archiving and Communication System).
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X509Certificate CreateRBACCertificate(String name, String role)

X509Certificate OpenCertificate(String filePath)
Certificate( )

Xs509Certificate [] CreateCertificateList(String foldPath)

void setRolePolicy(String fasRolePolicyPath, String role, String []
getResource, String[] access)

void setResourcePolicy(String fasResourcePolicyPath, String
resource)

void setSubResourcePolicy(String fasResourcePolicyPath, String
resource, String subResource)

void setAccessPolicy(String fasAccessPolicyPath, String access,
boolean read, boolean write, boolean delete)

String [] getRole(String fasRolePolicypath)

—— String [] getResource(String fasResourcePolicy)

AccessPolicy)
boolean getReadAccess(String role, String resource, String fasRolePolicy)

ing role, String resource, String fasRolePolicy)

boolean getWriteAcces:

boolean getDeleteAccess(String role, String resource, String fasRolePoliey)
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