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Abstract

Although extremely high-speed interconnects are available today, the traditional protocol stacks such as
TCP/IP and UDP/IP are not able to utilize the maximum network bandwidth due to inherent overheads in the
protocol stacks. Such overheads are a big obstacle for high-performance computing applications to exploit
high-speed interconnects in cluster environments. To address this issue, many researchers have been
presenting analyses of protocol overheads and suggesting a number of optimization approaches to harness the
TCP/IP suite over high-speed interconnects. However, to the best of our knowledge, there is no study that
analyzes and optimizes the protocol overheads thoroughly in an integrated manner. In this paper, we exploit a
set of protocol optimization mechanisms in an integrated manner while dealing with the full spectrum of the
protocol layers from the transport layer to the physical layer. To evaluate the impact of each protocol overhead,
we apply the optimization mechanisms one by one and perform detailed analyses at each step. The thorough

overhead measurements and analyses reveal the dependencies between protocol overheads. With our
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comprehensive optimizations, we show that UDP/IP can utilize more than 95% of the maximum network

throughput a Myrinet-based experimental system can provide.
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1. Introduction

The network physical bandwidth is getting dramatically larger and has reached more than a Gbps
bandwidth [1, 2, 25, 26]. Many high-performance computing systems (e.g., clusters [3] and grids [4]) employ
such high-speed networks [5-7, 31]. On the other hand, with the rapid increase of data volume to process,
efficient data exchange between the computing nodes becomes more critical for many parallel/distributed
applications. Accordingly, many data-intensive applications wish to take the advantage of high bandwidth of
modern interconnects. Most of existing applications and middleware use 1P-based transport protocols such as
TCP and UDP to transmit the data between nodes. The reason for this is two fold: (i) the IP network is the
most widely accepted network infrastructure in the world and (ii) the 1P-based transport protocols support the
de-facto standard interface, sockets. The traditional |P-based protocols, however, cannot deliver the maximum
network throughput to the applications due to their heavy overheads. For example, we have observed that
UDP/IP only achieves a throughput under 20% of the maximum throughput provided by Myrinet [1] on an
Intel Pentium I11 platform.

Many researchers have tried to reduce the protocol overheads to utilize the maximum physical network
bandwidth. One such approach is to design and implement a new high-speed user-level protocol [27-30]. The
basic idea of the user-level protocols is to provide new light-weight transport protocols at the user-level and

bypass the traditional protocols implemented in the operating system kernel. This can provide an easy way to



achieve zero-copy data transmission with minimal packet handling overhead. In addition, since the user-level
protocols target only the LAN environments (i.e., clusters) they use very simple network layers. However, the
user-level protocols introduce new API. Since most of existing applications have been implemented on top of
the sockets API, this approach requires modifications of existing applications. In addition, their simple
network layers cannot provide the compatibility for the | P networks.

On the other hand, to utilize the high-speed networks keeping the advantages of the IP-based protocols,
there has been a significant research on optimizations of the IP-based protocols. For instance, the researchers
[8-13, 32, 35] have tried to reduce the per-byte overheads by enhancing the network buffer management.
Another approach is to deploy the TCP Offload Engine (TOE) [34] that offloads the processing of TCP/IP
protocols from the host processor to the hardware on the Network Interface Card (NIC) while preserving the
sockets interface. Since both approaches of optimizing host-based protocols and offloading the protocols
alow existing applications to run over | P networks without any modification, they have alot of potential.

However, there has been no study of in-depth overhead analysis performing comprehensive
optimizations across severa layers. Since the protocol stacks consist of severa protocol layers and have
dependency between the layers, it is highly desired that the optimization study of the TCP/IP stacks deals
severa layers in an integrated manner. To achieve this goal we need to measure the performance in details,
implement several kinds of optimization schemes for each layer, and analyze their impact on other layers.
This is not a trivial research challenge. To tackle this research issue, we take following approaches in this
paper:

e Optimizations over multiple layers: The protocol stacks consist of several layers such as transport,

network, data link, and physical layers. Accordingly, we consider multiple layers to identify the

bottleneck and exploit several solutionsto fully utilize the physical network bandwidth.



* Stepwise optimizations. In order to elucidate the impact of each overhead, the overheads have to be
removed in a stepwise manner. Our optimizations start from higher protocol layers and move to
lower layers of which performance impacts are shown in each optimization step.

* Analysis of dependencies between overheads. Removing some overheads can make an impact on
other overheads as well. Such dependencies are very important factors when we try to optimize the
protocol stacks because the dependency information can provide away to fully optimize the protocol
stacks. We may achieve a partial optimization without the dependency information.

We can classify the protocol overheads of an end node into the host, NIC, and link overheads by the
viewpoint of where the overheads are induced [33]. The host overhead is the time that the host processor
spends to perform the protocol stacks in the operating system’s kernel and the device driver. The kernel
usually implements the transport and network layers. The NIC overhead is generated by the NIC itself, which
corresponds to the data link layer. The link overhead is the time to send/receive a packet to/from the physical
network link, which is concerned with the physical layer. In this paper, we first focus on the host overhead
such as the (de)fragmentation overhead of the network layer and the checksum computation and data copy
overheads of the transport layer because the host overhead is dominant compared with NIC and link
overheads. Next, we deal with the NIC overhead such as per-DMA, per-packet, and per-byte overheads of the
datalink layer. Finally, we study the link overhead.

Our thorough and comprehensive analyses of the protocol overheads contribute to the understanding of
how much bandwidth is encroached by each overhead and what factors make performance bottlenecks on a
high-speed interconnect. In addition, the mechanisms proposed and implemented in this paper reveal useful
design considerations that help develop or optimize a protocol for high performance computing systems. Our

performance evaluation presents that by removing protocol overheads across several layers we can utilize



more than 95% of the maximum network throughput can be provided by a Myrinet-based experimental
system. While this work has been done with the Myrinet-based system, our ideas and the results are
applicable to most of modern systems. To the best of our knowledge, this is the first work that carries out in-
depth overhead analyses and comprehensive optimizations side by side in an integrated manner while dealing
with the full spectrum of the protocol layers from the transport layer to the physical layer.

The remainder of this paper is organized as follows. Section 2 briefs the data path of an UDP/IP packet
and gives an overview of Myrinet. Sections 3, 4, and 5 analyze the host, NIC, and link overheads and
minimize them, respectively. We generalize some design and performance issues based on our study and

discuss them in Section 6. Section 7 describes related work. Finally the paper concludesin Section 8.

2. Background

In this section, we describe the data path of UDP/IP packets on an end node, which is applicable to the

most of contemporary systems. We also brief the overview of Myrinet.

2.1 Data Path of UDP/IP Packet

In this section, we briefly describe the protocol layers of UDP/IP and the data path. If an application
reguests a send through the system call, the UDP layer copies the packet from the user buffer into the kernel
buffer. The data checksum computation is also done in this layer. Then the IP layer performs the packet
fragmentation if the data size is larger than the maximum transmission unit (MTU) size. The most of modern

operating systems including Linux perform the data copy, checksum computation, and fragmentation at the



same time for better performance. After constructing the UDP/IP packet header, the device driver makes a
descriptor for the packet and passes it to the NIC. The NIC performs DMA to move the data indicated by the
descriptor from the kernel buffer to the NIC memory. Then, the NIC ships the data with a MAC header to the
network.

When an application calls areceive system call, if there is any data that already has been received in the
socket buffer queue, the data is copied to the user buffer by the UDP layer. Otherwise, the application is
forced to block. When a packet arrives from the network to the NIC memory, the NIC moves the packet to the
network buffer in the kernel space using DMA. After the completion of the DMA operation, the NIC triggers
an interrupt. The interrupt handler handles this interrupt and put the descriptor of the packet into the backlog
queue. After that, to reduce the number of interrupts of notifying the DMA completion, the interrupt handler
usually polls the DMA completion queue for some more time and handles more packets if there are. Thisis
known as NAPI in Linux. Then the bottom half identifies the packet type and passes the packet to the
appropriate protocol. In the present case, the protocol is IP, which performs the defragmentation. If the
defragmentation is finished successfully, the IP layer passes the packet to the UDP layer. After the checksum
computation, the UDP layer wakes the application that has been waiting and copies the user data in the packet

to the user buffer.

2.2 Overview of Myrinet

Myrinet [1] is a quite popular high-speed interconnection network technology developed by Myricom

Incorporation. Myrinet can provide 1.28Gbps on Myrinet-1280 link and 2.0Gbps on Myrinet-2000 link in one

direction. In this paper, we consider both link types and show their impact on network throughput. Recently



Myricom has released Myri-10G that supports 10Gbps data rate providing the compatibility with 10 Gigabit
Ethernet. One of the interesting features of Myrinet is the programmability of the NIC firmware, which alows
developers to add new functions or offload protocol stacks into the NIC firmware. Though many other NICs
are also programmable, usually the tools and interfaces for the firmware programming are not opened to the
general system developers. We utilize this NIC programmability feature of Myrinet in this paper to optimize
the protocol stacks. In addition to the IP-based protocols, Myrinet aso provides the high-speed user-level
protocol called GM. As we have discussed in the introduction, in this paper we focus on the IP-based

protocols (i.e., UDP/IP) over Myrinet.

3. Host Overhead: Transport (UDP) and Network (1P) Layers

This section deals with the host overheads such as (de)fragmentation, checksum computation, and data
copy overheads, which are overheads in the transport and network layers. The workstations on which we
analyze the overheads and throughput use an Intel Pentium Il 450MHz processor and an M2F-PCI32C
(LANai-4) Myrinet NIC set to a 32bit 33MHz PCI slot. Workstations are directly connected via an M2F-CB-
25 Myrinet cable. The operating system installed is Linux (kernel version 2.2), and we adopt Myrinet
Software (version 3.22c) [16] for the device driver and the firmware of the NIC.

We measure the throughput using ttcp [17] that calculates the throughput at the receiver side by the
difference of the first packet arrival time and the last packet arrival time for a large volume back-to-back
packet transmission. In addition, to measure the pure overhead for specific operations (e.g., fragmentation,
data copy, checksum computation, DMA, etc.), we inserted code lines that generate timestamps by reading

the timer into the corresponding kernel and firmware functions. We also implemented a simple interface to



extract these timestamps and calculate the average for each overhead. When we measure the overheads we
run the standard latency test in a ping-pong fashion in which for given iterations the client sends a packet and

waits areply packet of the same size from the server.

3.1 (De)fragmentation Overhead

The data larger than the MTU size is fragmented into severa packets by IP to transmit the data over the
network, which results in a per-packet overhead. This processing overhead increases in proportion to the
number of fragments. In addition, the packet header per fragment wastes the network bandwidth.

We measure the (de)fragmentation overhead to see its impact. The solid lines in Figures 1(a) and (b)
show the fragmentation and defragmentation overheads, respectively. We vary the data size from 32B to
32KB. It isdifficult to extract the pure fragmentation overhead on the sender because, as described in Section
2.1, UDP/IP implemented in Linux performs the fragmentation concurrently with the data copy and the
checksum computation. Thus the overhead in Figure 1(a) includes the overhead for the data copy and
checksum computation as well.

Since the default MTU size of Myrinet is 4KB, we can observe that the overheads labeled 4KB MTU in
Figure 1 suddenly increase when the data size is a multiple of 4KB. The fragmentation and defragmentation
overheads are around 31us and 9us per fragment, respectively. More importantly, the defragmentation routine
of the Linux kernel version 2.2 performs the copy operation that moves all received fragments into a large
buffer in order to merge fragments. This copy operation induces about 10us overhead per 1KB. Asaresult, in
Figure 2, the throughput labeled 4KB MTU reaches its peak at 4KB while it remains slightly below the peak

maximum with larger packet sizes than the MTU.
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Figure 1 Fragmentation and defragmentation overheads: (a) Fragmentation overhead on the sender

and (b) Defragmentation overhead on thereceiver
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Figure 2 Throughput comparison of UDP/IP with 4KB and 32KB MTU

A notable characteristic of high-speed interconnectsis their large MTU size. The jumbo frame of Gigabit
Ethernet is 9000B. Myrinet also can have a larger MTU size than 4KB with the modification of the Myrinet
software. In order to remove the (de)fragmentation overhead, we enlarge the Myrinet MTU size through the

modification of the device driver and the NIC firmware. We need to consider two factors when we try to



increase the MTU size. First, the NIC has a relatively small memory size. In the case of M2F-PCI32B
Myrinet NIC, the memory (i.e., SRAM) size on the NIC isonly 512KB in which Myrinet Software allocates 4
send buffers and 10 receive buffers. Therefore, when the MTU size is 32KB, 448KB (= 4 x 32KB + 10 x
32KB) is required for the send and receive buffers, leaving only 64KB memory space. The 60KB of the rest
memory space is assigned to the NIC firmware and the remainder is used for the stack and shared data
between the host and NIC. Second, we should consider the size of the socket buffer that is the kernel buffer
alocated per connection to store the network data. For instance, Linux kernel version 2.2 allocates 32KB as
the socket buffer. Therefore, even if the MTU size is larger than the socket buffer size, applications cannot
take advantage of the excessively large MTU size. Due to these two limitations we decide to increase the
MTU size up to 32KB.

As we can see, the overhead labeled 32KB MTU in Figure 1 does not show (de)fragmentation overhead.
In the case of Figure 1(a), only the data copy and checksum computation overheads remain. Consequently,
Figure 2 shows that the throughput with the 32KB MTU size increases continuously even for data sizes larger

than 4KB. The improvement over the 4KB MTU size reaches 84% at 32KB.

3.2 Checksum Computation Overhead

The UDP layer performs the checksum computation for the whole network data and header (i.e., the
UDP header and pseudo header). In Linux, the checksum computation of the sender side is performed during
the copy operation, which maximizes the cache effect. The solid line of Figure 3(a) shows the data copy and
checksum computation overheads on the sender. On the other hand, the receiver performs the checksum
computation separately with the data copy, which is shown in Figure 3(b). One of interesting results in Figure

1 is that the checksum computation overhead on the receiver is high up to 132% in comparison with that of
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the sender. This is because the checksum computation on the receiver is performed with uncached data that
has not been accessed after being moved from the NIC to the host memory while the sender computes the
checksum with cached data. Since the ttcp benchmark uses the same buffer for every packet transmission the
data on the sender side is always present at the cache for the throughput test. Thus the data copy and
checksum computation of the sender are performed with a cached data. This is also true for many other
applications because the data is usually touched or generated before the transmission.

There has been a significant research on improving the checksum computation. Partridge and Pink [9]
have combined the checksum computation and the data copy to reduce the number of data touch and
maximize the cache effect, which reduces the checksum computation overhead up to 75%. Braden et a. [22]
and Kay and Pasquale [11] have suggested optimization agorithms for different machine architectures and
improved the throughput up to 33%. Their suggestions are already employed in most of modern protocol
implementations including Linux kernel we use; however, Figure 3 shows that the checksum computation
overhead till induces alarge overhead.

In order to offload the checksum computation from the host processor, we utilize the NIC's checksum
hardware. Many high-speed NICs include checksum hardware, which is generally integrated with the DMA
engine and does not generate an additional overhead. For example, Myrinet has CKS register [19] in LANai-4
and DMA control block [20] in LANai-9 for the hardware checksum. Upon completion of DMA between the
host and NIC memories, the CKS register and DMA control block would contain the checksum resuilt.

One of important design issues for the checksum computation offloading is how to get the result of the
checksum computation for user data, UDP header, and pseudo header excluding the others. DMA performs
for the whole data and headers because it follows the IP layer. Thus the DMA engine computes the checksum

with user data, UDP header, and pseudo header but also with whole IP header including option headers and
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Ethernet header. In order to solve this problem, our modified NIC firmware performs DMASs for the header
and data separately and uses the hardware checksum result of only the data part. Then the firmware computes
the addition of the hardware checksum result of the data part to the UDP header and pseudo header. The
checksum result is put into the UDP header for sending data or reported to the host with interrupt for

receiving data.
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Figure 3 Checksum computation over heads: (a) sender and (b) receiver
A drawback is that such a hardware-assisted checksum computation may partially break down the
layering of the protocol stack since the data checksum computation is the role of the transport layer. Despite
this disadvantage, the hardware checksum can remove the checksum computation overhead dramatically as
shown in Figure 3(b)-H/W CKS. Figure 3(a)-Data copy and H/W CKS presents that the hardware checksum
on the sender does not prominently reduce the overhead. Thisis due to the fact that the implementation of the
checksum computation on the sender side is highly optimized as previously described. Hence we can obtain a

larger performance gain when we apply the hardware checksum to the receiver.
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Figure 4 Throughput improvements by eliminating the checksum computation over head
Figure 4 shows that UDP/IP with the hardware checksum achieves 44% higher throughput than the
UDP/IP of the improved version of removing (de)fragmentation overhead in Section 3.1. Trapeze [14] is
another example that offloads the checksum computation with hardware assistance in the NIC. They append
the checksum result on the end of the packet. Therefore, an end node that performs this checksum offloading
mechanism is not interoperable with the end nodes that implement only standard protocols. On the other hand,
the hardware checksum implemented in this paper is transparent to the corresponding node because this

hardware checksum preserves the header structure and its semantics.

3.3 Data Copy Overhead

In addition to the checksum computation, UDP performs the copy operation that moves the data between

the user and kernel buffers. Page-remapping [8, 10, 12, 14] is a representative mechanism to eliminate the

copy operation. This mechanism, however, can cause a copy-on-write as a penalty of removing the data copy
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overhead, which is much more severe than the copy overhead. In addition, page-remapping requires to map a
page even for the packets much smaller than the page size (e.g., 4KB).

We eliminate the data copy by using the pointer of user buffer and directly moving the data between the
user and NIC buffers bypassing the kernel buffer. When an application cals the send system call, our
mechanism lets the system call return without copying data into the kernel buffer. What it does is to save the
packet information, such as the pointer to the user buffer and its length. To save this information, we extend
the sk_buff structure in the Linux kernel. Then, the data in the user buffer are directly moved to the NIC
memory by DMA when NIC is available to process the packet. When the data arrives from the network, NIC
moves it directly to the user buffer without copying it to the kernel memory. We refer the details of this zero-

copy mechanismto Yoo et a. [21].
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Figure 5 Throughput improvements by eliminating the data copy over head

Figure 5 presents the throughput comparison between UDP/IP employing the hardware checksum and
that additionally removing the copy overhead. An interesting result in the figure is that the throughput of
UDP/IP with both hardware checksum and zero-copy is much higher than with the hardware checksum only.

Comparing the throughput with 32KB MTU in Figure 2, we get the 156% higher throughput when we exploit

14



both hardware checksum and zero-copy, while we only achieve the 44% higher throughput with the hardware
checksum alone. The reason why the removal of the copy operation (after the checksum computation) results
in even higher improvement is due to the cache effect. Since the received datais not cached, any operation to
touch the data in the first time takes longer. That is, the checksum computation by UDP/IP on the receiver
side is done with the uncached data while the following copy operation is done with the data cached during
the checksum computation. However, if the DMA engine on NIC performs the checksum computation, which
does not result in caching data, the copy operation on the host has to be done with the uncached data.
Therefore, on the receiver, the data copy overhead becomes large with the hardware checksum as much as the
traditional checksum computation overhead as shown in Figure 6. Thus the removal of both checksum
computation and the copy operation eliminates the overhead of touching uncached data and leads to a high

throughput.
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4. NIC Overhead: Data Link Layer

So far, our main focus has been the host overhead (i.e., network and transport layers) because it was the
dominant overhead but the host overhead now has been significantly reduced in Section 3. With the
mechanisms implemented in Section 3, we measure the host, NIC, and link overheads as shown in Figure 7.
In the figure we can clearly see that the NIC overhead of the data link layer now becomes the new dominant

overhead for most data sizes while the host overhead is flat over the data size.
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Figure 7 Comparison of NIC, link, and host overheads after the host overhead optimizations: (a) sender
and (b) receiver

The NIC overhead consists of per-DMA, per-packet, and per-byte overheads. The per-DMA overhead is
the initidization overhead for each DMA operation. The per-packet overhead includes the cost required
generating each packet (i.e., frame) on the sender and the cost for searching of a corresponding receive buffer.

The per-byte overhead is induced during the data movement between the host and NIC memories. Following

subsections analyze and try to reduce each of them.

16



4.1 Per-DMA Overhead

DMA is a very efficient way to move data between the host and NIC memories, but the DMA
initialization overhead is large and results in the per-DMA overhead. In addition, DMA can perform only for
aphysicaly linear buffer. If the network buffer is not physically contiguous, the NIC needs a scatter/gather to
move a chunk of data. A scatter/gather isalist of vectors, each indicating the location and length of one linear
physical memory segment. Several vectors in a scatter or gather induce multiple DMA initializations
proportional to the number of vectors.

In the case of traditional protocols, the kernel allocates a physically linear memory area for the network
buffer. On the other hand, it is to be noted that the zero-copy UDP/IP described in Section 3.3 uses the
memory area in user space as the network buffer, which is not guaranteed to be physically linear. Therefore,
the network buffer crossing the page boundary leads to multiple DMA initializations.

To reduce the number of DMA initializations, we implement a new memory allocation function (i.e.,
malloc( )) that returns physically linear memory area to the application and override the existing malloc( )
function. The new function internally calls a new system call that alocates a physically linear memory areain
the kernel, maps this area into the user space alowing the application to use, and returns the buffer pointer.
Using this new function, applications can use the physically linear buffer for the network buffer without any
modifications and avoid multiple DMA initializations.

Figure 8 shows the dependence of DMA overhead on the linearity of the network buffer. We measured
the overhead with a page-aligned buffer so that the number of vectors in a scatter/gather can easily be
estimated. As shown in the figure, DMA overheads are the same up to 4KB regardless of the buffer linearity

due to the 4KB page size of Linux. That is, obviously, only one vector is required for data sizes smaller than
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4KB. However, we can see that the DMA overhead of the nonlinear buffer is gradually getting larger than that
of the linear buffer as the data size grows. This is due to the DMA initialization needed for every 4KB
memory segment of the nonlinear buffer. Figure 8 aso shows that the linear buffer reduces the DMA
overhead by 30us at 32KB in each side. We find that, as shown in Figure 9, this difference translates into 10%

increase in the throughput of UDP/IP.
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Figure 8 DM A over head depending on thelinearity of network buffer: (a) sender and (b) receiver
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Figure 9 Throughput comparison of UDP/IP with nonlinear and linear network buffer
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4.2 Per-Packet Overhead

In this section, we try to reduce the per-packet overhead on NIC. First we see the dependency of NIC's
per-packet overhead on the NIC processor speed by adopting another Myrinet NIC equipped with a faster

processor. Then we study on the overhead of searching for corresponding receive descriptor.
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Since the NIC processor is order of magnitudes slower than the host processor, adding new functions to
the NIC firmware affects the NIC overhead sensitively. Figure 10 compares the NIC overheads without
firmware modification and with firmware modification on LANai-4 NIC when a 32B data is transmitted
through UDP/IP. It is to be noted that the firmware modifications to implement checksum offloading and
zero-copy (described in Sections 3.2 and 3.3, respectively) increase the NIC overhead on LANai-4 by 23uson
the receiver side. To see the impact of the firmware modifications on a faster NIC processor, we adopt M2L -
PCI64B Myrinet NIC, which has a 133MHz LANai-9 RISC (about 4 times faster than LANai-4). We use GM
(version 1.4) [18] for the device driver and the NIC firmware of LANai-9 NIC. Figure 10 shows that the

introduced overhead by the firmware modifications has been reduced significantly. Overall, the LANai-9 NIC
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reduces the per-packet overhead by more than 1/2 on both sender and receiver, respectively. We can observe

that Figure 11 shows the throughput of the improved UDP/IP on the LANai-9 NIC.
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Figure 11 Throughput comparison of UDP/IP on LANai-4 and L ANai-9 based NICs

Although the faster NIC processor has reduced the NIC overhead alot, the modified firmware still shows
a high overhead on the receiver side and, comparing with sender side, has been less affected by the NIC
processor speed. This is mainly because the modified firmware on the receiver generates an additional
interrupt to search a corresponding receive buffer for every messages. An important role of the NIC firmware
is to decide the host memory location to DMA the received packet. In the traditional implementation of
UDP/IP over Myrinet, the device driver pre-allocates a set of kernel buffersin the initialization phase and pre-
posts them. The firmware then simply DMAS received packets to the pre-posted buffers. Then the kernel
takes care of demultiplexing of the packet across processes and copies the packet to the final user buffer. Thus,
the firmware does not need to interrupt the host to know where the received packet should be placed. On the
other hand, the modified firmware for zero-copy UDP/IP in Section 3.3 has to know the final user buffer
because the packet does not go through the intermediate kernel buffer. Since the basic zero-copy

implementation keeps the receive requests into the kernel internal queue, the firmware generates an interrupt
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to query the corresponding final user buffer. In addition, the firmware should wait until the host returns the
final buffer information before issuing the DMA. Therefore, although this design can provide an easy
implementation of synchronization between the host and NIC, it causes alarge overhead.

To remove this additional interrupt, we move the queue that stores applications’ receive requests into the
NIC. With this new design, the firmware can access the queue directly without interrupting the host.
Moreover, since the firmware can immediately get the final buffer information, we can remove the waiting
time in the firmware. The host accesses the queue in the NIC through PIO (Programmed 1/0). As aresult, we

can reduce the NIC overhead on the receiver up to 16s.
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Figure 12 Throughput comparison of UDP/IP with interrupt based and non-interrupt based buffer
searching

By removing the interrupt, we can improve the throughput by 200% for small and medium packet sizes
as shown in Figure 12. Since the interrupt and interrupt handling can be overlapped with a large data
transmission, we cannot see a huge benefit with new firmware on the large data sizes. The maximum
throughput of the improved UDP/IP is 926Mbps, which is a remarkable performance on a 32bit 33MHz PCI

platform with Myrinet comparing with 808Mbps by Gallatin et al. [23] and 302Mbps by Barak et al. [13].
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4.3 Per-Byte Overhead

The per-byte overhead of the NIC is the DMA overhead of moving data byte by byte, which depends
highly on the performance of the 1/0 bus (i.e., PCI bus). Figure 13 compares DMA overheads on 32bit
33MHz (Intel 440BX Chipset) and 64bit 66MHz (AMD 762 Chipset) PCl systems. The 64bit 66MHz PCI
platform is equipped with an AMD Athlon MP 2000+ processor. The figure shows that the DMA overhead of

the 64bit 66MHz PCI system is significantly smaller than the other. Now the link overhead becomes the

dominant overhead compared with the host and NIC overheads as shown in Figure 14.

As shown in Figure 15, the UDP/IP with 64bit 66MHz PCI bus achieves over 1Gbps at 4KB data size
and reaches its maximum throughput of 1.22Gbps at 7KB data size. We can observe that the throughput does

not increase any more after the 7KB data size because the UDP/IP utilizes over 95% of the physical network

bandwidth of 1.28Gbps.
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Figure 15 Throughput comparison of UDP/IP on 32bit 33MHz and 64bit 66MHz PCI platforms

An unexpected result in Figure 13(a) is that the DMA overhead is not reduced as much as we would

expect. We have expected that the DMA overhead can be reduced by 1/4 in theory because both the width and

speed of the PCI bus is doubled. The only other thing that can affect the DMA overhead except the width and

speed of PCI bus is the PCI chipset. So we measured the DMA overhead on various PCI chipsets to see the

effect. Experimental results in Figure 16 are measured on 32bit 33MHz PCI systems, and chipsets listed are

Intel PCI chipsets. We can observe that the DMA overhead varies by the chipset although the width and speed
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of the PCI busis fixed. In addition, chipsets such as 430V X and 440FX show asymmetric performance on the
sender and receiver like AMD 762 chipset in Figure 13. As a result, we believe that the unexpected result
shown in Figure 13(a) is due to the inefficient chipset. The AMD 762 chipset is sufficient for the 1Gbps

performance but not for over 2Gbps as will be discussed in Section 5.
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Figure 16 DM A over head depending on the PCI chipset: (a) sender and (b) receiver

5. Link Overhead: Physical Layer

Finally, this section analyzes the link overhead of the physical layer, which is decided by the physical
network media. To reduce the link overhead, we switched the Myrinet NIC and cable to M3F-PCI64C and
Myrinet-2000 fiber cable, respectively. Myrinet-2000 fiber can provide 2Ghps in each direction, which is
about 1.6 times higher than Myrinet-1280 of maximum 1.28Gbps bandwidth (i.e., the configuration of

previous sections).
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Figure 18 Throughput comparison of UDP/IP on Myrinet-1280 and Myrinet-2000 links.

Figure 17 compares the link overhead of Myrinet-2000 with that of Myrinet-1280. The figure shows that
the link overhead is reduced by about 64%. Figure 18 shows the throughput improvement on Myrinet-2000.
The reason why the throughput on Myrinet-2000 is the same as that on Myrinet-1280 up to 2KB is that the
dominant overhead is not the link overhead but the NIC overhead for smaller data sizes than 2KB as shown in

Figure 14. We can see that the throughput on Myrinet-2000 link reaches 1.66Gbps at 24K B, which is 83% of
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the physical bandwidth provided by Myrinet-2000. As we have discussed in Subsection 4.3, the physical
bandwidth of 2Gbps cannot be fully utilized due to the limitation of the PCI chipset on the experimental
systems. Theoretical throughput in Figure 18 represents the theoretical maximum throughput that the
employed PCl system can provide. It is to be noted that the improved UDP/IP achieves near theoretical

maximum throughput by 99%.

6. Discussion

Though in this paper we study on the network throughput using Myrinet-based systems, the suggestions
and the measurement results can be generalized easily and applicable to other interconnects. In this context,
we would like to discuss some more issues that are not mentioned in the previous sections. Specifically we
discuss: i) incorporation of zero-copy mechanism into the TCP/IP stacks, ii) network throughput over 10Gbps

interconnects, and iii) recent developmentsin TCP/IP implementations.

6.1 Incorporation of Zero-Copy Mechanism into the TCP/IP Stacks

As will be discussed in Section 7, many researchers have suggested several zero-copy mechanisms.
However, these mechanisms are not still incorporated in the most of TCP/IP implementations. Thisis mainly
due to their implementation complexity and mismatch with the BSD sockets interface’s semantics. Since we
are dealing with UDP in this paper, we can avoid troublesome cases but the zero-copy mechanisms bring
tricky issues with TCP. For example, in the zero-copy TCP transmission, the user buffer on the sender should

be locked until the acknowledgement is received. Some zero-copy mechanisms that block the access on the
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buffer may hamper the progress of execution. Other mechanisms may result in the copy-on-write, which leads
a worse performance than the traditional copy-based transmission. Thus on the high delay or lossy network
link, the zero-copy TCP transmission may not be agood idea. The similar issues are on the receiver side.

To overcome such limitations of the traditional sockets interface, the asynchronous sockets and RDMA
over |P[48] have been proposed. Windows provides the asynchronous sockets interface in WinSock. RDMA
over IP is a new protocol layer over TCP with new asynchronous communication API, which enables the
zero-copy transmission over TCP/IP. Based on the wide acceptance of these approaches, we believe that the
asynchronous communication can fully exploit the zero-copy transmission without side effects; however,
instead of introducing new interface, extending existing sockets interface might be better approach for
existing applications. The asynchronous communication interface also makes the i mplementation issues of the
copy avoidance techniques simple. For instance, with asynchronous communication interface, a zero-copy
implementation does not need to consider the copy-on-write case because the application should not touch the

user buffer before the completion of communication on the buffer by its definition.

6.2 Network Throughput over 10Gbps Interconnects

In Sections 3, 4, and 5, we have measured the performance with the Myrinet NIC model that supports the
firmware source code and its development tools, such as cross compiler and debugger, and the workstations
that is available when the NIC starts to be available at the market. The basic idea behind such system setup is
to see the performance on the contemporary system setup when the new interconnect becomes available
though achieving 1 or 2Gbps network throughput is not a difficult issue any more with the state-of-the-art

system architecture.
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Then an important question is how much the performance results presented in this paper are applicable to
the modern interconnect systems such as 10 Gigabit Ethernet [26] and InfiniBand [25]. Especidly it is
interesting to see whether the traditional TCP/IP implementation running on a fast processor still far
underutilizes the bandwidth provided by emerging interconnects. Balgji et al. [46, 47] have measured the
TCP/IP throughput over InfiniBand and 10 Gigabit Ethernet, respectively, in which we can observe that the
TCP/IP utilizes less than 20% of 10Gbps. For example, Figure 19 shows the TCP/IP throughput over
InfiniBand with the Intel Xeon 2.4GHz processor based systems. It is to be noted that the reason of such low
throughput is the high overheads of the protocol stacks. Thus a faster processor cannot resolve simply the
protocol stacks' overheads. A rough estimation of the processor processing speed required to handle one bit
per second of TCP/IP packet is one hertz [34, 49]. Thus we need a 20GHz processor to handle the TCP/IP
traffic over a full-duplex 10Gbps network link. This suggests that the performance gap between the processor
speed and the network bandwidth still exists and leads the very low performance of TCP/IP even on the up-to-

date systems.
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Figure 19 TCP/IP Throughput over InfiniBand (Courtesy of Ref. [46])
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6.3 Recent Developments in TCP/IP Implementations

Recently there have been developments in operating systems with respect to the efficient TCP/IP
implementation. For instance, the latest version of Linux avoids the copy operation during the
defragmentation discussed in Section 3.1. Instead copying, the IP layer manages the linked list of the
fragments and passes the head pointer of the list to the transport layer. This will definitely help to increase the
throughput for medium and large messages as we aready have shown in Figure 2.

The NICs that support the hardware checksum computation become available today. To support such
NICs and exploit their advantage, the operating system has to be aware about the feature. Linux have
expanded the sk_buff structure to let the protocol stacks know if the NIC perform the checksum computation.
However, performing the checksum computation on NIC does not guarantee always better performance.
There can be three different approaches to implement the checksum computation on NIC: i) by firmware, iii)
by an ASIC, and ii) by DMA engine. If the firmware performs the checksum computation, since the NIC
processor is much slower than the host processor, it will give worse performance. On the other hand, if a
special hardware only for the checksum computation does, it may improve the performance but the overhead
for the computation will be still there. Thus, since itslogic is not complicate, it might be better to integrate the
hardware with the DMA engine as discussed in Section 3.2.

To reduce the number of interrupts, Linux introduces NAPI recently. The basic idea of NAPI isthat, if an
interrupt is occurred due to a newly arrived packet, the interrupt handler processes more packets in the arrival
queue if there are without additional interrupts. In this manner network throughput can be improved. As we
have discussed in Section 2.1, the Myrinet device driver aready implemented such idea. Also we have shown

the impact of reducing number of interruptsin Section 4.2.

29



7. Related Work

The protocol overheads in the system are divided into two groups. the overheads that increase in
proportion to the packet size in byte and the overheads that scale per packet. There have been significant
researches on the reduction of the per-byte overhead of the transport layer such as data copy and checksum
computation. To remove the data copy between the user and kernel buffers, the memory mapping mechanism
has been widely used [8, 10, 12, 13, 14, 23]. There are also hardware-assistant zero-copy approaches [39, 40]
in which the NIC has a multi-port memory that can be accessed from host directly. A similar but software
approach has been introduced in [21]. The copy overhead during the defragmentation at the network layer has
been addressed by Kurmann et al. [42]. Many researchers also have tried to reduce the checksum computation
overhead. In [11, 22], researchers have suggested code optimization for checksum computation. To maximize
the cache effect, it has been proposed to perform the checksum computation during the copy operation [37].
Utilizing the DMA engine on the NIC is also suggested in [23] though this approach is not compatible with
existing protocol stack. To reduce the per-packet overheads, header prediction [37] and efficient PCB |ookup
[44, 45] have been proposed, which are incorporated in most of modern operating system implementations.
Also Massalin and Pu [43] have optimized the I/O code execution time with the kernel code synthesis
mechanism. Though the researchers have showed prominent performance improvements by reducing the per-
byte or per-packet overheads, these are partial optimizations due to the lack of considerations for multiple
protocol layers.

There are some works focusing on the NIC overhead. Shivam et al. [24] and Willmann et al. [36] have
showed that the multi-CPU NIC can also improve the NIC’ s per-packet processing performance. They try to

distribute the major steps of send and receive paths to achieve a balance of work on the multiple processors.
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The research by Feng et al. [15] has considered several layers to optimize TCP on 10-gigabit Ethernet
but they have focused on tuning of given parameters or options. In addition, Smith and Traw [41], Chase et al.
[14], and Jin et al. [32] have aso tried to reduce the overheads over multiple layers. Although the researchers
have considered multiple layers, they do not show the effect of each layer because they are concerned with the
final throughput achieved without detailed analysis of the overhead of each layer. Accordingly, they also do
not reveal the dependency characteristics between the protocol overheads. Partridge and Pink [9] and Wolman
et al. [38] have analyzed and reduced the protocol overheads in a stepwise manner. However, their focus is
the latency of only host side while this paper studies NIC and link overheads as well.

Overall, our work is differentiated in terms of considering full spectrum of protocol layers in an
integrated manner and revealing the dependencies between the protocol overheads through actual

implementation and detailed analysis.

8. Conclusions

In order to elucidate the impact of protocol overheads upon the high-speed network throughput, we
thoroughly analyze the critical protocol overheads of UDP/IP over Myrinet and remove them step by step. We
deal with the protocol overheads from the transport layer to the physical layer by dividing protocol overheads
into the host, NIC, and link overheads. We present the improvement of throughput in each step so that we
clearly demonstrate how much bandwidth is wasted by each overhead and what factors have to be considered
for a high-speed network protocol.

Our study starts with the analysis of the host overhead such as the (de)fragmentation of the network layer,

checksum computation, and data copy of the transport layer. We avoid the (de)fragmentation of IP by alarge
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MTU size. And we implement the hardware checksum and zero-copy mechanisms to remove the checksum
computation and data copy overheads from UDP. A notable result is that we can significantly improve the
throughput by removing both checksum computation and data copy. The reason is that the first operation that
scans received data causes a large overhead because of the lack of the cache effect. Therefore, we can obtain a
high throughput when we remove all data touching operations.

Next, we focus on the NIC overhead such as per-DMA, per-packet, and per-byte overheads of the data
link layer. The per-DMA overhead is the DMA initialization overhead of which multiple occurrences are
induced by the zero-copy UDP. We prevent the multiple DMA initializations with the physically linear user
buffer. In addition, we show how the fast processor on NIC affects the per-packet overhead. Also we show
that the per-byte overhead of the NIC (i.e., DMA overhead) is decided by the PCI system. Our experimental
results reveal that not only the physical width and speed of the PCI bus but also the implementation of the PCI
chipset influences the per-byte overhead largely. An interesting observation is that the zero-copy
implementation affects the NIC overheads such as DMA initialization and destination buffer searching timeto
agrest extent.

Finally, we deal with the link overhead of the physical layer. The high-speed link reduces the overhead
for the data movement between the NIC and physical network. In order to analyze the link overhead, we
compare the link overheads on Myrinet-1280 and Myrinet-2000 links.

The performance measurements have showed that the improved UDP/IP achieves 926Mbps on a 32bit
33MHz PCI platform with Myrinet-1280, 1.22Gbps on a 64bit 66MHz PCI platform with Myrinet-1280, and
1.66Gbps on a 64bit 66MHz PCI platform with Myrinet-2000. As aresult, the improved UDP/IP have utilized

more than 95% of the maximum network throughput the experimental systems can provide.
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