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An Interoperability Test Framework for
HL7-Based Systems
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Abstract—Health Level Seven (HL7) is a prominent messaging
standard in the eHealth domain, and with HL'7 v2, it addresses only
the messaging layer. However, HL7 implementations also deal with
the other layers of interoperability, namely the business process
layer and the communication layer. This need is addressed in HL7
v3 by providing a number of normative transport specification
profiles. Furthermore, there are storyboards describing HL7 v3
message choreographies between specific roles in specific events.
Having alternative transport protocols and descriptive message
choreographies introduces great flexibility in implementing HL7
standards, yet, this brings in the need for test frameworks that can
accommodate different protocols and permit the dynamic defini-
tion of test scenarios. In this paper, we describe a complete test exe-
cution framework for HL7-based systems that provides high-level
constructs allowing dynamic set up of test scenarios involving all
the layers in the interoperability stack. The computer-interpretable
test description language developed offers a configurable system
with pluggable adaptors. The Web-based GUIs make it possible to
test systems over the Web anytime, anywhere, and with any party
willing to do so.

Index Terms—Collaborative eHealth processes, health level
seven (HL7), interoperability and conformance testing.

1. INTRODUCTION

NTEROPERABILITY is the ability of two or more sys-
I tems or components to exchange information and to use the
information that has been exchanged [1]. More specifically, in-
teroperability is said to exist between two applications when
one application can accept data (including data in the form
of a service request) from the other and perform the task in
an appropriate and satisfactory manner (as judged by the user
of the receiving system) without the need for extra operator
intervention [2].

Interoperability is a major challenge of today’s eHealth ap-
plications. Several standards have been developed and some are
still under development to address the various layers in the in-
teroperability stack. Interoperability testing involves checking
whether the applications conform to the standards so that they
can interoperate with other conformant systems. Only through
testing, correct information exchange among eHealth applica-
tions can be guaranteed and products can be certified.

Manuscript received February 1, 2008; revised August 11, 2008. Current
version published May 6, 2009. This work was supported in part by the Scientific
and Technical Research Council of Turkey (TUBITAK), TEYDEP Project No:
7070191 and in part by the Ministry of Health, Turkey.

The authors are with the Department of Computer Engineering, Soft-
ware R&D Center (SRDC), Middle East Technical University (METU),
Ankara, Turkey (e-mail: tuncay @srdc.metu.edu.tr; gunes@srdc.metu.edu.tr;
asuman @srdc.metu.edu.tr).

Digital Object Identifier 10.1109/TITB.2009.2016086

One of the most important family of standards in eHealth is
Health Level Seven (HL7) [3]. In fact, HL7 v2.x [4] is the most
widely used eHealth message standard in the world today.

However, any HL7 implementation must also address the
other layers of interoperability, namely the business process
layer (describing the message choreographies) and the commu-
nication layer (specifying the transport standards and protocols).
This need has already been recognized by the HL7 standard de-
velopers and HL7 v3 provides a number of normative transport
specification profiles, namely the ebXML message specifica-
tion profile [5], the web services profile [6], and the transmis-
sion control protocol/Internet protocol (TCP/IP)-based minimal
lower layer protocol profile [7]. For the business process layer,
there are storyboards that describe HL7 v3 message choreogra-
phies between specific roles in specific events [8]. However, the
storyboards are descriptive rather than normative.

Refraining from specifying strict standards for communica-
tion and business process layers of interoperability, as HL7
does, has the advantage that it allows a wide variety of imple-
mentation techniques, and hence, provides flexibility and ease
in implementations. However, being able to use different proto-
cols and standards to implement HL7-based systems necessitate
a dynamic and configurable test framework.

In this paper, we introduce an interoperability test framework
to test all the layers in the interoperability stack [9] for the HL7-
based systems, namely the Testing Business Process, Applica-
tion, Transport, and Network Layers (TestBATN) framework.
The system has the following features.

1) A test execution model consisting of high-level test con-
structs that can handle or simulate different parts or layers
of the interoperability stack. This makes it possible to test
different scenarios based on different standards by gen-
erating the corresponding test scenarios and plugging in
different adaptors.

2) A computer interpretable test description language allow-
ing dynamic set up of test cases. This provides flexibility
to design, modify, maintain, and extend the test function-
ality in contrast to a priori designed and hard-coded test
cases.

3) Ability to automate the whole testing process addressing
all the layers of the interoperability stack. Partly automat-
ing the test process, i.e., providing tools for certain layers
of the interoperability stack and doing the rest manually
results in human labor intensive, error prone, costly to
develop test processes.

4) The system aims for “low cost of entry” for the test partici-
pants, and hence, provides a graphical environment where
a test designer can assemble the reusable test constructs
for conformance and interoperability tests.

1089-7771/$25.00 © 2009 IEEE
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Fig. 1. Overall architecture of the TestBATN framework.

5) The TestBATN framework is Web-based. At the age of
Internet, interoperability testing should not be restricted
in time and place. Vendors should be able to test their
products over the Web anytime, anywhere, and with any
party willing to do so.

The paper is organized as follows: Section II gives an
overview of the system architecture explaining the motivations
behind the design and implementation decisions. The various
layers of interoperability testing and the corresponding Test-
BATN framework components are also described in this sec-
tion. Section III covers the test description language constructs.
Section IV presents the user experience on the tests realized
through TestBATN. TestBATN framework is currently being
used by the Ministry of Health (MoH), Turkey, to test the con-
formance and interoperability of vendor applications to National
Health Information System (NHIS), Turkey. NHIS is based on
HL7 v3 messages and HL7 web services profile. In Section V,
the TestBATN framework’s further functionality is explained
through a future scenario of NHIS, Turkey. Section VI describes
the implementation tools and techniques. Section VII covers the
related work and summarizes a number of recent research and
development efforts on test tools, languages, and frameworks
that has influenced the TestBATN framework design. Finally,
Section VIII concludes the paper.

II. TESTBATN FRAMEWORK

TestBATN framework is designed to allow dynamic, con-
figurable, and fully automated execution of conformance and
interoperability test scenarios. Conformance to a standard is a
system’s ability to satisfy all the requirements expressed within
the standard. Conformance testing is realized through a collec-
tion of test cases each evaluating whether the requirements are
satisfied. On the other hand, interoperability testing involves
not only the conformance evaluation for each role, but also test-
ing their ability to function collaboratively to achieve a set of
requirements [10].

The overall architecture of the TestBATN framework is given
in Fig. 1. The main components of the system are as follows.

1) Messaging interface: A messaging interface is used to test
communication layer interoperability. In order to address
the challenge of handling different standards and protocols
used at the communication layer, two common messaging
interfaces are developed, namely the transport interface
and the packaging interface through which various adap-
tors can be registered to the system and used.
Evaluation interface: Evaluation interfaces are used at
the document interoperability layer for syntactic valida-
tion and semantic verification of HL7 messages and docu-
ments. There are several different validation and verifica-
tion adaptors provided by the TestBATN framework such
as XML schema validators or XPATH [11] verifiers.
Test engine: Test engine drives the test scenario defined
through the TestBATN test description language by com-
municating with the system under test (SUT) adminis-
trators, evaluation interfaces, and messaging interfaces as
needed. It acts like an interpreter and executes test steps
defined in the test case XML instance according to the
flow constructs. During this interpretation, the test engine
maintains an environment that consists of variables, ex-
pressions, and placeholders.
Test design GUI and test management GUI: To facilitate
the test design and monitoring Web-based graphical tools
are provided to the users.
Test framework database stores all the reusable test mate-
rial including the test descriptions and the adaptors.

In the following sections, we describe how this architecture
handles testing the various layers of the interoperability stack.

2)

3)

4)

5)

A. Communication Layer Testing

The communication layer in the interoperability stack ad-
dresses the transport protocol such as hypertext transfer proto-
col (HTTP) [12] and the packaging protocol such as “simple
object access protocol (SOAP)” [13].

As already mentioned, the HL7 v2.x standard does not man-
date a protocol for managing networks. Rather, it recommends
several protocol alternatives, called “lower layer protocols”
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Fig. 2. Overview of the TestBATN messaging interface.

for the transmission of the messages [14]. The recommended
transport protocols are “minimal lower layer protocol” based
on TCP/IP [15], “hybrid lower layer protocol” based on RS-
232 [16], and ANSI X3.28-based data link protocol [17]. There
are also implementations using bare TCP/IP and FTP.

Contrary to the HL7 v2.x, HL7 v3 provides a number of
transport specification profiles and specifies them as normative.
These profiles are ebXML message specification profile [5],
web services profile [6], and TCP/IP-based minimal lower layer
protocol profile [7].

It is clear that in order to test HL7-based systems at the com-
munication layer, a test framework must support these various
different transport and communication protocols. Our solution
to this challenge is to define two common interfaces: the trans-
port interface and the packaging interface (Fig. 1). Then, various
adaptors are developed and registered to the system conforming
to these interfaces.

The adaptors in the transport interface have the ability to
open or use existing server- or client-side connections such as
an HTTP connection for an HTTP adaptor or a TCP connection
for a TCP adaptor. Additionally, they can break down a message
into fragments such as “HTTP header” and “HTTP body” so
that further tests can be specified on the fragments, as shown in
Fig. 2. It is also possible to construct a message from the given
fragments.

Similarly, the packaging is handled through one of the adap-
tors registered according to the packaging interface, such as, a
SOAP adaptor or an ebMS adaptor. Although these adaptors do
not need to have the networking capabilities, they have the abil-
ity to fragment a message into its parts such as SOAP header,
SOAP body, and SOAP attachments or defragment the parts into
amessage according to the standard they support. The fragments
are assigned to variables so that further test assertions can be
specified and tested.

Both the transport and the packaging adaptors are config-
urable, i.e., it is possible to apply them selective restrictions.
For example, the HTTP adaptor can be configured with the
HTTP method parameter “GET” in order to accept only “HTTP
GET” messages.

As another example, HL7 Web service profile [6] sets some
restrictions over SOAP header part of the Web service com-
munication regarding the Web Services (WS)-Addressing [18]
specification stating that wsa:MessagelD, wsa:ReplyTo, wsa: To,
and wsa:Action elements must exist in SOAP header. The Test-
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<sch:rule context='cda:ClinicalDocument’>

<sch:assert test="cda:recordTarget [cda:patientRole
[cda:patient [cda:name [cda:given = 'John’]]]]"> ERR:
recordTarget/patientRole/patient/name/given should be John
</sch:assert>
<sch:assert test="cda:recordTarget [cda:patientRole
[cda:patient [cda:name [cda:family = 'Doe’]]]]"> ERR:
recordTarget/patientRole/patient/name/family should be Doe
</sch:assert>

</sch:rule>

Fig. 3. Example schematron to test a given HL7 CDA document for patient
demographics information.

BATN framework allows designing a test case where the SOAP
adaptor fragments the captured SOAP message and produces a
fragment including only the SOAP header part. Then, XPATH
expressions over this XML fragment are specified to test both
the existence of the WS-Addressing elements and the header
values to validate whether they are used correctly according to
the system configurations.

B. Document Layer Testing

Document layer interoperability testing is achieved through
the evaluation interface component, as shown in Fig. 1. The
semantics of each function of each of the adaptors conforming
to this interface, the number of input parameters, the types of
input parameters in terms of the data types are specified during
the registration of the evaluation adaptors.

For example, assume that an HL7 clinical document architec-
ture (CDA) [19] conformance test suite is to be developed for a
clinical document management system and one of the test cases
is checking whether the SUT handles the patient demographic
information in the HL7 CDA documents correctly. The SUT
is given the patient demographics information and is requested
to generate the corresponding CDA document. After receiving
the document from the SUT, the test engine uses a Schema-
tron [20] validator to test the patient demographics part of the
CDA document. For example, the Schematron shown in Fig. 3
tests whether the name and surname of the patient is correct in
the document. When the assertions fail, error reporting entries
are generated to be included into the test case report.
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C. Business Process Layer Testing

A scenario-based test aims to verify the application behavior
and responses according to an eHealth collaboration scenario.
HL7 does not define normative collaboration processes. The
storyboards for HL7 v3 messages describe illustrative message
choreographies. Therefore, a test framework for HL7 must give
its users the ability to define any real life scenario to be tested.
In the TestBATN framework, test scenarios can be dynamically
specified using the test design GUI and the associated test de-
scription language.

The TestBATN framework provides the following function-
alities at this layer:

1) Not all the applications representing the roles to be tested
in a scenario may be present in the test environment. These
application behaviors are simulated through the messag-
ing and data management capabilities of the TestBATN
framework.

2) In the scenario-based tests, there is a need to capture
and test the message exchanges among the SUTs play-
ing different roles. For this purpose, a proxy mechanism
is designed as a mediator which listens to the messages
between the systems. The test engine plays the mediator
role by using the receiving and sending capabilities of
the corresponding Messaging Adapters in a special proxy
mode.

3) To test the message choreography, it is necessary to check
that the sender/receiver parties actually correspond to the
roles claimed in the collaboration process and that the mes-
sages are exchanged in the correct order. To achieve this
functionality, the TestBATN framework utilizes a twofold
solution:

a) Systems registered to the framework are provided
with a certificate, which they use in all of their
transactions with the test engine, to achieve Trans-
port Layer Security (TLS) [21]. This way, the test
engine can authenticate and correctly identify the
initiator of the transaction.

b) The test engine assigns different ports to trans-
actions. Therefore, it is possible to explicitly dif-
ferentiate between the transactions based on port
numbers.

4) Trigger Events are another notion in business process def-
initions that the TestBATN framework supports. HL7 de-
fines trigger events for each of its transactions. These are
categorized as interaction-based, state-transition-based
and user request-based trigger events. Interaction and
state-transition-based trigger events are implicitly repre-
sented through the business processes that the users define.
On the other hand, user request-based trigger events are
handled by giving instructions to the SUT administrators
through the TestBATN framework’s GUIs.

D. Graphical User Interfaces

The test management GUI and the test design GUI are the
two interfaces that complement the test description language
and the test execution environment.
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Fig. 4. Snapshot of the test management GUI.

The test management GUI is an interactive, multi user, event-
driven, Web-based monitoring, and management environment
for test executions in the TestBATN framework. It provides a
medium for the SUT administrators to monitor the test execution
while controlling their own systems based on the instructions
received from the test engine. These instructions are performed
in an event-driven way during configuration management, as
well as during the initialization and handling of the test data.

Before the test execution, the scenario represented as a list of
test step descriptions is conveyed to the SUT administrators, as it
is illustrated in the snapshot given in Fig. 4. This information is
collected from individual test step definitions provided during
the test design phase. This gives the SUT administrator the
ability to examine the whole testing process and the sequencing
and branching among the test steps. After the test is initiated, the
administrator can monitor the execution, i.e., he can track the
steps that are completed or that are currently being processed.
In the end, a report displaying the results of the test assertions
and an error log for each test is generated and depicted to the
administrator.

The test design GUI is a user-friendly interface to facilitate a
test harness design, i.e., the set up for a test case representation
through reusable language components and plug-ins. The test
design GUI enables users to design a test scenario from two
different views: the business process view and the test harness
view. The former concentrates on the business process upon
which the test scenario is based and the latter on the steps
associated with the test semantics.

In the business process view, as shown in the Fig. 5, the
designer describes a business process graphically by identify-
ing the participating systems, the roles the systems play in the
scenario and the transactions among the roles.

Note that as a future work, we plan to use the business process
modeling notation (BPMN) [22] for describing the choreogra-
phy of the test scenarios.
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Fig. 5. Snapshot of the test design GUI—business process view.

After the designer specifies the systems to be tested as well
as the simulated systems, the corresponding constructs in the
test description language are automatically generated and the
design process continues with the test harness view.

In the test harness view, the test designer defines test asser-
tions and specifies its related messaging details. The test design
GUI, as shown in Fig. 6, uses the semantic metadata associated
with the registered adaptors in assisting the designer to conve-
niently assemble the test harness from these pluggable adaptors.
Furthermore, the test designer GUI provides the supplementary
tools (e.g., Schematron Editor, XML Editor) to facilitate the
manipulation of the content utilized by the adaptors.

III. TEST DESCRIPTION LANGUAGE

The main component of the language is a TestCase construct,
as given in [23], which is made up of the following constructs.
1) Constructs to handle configuration information: The Test-
BATN framework supports not only the compile-time, but
also the run-time system configuration through three ma-
jor mechanisms.

a) Handling network configuration information: The
CommunicationConfiguration construct is used to
prompt the participating systems so that they
can provide their configuration values for the
communication- and transport-related parameters
such as the endpoints and the ports used in the
transaction.

b) Preliminary test data handling: The Preliminary-
TestData construct is used for the initialization of
the necessary variables at the beginning of the 7est-
Case execution. When a user specifies the initial
test values, the other parties in the scenario are im-
mediately notified. As an example, a participant
may set the patient identifier used in the exchanged

2)

3)

4)
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messages prior to TestCase execution, and all the
involved parties are informed of this.

¢) Request test data: During the test execution, the
scenario may involve cases where the value of an
initialized variable needs to be modified by the ad-
ministrators of the participating systems. The Re-
questTestData construct is used for this purpose.

Variable declarations, expressions, and placeholders: In
the TestBATN framework, “Variables” are used to increase
internal and external reusability of data and to have a
highly adaptable run-time behavior. Whether the Test-
BATN framework simulates an application behavior, or
information is received from an external source, it is stored
in variables. All types of information like messages, doc-
uments and their fragments can be stored in variables.
The TestBATN framework also employs variables for pre-
liminary test data processing, for handling configuration
information, and as placeholders in content customization.

Expressions, on the other hand, are used to facilitate
the manipulation of variables. It is possible to use XPath
and JavaScript functions in the expressions. Furthermore,
since expressions can be used to dynamically modify vari-
able values, run-time type checking capability is also sup-
ported by the language.

Placeholders make information gathered during the test
execution available to message or document generation.
For example, for a given transaction, there may be a doc-
ument template available to the test designer fulfilling the
syntactic requirements. The test designer can put place-
holders in this template to customize its semantics. The
placeholders simply act as variable references placed in-
side the template so that the run-time values of the vari-
ables are replaced with that of the placeholder.

A further use of the variables, expressions, and place-
holders is in realizing the simulated application roles. In
simulating the functionalities of such roles, the TestBATN
framework utilizes these constructs to store, partition, and
update data received from other applications on behalf of
simulated roles.

Threads: In order to support the concurrent execution of
the groups of test steps, the “thread” concept of the pro-
gramming languages is used. Since threads are atomic,
reusable entities in terms of functionality, the test designer
may rearrange them to express different test scenarios. The
threads that are bound to run concurrently are arranged
into a ThreadGroup.

Test steps: Threads are composed of logical subunits called
the TestSteps that are organized to perform a specific task.
This particular arrangement enables explicit reporting for
each step. A TestStep may realize two roles: that of a com-
municator through the use of the constructs ReceiveMes-
sage, SendMessage, or ListenMessage, or that of an eval-
uator using the construct TestAssertion.

a) ReceiveMessage is a test step that instructs the
test engine to initiate a specific set of messag-
ing adaptors (the transport and the packaging
adaptors) to receive a message from a SUT. A
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ReceiveMessage step simulates only one way of the
transaction, i.e., the receiving side while receiving
the request message or while receiving the response
message.

SendMessage is the test step which complements
ReceiveMessage step for the two-way transactions
and instructs the test engine to initiate a specific set
of messaging adaptors (the transport and the pack-
aging adaptors) to send a message to a SUT. By us-
ing ReceiveMessage and SendMessage constructs
in a test case, the test engine can simulate a role
that receives a request from a SUT and responds
to it; or a role that sends a request and receives the
response from the SUT. Note that any number of
other test steps can be executed between these steps
since they are correlated with each other by using
a transaction identifier.

During the scenario tests, there is also a need to
listen to the communications between the SUTs.
ListenMessage is the test step that instructs the test
engine to initiate the specific messaging adaptors
to listen and forward a message from a SUT to
another SUT. During the execution of this step,
message adaptors run as proxies between the two
SUTs. Therefore, while the content of the mes-
sage is stored so that later test steps in the test
case can use it, the message is also transmitted
to the intended receiver (another SUT). Similar to
ReceiveMessage and SendMessage, ListenMessage
also corresponds to one way communication. An-

b)

)

5)

6)

other complementary ListenMessage is needed to
listen to the response of the SUT.

Test assertion: Test assertion steps are used for se-
mantic and syntactic validations of the information
received from SUTs by messages or through user
interactions. Each test assertion step corresponds
to a set of constraints or requirements of the stan-
dard or interoperability profile that the SUTs are
expected to conform.

The pluggable nature of the adaptors provides a high
degree of configuration capability to the test steps. Fur-
thermore, the adaptors themselves may be configured by
giving the appropriate attribute values. For example, by
setting the HTTP method parameter of the HTTP adaptor
either to “GET” or to “POST,” it is possible to configure
the communication.

Flow constructs for branching, looping, and concurrent
execution: These constructs give test writers the ability to
control the flow of the scenario and also to deal with failure
conditions, and hence, to have dynamic control over the
execution sequence.

Handling HL7 v.2 messages: It is difficult to measure
compliance of HL7 v2.x interfaces because of the many
optional features. For conformance and interoperability
testing, the interfaces must have precise and unambigu-
ous specifications. To handle this problem, a “message
profiling” methodology [24] is introduced for HL7 [25].
Message profiles constrict the definition of a message such
that the optional constructs and processing rules of a mes-
sage are explicitly stated. In the TestBATN framework,

d)
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HL7 v2 message testing is based on the message profiles
specified by the user.

Furthermore, HL7 v2 messages are electronic data in-
terchange (EDI) [26] based. We use HL7 application pro-
gramming interface (HAPI) assembler/disassembler tool
[27] to transform the HL7 v2 EDI messages into their
XML representations so that XML tools such as XPATH
expressions or Schematrons can be used with them in the
TestBATN framework.

IV. REAL LIFE USAGE OF TESTBATN: TESTING THE
CONFORMANCE AND INTEROPERABILITY OF VENDOR
APPLICATIONS TO TURKEY’S NHIS

The flexibility in implementing HL7 may also become an
obstacle in achieving interoperability especially for large-scale
integration efforts such as a nation-wide implementation. Pro-
viding interoperability profiles as recommended by HL7 and
extensive testing of system components for conformance and
interoperability are necessary.

For example, in Turkey, HL7 v3 messaging standards are used
nation wide to convey patient care information from Family
Medicine Information Systems (FMISs) [28] to the National
Health Data Repository (NHDR) [29]. TestBATN is currently
being used to test the conformance and interoperability of the
FMISs and Hospital Information Systems (HISs) to Turkey’s
NHIS.

The NHIS, Turkey provides 23 Web services each specialized
to transmit a specific Minimum Health Data Set (MHDS) [30]
(called a “transmission schema”) based on the following na-
tional and international standards: for transport protocol, HL7
web services profile [31] is used together with WS-Security [32]
username token over SSL. The “transmission schemas” used in
Web services are HL7 CDA R2 [19] compliant EHRs and each
HL7 CDA section is a MHDS [33] that is formed from the
data elements specified in the National Health Data Dictionary
(NHDD) [34]. Health Coding Reference Server (HCRS) [35]
serves all coding systems in use in Turkey that are used in
the data elements within the MHDSs. For some specific data
elements, some other coding systems, like ICD-10 coding sys-
tem [36], are used. For each transmission schemas and MHDS,
several semantic business rules are defined to provide consis-
tency among the values used in the data elements. In Turkey,
every citizen has a unique identifier and these identifiers are
maintained in a system called MERNIS (Central Demographics
Management System) [37]. The patient id numbers in the mes-
sages are required to exist and be consistent with this system.
In Turkey, every physician is registered to a system called Doc-
tor Data Bank [38]. The id numbers of the doctors used in the
messages should exist in this system.

As described in [39], TestBATN scenarios are developed im-
plementing the testing requirements of this system, consisting
of syntactic validation steps, validation against code lists and
business rules, and semantic validation based on preliminary
test data. The TestBATN test description language together with
the test design GUI reduced the human labor required to develop
200 test scenarios categorized under 25 test suites to less than
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two person-months indicating that the test scenarios are easy to
configure.

The TestBATN services for NHIS test scenarios are publicly
available from MoH, Turkey servers [40] with more than 60
active users daily. Also, MoH, Turkey organized a “Connect-
a-thon” like event, a five days workshop in June 2008. The
aim was to bring together all the vendors in a physical location
to test their products to speed up the integration with NHIS.
During the workshop more than 5000 test scenarios are executed
through TestBATN by an average of 130 participants from 55
vendors. This implies that the system reduced the effort needed
for testing considerably. At the end of the workshop, each vendor
is provided with a very detailed report on the test scenarios
and steps performed. These reports are automatically produced
by TestBATN tools. The survey conducted at the end of the
workshop revealed a very high level user satisfaction with the
testing system indicating that testing system is acceptable by
the administrators of the SUT.

V. EXAMPLE SCENARIO EXECUTION DEMONSTRATING
TESTBATN FUNCTIONALITIES

Currently, NHIS is mostly used for decision support within
the MoH [41]. However, in the future the healthcare organiza-
tions as well as the patients themselves will be able to query
and retrieve EHRs from this repository when the system is cou-
pled with a patient consent management component to provide
privacy and security to the healthcare data.

To implement this future scenario, the HL7 v3 interoperability
profiles based on the “NHDR” [42] and “data consent” [43]
storyboards are necessary with fine-grained constraints imposed
by the nation’s healthcare policies.

As shown in Fig. 7, the HL7 v3 roles in this profile are the
“consent placer” [44] played by a Web Personal Health Por-
tal (“WebPHR”) and the “content optional document manage-
ment system” [45] played by a healthcare organization (“Hos-
pitalOne”). Furthermore, since NHIS NHDR functions both as
a repository for health documents and as a reference point for
consent activation and enforcement, three roles have been as-
sociated with it: “clinical document directory” [46], “content
required document management system” [47], and “consent
manager” [48]. Test engine, on the other hand, plays the role of
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any healthcare organization, such as a FMIS, that can submit or
receive patient care information.

In this profile, the consent of a patient on his EHR is
stored in the NHDR via the interaction between the “con-
sent placer” and the “consent manager” through transactions
1 and 2 (Fig. 7). Furthermore, the profile defines HL7 CDA
templates for several document types such as “discharge sum-
mary.” Submission, registration, query and retrieval of EHRs
and their metadata are achieved through transactions 3-7
(Fig. 7). There are syntactic and semantic restrictions on the
formats and payloads of these transactions. Finally, the pro-
file specifies fine-grained access control rules on the EHR
documents.

Such a test scenario is executed in the TestBATN framework
as follows.

1) First, there is a need to inform all the parties about the
initial test data. In the given scenario, the initial test
data are the patient identifier and the patient demograph-
ics information. In the TestBATN framework, these data
are made available through the PreliminaryTestData con-
struct. However, the test designer may wish to design a
more generic test scenario instead of restricting the tests
to some specific patient information. For example, assume
that the test designer appoints the administrator of the PHR
system to be in charge of determining the patient informa-
tion. Then, the test engine requests the PHR administrator
to specify the necessary information by using the Prelim-
inaryTestData construct. Once this information is made
available, the related parties register the patient to their
systems.

2) The example profile requires that the applications playing
the HL7 consent placer role should be able to produce both
fine-grained and record-based consents. In order to test if
the PHR system has this capability, the administrator of the
PHR system is requested to produce a consent document
based on the access control descriptions provided by the
test writer. An example access control description can
be: “Register consent such that mental illnesses of the
patient listed in the “ProblemList” section of the Discharge
Summary document are masked and shown solely to the
patient’s Psychologist.”

3) The administrator of the PHR system gets the rule sent
by the test engine and produces the consent based on the
given requirements. Consequently, the “consent event ac-
tivate request” [49] message is constructed with the con-
sent as its payload and sent to the NHDR. The test engine
intercepts this transaction to check if the consent pro-
duced complies first with the profile (syntactically—e.g.,
the XSD adaptor) and then with the rule definition given
earlier (semantically—e.g., Schematron validation, XPath
evaluation). If the NHDR registers the consent success-
fully and the test engine recognizes the response as the
“consent event activate confirmation” [50] message, the
test continues. Otherwise, the test is aborted with a report
on the failure. The branching and looping constructs in
the TestBATN framework enables users to define such test
scenarios.

4) Inthe next step, the test engine behaves as the “content op-
tional document management system” and initiates “origi-
nal document with content” [51] transaction. The template
CDA document provided by the test designer is tailored
at run-time according to the semantics of the scenario.
Placeholders present in the template document make this
dynamic functionality possible. The test engine substi-
tutes these placeholders with their run-time values such as
the patient identifier information initialized by the PHR
administrator at runtime. The test engine registers vari-
ous EHR documents, one of which is of type “discharge
summary,” to the NHDR.

5) In this step, the administrator of “HospitalOne” queries
NHDR for all “discharge summary” documents of the
given patient. The “Find Document Metadata Query” [52]
and its response messages are intercepted by the test en-
gine for further syntactic and semantic processing. More
specifically, the query parameters are tested to check
whether they are set correctly for the document type. In
this way, not only the exchanged documents are validated
for conformance, but also it is possible to determine if the
parties provide the expected functionalities.

6) Following the previous interaction, the administrator of
“HospitalOne” authenticates himself to the system as the
patient’s “General Practitioner” and issues a “Find Doc-
ument Metadata and Content Query” [53] to retrieve the
desired document. First, the Test Engine verifies that the
document is actually the one that has been registered.
The “Checksum Validator” is an adaptor registered to the
TestBATN framework that enables such tests. How NHDR
handles the patient consent must also be tested. According
to the given access restrictions, the “ProblemList” section
in the document should be masked if the access requestor
is not a “Psychologist.” Since the role is a “general prac-
titioner,” the “ProblemList” section in the returned docu-
ment can be checked through an XPath expression to see
if it is masked for the mental illnesses of the patient.

7) According to the profile, the “content optional document
management system” application role should properly ren-
der the CDA document received. Since the test designer is
the producer of the document, by requesting information
from the SUT about the document content through the Re-
questTestData construct and comparing the answers with
the data contained in the variables through 7estAssertions,
the ability of the SUT to correctly render the document
can easily be tested.

VI. IMPLEMENTATION TOOLS AND TECHNIQUES

In the TestBATN framework, the test engine and the adaptors
of the messaging and evaluation interfaces are developed in Java
Platform SE (version 1.6.0) [54]. The GUIs are implemented
using Adobe Flex 2.0.1 [55]. Adobe Flex provides a collection of
rich Internet application development technologies for rendering
user-friendly and dynamic applications.

The multithreading functionality provided by the Java APIs
enables multiple users to connect and to monitor the execution
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of different test cases simultaneously. In this multiuser envi-
ronment, thanks to the Adobe Flex server data-push capability,
changes made in one test management GUI (e.g., a user setting
the value of a variable prompted through the PreliminaryTest-
Data interaction) are seamlessly distributed to the others, as the
test engine pushes these events onto the communication channel.

TestBATN GUIs are based on the model-view-controller ar-
chitectural pattern. Furthermore, Adobe Flex enables the view to
be bound to the model through event dispatching mechanisms.
Consequently, user notifications can take place instantaneously.

The test engine is constructed as a layered architecture. More
specifically, the messaging interface and the evaluation interface
have been built as separate components. This gives the devel-
opers of the TestBATN framework the ability to produce new
communication and validation adapters and register them to the
system easily.

VII. RELATED WORK

There are a number of research and development efforts on
test tools, languages, and frameworks.

One of the first and most successful work on test automation
is the Testing and Test Control Notation (TTCN) [56] standard
published by the European Telecommunications Standard Insti-
tute (ETSI) [57]. The latest version, TTCN-3 is a computation-
ally complete programming language for expressing test cases
for conformance and interoperability testing in the telecommu-
nication domain. Due to the nature of testing problems in the
telecommunications domain, TTCN focuses on the details of
communication but does not fully represent business processes.

The OASIS IIC ebXML test framework [58] is developed
to support conformance and interoperability testing for ebXML
specifications. It describes a testbed architecture and its soft-
ware components as well as how these can be combined to
create a test harness for various types of testing. Since this
framework is based on ebXML messaging, it focuses on its mes-
sage service handler (MSH) implementations instead of appli-
cation testing. However, the test description language contains
high-level constructs that sufficiently describe the eBusiness test
processes.

A sample implementation of ebXML TestFramework 1.1 is
provided within the National Institute of Standards and Tech-
nology (NIST) B2B Testbed [59] project. NIST B2B Testbed is
initiated by the NIST [60] to develop software tools that can be
used to test current B2B standards or technologies and enhance
the capability for on-demand demonstration of conformance
and interoperability [10]. They conducted several interoperabil-
ity demonstrations together with the STAR/XML initiative [61]
from the automotive industry and with the US Air Force.

OASIS event-driven test scripting language (eTSL) [9], which
is currently a work in progress, improves OASIS IIC ebXML test
framework by addressing the different layers of the interoper-
ability stack, namely the messaging infrastructure, the message
choreographies, and the business document standards.

The TestBATN framework is influenced both by OASIS IIC
ebXML test framework and by eTSL, and complements them
by providing a complete test framework specialized to eHealth

together with its adaptors. In the TestBATN framework, the
event notion in eTSL is extended to capture the requirements
of the test scenarios encountered in the eHealth domain. These
requirements include interaction with the users of an SUT, us-
ing external evaluation services and allowing human validation
during test execution. Furthermore, preliminary test steps such
as configuration management and test data initialization have
been included in the test execution. This functionality is critical
in the sense that it allows the test framework to adapt itself to
the requirements of the applications under test, rather than the
opposite. Finally, the TestBATN framework provides an exten-
sible and layered platform for design, execution, and life cycle
management of the test scenarios to handle the dynamically
evolving testing requirements.

There are also some eHealth-specific testing tools. Currently,
HL7 together with NIST [60] started an initiative to automati-
cally and dynamically generate test messages, called HL7 Mes-
sage Maker [62]. The data used to populate the messages are
drawn from a number of sources including the NIST-developed
database of HL7 data items, HL7 tables, user tables, and external
tables.

As a future work, this study in progress will be used in the
TestBATN framework to dynamically create meaningful test
data without compromising patient confidentiality and privacy.
In other words, the preliminary test data handling functionality
will be enhanced so that the values of variables will be selected
dynamically from a data source. For example, assume the test
designer wishes to restrict a diagnosis element, expressed with
ICD-10 codes, to a specific value in the test scenario. Currently,
in the TestBATN, this requirement is shown to the user during
preliminary test data handling phase and the subsequent test
assertions validate this restriction. However, being able to ran-
domly choose a value from a set of relevant values defined by
the domain expert will improve the system. As a result, the test
case definitions will behave as scenario templates and in each
execution the SUT will be presented with a different restriction.

IHE integration profiles [63] are tested through MESA tools
[64]. MESA tools consist of two parts: tools simulating an ac-
tor’s functionalities that are written in a programming language
(C++ or java) and a test definition with a scripting language
(Perl) for each test specified. Companies before participating
to a Connect-a-thon download MESA tools and run the test
scripts that are written for the actor that their system claims to
be conformant with. Test scripts use the tools to simulate the
corresponding actor and send or receive messages from the SUT.
During the execution test scripts produce relevant messages (er-
ror or log) and collect them into log files.

Managing a Connect-a-thon is a human labor intensive task:
most of the testing process is conducted by humans such as
checking message contents or application behaviors. There is
also an on going project by IHE to improve Connect-a-thons.
Nevertheless, the TestBATN framework can be used to capture
the testing requirements of IHE integration profiles since the
TestBATN framework addresses all the layers of the interop-
erability stack as IHE does. In fact, the scenario described in
Section V can also be implemented using the “cross enterprise
document sharing (XDS)” [65] and the “basic patient privacy
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consent (BPPC)” [66] profiles of IHE, and we have demon-
strated that TestBATN has the capabilities to test such scenarios.

VIII. CONCLUSION

Interoperability standards often contain certain ambiguity in
their specifications that may result in differences in their imple-
mentations. Therefore, conformance and interoperability testing
are very important to maintain correct information exchange.
This problem becomes more challenging in the eHealth domain
because there are many standards for each layer of interoper-
ability and also the healthcare scenarios are much more complex
than B2B scenarios.

The complete test framework introduced in this paper al-
lows stakeholders to perform conformance and interoperability
tests for their products based on HL7 standard specifications.
The framework is built up on an extensible test execution model
where the model is represented through a computer interpretable
test description language. The execution model and the language
support the flexibility to design, modify, maintain, and extend
the test functionality as the evolving requirements necessitate,
in contrast to the a priori hard coded test cases. The whole test-
ing process is automated, hence significantly reducing human
labor and the associated costs. Also, the graphical Web-based
environment provided helps to establish a “low cost of entry”
for the test designers and participants.

The hands-on experience obtained in implementing the test
scenarios for Turkey’s NHIS demonstrated the effectiveness of
localized HL.7 profiles constraining the business processes, com-
munication and messaging details. In this respect, we believe
that it will help if HL7 v3 produces formal business process
profile templates for its affiliates to facilitate achieving interop-
erability at this layer.
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