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Abstract 

 
Now day’s application had focus more on the security and Radio Frequency Identification (RFID) had 

become one of the major technologies that become important for security. RFID devices are going to be 

ubiquitous applications that are used in different areas especially in the business because it simplifies many 

business transactions. However, security and privacy issues and risks are introduced by pervasiveness of 

RFID systems. In RFID systems, communication between tag and reader usually takes place via wireless 

communication. As the nature of radio frequency signal, it can go everywhere and everyone can receive this 

signal, which is an insecure channel. The computational resources in RFID tag are constrained and it is a 

big limitation that forces researcher to apply different mitigations compared to common security solutions. 

At the first part of this research, RFID architecture is introduced briefly. In this paper, the researcher 

explains existing security challenges in RFID networks then the effects of these threats on security and 

privacy of RFID are discussed. After analyzing security challenges of RFID networks, different 

countermeasures that are proposed by other researchers are discussed. At the end of this paper, future 

security challenges are discussed. 
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1. INTRODUCTION 

Today, RFID is one of the useful applications in different areas especially in the business because it 

simplifies many business transactions. Many tasks in inventory systems have been simplified by RFID 

systems; the tasks such as keeping tracks on consumer products and managing books in the library for 

librarian. However, security and privacy issues and risks are introduced by pervasiveness of RFID [1].  

In RFID systems, communication between tag and reader usually takes place via wireless communication. 

As the nature of radio frequency signal, it can go everywhere and everyone can receive this signal, which is 

an insecure channel. The computational resources in RFID tag are constrained and this limitation forces 

researcher to apply lightweight encryption algorithm but these algorithms do not have the same strength as 

the normal encryption algorithms such DES or AES. By considering this limitation, there is  a trade-off 

between security and performance of lightweight algorithms and it is needed to evaluate different lightweight 

algorithms to propose the most fit algorithm [2].  
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Classical encryption algorithms that had been designed for normal computer is not appropriate for RFID 

tags because in order to implement these kinds of encryption, enough computational capacity, enough 

memory, and power should be provided. These limitations force us to design new cryptographic primitive 

that can provide acceptable security level in RFID system. The name of this kind of cryptography is 

lightweight cryptography. Deal with the trade-off among security, cost, and performance is key issue of 

designing lightweight cryptographic algorithm [3]. 

Security and privacy are important for everyone especially in the today’s modern world. By considering 

that RFID systems can be implemented everywhere in our lives, it is so important to be a secure system. 

Furthermore, RFID tags contain important information such as health biomedical data, information about 

products or people, and their physical location in real time.  According to Wang Shang-ping (2011), RFID is 

one of the ten important technologies developed at the end of twenty century, which is an appropriate and 

capable mechanism to use for identification or authentication in logistics, transportation, entrance control and 

retail, etc. By concerning the pervasive usage of RFID in future and the importance of security and privacy 

for everyone, the decision to select this topic was easy.   

One of important part of electromagnetic spectrum is Radio that covers all formats of radiation. All parts 

such as gamma rays, cosmic-ray photons, x-rays, and visible light that were all include in term of 

electromagnetic spectrum. The Radio Frequency (RF) includes different bands from 30 MHz to 300 MHz. 

There are tree general bands that are utilized in RFID systems, the first band that it called Low Frequency 

(LF) at 125 kHz to 134 kHz, the second band is High Frequency (HF) at 13.56 MHz, and the third is Ultra 

HF at 860 to 930 MHZ.  Depending on the different conditions, various types of RFID can be used. To 

choose an appropriate frequency band, manufactures of RFID equipment consider some criteria such as 

physical size of the antennas and the required power for transmission [4].  

 

2. RFID ARCHITECTURE 

 

RFID can identify objects that contain small tags in different environments without any physical contact. 

There are three main components in a typical RFID system: readers, back-end servers, and tags [5]. 

  In RFID systems, transponders are normally called tags or chips; chip implies a smaller unit and tag is used 

for lager piece of equipment. Each RFID tag contains the following items [4]:  

 

i. Antenna 

ii. Encoding/decoding circuitry  

iii. Memory 

iv. Power supply 

v. Communications control 
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Figure 1. Connection between Readers and Tag [6] 

 

The communication between different parts of RFID network is described in Figure 1. This figure shows 

RFID system that uses passive tags.  

In the first step, a reader antenna transmits radio signal, after that these signals can be received by the tag. 

After receiving the reader’s signal, tag answers with a replying radio signal (Figure 1.1). The signal that 

transmitted by tag can be redden by reader’s receiver. The tag maybe performs some encryption functions 

depend on it computing power. Different kinds of tag are implemented in RFID system, some of them are 

read-only and the rest are able to be redden or written [7]. 

There are three kinds of tag: active, passive, and semi-passive. Passive RFID transponders are without an 

internal power source. Majority of RIFD transponders are passive. The RF field generated by the reader is a 

power supply for passive tag. The required supply voltage for passive tag is generated by rectifying the 

induced voltage which produced by RF signal of Reader. Another type of tag is an active tag that has an 

integrated power source. The active tag performs similar to passive tag but the speed of processor in this kind 

of tag is higher than passive tag. The reader signal mostly active tag by trigging [8]. A  kind of tag that has a 

built-in power source, but it still uses the reader’s radio signal to power communications that is called semi-

passive tag [9].  

The reader or interrogator is the second component in a RFID system. The task of the Reader or 

Transceiver is providing the needed energy for tag and also trigging the communication signals to the tag to 

do specific actions. The reader can be controlled via a computer terminal or the automatic execution of 

programs. There are two kinds of application, mobile applications and stationary installation. Hand held 

readers are used in mobile applications, while the fixed readers directly connected to communication lines 

and power supply in stationary installation [8]. 

An antenna of a reader can be integrated to reader or can be separated. The reader typically contains a 

system interface such as an Ethernet jack or RS-232 serial port, communications control circuits, 

cryptographic encoding and decoding circuitry, and a power supply or battery. For transforming the data to a 

LAN or other system, readers use data interface such as serial RS-232 or Ethernet. Different sizes of an 

antenna are available for readers, from pocket-sized to big antenna with special panel. The size of an antenna 

depends on a kind of tags that are used in RFID systems [10]. 

The third component of RFID system is back-end server. The back-end server is typically a PC-type device, 

hosting business applications. To implement specific business logic, including support of security functions, 

custom applications are also typically deployed for interfacing with the database or the middleware. The 

different kinds of standard commercial database are used for backend such as Oracle, Postgres, SQL, My 
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SQL or similar product. The backend database can run on a single PC in an office or multiple mainframes 

networked together depending on the application [11]. 

The International Organization for Standardization and EPC global has defined several protocols. These 

protocols are explained in Table 1. 

 

Table 1. RFID Tag Protocols [4] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3. SECURITY THREATS IN RFID SYSTEMS 

 

RFID systems face the potential risk of being spied out or manipulated similar to any other 

telecommunication and information technology system. Different types of attack should be analyzed in order 

to better evaluate potential risks in RFID systems. After that, appropriate cryptographic procedures should be 

implemented to protect systems from common attacks [6]. 

RFID systems are imposed to a wide range of malicious attacks that can be categorized from passive 

eavesdropping to active interference. Attacks against RFID networks can target decentralized parts of the 

system infrastructure unlike wired networks, where computing systems typically have both host-based 

defenses and centralized, because RFID tags and RFID readers operate in potentially noisy and unstable 

environment. Additionally, as RFID technology is improving day by day and so the threats they are disposed 

to are in the same way evolving. Hence, having a global view of the problem is so difficult [12]. 

 

4. ATTACKS ON DIFFERENT LAYERS OF RFID NETWORK 

 

The attacks against RFID networks are classified as follows: the physical layer, the network-transport layer, 

the strategic layer, and the application layer [12]. The RFID networks security problems can be listed as: 

tracking, spoofing attack, desynchronization, replay attack, eavesdropping, session hijacking, 

electromagnetic interference, etc. Each security problem belongs to one layer of different layers of RFID 

networks [13]. 
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In this part of research, various threats that cause the security problems for RFID networks are discussed:  

   

 Jamming and Blocking: Increasing the amount of tags will basically raise the likelihood of blocking 

and jamming. To insert the fake tags in reading zone will be much easier and increase numbers of denial 

of service (DNS) [14].  

 

 Eavesdropping: Can be known as intercept data that are being transmitted between two system’s 

components. By using the eavesdropping tools via an attacker, the risk of danger in RFID tags will be 

increased [15].  

 

 Tag cloning: Make the system to read the duplicate legitimate tag. It is possible for an attacker to enter 

the back-end server and get or destroy the private information [16]. 

 

 Unauthorized tag reading: Used of unauthorized reader that duplicate from system and collecting the 

data by reading the tags, the risk can be solved equally between the three categories but the external 

elements is the factor to the risk., for an example, using an authenticating procedure [17]. 

 

 Relay attacks: This happen when the authenticated tag and authenticated reader were assume that they 

were using the right medium to transferred data which that are not true, because the attacker use an 

unauthenticated tag and unauthenticated reader to make the data to be leaked into the attacker hand [18]. 

 

 Replay attack: This attack was to attack the system where the system will be attack by the clone, this 

attack will happen when the interrupting device had capturing the data sent between tag and reader [12]. 

 

 People tracking: Tracking mobile objects (carriers) use to collect data about the carrier itself by 

holding a tag using many method [19].  
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 Tag content change: Altering the data – authentication data- Reader will recognize tag as 

unauthenticated tag and denied access after had false the identity [20]. 

 

 Physical tag destruction: In this case, a tag cannot send a signal to the reader because a tag is 

destroyed physically by  an attacker [21].  

 

 Denial/Disruption of Service: If there are too many fake tags and malicious reader had been deployed, 

disruption of service may happen if the computer resources had been abused [22]. 

 

 Location-based Attacks (Mafia Fraud/Terrorist Attacks): There messages from the attacker that will 

make the two honest side that are involved in protocol to believe that they are very close proximity [10] 

[23]. Dishonest party that involved in protocol was collaborating with the attacker, which is call terrorist 

attack [24]. 

 

 Side Channel Analysis: In the near future, side channel analysis potentially is the most serious threat to 

RFID tags, which implement cryptographic functions. Several typical side channel information such as 

computation fault, power consumption, timing information and electromagnetic radiation that can 

expose RFID secret information for the analysis [25]. 

 

Unauthorized tag reading, Replay attacks, tag content, People tracking, and Tag cloning changes can be 

happened  in relay attacks. In this research, threats as a general security problem are considered and these 

threat are not calculated as RFID architectural problems [14]. 

 

5. RELATED WORK AND CURRENT COUNTERMEASURES FOR SECURE RFID 

 

To counter the above threats, the following security properties are required: mutual authentication between 

tag and reader/back-end server, anonymous/privacy-preserving transaction, forward security, secure key 

exchange, and secure tag location. In field of RFID networks, a lot of studies have been done to address the 

security and privacy problems about these systems. Most of previous RFID protocols tried to solve both 

security and privacy issues but the final solution has always been a security solution and not privacy. It is 

established that around 70 to 80 percent of related RFID security research works focused on security, 10-15 

percent on privacy and only a few works on trust and trusted computing. It means that security and privacy 

have always been the main focus for every RFID systems and protocols [1]. We now summarize some of 

countermeasures designed for secure RFID [22]: 

 

 Hash-based Protocols: Weis et al. (2003) introduced two hash-lock based authentication schemes. But 

they suffer from secret key disclosure problem, impersonation attack and violation of tag anonymity [26]. 

Yeo and Kim (2005) proposed hash-chain based protocol providing privacy-protection, tag-to-server 

authentication and forward security but server-to-tag authentication cannot be provided in this case. 

Furthermore, the hash chains should be computed by the server to identify a tag [27].  

 

 LPN-based Protocols: Juels et al. proposed HB+, which employs binary-inner product and based on the 

learning parity with noise (LPN) problem. HB+ repeats a basic authentication protocol with a noise bit, 
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and accepts the tag only if a very limited number of responses are invalid. HB+ is weak against some 

attacks such as man-in-the-middle attacks and does not achieve anonymity and forward security [28]. 

Extensions and improvements of HB protocol like [29], HB++ [30], HB-MP [31] have been proposed but 

these protocols only consider the authentication of tags and not readers, and suffer from tracking problem 

and violation of tag anonymity. 

 

 Ultra-lightweight Protocols: The main idea of proposing these protocols is providing RFID security 

using different ultra-lightweight primitives that are suitable for RFID systems. The trade-off among 

security, cost, and performance is the key issue of designing lightweight cryptographic algorithms is to 

deal with the [3]. RFID tags are resource-constrained smart devices, and the processing power of tags is 

usually low. By considering the limitation of resources in RFID tags, it should be necessary to focus on 

lightweight symmetric ciphers in this paper. The previous proposals in field of RFID security can be 

divided into the three categories. In the first category, highly optimized and compact hardware 

implementations are available and  block ciphers such as AES and IDEA can be implemented easily [32], 

while in the second category, for lightweight applications a classical block cipher like DES can be used 

[33]. Finally, in the third category, new low-cost designs are considered. There are a lot of previous 

studies that tried to improve security in resource-constrained especially RFID tags such as mCrypton [34], 

PRESENT [35],  lightweight block ciphers HIGHT [36], SEA [37], KTANTAN [38] , TEA [39], and 

Hummingbird [40], as well as lightweight stream ciphers Grain [41] and Trivium [13]. These primitives 

that are used include MULTIPLY, EXOR, NOT, ROTATE, AND, OR, random number generator, CRC, 

and ADD. To achieve this purpose, there are some protocols: Peris- Lopez et al. (2009), Han and Kwon 

(2009), Hung-Yu (2007), and Karthikeyan et al. (2005). These protocols are highly desirable for low-cost 

RFID tags, but do have drawbacks like key disclosure, and de-synchronization attacks. Therefore they 

need further strengthening and research. Various schemes have been proposed to solve security issues of 

RFID systems. There are two gereral groups of  provided solutions. Using jamming, blocking and 

physical solutions is the first group. Cryptographic concepts and privacy preserving protocols are used in 

other groups. Cryptographic solutions that have proposed for RFID security issues can be divided into 

two main groups, complex cryptographic and lightweight solutions. It is not impossible to use complex 

cryptographic protocols in future RFID tags but most RFID researchers, believe that the industry needs 

low cost and simple RFID tags with limited number of logical gates. Many solutions have been suggested 

for this case that are based on the lightweight cryptographic solutions and protocols. In case of that the 

price of RFID tags should be very low, lightweight protocols are useful because of keeping the very low 

computational demand. The researcher performs a security analysis of five lightweight protocols, and 

show that they are vulnerable to some simple security attacks, in this article [42]. 

 

 

 Universal Composability (UC) Protocols: O-FRAP Protocol [43], Optimistic Forward Secure RFID 

Authentication Protocol is the first full-fledged protocol, which is proven secure in a UC-based security 

framework [44]. The mutual authentication, privacy-preserving, a mechanism to prevent de-

synchronization of secret key attack, and forward security can be achieved by this protocol. To get better 

results, O-FRAP can be improved to be key exchanger. To protect privacy of a tag, this protocol uses 

pseudonym approach But it is shown to be susceptible to tracing attack and violation of forward security 

in [45]. 
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 Multi Tag Scanning Protocols: Juels et al. (2005) proposed yoking-proof that was the first protocol to 

identify the multiple tag scanning issues. A reader can make a co-existence proof of two tags by using this 

protocol. Allowing two tags sign each other’s random number is the basic idea in the yoking-proof 

protocol. The signing algorithm can be a message authentication code scheme. Recently, Saito et. al. 

(2005), Piramuthu (2006), and Burmester et al. (2009) extended yoking-proof to support multiple 

scanning of several tags, called the grouping-proof. 

 

 Distance-bounding Protocols: Hancke et al. (2005) proposed kind of protocol that can identify mafia-

fraud attack on RFID. Repeating a simple authentication step multiple times is the main idea in this 

protocol so that each step can be complete in a very short time. Recently, Chong Hee (2011) proposed a 

more secure protocol based on binary mixed challenges. 

 

 Side channel analysis and protection on RFID: The electromagnetic analysis of high frequency (HF) 

RFID tag operating at 13.56 MHz, was performed by Kim et al. (2010), etc. Clavier et al. (2010) 

introduced power analysis and electromagnetic attack on their own RFID prototype with AES 

implementation under artificially generated passive HF RFID settings, but did not describe any 

countermeasures. Recently, side channel analysis on targeted RFID tag shifted to ultra-high frequency 

(UHF) RFID tag, which normally works at 900 MHz. Oren and Shamir (2007) showed a successful 

analysis result which can be used to extract kill password remotely from a UHF EPC tag. The authors 

suggested common countermeasures to prevent the analysis with some examples.  

 

6. CONCLUSION 

 

This article presents fundamental observations about the vulnerability of commonly-used passive RFID tags. 

It is the first work that provides concrete results of practical experiments in the context of fault analysis on 

RFID devices. Global fault-injection methods on HF and UHF tags are described as well as local methods. 

The difference between Global fault-induction methods affect and local-fault induction methods is that 

Global fault-induction analyzes the entire chip at once, but local-fault induction analyzes special parts of 

entire chip. The effects of electromagnetic interferences are analyzed in this study. Optional inductions can 

counted as a very convenient fault-injection method because of effective manner of this method. 

Investigation the susceptibility of faults on RFID gadgets and identification weaknesses in RFID devices is 

the main purpose of this study. As a result, only the tags are examined by the researcher that excludes other 

countermeasures against fault-analysis attacks at this stage. In this study, the researcher has focused on 

various operations that which are critical when execution time and power consumption are important for us. 

It is shown that fault-injection methods can prevent modification of tag’s content and also the writing of 

faulty values. There is a trade-off between cost, security, and performance in RFID systems because as the 

nature of RFID tags, there is limitation in resources such as computational capacity, memory, and power 

capacity  [46]. Potential weaknesses of RFID tags is described to provide a basis for future researches like 

analysis of the susceptibility of cryptographic-enabled RFID tags to faults, in this research. It is concluded 

that countermeasures against fault analysis have to be considered especially in applications where security is 

of increasing interest. 
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