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ABSTRACT
We propose a new and efficient scheme for broadcast encryption.
A broadcast encryption system allows a broadcaster to send an en-
crypted message to a dynamically chosen subset ��, ���� � �
of a given set of users, such that only users in this subset can de-
crypt the message. An important component of broadcast encryp-
tion schemes is revocation of users by the broadcaster, thereby up-
dating the subset ��. Revocation may be either temporary, for a
specific ciphertext, or permanent.

We present the first public key broadcast encryption scheme that
support permanent revocation of users. Our scheme is fully collusion-
resistant. In other words, even if all the users in the network col-
lude with a revoked user, the revoked user cannot encrypt mes-
sages without receiving new keys from the broadcaster. The pro-
cedure is based on Cipher-text Policy Attribute-Based Encryption
(CP-ABE).

The overhead of our system is����� �� in all major performance
measures including length of private and public keys, computa-
tional complexity, user’s storage space, and computational com-
plexity of encryption and decryption.

Categories and Subject Descriptors
C.2.0 [COMPUTER-COMMUNICATION NETWORKS]: Gen-
eral—Security and protection

General Terms
Security
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1. INTRODUCTION
The concept of broadcast encryption was first introduced in [7]

and further developed in many works including [13], [10], [2], [8],

�Rita Altura Trust Chair in Computer Science and the internal re-
search program of Sami Shamoon College.
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[6] and [11]. Broadcast encryption systems allow a broadcaster
to send encrypted data to a set of users such that only a subset
�� of authorized users can decrypt the data. A main challenge
in constructing broadcast systems is ensuring that even when the
users that are not in �� collude, it is computationally infeasible to
decrypt a message.

Broadcast encryption systems support temporary revocation of
users if revoked users are excluded from the set �� for a single
ciphertext. Typically, in such systems, the identities of the revoked
users are parameters in the encryption mechanism. Broadcast en-
cryption systems support permanent revocation of users if revoked
users cannot decrypt any ciphertext after the revocation. Perma-
nent user revocation is efficiently implemented in symmetric en-
cryption schemes (e.g. the third scheme of [6]). Temporary revoca-
tion is achieved by various schemes including [5] and the first two
schemes of [6].

Broadcast encryption systems are either stateful or stateless. A
stateful scheme requires receivers to store a state and update it
based on the ciphertexts they receive. Stateless receivers do not
necessarily update a state. Stateless schemes are preferable in the
sense that receivers do not have to be continuously online to update
a state. However, stateful schemes open new avenues to achieve
permanent revocation by basing decryption on the state and not
enabling revoked users to correctly update a state. Furthermore,
broadcast models in which the receivers can open a two-way chan-
nel to the broadcaster are becoming more prevalent, e.g. IPTV
and Over-The-Top broadcasting. Given such two-way channels,
receivers can update their state even if they go offline for a time.

A trivial solution for constructing collusion resistant broadcast
system works as follows. The broadcaster maintains � independent
encryption keys, while each user is granted its personal decryption
key. The broadcaster encrypts each message with all the encryp-
tion keys. Since the keys are independent, collusion resistance is
satisfied for any number of revoked colluding users. Obviously,
this scheme is not efficient in the number of encryption/decryption
keys, size of broadcaster storage, and cost of encryption/decryption
procedure.
Stateful symmetric encryption schemes.
Most of the stateful symmetric encryption schemes are based on
graph theoretical constructions, and support permanent revocation
of a single user or a group of users. The drawback of symmetric
encryption is that only users that have the secret key, can receive
and decrypt the broadcast messages.
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Stateless schemes. The stateless broadcast encryption schemes
may be based on symmetric-key or public-key approach. The use
of symmetric key cryptosystems restricts the solutions presented in
e.g. [13] and [6] in the sense that only the server (or central module)
may broadcast the sensitive data.

A powerful technique for public-key, broadcast encryption sys-
tems, is Attribute Based Encryption (ABE) (e.g., [5], [12]). The
purpose of ABE is to establish access policy for decrypted data
among users of a given set. Unfortunately, all the ABE based
schemes support only temporary revocation of users. The best
public-key, broadcast encryption scheme in terms of performance is
[11], which can also be used to construct improved ABE schemes.
Efficiency of the broadcast encryption scheme. Efficiency is
measured in server/user storage space, computational complexity
of key update procedure and a number of messages sent upon join
or revocation event.

Optimal efficiency is achieved for public key with temporary re-
vocation by [11] and for symmetric key with permanent revocation
by [6]. In both works, the encryption/decryption keys are of con-
stant size, ciphertext size is of ����, where � is the number of
revoked users, and the computational complexity of a key update
procedure is ����.

The permanent revocation achieved in our scheme requires a
public key of length ����, private keys of length ����� �� and
the ciphertext length to revoke � users is ��� ��� ��. The compu-
tational complexity of a key update is also ��� ��� ��.
Our contributions. We propose the first efficient public-key en-
cryption scheme that supports permanent user revocation. We use
Ciphertext Policy ABE (CP-ABE) techniques introduced and ana-
lyzed in [1] as a building block and extend it to support permanent
revocation. Any user in [1] is assigned a set of attributes and can de-
crypt any ciphertext that embeds a policy, which satisfies the user’s
attributes. Furthermore, any coalition of users cannot decrypt a ci-
phertext if none of the user’s attributes satisfies the policy.

A previous broadcast encryption work [5] bases broadcast en-
cryption on CP-ABE. However, each revocation is temporary since
sequentially revoked users (identified with different sets of attributes)
can share their attribute keys and reconstruct the keys updated af-
ter their revocation. We eliminate this problem in such a way that
any revoked user/users cannot decrypt any ciphertext broadcast af-
ter the revocation. Moreover, the collusion of all users from the
new set of broadcast receivers, cannot help in this attempt.

The main advantages of our schemes are:
� We propose the first efficient public-key encryption scheme that
supports permanent users’ revocation. The identities of the revoked
users are permanently excluded (upon key update procedure) from
the encryption mechanism. Previous schemes that enabled perma-
nent revocation were all based on symmetric keys: e.g, scheme �
of [6] and [13]. The use of public encryption systems allows any
user to encrypt and broadcast a message.
� By providing permanent users’ revocation, we treat the more
complex notion of collusion when a previously revoked user ��

can get private information (including secret keys) from a later re-
voked user �� (or set of such revoked users). Hence, our schemes
cope with stronger adversary, compared with the previous public
key schemes e.g., [2], [5]. The penalty we pay is that our scheme is
stateful and hence all the participating users must be permanently
on-line (or updated about the sessions they missed).
� There is no change in the public key upon executing the Join
procedure, and Join may be efficiently implemented in ����� ��
time complexity (it should be noted that the best implementation
is introduced in [6] that requires ���� time complexity). We use

an efficient key update based on the CP-ABE techniques, that is
executed by the server (broadcaster).
� The efficiency of our scheme is worse by at most a factor of
����� �� from the most efficient public key scheme [11], which
only achieves temporary revocation. Efficiency is measured in the
length of private and public keys, length of a ciphertext and com-
putational complexity of a decryption/key update procedure.
� It may be possible to to integrate our technique into other schemes
e.g., [11].

2. BROADCAST ENCRYPTION WITH PER-
MANENT REVOCATION

Our scheme uses CP-ABE [1] in a way that support users’ per-
manent revocation. The main idea is to change the state of each non
revoked user by updating the master key �� and the secret key
��� of each user in a way that all the users except the revoked user
�� can decrypt the ciphertext and no coalition of users (that record
the messages after the exclusion of �� ) can assist in updating ���

and computing the new secret master key.
The scheme proceeds as follows:

� Each user is defined by a unique combination of attributes, e.g.
the bits in a binary representation of the user’s ID. Each user re-
ceives attribute keys that enable sending a public-key encrypted
message to be decrypted by any subset of users, see [5] for details.
The broadcaster authorizes a subset of receivers �� by broadcast-
ing the global secret decryption key �������. This key is encrypted
by the appropriate attribute keys for �� (according to the ABE sys-
tem). The broadcaster may then encrypt bulk data using �������.
� Each user from the receiver set �� maintains the state �	
	��
that is defined as a value of a certain function over a secret counter
variable �
�: �	
	�� � ����
��.
� When a user �� is revoked from the receivers set ��, the broad-
caster updates the counter variable �
� to a new secret value
��
�, and broadcasts its encrypted value to all non revoked users.
As a result, the state of each user ��, �� � �� � ���� is up-

dated to �	
	�� � �����
��. Thus, the encryption key and cipher-
text generated by the broadcaster, and appropriate secret encryption
key ������� are updated. This update is performed in such a way
that even a coalition of all users from the new set of receivers ��
cannot collude in order to reveal the updates after �� ’s revocation
�	
	�� � �����
��.

Consider the basic CP-ABE system construction in [1]. Let ��

be a bilinear group of prime order �, and let � be a random genera-
tor of ��. Let � 	 �� � �� 	 �� be a proper bilinear map. The
security parameter � denotes the size of the groups. Let � be a se-
cret message that should be encrypted and sent by the broadcaster
to the users from the set �� � ����.
Our modifications of the basic scheme of [1] are as follows:
Setup. Choose ��, �, and two random elements �� � � ��. The
public key is published exactly as in [1]: �� � ��� �� � �
�	� ���� ��
. The master key �� includes our new random com-
ponent �
� � ��: �� � �� �
� �
�.
Key generation (MK, S). The input of the algorithm is a set of at-
tributes �, and the output is a secret key that identifies the set. Two
random numbers � and �� are chosen from �� for each attribute
� � �. The component � encodes the state, which is a function of
�
�. The private key is:
�
� � �

���
� � � � ���� ��������� � � � � �� � �������� � ��

� � �
��

�
	

Encrypt. The encryption procedure encrypts a message � under
the access structure (��) 
 � �� � ���� (see [1] and [5] for
a simplification of ��). For each node � (including the leaves) a
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polynomial �� is properly defined (see [1] for the encryption de-
tails). Starting with the root node �, a random secret for shar-
ing � � �� is chosen and the root polynomial is defined in 
 as
���
� � �. It should be noted that the secret � and its correspond-
ing shares are changed (decremented by�
�) in our modification.
Set �� � ����
� ��� � and construct the ciphertext �
 is as:

�
 �
�

 � �� � ����� �� ������ ��

�

�

� � �
� � 
 � �  	 �� � ������ ��

� � !�
		���������"

Here  denotes the set of leaf nodes in 
 and ! is a cryptographic
proper hash function.
Decryption. The decryption procedure performed by each user
that possess a set of attributes corresponding to 
 is as follows:
First, the user computes � � ���� ���
, by using the DecryptNode
procedure of [1]. Then,

� � ��#�����$� �� ���
since

����$� � �
�
�	
� � �

���
�

�
�

���� ���
���
� � ���� ��

� � ���� ���
� �

���� ��

� � ���� �����
�����.
Hence,

����$� �� � ���� ��

� � ���� ����
.
As a result,

����$� �� � � � ���� ��

� .
Finally,

� � ��#�����$� �� ���.

The broadcaster updates �
� in �� by �
� � �
� 

� ��� �. The user updates � in its private key by

� � � �� � ���� ���������� ���
 � ���� ��������
�"

Unlike previous CP-ABE based schemes (e.g. [5]), the users’ at-
tribute keys in our scheme remain constant regardless of the possi-
ble revocations, whereas only a global state �
� and correspond-
ing functions of �
� are updated.

Once a user �� is revoked, it cannot compute its function of
CTR, ���� ������� even with the collusion of every other user.
Thus, the revocation is permanent.
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