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Abstract Vehicular Ad hoc Networks (VANETs) are special kind of Mobile Ad hoc Networks (MANETs),

where vehicles communicate with each other in ad hoc formation. VANETs consist of Vehicles and Road

Side Units (RSUs) that assist in the network management. Vehicles communicate with each other and RSUs,

with the aim to provide infotainment and safety services on road. Security is an important consideration

in VANETs as safety of humans (passengers) is an important issue. Vehicular Public Key Infrastructure

(VPKI) is an adapted form of PKI used to achieve the key management and security services in VANETs.

Certificate generation and revocation is one of the primary functions of VPKI. Certificate revocation is used

for revoking the malicious nodes and terminate its access rights to the network. In this paper we classify

revocation schemes in a novel way into centralized and decentralized manners. This paper covers a survey

of different certificate revocation schemes, and provides an overview of the research in the area of certificate

revocation in VANETs.
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1 Introduction

Vehicular Ad hoc Networks (VANETs) [1] are special type of ad hoc networks in which vehicles commu-

nicate with each other in ad hoc formation without any fixed infrastructure. Vehicles communicate with

other vehicles, as well as Road Side Units (RSUs) installed on road sides, parking areas and junctions

etc to share the information. Vehicles exchange messages and share information (speed, type of Vehicle,

heading, length and width of vehicle etc) in a self-organized and distributed way.

Intelligent Transportation System (ITS) is an application of the VANETs. In ITS, vehicles roads and

people are connected with each other. ITS plays an important role not only in multimedia applications

but also ensures safety, security and efficiency aspects in the transport system [2] [3] [4]. ITS made the

transport and traffic management very easy and safe. For example, calling a cab with just a single tap of

the mobile application [5], tracking bus schedule to reserve your seat, intelligent charging management

system for electric vehicles [6] [7], pay toll tax, kiosk operations on the go and many more. Ensuring

safety of passengers on roads is one of the main objectives of VANETs. Each year approximately 1.25

million deaths and 50 million injuries occur [8] [9] due to road accidents. To reduce these statistics, ITS
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plays an important role and reduces the casualties by reacting intelligently and timely to safety critical

information.

Security of data transmission is one major requirements in VANETs. Vehicular Public Key Infras-

tructure (VPKI) is used to implement security services in VANETs [10]. VPKI is an adapted version of

the standard Public Key Infrastructure (PKI), while in some cases, the security decisions are handled

by a group of vehicles in a decentralized manner. VPKI is used to provide access rights to different

nodes in VANETs. To secure the network, it is very important to revoke the access rights of malicious

nodes that are misbehaving by violating certain policies defined for that network. The misbehaving nodes

are removed from the network by revoking their Digital Certificates. Digital certificate is an electronic

document issued by a trusted third party to ensure the safe transaction between two communicating

nodes [11]. After revoking Digital Certificate of a node, the information about this revoked certificate is

added to a list called Certificate Revocation List (CRL) [12]. This list is then distributed in the network

to notify other vehicles in a timely fashion about the revoked misbehaving nodes.

Different protocols adopt different strategies to distribute the CRL in VANETs. In the survey pa-

pers [13] [14], they presented the certificate revocation schemes and classified them into broad categories.

In this paper, after reviewing the existing schemes we are able to categorize these schemes through our

novel classification criteria. We have identified two main categories as Centralized and Decentralized pro-

tocols. Our classifications include further sub-categories based on different criteria like Type, Scalability,

Simulator used, Privacy, Reactive/Proactive protocols etc.

This paper is organized as following. After the introduction, Section II discusses the VANETs, their

architecture, characteristics and security challenges. Section III presents the standard PKI and working of

VPKI. Section IV provided classification of different techniques for distribution of CRL. Section V presents

the evaluation criteria for protocols. Section VI presents protocols developed till now for distribution of

CRL. Finally Section VII concludes the paper.

2 Background on VANETs

A network of vehicles connected with each other and sharing information is called VANETs. VANETs are

sub group of MANETs [15] with some specific characteristics and challenges. For example high mobility,

rapidly changing topology and unbounded network size are some of areas where VANETs are different

from MANETs.

2.1 VANETs Architecture

In VANETs, the vehicles communicate with each other or with RSUs wirelessly as shown in Fig.1.

Wireless Access in Vehicular Environments (WAVE) [16] [17] architecture developed by IEEE is used for

communication. The communication provides wide range of infotainment [18] and safety services to the

drivers. Following are the main components in VANETs.

On Board Unit (OBU): OBUs are installed inside vehicles and are used for exchanging information

or data with other vehicles or RSUs. The OBU consists of processor, a user interface and a network

interface card for short range communication. It also includes a network device for non safety applications

based on wifi radio technologies IEEE 802.11. The main functions of the OBU are routing, congestion

control, IP mobility and data security.

Application Unit (AU): An AU is also installed inside vehicles connected to the OBU wirelessly or

through wired medium. AU may be a specialized device for safety applications [19] or a normal device

for providing user interface like PDA/Mobile or a Tablet PC. The application unit communicates with

the network via OBU to perform different functions.

Road Side Units (RSU): RSUs are fixed and installed on road sides, junctions or parking areas

[20]. RSUs are equipped with network interface card for communication based on IEEE 802.11p radio

technology. The main functions of the RSUs are:

• To get information from root authority and forward it to OBUs.



Taimur Khan, et al. Sci China Inf Sci 3

• To run safety applications. And provide safety services to the vehicles registered with the VANETs.

• To provide internet connectivity to OBUs.

2.2 Communication in VANETs

Vehicles communicate with other vehicles and RSUs using wireless communication architecture called

WAVE [16]. WAVE is based on IEEE 802.11p radio technology “Dedicated Short Range Communication”

[21] [22] [23]. There are two types of communication in VANETs, Vehicle to Vehicle (V2V) and Vehicle to

Infrastructure (V2I) [24]. In V2V communication, vehicles communicate with each other in ad hoc manner

to share information such as road accidents and traffic conditions. Vehicles use DSRC standard [25] [26]

for V2V communication. While in V2I communication, vehicles establishes connection with infrastructure

like RSUs to exchange useful information about road conditions and road safety. V2I also used to connect

to external networks, such as internet. V2I is less vulnerable to attacks as compared to V2V and require

more bandwidth.

There are two types of safety messages disseminated by safety applications in VANETs [27] [28].

Cooperative Awareness Messages (CAM) are periodic messages [29] containing important information

about the vehicle like speed, current location, type of vehicle, direction etc. Messages are disseminated

periodically for other vehicles to avoid any unsafe situations. While Decentralized Environmental Network

Messages (DENM) are event driven messages with high priority and disseminated only when some event

is detected like accidents by the vehicle sensors. These messages contain location of the vehicle involved

in the accident [30], time and type of event and can be used to warn other vehicles in a timely fashion

or to inform other rescue and response services like fire fighters, ambulance etc. A survey of applications

based on safety messages in VANETs is presented in [31].

2.3 VANETs Characteristics

The following are some of the major characteristics of VANETs.

• Highly Dynamic Topology: The topology in VANETs is highly dynamic due to fast moving

vehicles, drivers behavior and link lifetime (The time in which vehicles are in communication range of

each other).

• Patterned Mobility: In MANETs, the nodes move in a random way while in VANETs the vehicles

mobility is constrained to road pattern and layout. Vehicles move in a predictable manner and obey traffic

rules and regulations.

• No Power or Storage Constraints: Unlike other sensor networks, the power and storage limita-

tions is not a major issue in VANETs due to continuous availability of battery power in vehicles [32].

• Dynamic Network Density: The network density in VANETs is highly variable depending on

time and location. Sometimes the density may be very high in traffic jams or very low at some points

due to no congestion at certain points as well certain times.

• Large Scale: The network may be very large in size covering a whole city or even a country having

thousands of vehicles and RSUs.

• No Computational Power Constraints: Vehicles are equipped with high performance processors

and other resources [33].

2.4 VANETs Challenges

• Limited Bandwidth: Limited bandwidth is a major issue in VANETs as there is no authority

responsible to manage the bandwidth and contention. The fair use of bandwidth is very important for

timely dissemination of safety critical messages.

• Signal Fading: Obstacles like buildings or other vehicles may fade the signal strength and prevent

it from reaching its destination [10]. This is a big challenge and may result in a slow or unsuccessful

delivery of safety critical messages.

• Efficient Routing Protocols: Due to the high mobility and dynamic topology, designing an

efficient and robust routing protocol is a challenge in VANETs.
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Figure 1 VANETs Architecture

• Security: Security is a crucial challenge in VANETs due to the unique characteristics of VANETs,

for example, dynamic topology, high speed and large number of vehicles. Security in VANETs is discussed

in the next sub section.

2.5 Security in VANETs

Jeremy Blum and Azim Eskandarian asked an important question in their article “Threat of intelligent

collision” [34] about VANETs security “A wireless network of intelligent vehicles can make a highway

travel safer and faster. But can hackers use the system to cause accidents?”. This question raised the

importance of security in VANETs. In VANETs, safety of human lives is involved and hence securing

it is an important requirement. Any attacker can use the network for malicious purpose and can cause

accidents [35]. Some of the security challenges and threats are discussed in details by [36].

Fuentes et al conducted a research study [37] on security issues in VANETs. Following are some of the

main security requirements in VANETs (Fig.2).

Authentication: The nodes in VANETs need to prove themselves to be genuine before accessing any

service or sharing information.

Confidentiality: Confidentiality is not very important for disseminating safety messages because

safety messages are broadcasted and contains information for other vehicles [38]. However some of the

information needs to remain confidential and should only be shared with selected nodes or entities. Data

is frequently exchanged between vehicles. Attacker can passively read the data and collect information

about the vehicles. These information can be used later to analyze traffic and eavesdropping.

Integrity: Data exchanged by vehicles can be altered or deleted during transmission to misuse the

network and initiate any type of attack or cause accidents. So it is very important to ensure the integrity

of the data [39] [40]. Attackers mostly target V2V communication.

Non Repudiation: Non-repudiation in computer security means the ability to verify that senders and

the receivers are the entities who claim to have respectively sent or received the message. In VANETs,

it is necessary to verify that the senders and receivers are the entities that claim the data has been

exchanged by them [41]. Similarly the changes in software or hardware should be verifiable. The author

in [42] proposed a security framework for strengthening non-repudiation in VANETs.

Security and Privacy: Security is a major challenge in VANETs [43] as well as the privacy. The

network should be kept secure while keeping a reasonable balance between privacy and security.

Due to security vulnerabilities, attackers can initiate attacks like Sybil attack [44] [45], replay attack,

position faking or masquerading [46] [47]. To reduce the overhead, Elliptic Curve Cryptography (ECC)



Taimur Khan, et al. Sci China Inf Sci 5

Figure 2 VANETs Security

[48] [49] is used, which is very compact and lightweight as compared to Digital Signature Algorithm

(DSA) and Rivest, Shamir and Adleman (RSA) signatures [50].

3 Public Key Infrastructure

PKI establishes a trustworthy network environment by providing digital certificate management and key

services to enable encryption and digital signature capabilities [51]. It is a set of entities, policies and

roles which take part in the security of VANETs. In [52] [53] [54] [50] [36] [55] [56] PKI was proposed to

provide confidentiality, authentication and integrity in VANETs. PKI creates digital certificates, updates

the certificates and revokes the compromised certificates. In VANETs, vehicle request some kinds of legal

document/certificate in order to communicate safely with other RSUs or vehicles, while the PKI may be

some government agency responsible for generating and managing certificates.

In order to make the vehicular communication system secure, robust and to make the driver assistance

better, there must be some infrastructure to handle it. Keeping these requirements in view, PKI was

proposed as a trusted third party infrastructure. But standard PKI infrastructure can not be used in

VANETs due to some limitations discussed in [10] [57]. In standard PKI, long term certificates are used

for transactions which can be tracked down to users and is a serious privacy concern from user’s point of

view. Private vehicles do not want to be tracked down, identified or monitored.

Following are some of the major authorities and their roles in vehicular PKI as shown in Fig.3. All the

entities are different with different roles and are considered trusted [47].

Certificate Authority: Certificate authority is an entity in VPKI infrastructure responsible for

generating and issuing digital certificates in a network. As previously discussed, the trust factor in

online transaction is very important especially in VANETs where human life is involved. For creating

trust between two communicating parties certificate authority issues digital certificates (Registration

document in case of vehicles) and binds the identity of the owner to it. On the other hand relying party

relies on the signature that this public key corresponds to the private key of the owner. In the VPKI

domain, Root Certificate Authority (RCA) is the root of the VPKI and is a major trust anchor of the

system. Certificate of the RCA is self-signed, and in case of regional division all RCAs cross certify

each other. The role of the RCA is to generate certificates, sign and issue for all other authorities. The

certificate of the RCA is available to all authorities and can be used by any authority in the network.
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Digital Certificates: Digital certificates are the legal documents that can be used to communicate

safely and creating trust between two parties. If two parties want to communicate with each other,

they should rely on a third party which is trusted by both. This trusted third party issue some kind of

document upon which both the parties can trust and also the private key of the clients remain safe and

private. This document is called digital certificate. X.509 [58] is a popular standard for digital certificates

and is used in VANETs.

Long Term Certificate Authority (LTCA): LTCA is a trusted authority in the VPKI domain

which is responsible for generating long term certificates for vehicles and RSU etc. Long term certificates

can be used for communication but could result in privacy issues. These long term certificates can be

linked to vehicles by attackers and can be used to track, monitor or identify victim vehicles.

Revocation in VANETs: Vehicles communicate with each other by message passing and make

the transport system intelligent and safe. By exploiting the message passing mechanism, attackers can

spread false information in the network and initiate different types of attacks, [59] [60] identifies some

security threats and their defense mechanism. For securing VANETs, revocation mechanism is used

in which, the digital certificate of a vehicle is revoked before the expiry time. In PKI, each entity in

the network holds an authentic certificate, and every message should be digitally signed prior to its

transmission. Authentication of any message is performed by first checking the sender’s certificate in

current Certificate Revocation List (CRL) , then verifying the sender’s certificate and finally verifying

the sender’s signature on the received message [61].

Certificate Revocation List: If a misbehaving node or attacker enters the network and conduct

some malicious activity then this node should be instantly removed from the network. Misbehavior could

be at application layer [62] [63] [64] [65], security layer [66] [67] and network layer [68] [69]. In an ad

hoc network this is achieved by revoking the digital certificate of misbehaving node. Now after revoking

the certificate, the information should be relayed to other nodes instantly. So they can stop trusting the

malicious node or cancel the ongoing transaction. The most commonly used method for propagating the

information of revoked certificates in the network is “Certificate Revocation Lists”. This list contains

the information and identification of all the revoked certificates [70] [71]. The following are some of the

reasons to revoke the digital certificate of the vehicle on the road.

• Robbery

• Vehicle misbehavior

• Accidents

• Leaving the network

There are two types of CRL in domain of VANETs, short term CRL and Long term CRL. Pseudony-

mous Certificate Authority (PCA) is responsible to revoke the short term/ pseudonymous CRL while

LTCA shall revoke the Long term certificates. Disseminating both the short term and Long term CRLs

in one list has the following shortcomings.

• Difficult to manage

• Single point of failure

• High overhead on PCA/LTCA.

Pseudonymous Certificate Authority: The role of the pseudonymous certificate authority (PCA)

is to issue pseudonymous certificates for vehicles. Each vehicle sends a request for pseudonymous certifi-

cates to the closest PCA, which generates and sends a set of pseudonymous certificates called pseudonyms.

Pseudonyms are short lived temporary certificates used by vehicles alternatively to ensure privacy [72] [73].

Using the pseudonyms, vehicles can communicate anonymously with other vehicles without being tracked

or monitored by attackers [74]. First of all, a vehicle establishes a secure connection with PCA and request

pseudonyms on the basis of token provided by LTCA. PCA then decrypts the token and retrieves the

necessary information like start time, life time, validity etc and verifies it by contacting the appropriate

LTCA. After verifying the authenticity and legitimacy of vehicle using that token, PCA generates a set

of pseudonyms and sends them to vehicle.

Pseudonym Resolution Authority: This is another trusted entity in the VPKI and the role of
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Figure 3 VPKI Scheme

Pseudonym Resolution Authority (PRA) is pseudonym resolution. In case of some undesirable activity

the certificates of the vehicle needs to be revoked. The concerned authority like police request PRA to

resolve the pseudonym and find the real identity of the malicious node. PRA request PCA to retrieve

the token id which was used to generate pseudonym certificate. PCA then communicates with LTCA

to identify the real identity behind that token. Real identity is then provided to the police for further

investigations and legal work.

Working of VPKI: The whole VPKI system can be divided into three functional areas

• Obtaining pseudonyms certificates set

• Obtaining certificate revocation list

• Certificates resolution

Initially a secure channel needs to be established for secure communication. Transport layer security

standard TLS [75] is used for establishing secure connection between different authorities. After the

secure channel is established, the entities authenticate each other and share a common session key for

rest of the communication. Now to obtain the set of pseudonym certificates a vehicle first request

LTCA for obtaining a token, LTCA verifies the vehicle’s credentials and generates a token containing

serial number, Identifiable key, PCA ID, Max Number of Pseudonym Certificate, Start time, Lifetime,

Pseudonym Start time, Pseudonym Expiry Time and Signature. This token is then sent back to vehicle

using a secure channel. In the second phase, the vehicle request PCA for obtaining set of pseudonym

certificates using the token received from LTCA. PCA first verify the integrity, freshness and authenticity

of the requesting vehicle and then decrypts the token. Using the token details PCA generates a set of

pseudonym certificates and send back to the vehicle. Vehicle stores the pseudonyms and acknowledge the

reception. All the messages are encrypted using asymmetric or symmetric key cryptography to achieve

confidentially and HMAC [76] for integrity.

In order to secure the communication in VPKI, the faulty or the malicious nodes should be revoked

instantly before they could cause a security or privacy threat. The most commonly used method to

distribute the information about revoked certificates is the CRL [77]. There are many different techniques

for distributing the CRL in VANETs (explained in section IV)



Taimur Khan, et al. Sci China Inf Sci 8

4 Classification of Certificate Revocation List distribution Techniques

Certificate revocation approaches can be categorized into following techniques.

Figure 4 Revocation Distribution Schemes

4.1 RSU Only

This is the simplest approach to distribute the information about revoked nodes in the Vehicular Com-

munication system. CA generates a CRL containing a list of revoked nodes and signs it to protect from

being modified, this CRL is then sent to the RSUs using V2I communication. Upon reception, the RSUs

verify the signature and sends it wirelessly to all vehicles within the communication range of the RSU.

Vehicles verify and store the CRL in their OBU.

4.2 Delta Certificate Revocation List

Due to the dynamic nature of VANETs, the revocation process is continuously happening and the CRL

is continuously being updated. In order to distribute the most recent information about the revoked

vehicles the CRL needs to be distributed continuously after some fixed intervals. As we know the CRL

grows linearly (grows with increase in the number of vehicles) hence sending the complete CRL is not

possible due to limited bandwidth issue and short encounter time in VANETs. Secondly RSUs should

not be kept busy all the time distributing CRL. Hence researchers have proposed an approach called

Delta-CRL [78]. In delta CRL only the updated part of the CRL is being shared with RSUs [79].

4.3 Car To Car Epidemic

In car to car (C2C) epidemic the CRL is divided into smaller pieces and a field is added to the header

of each piece to identify the specific piece. These pieces are distributed by V2I as well as V2V approach.

When nodes come within the range of each other, they exchange CRL pieces and send only the incremental

updates. Only the portion of the CRL will be shared in this approach which the recipient nodes doesn’t

have. In this way, the CRL can be distributed in lesser time and with less number of RSUs as compared

to RSU only schemes.

4.4 Most Pieces Broadcast

In C2C Epidemic approach, nodes starts broadcasting the CRL as soon as they come in the radio range of

each other, which causes broadcast flooding and results in collisions. To reduce the number of collisions

and broadcasts Most Pieces Broadcast (MPB) [80] approach was introduced. In MPB, only nodes with

higher number of CRL pieces will broadcast and all other nodes will remain silent and receive the CRL.
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With the help of additional field “Piece Count” added in the header of beacon message the number of

CRL pieces can be determined.

4.5 Regional Approach

CA is responsible for generating, updating, revoking the malicious nodes from the network and sharing the

CRL. This induce bottleneck and overhead on a single CA. To reduce the overhead, regional approach

was proposed in which the whole area is divided into geographical regions (in context of VANETs, a

country maybe divided into cities or provinces). And each region is assigned to child CA, called Regional

Authority (RA). All RAs are certified and connected with root CA to obtain the CRL updates. Vehicles

register with RA as they enters a particular geographical region.

4.6 Certificate Revocation List Splitting

The CRL should be distributed among all the nodes in a timely manner in a given region with the

available limited bandwidth. The CRL grows linearly in VANETs which increases the total size of the

list and creates bottleneck. Also updating of CRL and distribution needs time and rebroadcasting.

Researchers have proposed to split the CRL into number of pieces and distribute in the network using

Raptor Codes [81] or Erasure Code [82]. Erasure coding is a method used for data protection in which

the data (CRL in VANETs) is divided into fragments, encoded with redundant data pieces and stored

across different locations in array. If some data fragment becomes corrupted or lost during transmission,

it can be reconstructed using the information about CRL pieces stored somewhere else in the array.

4.7 Certificate Revocation List Compression

Compression is another technique to reduce the overall size of the CRL. Different types of data structures

have been used for compression in VANETs. Bloom filter is the most commonly used technique and is

two times faster than Adelson-Velskii and Landis (AVL) Trees and Red Black trees [83]. Bloom filter is

a probabilistic data structure with constant computational cost (O(1)) and prone to false positives. In

the context of VANETs, a non-revoked certificate may appear as revoked.

4.8 Distributed Schemes

In this approach, the RAs generate certificates for the vehicles registered in that region. Certificates are

valid only in the specified region and time period. Certificates are revoked when the time period expires

or vehicles leaves the specified region. Sometimes the short life time certificates are also used in order to

revoke the certificates automatically and in short intervals, but this is still vulnerable and attacker can

do malicious activities as long as their certificate is valid.

4.9 Centralized Schemes

Certificate revocation schemes can be categorized into Centralized Schemes and Decentralized Schemes

as shown in Fig.4. In centralized scheme one single entity is responsible for managing and revoking

digital certificates. In VANETs a trusted third party called CA is identified as basic element and central

authority responsible for issuing digital certificates, distributing the certificates, renewing and revoking

the certificates of the malicious vehicles [84] .

4.10 Decentralized Schemes

In centralized schemes there are some challenges and problems like they create bottleneck and also a

single failure point. If the central entity is compromised the whole network is compromised and all the

certificates issued by that CA should be instantly revoked. Secondly the area is divided into regions and

every region is having its own child CAs. All these CAs have to be connected with each other and cross

certify to make sure the vehicle registration throughout the country. Keeping these limitations in view,

the decentralized revocation schemes were introduced. In decentralized schemes, the revocation decisions
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are made by a group of vehicles . Misbehaving vehicles are evicted by peers and trusted third party. CA

is notified to revoke the keys of the misbehaving vehicle and update the CRL.

4.11 Certificate Validation Schemes

In centralized approach, if the main authority is compromised the whole network get compromised and

availability of service may be discontinued for some time. Secondly, if there is one central authority

responsible for revocation then there is a greater chance of bottleneck and computational overhead. So

to address these issues, researchers have proposed Online Status Validation and Checking approach. In

this approach, some nodes are selected (vehicles in VANETs) as responders or trusted intermediaries

of the root CA. Root CA generates certificate keys for these responders in order to authenticate them

as trusted authorities. This approach is a request/response based and vehicles request responders for

validation of their certificates. Responders download the latest list of revoked nodes from root CA and

search the requested certificate. If a match is not found then the certificate is valid and respond to the

inquiring vehicle.

5 Evaluation Criteria

The following is a list of criteria used for evaluation of different revocation schemes in VANETs.

• Type: This describes the type and classification of revocation techniques as discussed in section IV.

• Scalability: This shows the ability of the network to extend, the capability of network to handle

growing amount of vehicles. Network size doesn’t degrade the performance.

• Privacy: Privacy in VANETs means the driver/node should not be tracked or monitored by other

vehicles. Based on this criteria we will select protocols that support privacy.

• Simulator Used: This criteria shows the simulators and frameworks used for implementation and

simulation of these protocols.

• Reactive/Proactive Approach: In proactive approach, the revocation information is distributed

in the network instead of waiting for the vehicles to request while in reactive protocols the vehicles request

for desired information and response is generated by the concerned authority.

6 Revocation Protocols

Following are some of the protocols developed for CRL distribution as shown in Fig.6. The protocols are

divided into two main categories Centralized and Decentralized Protocols as shown in Fig.5.

6.1 Centralized Protocols

6.1.1 CDIV Protocol

In [85] Panagiotis (Panos) Papadimitratos et al introduced a novel scheme to distribute CRL efficiently

in a vehicular communication system. This approach is regional based and multiple CAs are used. The

total area is divided into regions and each region has a CA, which is responsible for managing certificates

and CRL. A short lived foreign certificate is issued by local CA if a node wants to move from one region to

another. The foreign certificate will be used in the foreign region and if the certificate gets removed there

then it is reported to the local CA, which removes the actual certificate of the node and add it to the CRL.

To reduce the overall size of the CRL, it is divided into a number of pieces and RSU is responsible for

distributing the CRL to other vehicles. A special class of Erasure code called “Raptor Code” is used for

splitting and reconstruction. Three basic evaluation parameters were used to test the performance of the

proposed system, the size of CRL, the average distance between RSUs and CRL distribution bandwidth.

The results shows that the protocol is fast, simple, efficient, scalable and consumes low bandwidth. The

authors will work on CRL acquisition delay T (the time in which the CRL reception completes) in the

future to reduce it. There are some limitations of this protocol like there is no RSU-RSU communication
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Figure 5 CRL Distribution Protocols

and minimum RSU-CA communication. The CRL distribution is dependent only on RSU (No V2V

distribution) and RSU deployment will increase the overall cost. Increasing the density of the OBUs may

cause broadcast flooding which slows down the distribution process.

6.1.2 Epidemic Protocol

In [86] Kenneth et al introduced a technique for CRL distribution and compared it with the old RSU only

approach. The protocol uses C2C epidemic method and incremental updates. In this method the CRL

is spliced into number of pieces and initially broadcasted by RSUs. After that the CRL pieces are being

shared by vehicles. The neighbor node in the area of 100 meters and variable association time (0.1s,2s)

will share the CRL updates with each other. And those pieces will be shared which other vehicles do

not possess. For evaluation the protocol is simulated with trace areas of 354km x 263km and 260000

vehicles. This is probably the largest simulation with real movement traces. The results shows very good

performance of C2C epidemic over traditional RSU only method (where the CRL is distributed as a whole

without any incremental updates). One RSU in C2C epidemic method outperforms 325 RSUs in the old

RSU only method. However, there are some limitations too, such as extra computational overhead and

storage are required. And every node in the network is broadcasting (increases the number of duplicates)

and cause channel contention. Secondly, the simulation model of this protocol consists of time contact

model that does not take file transfer protocol or radio properties into consideration.

6.1.3 Most Piece Broadcast (MPB) Protocol

In [80], a protocol to overcome the overhead in C2C Epidemic method is proposed. In MPB, only the

vehicles possessing the most number of CRL pieces will broadcast. Vehicles broadcast beacon messages

containing three new fields, piece count information, CRL serial and CA identifier. The piece count

information is used to determine the number of pieces, initially it is set to zero and is incremented on

beacon reception, if the neighbour node possesses more pieces than the current node. In this way, the

node determines the vehicle having the most number of pieces and only that node starts broadcasting

the CRL pieces and all other nodes remain silent and receive the CRL pieces. Flooding and collision is

reduced in MPB as compared to C2C Epidemic. The limitations of this protocol are hidden node problem

which may cause collisions and the distribution depends initially on RSUs. There is blind flooding in this

protocol, the vehicles with large number of pieces starts broadcasting without taking the information of

already existing pieces into consideration.
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Figure 6 CRL Distribution Protocols

6.1.4 ICE Protocol

In MPB, the CRL exchange was done blindly without paying any attention to the possessed pieces,

which increased the number of duplicates substantially. In [87] M.Amoozadeh proposed a scheme called

“Intelligent Certificate Revocation List Exchange (ICE)” to reduce the number of duplicates as well as

the number of broadcasts. ICE introduced two additional fields in the header of beacon message to

determine the start index of the received CRL pieces and End index of the received CRL pieces. Using

the information, nodes can identify the range of CRL pieces with neighbor nodes, and will send only

those pieces which are missing. Rest of properties will be the same as MPB Protocol.

6.1.5 RSU-aided Certificate Revocation (RCR) Protocol

In [88] another scheme for distributing CRL in VANETs has been proposed. In this protocol, CA sends

the most recent copy of the CRL to RSUs and each car in the range of that RSU sends a copy of its

certificate to that RSU, which checks its validity against the most recently received CRL. If the certificate

match is found in the list then the node is considered as malicious and invalid and vice versa. In the

later case, the RSU time stamps the certificate which indicates freshness of the RSU signature on the

certificate.

6.1.6 ADOPT Protocol

In [89] Papapanagiotou et al. proposed a novel scheme called Ad hoc Distributed OCSP for Trust

(ADOPT) based on Online Certificate Status Protocol (OCSP) protocol [14] [90] for MANETs. Due

to change behaviour of VANETs the protocol is modified in order to distribute the certificate status

information. In Traditional CRL approach, the problem was large size of the CRL. The CRL grows

linearly O(n), handling such large size is difficult in VANETs. It may compromise safety critical messages.

Researchers proposed delta CRL for this, but Delta-CRL creates demand bottleneck. ADOPT is proposed

to overcome these problems, which is request/response based model. The Server nodes (RSUs) creates

fresh responses and send them to caching nodes. Caching nodes store the responses locally and upon

request from a client node checks if a fresh response for that certificate is available or not, response is

forwarded to client node if it is available locally. The protocol is simulated and results are compared with

CPC-OCSP protocol. Results shows that ADOPT performs better in terms of locating and delivering

a fresh CSI response. However CPC-OCSP produces less responses and hence produce lower network

overhead then ADOPT. The downside of this protocol is that any malicious node can cause request

flooding by propagating invalid request or cause response flooding by spreading fake responses. This can

create network overhead and consumes the resources.
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6.1.7 PREM Protocol

In [91] Carlos Ganan et al proposed an efficient and scalable scheme called Privacy Preserving Revocation

Mechanism (PREM) for distributing the information about revoked nodes without compromising the

privacy. Traditional CRL distribution method was good in terms of privacy protection but as we know

CRL grows linearly [91] and size goes up to gigabytes. It gives rise to bandwidth problems. Researchers

proposed Certificate Status Information (CSI) checking to cope with bandwidth issue but the problem in

CSI was privacy loss. RSU is not a trusted party in the network and can obtain information about nodes

(who is talking to whom), simply by observing the CSI queries. In order to provide privacy and efficient

CRL distribution PREM was introduced, in which universal dynamic one way accumulator is used to

share the information about revoked certificates. First of all CA generates the accumulated value from

list of revoked certificates using One Way Accumulator (OWA) and then send it to RSUs and mobile

repositories. Which in turn spreads the value to all the nodes. Node that want to communicate with

another node request for non membership witness, upon reception of witness it is compared/searched

in accumulated value if it is found then the communication request is denied otherwise accepted. CA

generates new accumulated value when new certificates are revoked. The protocol was simulated and

results were compared to popular CRL distribution protocols. PREM is efficient, scalable and having

lowest revocation overhead as compared to other protocols. On the other side, PPREM is the only

implicit revocation mechanism, there are computational costs associated to the witness update at the

user side. This is the drawback of PREM [91].

6.1.8 EPA Protcol

In [92] Carlos Ganan et al proposed a scheme called Efficient and Privacy-Aware revocation Mechanism

(EPA) to preserve privacy while revoking and testing the certificate status. In EPA the privacy is

preserved using Merkle hash tree and anonymous forwarding protocol. In this protocol, the CA generates

a list of revoked certificates called extended CRL and calculates the root value of the Merkle hash tree,

while RSUs generates the tree using hash functions. Each leaf represents a revoked certificate. In third

phase, a node requests for no-invalidity proofs which is being generated and forwarded by RSU. Vehicles

need just to download his own set of digest and no-invalidity proof of his certificate.

6.1.9 TACKs Protocol

In [93] authors proposed a key management system for vehicles called Temporary Anonymous Certified

Keys (TACKs). In PKI, the security is provided using digital certificates and fixed public keys to au-

thenticate messages and validate vehicles. But the problem with fixed keys is that the eavesdropper

can associate the key with vehicle and hence violates the driver’s privacy. In TACKs, the vehicles key

linkability is prevented and drivers privacy is maintained using temporary keys.

In TACKs, the whole area is geographically divided into regions and each region has its own Child CA

called Regional Authority (RA) connected to the main root CA. Root CA issues certificates for each RA

to authenticate them as valid and trusted authorities. Each RA certifies the temporary keys generated for

authentication of the vehicles. Vehicles register themselves with regional authorities and sends certificate

validation request. RA compares the certificate requested with the CRL received from root CA to check

its validity. The downside of TACKs protocol is that it use GSM SIM and service providers can track

vehicles which violates drivers privacy.

6.2 Decentralized Protocols

6.2.1 STINGER Protocol

STINGER protocol [62] is a decentralized protocol in which the eviction of misbehaving nodes is done

with the help of neighbor nodes. In this protocol the area is assumed to be divided into regions and

having large number of CAs. Each node in the network is registered with a specific CA and is having

identity “V” and a pair of public and private keys. As stated earlier the eviction is made with the help of



Taimur Khan, et al. Sci China Inf Sci 14

neighbors running misbehavior detection system (MDS) [94] [95] and a set of rules to evaluate and classify

the received message as faulty or correct. The node is evicted temporarily from the vehicular network if

the received message is found faulty. Identity of the misbehaving node is sent to the LEAVE which is a

collective warning system against misbehaving nodes. LEAVE spreads the warning message in VANETs

to warn other nodes. When enough evidence is collected against the attacker/misbehaving node, it is

sent to the CA for permanent revocation. Which can use RTC (revocation of trusted component) or

Compressed CRL to revoke the node from network.

6.2.2 LEAVE Protocol

If a node is misbehaving in the network, it should be either removed from the network or at least other

nodes should be warned to stop interaction with that particular node. This is the main concept behind

Local Eviction of Attackers by Voting Evaluators (LEAVE) protocol [62]. LEAVE uses warning messages

and voting system to evict the malicious node from the network. If a node detects an attacker, starts

broadcasting warning messages and the identity of attacker is added to the accusation list. Similarly, the

other neighbours detecting the attacker do the same. Once enough evidence (Number of votes against

attacker reaches the predefined threshold called “Exclusion Quotient”) is collected against that particular

attacker, it is evicted from the VANETs. The malicious node is reported to the nearest CA directly or

with the help of nearby base station in range. CA generates a message called disregard message and

broadcast in the network to inform other new nodes about the attacker.

6.2.3 EDR Protocol

In [96] authors proposed a decentralized revocation protocol called Efficient Decentralized Revocation

(EDR). In this protocol, the revocation decision is made by a group of vehicles rather than a centralized

entity. The certificate of the misbehaving vehicle is revoked by voting process, a vehicle called revocation

coordinator voluntarily takes the responsibility and sends a message to one hop neighboring vehicles

containing the reason for revocation, time stamp and certificate of the misbehaving vehicle. This message

is signed with private key of the coordinator and forwarded to neighboring vehicle. Upon reception

the, message is decrypted using public key of coordinator and the certificate is verified, retrieve the

information, cast their vote and send back to the coordinator. Coordinator calculates the accumulative

value and compares with the pre-defined threshold for revocation, if it exceeds the threshold, then the

revocation decision is made and certificate of the misbehaving vehicle is revoked.

7 Conclusion

This paper provided a comprehensive overview of VANETs including the architecture, challenges, char-

acteristics and security requirements. For key management, certificate/revocation and other security

services, VPKI has been fully explored. The literature survey of revocation schemes is presented and is

divided to major schemes. In some schemes the revocation decision is made by the group of vehicles (De-

centralized schemes) While, in other schemes the revocation decision is made by some trusted authority

(centralized schemes). These schemes are then categorized and explained further on the basis of RSU

only schemes, regional schemes, compressed CRL schemes, split CRL schemes and certificate validation

schemes. The above schemes are adopted by researchers and presented different protocols to address the

bandwidth efficiency, fast convergence and privacy problems.
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