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Abstract. In this paper, we proposed two waveform design
methods based on game theory to address the problem of
radar detection performance degradation in electronic
warfare. Since radar and jammer are completely hostile,
their interaction is modeled as two-person zero-sum game.
Signal-to-Interference-plus-Noise Ratio (SINR) criterion is
used in formulating the utility functions. The existence of
Nash equilibrium in games is verified by mathematical
derivation. Different game waveform strategies are de-
signed for different information levels of radar and jam-
mer. lIterative water-filling method and two-step water-
filling method are designed to achieve Cournot equilibrium
and Stackelberg equilibrium, respectively. Simulation re-
sults reveal that game strategies can bring higher radar
detection performance than No game signal, especially
when jammer power is lower than radar power. Radar
detection probability based on game theory can be in-
creased by up to 10% without changing the power. This
demonstrates game strategies have great potentials for
radar waveform design in electronic warfare.
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1. Introduction

Optimizing radar transmit waveform is a key way to
improve radar detection performance [1-9]. With the rapid
development of electronic warfare technology, the confron-
tation between radar and jammer has become increasingly
fierce. Cognitive radar can adaptively optimize transmit
waveform based on prior knowledge [10]. But at the same
time, enemy jammer intercepts radar waveform and re-
leases jamming pertinently, resulting in a decline in radar
performance. [11]. Therefore, optimizing the waveform to
improve radar detection performance has become a signifi-
cant research topic.
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Game theory has long been the subject of many clas-
sic studies in economics, politics and biology. Recent re-
search has validated that game theory can provide a useful
account of improving radar system performance. In 2011,
Gogineni and Nehorai first applied game theory to the
radar field. They proposed a polarimetric waveform design
scheme for distributed MIMO radar based on game theory
[12]. In later work conducted by Panoui and Deligiannis,
the power allocation schemes of Multistatic MIMO radar
network based on different game models were investigated.
Generalized Nash equilibrium, Stackelberg Nash equilib-
rium and Bayesian Nash equilibrium power strategies were
solved to achieve high signal-to-noise ratio (SNR) gain and
save power resources [13—15]. Considering the joint design
of amplitudes and frequency-hopping codes for frequency-
hopping waveforms, Han proposed a game theory frame-
work to improve MIMO radar performance [16]. The dis-
tributed power control problem of radar network is formu-
lated as cooperative game and non-cooperative game in
[17], [18], which effectively improves the low probability
of intercept (LPI) performance of radar network. Overall,
these studies support the notion that game theory can im-
prove radar system performance by optimizing signal or
power. Such approaches, however, have failed to address
the effects of jamming on radar. The degradation of radar
performance caused by enemy jamming is a problem that
must be considered in modern electronic warfare.

It is only since the work of Song et al. that the game
theory in radar and jammer has gained momentum [19].
They studied the two-person zero-sum game model be-
tween MIMO radar and jammer and designed Stackelberg
equilibrium solution based on mutual information (MI)
criterion. Gao Hao studied the Bayesian game strategy of
MIMO radar and jammer from the perspective of incom-
plete information [20]. But the effects of clutter are not
taken into account. Actually, power allocation strategies
are usually affected by clutter in electronic warfare. In our
former work, Stackelberg game between MIMO radar and
jammer in the presence of clutter was studied [21]. The
optimization scheme based on MI criterion was explored
and analyzed. To date, some published articles have begun
to focus on the game phenomenon between radar and jam-
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mer, but such studies remain narrow in focus dealing only
with MIMO radar. Unfortunately, the operational mecha-
nism of SISO/SIMO radar is different from MIMO radar.
Besides, the game scheme based on MI criterion cannot be
well applied to non-Gaussian clutter environment. With the
aim of improving SISO/SIMO radar detection performance
in electronic warfare, this paper proposed waveform game
strategies between radar and jammer in clutter based on
SINR criterion.

Here, we propose radar waveform design methods
from the perspective of game theory. Since jammer and
radar are completely hostile, their interaction is modeled as
two-person zero-sum game. Nash equilibriums in games
are verified by mathematical derivation. To analyze the
feasibility of the game waveform design method in differ-
ent scenarios, two game models are considered as follow-
ing: 1) Cournot Game Model (radar and jammer have equal
status), and 2) Stackelberg Game Model (jammer has
a late-mover advantage). To the best of our knowledge, this
is the first time to propose SISO/SIMO radar waveform
design strategies based on game theory in clutter. This
method provides a stable solution for improving radar
detection performance in electronic warfare. Both the theo-
retical analysis and numerical calculations demonstrate that
radar performance can be improved through game strate-
gies.

2. Signal Model

Figure 1 shows a block diagram of radar signal model
used for SINR-based waveform design. Here, s(¢) is the
complex-valued transmit waveform with finite-energy,
duration 7, and Fourier transform S(¢). () is the complex-
valued receive filter impulse response. /(¢) is the extended
known target impulse response of finite duration 7; and
Fourier transform H(f). n(f) is a complex-valued, zero-
mean channel noise process with power spectral density
(PSD) S,,(f), which is non-zero over the entire waveform
bandwidth. ¢(¢) is a complex-valued, random process repre-
senting a clutter component, e.g., ground clutter, and char-
acterized by the PSD S..(f). S..(f) and S..(f) are positive in
the signal bandwidth W (i.e., the frequency band
[-W72, W/2]). Let jamming signal j(f) be the finite-energy
waveform with finite duration 7, and Fourier transform
J(f). As seen in Fig. 1, the signal y(f) at the output of the
receive filter is

y(@) =r@)*[s() *h() +s(t) *c(O) +n(O) + j(O)]. (1)

n(t)

s(t)
; h(t) - . f———— (1)

J(0)
c(t) —

Fig. 1. Radar signal model under electronic warfare

conditions.

ys(t) and y;(?) are the signal and jamming components of the
output y(?), respectively, which are defined by

V() = r(2)*s(t)* (1) )
and Yi() =r@)x[s(t)*c(t) +n(t)+ j(1)] . 3)
The output SINR at time £, is

(SINR), =2l ()] -
E(|y,(t)])

[ ROHDSe o
[TIROL (S NISCOI +I()+5,,(/Ndf

(4)

where /A(?) is a complex wide-sense stationary process. We
define

ol(f)=E(H() - m ()] (5)

as the variance of H(f), called the energy spectral variance
(ESV). Here w(f) is the mean of H(f), assuming u(f) =0
The ESV describes the average energy of a finite-duration,
zero-mean process in the same sense that a PSD describes
the average power of an infinite-duration, wide-sense sta-
tionary process [4]. Put (5) into (4) and apply Schwarz’s
inequality yields the bound:

(SINR), <
\R(f)\ (Scc(f)\S(f)\ +J () + S, (Ndf
i s (NISOI d " (6)
’“C Su(f)\S(f)\ +J()+S,.()

[TIRO SISO +J(f)+Sm(f))df}

The SINR achieves its maximum of

s (NS

(SINR), = d (7
= S (NS +I(N)+S,,(f)
if and only if the matched filter is of the form
KH(/)S(f)e”™ ]

S (OISO +I)+ 8, (1)

where k is an arbitrary constant. To visually represent the
distributed power of the radar waveform on each sub-band,
SINR may be converted from integral to discrete:

Ay g ISUL ©)
TSSO+ IS +Su ()

where K is the frequency sample number, and Af is the
frequency sampling interval.

3. Waveform Strategy

This section assumes that both radar and jammer are
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cognitive. Some prior knowledge can be used to adaptively
optimize waveforms. Signal-to-Interference-plus-Noise
Ratio (SINR) criterion is used in formulating the utility
functions.

3.1 No Game

Firstly, radar and jammer unilateral optimal schemes
are given. Assume that the power of radar and jammer is
Pg and P), respectively; the waveform power constraint
may be written as
(10)

MY ISRl <R, A J(f)<B.

3.1.1 Radar Unilateral Strategy

In the radar unilateral model, when radar makes
a decision, it does not know the jammer’s decision. For
reasons of conservation and rationality, radar assumes that
jammer releases Gaussian white noise jamming in signal
band, which does not change the target characteristics. For
this case, to maximize SINR, radar can choose the follow-
ing strategy to optimize the transmit waveform:

f AN
REAINEA N +J(ﬁ)+sm(m

s.t. AfZ|S(fk)|2 <P,J(f,)=

\S( Jx )\

an

k=1,2,-K
K f

Notice that the objective function is a convex function of
IS(f)I>, and the power constraint is linear. Therefore,
an optimal scheme can be obtained by the water-filling
method [1]. Considering the objective function and con-
straints, the waveform optimization problem is transformed
into a convex programming problem, which is solved by
Lagrange multiplier method:

LISUOP =AY o (SIS
TS UDISUIf +T)+ S, (f0)

AP, - AfZlS(mF).

(12)

Take L(|S(f)]%, 2)'s derivative and make it equal to zero to
maximize SINR. We can get the radar optimized signal:

NOA
Jcré(mum)wm(m)_J(fk>+Sm<fk> -3
SE(f)2 S.(f)
where (x)" Zmax{0,x} , A>0 is determined by

A YIS =P

3.1.2 Jammer Unilateral Strategy

Suppose the jammer knows radar's income function

(maximizing SINR). In order to degrade radar performance,
jammer needs to optimize the jamming signal based on the
detected radar waveform parameters. Assuming that radar
waveform spectrum is stable, the jamming waveform de-
sign strategy can be:

vE o (ISUI
n A k1Scc(fk)|s(fk)|2+J(fk)+Snn(fk)

s.t. AfZJ( f)<P

(14)

W=t k=12...K
KAf

The kernel in (14) is monotonically decreasing and con-
cave, and power constraint of P; is linear, so the optimiza-
tion solution is unique. The jamming waveform can be
obtained by the water-filling method:

LU(f).7) =
£ S (SIS & (15)
A : +y(B =AY I(f,)).
Z S (SDISU[ + IS+ 8,0 () Z

Solve the optimized jamming waveform

J(f)=

— ©oa6
M SIS s

Without considering the game, the final strategy of
radar and jammer is as follows:

TS
S.(f)

s 2| [a U U)+S0m(f)
S [\/ S2(f)A

s.t.AfZ|S(fk)|2< J(fk)_ f k=12,

2 S B
I = ,/M S DISUIN ~Su( )

s.t. AfiJ(fk) <

=1,2,....K

PLIS(f =K’if,
(17)

3.2 Cournot Game

In the electronic warfare, the relationship between ra-
dar and jammer is detection and anti-detection. Both action
strategies can be explained by game model.

The Cournot model was proposed by the French
economist Antoine Augustin Cournot in 1838. The model
illustrates how the production decisions of firms that com-
pete with each other and do not coordinate with each other
produce a result that lies between the competitive equilib-
rium and the monopoly equilibrium [22]. Ref. [23] ana-
lyzed the game equilibria always exist if two agents have
symmetric information. If a game is competitive and has
aunique pure-strategy Nash equilibrium, all the players
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prefer to stay at Nash equilibrium under the assumptions of
conservativeness and rationality. In the Cournot game,
radar and jammer have symmetric information and equal
status. Therefore, it is significant to analyze Nash equilib-
rium strategy between radar and jammer.

In order to solve the optimization problem in Cournot
game, we first need to find and prove the game equilibrium
solution between radar and jammer. The optimization
scheme has to satisfy the following four characteristics to
ensure equilibrium [19]:

(1) If|S()P= 0, then J(f,) = 0; if J(f;) = O, then |S(f,)|= O.
(2) For any two sub-bands f, and f,, and J(f,)>0,
JS(fw) > 0.

(A) If O'h(fm) a:(f;l) then

CRTANKRIAN
J(f)+ S8 () > T(f)+8,.(f,) 5

(B) If M Gh(f)

CRIANERIAN
JUD)+S8u(f)=J(f)+S8, (1)

(C) If £ % Un) (fm) o, U, (f)

Sczc(f) Sfc(f)

JU)+8u (1) <I(f)+ S8, (f,) -

(3) For any two sub-bands f,, and f,, if J(f,) >0 and
J(f,) = 0, then J(f,,) + Sua(fr) < Sun(fr)-

(4) For any two sub-bands f, and f,, and

O-h(fm) (f) if 0, th
S ) 25ty SnUw) < Sulf), 1 Ja) >0, then
J(f) > 0.

Proof: When the game reaches the equilibrium point, for
reasonable reasons, if there is no signal power in a sub-
band f;, the jammer will not allocate any jamming power in
the sub-band, otherwise it will waste a limited amount of
jamming power. In order to optimize the interference per-
formance, the jammer will distribute jamming power in the
sub-band which has radar signal power. Therefore, the
characteristic (1) is verified.

When J(f;) >0,
characteristic (1). So
o (WDISUI _
S DISUDN +I () + S ()

G2(f,) AR UDU )+ Su(f)
S.(f) S.(f) ‘

Let x;=J(f;) + Su(fi), then the contribution of x; to the

objective function (19) on sub-band f; is

Ao ( f)x,
Se (1)

IS)I>0 can be obtained from

(18)

o (/)
S.(f)

When x,> 0 and 1> 0, we have

g (x)= (19)

agk (xk) \lﬂ’o-h (fk) <0 (20)
ox, 2&4}2)@
and M >0. 21

2
Ox;

Function gi(x;) is a concave function with decreasing
monotonicity, so

J-x“ agn (x) dx _ J.X"’JFA ag’m (x) dx > 0 (22)

w-A Ox Ox

for any two sub-bands f,, and f,, there is
2

0-12‘ (/) O-;‘ () . Without loss of generality, suppose the

Scc(f ) Scc(fn)

optimal solution is 0<x,<ux, defining a nonnegative

number A, satisfying 0 < A < % , then

anﬂ 0g, (x) dr— J'xm*A 0g,,(x) dx

ox X Ox
1//1 (f A "
) SGU(‘J; (x,=d =) - SG(J(”f) (o= +2)
A A
EATA- 5 o) N EE D)
s.(f) VT (/)
P el \/a&(fn,)_Jahm) L
O A IV FTAL
(23)

Obviously, x,, < x, cannot be the optimal solutions, which
contradicts the assumptions. Therefore, the characteristic A)
is proved. The same reason can be proved that characteris-
tics B), C) are established.

Characteristics (3) and (4) can also be proved by the
counter-evidence method. Therefore, the Cournot Nash
equilibrium exists, and we can achieve it by iterative water-
filling method. For a given jammer’s strategy, we obtain
the radar’s best response strategy via maximizing the ra-
dar’s utility. Substituting this radar’s strategy into the jam-
mer’s utility function, we obtain jammer’s best response to
this radar’s strategy via maximizing the jammer’s utility.
Repeat this process until both radar and jammer strategies
remain unchanged. This stable result is Nash equilibrium in
game theory. At this equilibrium point, radar and jammer
have no incentive to deviate from this point. The algorithm
can be summarized as shown in Tab. 1.

3.3 Stackelberg Game

In Sec. 3.2, the status of radar and jammer are equal.
Considering the status between radar and jammer during
the game may be asymmetrical. In that case, the Cournot
model is difficult to apply. Game model established by
German economist Heinrich von Stackelberg reflects this
asymmetrical competition [22]. As two participants in game
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Iterative water-filling algorithm
Initialize two players’ actions in Section 3.1:

1 [SUDI=ISUDL, - T() = (70,
Maximize the radar’s utility:
max ISl .2)
Update the radar’s strategy:
NAENA
Maximize the jammer’s utility:

4 . .
min(/(/,)'.7)
Update the jammer’s strategy:

5 .
J(f)=J(f)
Repeat Step 2 - 5 till [S(,) and J(f})"
6 remain unchanged, and the Cournot

v}

equilibrium strategy is {\S(f,( ),

Tab. 1. Iterative water-filling algorithm.

theory, the leader moves firstly, and the follower makes
choice after observing the leader’s choice. The leader
knows that its strategy will be intercepted by its opponent.
With conservativeness and rationality assumptions, the
leader adopts the strategy which can alleviate the worst
case, and the game yields a Stackelberg equilibrium.

Assume radar is the leader of Stackelberg game. As
a follower, the jammer moves later and designs the optimal
jamming scheme. To reduce performance losses, radar may
adopt the max-min two-step optimization scheme for
waveform optimization [21].

tmax min A5 o (fDISUOf
1S.(f) |S<fk)| +J(f)+S,(f)

st AP ISUDE <P A J() < Bk =12,K.

NOA R ](/k) =

@24

The jamming signal in Sec. 3.1 can be applied to the
first step of water-filling method, and the radar optimiza-
tion strategy can be simplified to

i o (SISUL
S S DISUIL +I(D)+Su(f)

2 S ] :
SLI(f) = /M S (ISP =S

s.t. AfZ|S( )l <

\S(/k )\

K
P J(f)=P, k=12,K.
k=1

(25)

According to the objective function and constraints,
the Lagrange equation can be constructed. Optimal solu-
tion can be solved by the second step water-filling method.

o (fOISUI
=4 ;
;Sm(fk ISP+ () + S0 ()

2 S 2 s
+, Jm)—,/ww‘w(mlsml R

+2, [Ps —AfZ|S(fk>|2]-

LS/ A A

(26)

The game strategy is as follows:

2 (7_12)20-*?0{") +
S =
ISC4) [47%_4;@@))2]

2 S !
I = ,/M S ISU =S (/o)

st A S(f) <P,

K
MY J(f)SPk=12,K.
k=1

@7

4. Numerical Results

In the simulation, we take a certain type of guidance
radar as an example. Its signal center frequency is 35 GHz,
bandwidth is 100 MHz and transmit power is 20 dBw. In
order to clearly show the power distribution of radar and
jammer at each frequency band and simplify the calcula-
tion, we divide the entire frequency band into five
subbands, each sub-band Af'=20 MHz. According to prior
knowledge, the PSD of the extended known target
is  defined  {a(f)} =1{1,3,5,7,4},  Sm(f)=1,
{See(f)} = {1.2,2,1.5,1,0.8}.

4.1 Jammer Power Fixed

First, we investigate Nash equilibrium between radar
and jammer. Assume that the jammer can accurately esti-
mate the radar signal frequency band and the jamming
power is 20 dBw. Figure 2 illustrates the game equilibrium
exists and is achieved at point E. Figure 3 shows the
dynamic iterative process of Nash equilibrium. Point A is
the initial position. The SINR versus iteration numbers is
shown in Fig. 4. After 4 iterations, all players cannot
improve their own benefits by changing their strategy
individually. The Cournot game eventually reached
equilibrium with the SINR of 9.782 dB. This shows that
the equilibrium strategies are the best choice for
conservative and rational radar and jammer. At the
equilibrium point, both radar and jammer have no incentive
to deviate this point.
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Fig. 2. The SINR versus different strategies of the radar and
the jammer.
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Fig. 3. The dynamic process to achieve the Nash equilibrium
in the Cournot game.

4

===
1 *x=-""

SINR(dB)
Ne)
(=)}

1 2 3 4 5 6
Iteration number

Fig. 4. The SINR versus iteration numbers in Cournot game.

Next, power distribution in frequency domain is car-
ried out for different waveforms. Based on the Neyman-
Pearson theory, assuming the radar false alarm probability
is 10, we can derive the radar detection probability by
SINR. As can be seen from Fig. 5 and Fig. 6, different
signal waveforms result in different power allocation strat-
egies. When the radar does not consider the game with the
jammer, the radar designs the optimal waveform according
to prior knowledge. It can be seen that compared with chirp
signal, the radar signal optimized based on SINR criterion
allocates more energy in the frequency band of high target
impulse response, low clutter and noise.

In Cournot game, two players take into account each
other's strategies when formulating the waveform strategy.
First, radar optimizes signal to maximize SINR. Then,
to minimize SINR, the jammer designs jamming waveform
according to the radar signal. After several iterations, the

i .. )
36 1 5.5
2, | -
g, | 5 (1)/S. ()
=
0

~
§ 40 F | I Chirp Signal

2 [ No Game

N 20+ | - Cournot Game

§ I Stackelberg Game
N

20

3 4
Sub-band (fy)

Fig. 5. Radar power allocation for different frequency domain

waveforms.

50
N ~——— Chirp Signal
e —
£ 40 No Game
£ Cournot Game
3 Stackelberg Game
& 30
)
g
Q, 20
3
<
é 10
=

0

34.95 35 35.05

Frequency/GHz

Fig. 6. Radar waveform power spectra of different models.

Model SINR [dB] | Detection probability
Chirp Signal 8.783 36.50%
No Game 9.287 44.84%
Cournot Game 9.782 53.08%
Stackelberg Game 9.605 50.14%

Tab. 2. Radar detection probability in different strategies.

game finally reached equilibrium. It can be seen that the
radar will allocate more power to the frequency band with
high target-clutter ratio (TCR) to suppress jamming signal,
so as to obtain high income. At this point, if jammer
changes the strategy, radar will have a better choice, so the
game remains equilibrium.

In Stackelberg game, different game sequences result
in different information levels. Radar moves first, and
jammer optimizes its waveform after observing the radar's
strategy. Since the jamming strategy is not known, radar
can only predict the jamming waveform and optimize the
signal accordingly. Jammer has more posteriori infor-
mation and a higher game level. It can be seen from Tab. 2
that the output SINR of Stackelberg game is higher than
No game and Chirp signal, but lower than Cournot game.
Therefore, in radar game model, followers have more
battlefield information and late-mover advantage.

4.2 Jammer Power Variable

Next, the radar game strategy performance is tested
when jamming power changes. Assume that the power
jammer varies from 10-30 dBw. The radar optimization
scheme with jammer's power changes is shown in Fig. 7.
With the increase of jamming power in the game process,
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Fig. 7. Radar power allocation strategy. (a) No Game. (b) Cournot Game. (c) Stackelberg Game.
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Fig. 8. Radar detection probability curve of different

optimized signals.

the high TCR frequency band has been completely covered
by jamming, which makes it difficult for radar to obtain
target information. In Cournot game, the radar distributes
more energy to the band where TCR is low but ¢,’(f;) is
high to avoid jamming, such as sub-band 3. In Stackelberg
game, radar distributes more energy to high TCR band to
counter against jamming, such as sub-band 4. The radar
detection probability curves of different optimized wave-
forms are shown in Fig. 8.

The most striking result to emerge from Fig. 8 is that
compared with No game and Chirp signal, the optimized
signal by game theory can achieve higher detection perfor-
mance. Further analysis shows that the degree of infor-
mation obtained can affect radar performance in games. In
other words, the game has a late-mover advantage in the
electronic warfare. It is noteworthy that, for radar, the
lower the jamming signal power is, the more obvious the
performance improvement by game strategy. At constant
transmit power, radar can use game theory to improve the
detection performance by optimizing the waveform power
spectrum. Unfortunately, if the jamming power is too high,
it is difficult for radar to obtain valid results. When the
power of jammer is 10 times higher than that of radar
(30 dBw), it is difficult to improve the radar performance
by optimizing radar waveform. This implies that the opti-
mization of radar performance by game strategy is limited.
Overall, radar waveform optimization design based on
game theory is significant to improve radar detection
performance in electronic warfare. The power difference
between radar and jammer will affect the optimization
effect.

5. Conclusion

Radar waveform power spectrum design is critical to
radar system performance. In electronic warfare, the inter-
action between radar and jammer will affect the radar per-
formance. This paper proposes waveform optimization
strategies based on SINR from game theory perspective.
Since jammer and radar are completely hostile, their inter-
action is modeled as two-person zero-sum game. SINR
criterion is used in formulating the utility functions. Firstly,
the SINR-based radar and jammer unilateral optimization
strategy is studied. Secondly, Cournot game and Stackel-
berg game strategies are designed for different information
levels of radar and jammer. In Cournot game, radar and
jammer have symmetrical information. We find that Nash
equilibrium can be achieved by the iterative water-filling
method. In Stackelberg game, the information of radar and
jammer is asymmetrical. The two-step water-filling method
is used to achieve Stackelberg equilibrium. Finally, the
performance of different optimization schemes is compared
via simulation. Simulation results reveal that game strate-
gies can bring higher detection probability to radar, and the
power difference between radar and jammer will affect the
optimization effect. Furthermore, the follower has a late-
mover advantage in radar and jammer Stackelberg game.
This study has shown that without changing transmit
power, radar can use game theory to improve the detection
performance by optimizing the waveform power spectrum.
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