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Abstract

The ciphertext-policy (CP) attribute-based broadcast en-
cryption (CP-ABBE) is a more flexible broadcast encryp-
tion (BE), in which the broadcaster encrypts the data
with an access policy and a receiver set. Only receivers
in the valid set who satisfy the access policy will be able
to decrypt the ciphertext. However, most existing CP-
ABBE schemes only pay attention to plaintext privacy
rather than access policy privacy and broadcast list pri-
vacy. It results in the fact that the adversary can deter-
mine the access policy or the broadcast set from cipher-
texts and public parameters. However, in the real life, the
access policy or the receiver set may be sensitive. To over-
come this shortcoming, we propose a recipient anonymous
CP-ABBE scheme, where it can protect the description of
the access structures and broadcast sets associated with
ciphertexts. The proposed scheme achieves full security
based on the dual system encryption and constant size
ciphertexts.

Keywords:  Attribute-based Encryption; Broadcast En-
cryption; Fully Secure; Recipient Anonymity

1 Introduction

Broadcast encryption (BE) [7, 9, 11, 13] is a one-to-many
encryption technique which is efficient to data sharing. It
allows the broadcaster to send an encrypted message to
a subset of privileged users only such listeners who are
in this set can decrypt the ciphertext. In recent years,
there have been many broadcast encryption schemes such
as identity-based BE [15], attribute-based BE [18], and
anonymous identity-based BE [23].

The notion of attribute-based encryption (ABE) was
introduced by Sahai and Weters [21], which allows users
to control their encrypted data at a fine-grained level.
In ABE, the data owner can share their data with those
users who have the specified attributes [4, 17]. There are
two kinds of ABE involving ciphertext-policy ABE (CP-

ABE) [3] and key-policy ABE (KP-ABE) [8, 19]. In a
CP-ABE scheme, ciphertext is related to access structure
and the private key of user is associated with an attribute
set. Only the user whose private key satisfies the access
structure associated with the ciphertext will be able to
decrypt the ciphertext successfully. In contrast, in a KP-
ABE scheme, ciphertext is related to an attribute set and
the private key of user is associated with access struc-
ture [12, 24]. The user will be able to decrypt ciphertext
only if the attributes associated with the ciphertext sat-
isfy the access structure of the private key.

Attribute-based broadcast encryption (ABBE) was
first proposed by David and Thomas [18], in which the
broadcaster encrypted data with an access structure and
a receiver list. Only receivers who satisfy the access pol-
icy and are in this list will be able to decrypt the cipher-
text. As normal ABE, ABBE also allows fine-grained and
flexible access control. However, compared with the tra-
ditional broadcast encryption, ABBE is a more flexible
broadcast encryption and supply direct revocation by re-
moving the revoked users from the receiver list. It is an
important capability for real time applications such as
Pay-TV.

After the first ABBE scheme [18], there have been pro-
posed many efficient and provably secure ABBE schemes.
Attrapadung and Imai proposed CP-ABBE and KP-
ABBE [1] based on CP-ABE and KP-ABE, respectively.
Both schemes are efficient revocable scheme. However,
they only achieve selective security which is a weak secu-
rity for ABBE. A strong secure ABBE scheme was pro-
posed by Li and Zhang [16], where the scheme achieved
full security by employing dual system encryption tech-
nique [22], but the ciphertext and decryption pairings
grow linearly with the number of attributes and recipi-
ents. To improve the efficiency, Phuong et al. [20] pro-
posed an ABBE scheme with short ciphertexts and pri-
vate keys. Especially, their scheme achieves constant size
ciphertexts and decryption pairings. However, its security
is based on the decision n-Bilinear Diffie-Hellman expo-
nent assumption which is a strong hardness assumption.
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Nevertheless, all of the above mentioned ABBE
schemes cannot achieve recipient anonymous, and it
means that any intermediate user can only use pub-
lic parameters to determine whether the ciphertexts
are encrypted under the given access structure and re-
ceiver set or not. The recipient anonymity is an im-
portant property for encryption schemes. For instance,
in Phuong’s second ABBE scheme [20], an intermedi-
ate user can use some parts of the ciphertexts C; = g",
Cy = (H]—GS* Gn+1—;)" to run the Decision Diffie-Hellman

(DDH) test e(C1, [;es 9nt+1-5) < e(Cs, g), to determine
whether the ciphertexts are encrypted under a given re-
ceiver set or not, where v,g and g; are the public pa-
rameters (I = 1,2,---,2n). The maximum number of
DDH-test is 22", that is, the adversary run the DDH-
test at most 22" times then he will be able to ascertain
whether the S* is broadcast list or not. Furthermore, the
access structure of the CP-ABBE scheme [26] also can be
determined by the DDH-test.

In this paper, we present a recipient anonymous CP-
ABBE scheme. In the proposed scheme, both the ac-
cess structure and the broadcast list are hidden. That
is, any one cannot get any information about the access
structure or the broadcast list by DDH-test from cipher-
texts. Based on three static assumptions in composite
order groups, our scheme is proven to be fully secure with
the dual system encryption technique [22]. Furthermore,
compared with some previously known ABBE schemes,
the proposed scheme is an efficient CP-ABBE scheme in
which the size of the ciphertexts and the number of pair-
ings are at a constant size level.

The paper is organized as follows. In Section 2, some
preliminaries are given. Section 3 gives the definition of
recipient anonymous CP-ABBE scheme and its security
model. The recipient anonymous CP-ABBE scheme is
presented in Section 4. Security proof is introduced in
Section 5. In Section 6, some comparisons between our
scheme and previous works in security and efficiency are
given. Finally, we conclude this paper in Section 7.

2 Preliminaries

Let x €g X denote that x is randomly chosen from a set
X.

2.1 Composite Order Bilinear Groups

The first composite order bilinear group was introduced
by Boneh, Goh, and Nissim in 2005 [5]. Then it was used
for many cryptographic constructions. This paper will use
the bilinear group whose order is product of three distinct
primes.

Let G(+) be an algorithm that takes a security parame-
ter A as input and outputs a tuple (N = p1paps, G, Gr, €),
where p1, po, p3 are distinct primes, G and G are cyclic
groups of composite order N = pi1paop3 and e: G x G —
G is a map such that
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1) for all g,h € G and a,b € Zy, e(g9%, h®) = e(g, h);
2) exists g € G such that e(g, ) has order N in Gp.

Let Gp,,Gp, and G,, denote the subgroups of order
p1,p2 and p3 in G respectively. And g1, g2 and g3 are the
generators of subgroups G,,, G,, and G,, respectively.
As Lewko and Waters [14] illuminated, when h; € G,
and h; € G; for i # j, then e(h;, h;) = 1. This property
is called orthogonal property of G,,, Gy, , Gp,.

2.2 Complexity Assumptions

The security of our recipient anonymous CP-ABBE
scheme will be reduced to three static assumptions [14].
And these assumptions are described below:

Assumption 1. Given a group parameters gemerator
G, we define the following distribution: © = (N =
p1p2p3, G,Gr,e) €r G, g1 €r Gp,, X3 €r Gp,, D =
(©,91,X3), T €r G, Ts €g Gp,p,. Now the advantage
of an algorithm A in breaking Assumption 1 is defined to
be

AdvYy = |Pr[A(D,T,) = 1] — PrlA(D, T) = 1]|.

Assumption 2. Given a group parameters generator
G, we define the following distribution: © = (N =
p1p2p3, G,Gr,e) €r G, g1 €r Gy, Xi €r G, (i =
1,2,3), Y; €r sz, D= (@,gl,X1X2X3,}/2), T €r GPU
T5 €r Gp,p,- Now the advantage of an algorithm A in
breaking Assumption 2 is defined to be

Adv’ = |Pr[A(D,Ty) = 1] — PrlA(D, T) = 1]|.

Assumption 3. Given a group parameters generator
G, we define the following distribution: © = (N =
p1p2p3, G,Gr,e) €r G, g1 €r Gy, X3 €r Gy, D =
(©,91,X3), T1 €r G, To = e(g1,91)*. Now the ad-
vantage of an algorithm A in breaking Assumption 3 is
defined to be

Adv’ = |Pr[A(D,Ty) = 1] — Pr[A(D,Ty) = 1].

2.3 Access Structure

Our construction will employ AND-gate on multi-valued
attributes access structure, which is similar to what used
in [2, 6]. The access structure of AND-gate on multi-
valued attributes is described as follows.

Let U = {atty, atty, - -+ ,att,} be a set of attributes.
For att; € U, S; = {v;1,vi2, Vim, } is a set of possible
values, where m; is the number of possible values for each
att;. Let L = [Ly,Ly,---Ly,] be an attribute list for a
user where L; € S;. Let A = [wy, we, - w,] be an access
structure where w; € S;. The notation L = A expresses
that an attribute list L satisfies an access structure A and
£ refers to not satisfy symbol.
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3 Definitions and Security Model

3.1 Definitions of CP-ABBE Scheme

A recipient anonymous ciphertext-policy attribute-based
broadcast encryption (CP-ABBE) scheme consists of the
following four algorithms:

Setup(1*,U, ). Take as input a security parameter \,
the broadcast index set U and the universal attribute
set N/. Then this algorithm outputs a public param-
eters PK and a master secret key M SK.

KeyGen(MSK, k,L). Take as input the master secret
key MSK, the user’s index k € U and attribute set
L C N. Then this algorithm outputs the user’s pri-
vate key SK p)-

Encrypt(PK,S,A). Take as input the public parame-
ters PK, a broadcast index list S C U/ and an access
structure A € AS, where AS is an access structure
family over M. Then this algorithm outputs a broad-
cast header Hdr and a massage encryption key K.

Decrypt(SKj,1), Hdr). Take as input the a private key
SK(i,1) as well as a broadcast header, if k € S and
L = A, then this algorithm outputs K.

3.2 Security Model

Following [10], we describe the indistinguishability against
chosen plaintext attack (IND-CPA) definition of recipient
anonymous CP-ABBE in the fully secure model. The
formal secure game between adversary A and challenger
B is as follows.

Setup. Assume universal attribute set A, broadcast in-
dex set U and access structure family AS are pre-
defined. The challenger B runs the Setup algorithm
to obtain a public parameters PK and a master se-
cret key M SK. Then it gives adversary A the public
parameters PK and keeps M SK to itself.

Key Query Phase 1. The adversary queries the chal-
lenger B for private keys corresponding to index
k € U and attribute set L C N. The challenger runs
the KeyGen algorithm and gives the corresponding
private keys SK 1y to A.

Challenge. When the adversary decides that Phase 1
is over, A outputs two same-length messages M
and M;. The adversary also outputs a challenge
broadcast index set S* and access structure A* such
that for all index k£ and attribute set L queried in
Phase 1, we have k ¢ S* and L }~= A*. Then B runs
Encrypt algorithm to get (Hdr*, Ky) and randomly
chooses K; €p K, where K is the symmetric key
space. It flips a coin 1 € {0,1} and gives (Hdr*, K,,)
to A.
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Key Query Phase 2. In this phase, B acts almost the
same as in Phase 1 except it is unable to ask key for
attribute set L and index k such that L = A* and
ke S*.

Guess. Finally, the adversary A outputs the guess bit
p' € {0,1} for p and wins the game if p/ = p.

The advantage of the adversary in this game is defined
as follows:

Gamea(A) = |Priu =) = 5|

where the probability is taken over the random bits used
by the challenger and the adversary.

Definition 1. A recipient anonymous CP-ABBE scheme
18 IND-CPA secure if for all polynomial time adversary A,
the Game4(\) is negligible.

CP-

4 Recipient Anonymous
ABBE Scheme

In this section, we will present our recipient anonymous
CP-ABBE scheme construction and show the recipient
anonymity of our scheme by employing composite order
bilinear groups. There are four algorithms in our scheme,
which are defined in Section 3.1. First, we briefly sum-
marized our idea. In order to realize recipient anonymity,
some random numbers are added to each part of the ci-
phertexts. And these random numbers can prevent adver-
sary from determining user information by running DDH-
test. Thanks to employ composite order group, these ran-
dom numbers will not affect the decryption process in our
scheme. The detailed algorithms are described in the fol-
lowing. The abbreviations and notations used throughout
the paper are shown in Table 1.

4.1 Construction

— Setup(1*, NV,U): To generate the system parameters,
the setup algorithm takes a security parameter A\, an
universal attribute set N and a broadcast index set
U where |U| = h as inputs. Then it runs the group
generator G to get a description of bilinear composite
order group © = (N = p1pops, G,Gr,e). The algo-
rithm picks random elements a,« in Zy, g1, u; in
Gy, and Ry in G,,, where j' € Y. For each attribute
v;; € N, the setup algorithm chooses random ele-
ments a;; in Zy and R;; in Gp,. Then the setup
algorithm computes A; ; = g7’ - R; j, Ao = g1 - Ro.

The public parameters PK is defined as

PK = <€(91,91)Q7A0,Ai,j7{Uj’}j'em,

and the master secret key MSK is defined as
MSK = (g1,0,a,a;;,a;), where 1 < i < n,1 <
J<m,.
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Table 1: Parameters declaration

Symbol | Description
p; | The primes, where ¢ = 1,2, 3.
gi | Generators with order p;, over G,,, where i = 1,2, 3.
Zpn | The set of positive integers.
MSK | The master secret key.
SK(x,1) | The private key associated with attributes set L and user index k.
M | Message.
K | Symmetric key.
Hdr | The broadcast header.
e(+) | Bilinear pairing.
|B| | The number of elements in set B.

— KeyGen(MSK,k,L): Given a user index k € U, an
attributes set L = [v1,,02,j,, " Unj.] € N and
the master secret key, the key generation algorithm
chooses a random element r € Zxy and computes:

a+ar

D1:g1 U};, D2:g;a

, at+3., ;€L @i r
{D?),j’ = u_j’}j/eu\{k?}? D4 = (gl =.1€ )

Finally, this algorithm outputs the private key asso-
ciated with attributes set L and user index k

SK 1y = (D1, D2, D3 jr, Dy) jrevn {1}

— Encrypt(PK, S, A): Let M € Gp be the message to
be encrypted and let A = AL w; ;, where w;;, €
Att;, be an access policy and a broadcast set S C
U. A broadcaster randomly selects s €g Zxn and
Ri,R2,R3 €r Gp,. Then this algorithm computes
the symmetric key K and broadcast header Hdr as

follows.
K =e(g1,91)", Cr = (H«H,heA Aij)* - Ry,
Cy = Aj - Ry, C3 = ([Ijes )’ - R3,

Hdr = (01702,03).

In this system, K is used to encrypt the massage
M in a symmetric encryption scheme. Note that a
random element R € Gy, can be selected by choosing
a random 7 € Zy and setting R = g7 where g3 is
publicly given.

— Decrypt(SK,1), Hdr): The decryption algorithm
takes a broadcast header Hdr and a private key
SK ) as input. If the private key of the recipient
SK 1 satisfies the policy of the ciphertext, then
this algorithm will compute the symmetric key K as
follows,

s

(Dy - Hj/es\{k;} D31, Cs) - e(D2,C1)
e(Dz,C3) - e(Dy, C)

=e(g1,91)""
K.

4.2 Correctness

The correctness will subsequently be checked by applying
the orthogonality property of G,, (i =1,2,3).
If the user index k € S and attributes set L = A, then
one can obtain the below equations hold.
e(Dilljes\qxy D3.j7, Ca)
:e(Q?MTUZHj'ES\{k}“;u g1 R - Ro)
=e(g1,91)"" - e(g1,91)"" - e(up 1 es\gry 5o 97)
=e(g1,91)*" - e(g1,91)""" 'e(Hj’eS ujr, g1)""
=B;.

(1)

e(D2,C3) =e(gy, ([1;esu)® - R3)
=e([ljes v, g1)"™

—B,.

G(DQ,Cl)
e(D4, Cs)
B e(gt, (Hui,jie,«x 9(117 ‘R ;)® - Ry)

- a+y,. Ny ai,j, T
e((gl et J) ,gi’Rg-R2>

Qij; )rs

e(gl,Hvi,jieA 9

Zviyj.EL 4,5 “
e(gl7gl)aTS el g ¢ ;g1

—Bs.

Then from the above three Equations (1), (2) and (3), it
will be easy to obtain that

BB

= @ = K.
B, e(g1,91)

Note that in the KeyGen algorithm, this paper assumes
VL,L'(L # L), vajieL a;j, # Zvi,jieL' a; j, because
the parameter r has no effect on decryption. If the above
condition is not met, various users associated with at-
tribute set L, L' will have the same decryption ability [6].
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4.3 Recipient Anonymous

This section will show that the proposed scheme achieve
recipient anonymity in the composite order bilinear
groups.

Compared with [16, 20], our scheme adds a ran-
dom number to each part of the ciphertexts, these ran-
dom numbers will not affect the decryption process.
However, they are necessary for recipient anonymity of
scheme, because if there is no such a random num-
ber, then for some access structure A* and broadcast
list S* the adversary may perform the DDH-test to de-
termine whether the ciphertext is encrypted under the
A* ) 5* or not. In our scheme, by utilizing the DDH-test
G(CQ,HUiijeA* Aijy) = e(Ap, Cy) to determine whether
the cipher‘éext is encrypted under the A* or not will be
fail. The DDH-test 6(0271_[1”,”@%* Aij) = e(Ao, Cy) is

same as 6(02,Hvi,j.eA* Aij.)/e(Ag, C1) . 17, where 17
is the identity element in G, on the public parameters
of attributes occur in A* and the ciphertext components.
The following is the detailed analysis.

e(Co, I, , ear Aiii)
ai, L
:e(ng8R27 H'Ui,ji cA* 91 ! RZv]z)
aij,
:e(giga Hvi,jiEA* 91 ! ) : e(‘RSvRA*) : e(R2> RA*)a

(4)

(Ao, Ch) (5)
:e(glRo, va_ieA gfa‘i,ji . ng . Rl)
sai,jt

:e(glv Hvi‘ji cA 91 ) : G(Ro, RJS%) : 6(R07 Rl)v

where Rp- = Hyi,jieA* Rij., Ry = Hvi,jieA Ri j;.

If A = A*, then j/ = j; for all 4, 1 < i < n, and hence
Y oii@igr = Y iqaij, and Ry = Rp~. Therefore,

6(027 Hvyi,ji €A™ szj’t) o e(RQ, RA*)
e(Ap, Ch) e(Ro, Ry)

If A # A*, there exists at last one k, 1 < k < n such
that j;. # ji. Without loss of generality, let j! = j;, for all
i, 1 <i<mnexcepti=~k. Thena;; =a;, Rij = Rij,
for all i, 1 <7 < n, except i = k. Therefore,

e(Co, I, ,, enr Aii)
6(1407 Cl)
Qy, s/
Ce(giog ) - e(Ry, Ryy) - e(Ra, Rae)
- S, ./ .
e(gth kdk) ' 6(R07 Rf&) . e(Role)

In both the cases, A = A* and A # A*, the DDH-
test gives a random element of G so that the adversary
will be not able to determine whether the ciphertext is
encrypted under the A* or not. By the same way, the user
index DDH-test e(Ca, [1j7cg- ujr) = e( Ao, Cs) will be fail,
too. So both the access structure and the broadcast set
are hidden, which means the proposed scheme is recipient
anonymous.
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5 Proof of Security

This section will show that the proposed scheme achieves
the full security by employing the dual system encryption
technique. In dual system encryption schemes [14, 22],
ciphertexts and keys can take on two forms: normal
or semi-functional.  Semi-functional ciphertexts and
semi-functional keys are only used in security proof, but
not used in the real system. Let g» be a generator of the
subgroup G,,. The semi-functional ciphertexts and the
semi-functional keys are created as follows.

Semi-functional ciphertexts: For an access structure
A = A w;;,, where w;;, € Att;, and a broadcast
set S = {1,2,---,q} € U, we first run the encryp-
tion algorithm Fncrypt to obtain normal ciphertexts
K',C1, 04, C5. Then choose some random elements 0, bj/
and z ;, in Zn where 7/ ={1,2,--- ,¢},i={1,2,--- ,n}.
Semi-functional ciphertexts are computed as follows:

K=K, Oy = ) ghi=rm,
52({,7 b/
Cy = Chg8, O3 = Chg, "= 7.

Semi-functional keys: There are two types of semi-
functional keys in our proof. Firstly, run the key
generation algorithm KeyGen to get normal private key
for index ¢ and attribute set L as: Dy, D2, {Ds3 j' }jrcun\ {1}
and D4. Then choose random values 7,0,0" and 6 in
Zx where 7/ = 1,2,--- ,h and compute two types of
semi-functional private keys components as follows.

Type 1.
D1: /19;7 D2:D/2937
S0 U/+UZU7;‘3€L Ziygg
{Dsjo =D} ;g5 Yireungty: Da=Dig, "
Type 2.
Dl - llg;a D2 == D/27
{Dsj0 = Dj i }jreuniys D, = Dj.

When the semi-functional ciphertexts are used to de-
crypt semi-functional keys, the regular decryption will be
prevented by a blind factor.

The security of the proposed scheme will be proved by
using a hybrid argument over a sequence of games. Let
q denote the number of secret key queries made by the
adversary. The games are defined as follows.

Gamepreq : It is a real CP-ABBE security game in which
both private keys and challenge ciphertexts are in
normal form.

Gameg : In this game, the challenge ciphertexts are semi-
functional, but all private keys are normal.

Gamey,,1 : The challenge ciphertexts are semi-functional,
the fist £k — 1 keys are type 2 semi-functional private
keys and the k*" key is semi-functional of type 1. The
rest of keys are replied in normal form.
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Gamey, 2 : This game is like Gamey,,1 expect for the k"
key is a semi-functional of type 2.

Gameg,o : In this game, the challenge ciphertexts are
semi-functional, and all the private keys are in semi-
functional of type 2.

Gamepinq : This final game Gamep;nq is the same as
Game, 2, except that the challenge ciphertext is
semi-functional encryption of random message, other
than neither of the two chosen massages by adversary,
so the advantage of adversary in this game is 0.

We will prove that these games are indistinguishable
in a set of Lemmas. Let Game,Adv4 denote the ad-
vantage of adversary A in Game,. Note that we have
GamepeqAdvy = Adva(X) for some fixed security pa-
rameter .

Lemma 1. Suppose there exists a polynomial time algo-
rithm A such that GamegeqAdvg — GamegAdvyg = e.
Then we can build a polynomial time algorithm B with
advantage € in breaking Assumption 1.

Proof. We establish an algorithm B which has received
(0,91, T), where T is either an element of G or an element
of Gy, p, from the challenger. Note that a random element
d € Gp, can be selected by choosing a random 7 € Zy
and setting d = g7, where g; is the generator of G, for
1€{1,2,3}.

Setup. The algorithm B randomly selects Ro, R;; €r
Gpy, a,a,a;; and aj €gr Zy. Then B computes
Y = e(g1,91)% Ao = g1 Ro, Aij = g1" - R, for
all 1 < i <nand1 < j < m;. The algorithm B
produces the public parameters PK = (Y, Ao, {u;s =

g e {Aill < i <m, 1< j <mg}).

Key Query Phase 1 and Phase 2. Consider the ad-
versary A requires the private key for any attribute
set L and index t € UU. B can answer it in normal
form readily because it knows the master key M SK.

Challenge. The algorithm A outputs an access struc-
ture A* and a broadcast index set S* to challenger
B. In order to compute the challenge ciphertexts, B
randomly chooses t1,ts,t3 € Zy then flips a coin
u € {0,1} and computes

Vi,g; €A% "“gtl

Cy=T™ 3

C3 = TZjES* aj’g:t;’.

Ko=-e(g:1,T)%,
Cy =Tg¥,

Then B chooses a random symmetric key K;j in
the key space K and sends (Hdr*, K,,) to A, where
Hdr* = (C1,C2,C3). Here we note that if there
exists L £ A* and t € S* such that vaiﬁ =

Zviwjie/\* and Zj/es ajy = Gt Zj'eS*\{t} a; hold7
then the algorithm B aborts.

Guess. Finally, the adversary A outputs the guess bit
u' € {0,1} and wins the game if p' = p.
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Note that for ¢ # j, the values p modulo p; are un-
correlated from the values p modulo p; by the Chinese
Remainder Theorem. If T' € G, then it can be written as
T = 395 X3, where gi and g3 is the G,, and G,, part of
T respectively and X3 is a random element in G,,. This
implicitly sets z; j, = a;; and by = a;. Hence Hdr* is
a properly distributed semi-functional ciphertext, in this
case, B simulates the game Gamey. If T' € Gy, p,, Hdr*
is a properly distributed normal ciphertext and hence B
will simulate the game Gamegeq. Therefore, if A can
distinguish these two games then B will distinguish the
two distributions so as to break the Assumption 1. O

Lemma 2. Suppose there exists a polynomial time algo-
rithm A such that Gameyg_1 2Adva — Gamey 1Advg = e.
Then we can build a polynomial time algorithm B with
advantage € in breaking Assumption 2.

Proof. We establish an algorithm B which has received
(0,91, X1X2X3,Y,,T), where X; and Y; are random ele-
ments in Gp, and T is either an element of G, ,, or an
element of G,, from the challenger.

Setup. The algorithm B chooses random elements
Ry, R;; in Gp,, and o,a,a;; and a; in Zy, then
it computes Y = e(g1,91)%, Ao = g1 - Ro, Aij =
g1 - Rij, foralll < i <mnand1 < j < my.
The algorithm B products the public parameters
PK = <Y,A0,{’U,j/ = glllj,}j/eu,{AiJH < 1 < n,l <
Jj <m;}), and keeps the master key MSK.

Key Query Phase 1 and Phase 2. To compute the
first k— 1 private semi-functional keys, the algorithm
B chooses random elements 1, r in Z and implicitly
sets Yo = gh and responds to each private key request
on a set of attributes L and broadcast index t(t < k)
from A by setting

a+tar, r

Dlzgl ut'}/Zﬁa D2:gIa

aJFZyi‘ji eL ®i,j;

r
Dg’j/ = U;-‘/, .D4 = <91 )

This implicitly sets 2; j, = a;,, by = aj and Yy =
g‘f , s0 D1, D5, D3 and D, are properly distributed
semi-functional private key components.

To compute the k" private key, the algorithm B will
implicitly set g7 as the G, part of T" and sets

Dlzgtll'TaJratv D2:Ta

Dy =T, Dy = T g en
Suppose T € Gp,p,- Let T = g7ig5 for some
r,0 € Zy. Here we implicitly set o = (a + a;),bjs =
aj,0' = ao, and z; j, = a; ;,. So the key is a semi-
functional key of type 1. Similarly if T" € G,,, the
private key is normal.

Challenge. The adversary A submits an access structure
A* and a broadcast index set S*. The algorithm B
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flips a coin p € {0,1} and sets X3 X2 = ¢g{g9 implic- Key Query Phase 1 and Phase 2. For attribute set
itly. Then it prepares challenge ciphertexts as: L and user index ¢, The algorithm B randomly picks
> . r,t € Zn and sets type 2 semi-functional key as
Ko =e(X1X2X3,01)", C1 = (X1 XoX3) Viveerr gt N ,

—_ ,0tar, r — T
02 _ (X1X2X3) .9527 CS — (X1X2X3)Z-7€S* ajzggg. Dl =0 Uy Z2’ D2 915

‘H‘EW, el i,

Then algorithm B chooses a random symmetric key D3 jr = uj, Dy = <91 ’ )
K, in the key space K and sends (Hdr*, K,) to A,

where Hdr* = (C1,C3, Cs)- Challenge. The adversary A sends B an access structure

Guess. Finally, the adversary A outputs the guess bit A* and a broadcast index set S*. Then B flips a coin
w' € {0,1} and wins the game if ' = p. u € {0,1} and sets challenge ciphertexts as
If T € G,,, then B has properly simulated Gamey—1. If _ _ Soi i e idi ty
T € Gp,p,, then B has properly simulated Gamey,. Hence, Ko =T, Cr = (YY) "0 93
the algorithm B can use the output of A to distinguish Co = giYoYsg%, Cs = (giYaY3)2ies %' gls,

Gameg_1 and Gamey,. O

) ) ) This implicitly sets Y5 = gg,Zi}ji = Zi7,7'wbj' = aj-
Lemma 3. Suppose there exists a polynomial time algo- Then B chooses a random symmetric key K in
rithm A such that Gamey, 1 AdvA — Gamey 2 AdvA = e. the key space K and sends (Hdr*, K,,) to A, where
Then we can build a polynomial time algorithm B with Hdr* = (Cy,Ca, C3).
advantage € in breaking Assumption 2.
Guess. Finally, the adversary A outputs the guess bit

Proof. Thi fi imil h f of th -
roof. 1s proot 1s very similar to the proof of the pre i € {0,1} and wins the game if 4/ — p.

vious lemma. After receiving the challenge parameters,
the algorithm B forms the public parameters PK =
(Y, Ao, {ujr = 91" tyrew, {Ai Il < i <n,1 <5 < my}).
The adversary A forms first k — 1 private keys and chal-

If T = e(g1,91)%, then challenge ciphertext is a valid
semi-functional ciphertext. If T is a random element in

) " G challenge ciphertext is a valid semi-functional cipher-
lenge ciphertext as the previous lemma and forms last {.t for a random message. Hence the algorithm B can

q — k keys by employing master secret key respectively. 5o A’s output to break Assumption 3 with advantage
For k' key, the algorithm B chooses a random value ¢ in e 0

Zy and computes:

Dy = g% . o+ Y2¢, Dy =T, Theorem 1. If assumptions 1,2,3 hold, then our scheme
is fully CPA secure.
Dg’j/ =T%", Dy = Ta+zvi:ji eL 4id; . .
Proof. If Assumption 1, 2 and 3 hold, by the sequence of
Let g7 be the G,, part of T. It is easy to see that if games and Lemma from 1 to 4, the adversary’s advantage
T € Gp,, this is a well-formed type 2 semi-functional in the real game must be negligible. Hence the adversary
key and B has properly simulated Gamey 2. Otherwise, cannot attain a non-negligible advantage in breaking our
T € Gp,p,, this is type 1 semi-functional key and B has scheme. O
properly simulated Gamey ;. In the both cases the de-
cryption test will be fail because the random element Y’ .
cannot be cancelled out. Hence the algorithm 5 can use 6 Performance AnaIYSlS

A’s output to break Assumption 2 with advantage e. [
In this section, we will present the comparisons between

Lemma 4. Suppose there exists a polynomial time algo- previous CP-ABBE schemes and our scheme with regard
rithm A such that Gameg 2 Adv A — Gamepina AdvA = €. to security and efficiency.

Then we can build a polynomial time algorithm B with Some previous CP-ABBE schemes are compared with
advantage € in breaking Assumption 3. ours in terms of public key size, private key size, cipher-

Proof. We establish an algorithm B which has received text size, and decryption pairings cost in Table 2, access

(0, g1, 9% X, YaY3, Zs, T) and the algorithm needs to de- structure, full security, recipient anonymity, and hardness
cid7e T7 :1 e(g; gl)(;s o;" T is a random element of Gy assumption in Table 3. Pairing denotes the decryption
’ pairings cost. Hardness is hardness assumption. “m” and

Setup. The algorithm B randomly selects Ro, R;; €r “h” are respectively used to denote the total number of
Gp,, a,a,a;; and ay €r Zy, then it computes attributes and users in the system. “n” and “k” repre-
Y = e(9¥X2,91), Ao = g1 - Ro, Aij = 97" - Rij, sent the number of attributes in an access structure and
forall 1 <¢ <nand 1< j <m;. The algorithm B an attribute list, respectively. “N” is maximum number
forms the public parameters PK = (Y, Ag,{ujs = of wildcard in an access structure; “m’” is maximum size
gf-jl}j/eu, {A4;;1 < i < n,1 < j < m;}). Here of objective attribute set allowed to be associated with
e(9¢ X2, 1) = e(g1,91)°. ciphertext.
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Table 2: Efficiency comparison among different CP-ABBE schemes

Scheme Public parameter size | Private key size | Ciphertext size | Pairing
1] O(m' + h) O(k) O(n) O(n)
[20](Scheme 2) O(m+ h) O(N) o) 0(1)
[16] O(m+ h) O(h+ k) O(n) O(n)
[25] O(log(h) +m) O(k) o) O(n)
Ours O(m+ h) O(h) O(1) o(1)
Table 3: Security comparison among different CP-ABBE schemes
Scheme Access Structure | Full Security | Recipient Anonymity Hardness
[1] LSSS No No n-BDHE, MEBDH
[20](Scheme 2) AND+wildcard No No n-BDHE
[16] LSSS Yes No Static
[25] AND No No n-BDHE
Ours AND Yes Yes Static
In Table 2, it is quite obvious to see that our scheme is Acknowledgments

efficient in that the ciphertext size and the costs of decryp-
tion pairing do not depend on the number of attributes.
Furthermore, our scheme only needs four decryption pair-
ing computations, e(D1Ds ;,Cs), e(Da,Cs), e(Da,Cy),
and e(Dy, Cy), respectively.

In Table 3, it is apparent to see that only the
proposed scheme provide recipient anonymity. Recipi-
ent anonymity is an important property for encryption
schemes. Recalling the example in Section 1, an inter-
mediate user can determine receiver set by running the
DDH-test. To make up for the loophole, the proposed
scheme adds a random number to each part of the ci-
phertexts such that each side of the equation contains
different random numbers, which can prevent both access
structure DDH-test and user index DDH-test. In addi-
tion, our scheme adopts AND-gate access structure and
achieves full security. The security of the scheme is re-
duced to the static assumptions.

7 Conclusions

In this paper, a recipient anonymous ciphertext-
policy attribute-based broadcast encryption (CP-ABBE)
scheme is introduced. In the proposed scheme, the adver-
sary cannot learn any information about the access struc-
ture and the broadcast list just from public parameters
and ciphertexts. In addition, the proposed scheme enjoys
high efficiency and achieves full security in the standard
model.

A drawback of the new scheme is that our access
structure is restricted, where it only supports AND-gate
on multi-valued attributes. So the future works are to
construct a recipient anonymous CP-ABBE scheme with
more flexible access structure that is holding up high ef-
ficiency under a stronger security model.
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