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Abstract: Advances in web technologies have driven massive content uploads and requests that can be identified by the 
increased usage of multimedia web and social web services. This situation enforces the content providers to scale their infra-
structure in order to cope with the extra provisioning of network traffic, storage and other resources. Since the complexity and cost 
factors in scaling the infrastructure exist, we propose a novel solution for providing and delivering contents to clients by intro-
ducing a brokered collaborative content delivery system. The architectural design of this system leverages content redundancy and 
content distribution mechanisms in other content providers to deliver contents to the clients. With the recent emergence of cloud 
computing, we show that this system can also be adopted to run on the cloud. In this paper, we focus on a brokering scheme to 
mediate user requests to the most appropriate content provider based on a ranking system. The architecture provides a novel Global 
Rank Value (GRV) concept in estimating content provider capability and transforming the QoS requirement of a content request. 
A fairness model that will bring this design to be attractive to the current content delivery regime is also introduced. Through 
simulation, we show that using fair provider selection, contents can be provisioned by a better pool of qualified providers thus 
leveraging the collaboration and preventing potential QoS violation that may occur when the size of pool is smaller. 
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1 Introduction 
 

These recent years, the web has been 
transformed to become more social as repre-
sented by the growth of social networking web 
applications and platforms like Facebook and 
Twitter. In such application platforms, users 
post and share contents, links and resources 
with other users. Contents are stored on pro-
vider’s infrastructure and then become acces-
sible to the provider’s users. 

 

We categorize accessible contents into 
two types: cold content and hot content. A hot 
content is a content that is more frequently 
accessed while cold content is accessed less 
frequently. How the content is categorized as a 
hot or cold content depends on the workload 
distribution of content requests across the 
server, which normally follows Zipf distribu-
tion (Qiu et al., 2001; Adamics and Huberman, 
2002). Based on the workload pattern, a certain 
percentage of content with higher number of 
requests can be considered hot and some per-
centage of content with lower number of re-
quests can be considered cold. Hot and cold 
contents are also handled in different ways. 
Hot contents are often cached or replicated at 
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some other servers (Davison, 2001; 
Sivasubramanian et al., 2004) so that when 
there is a spike of requests, such contents can 
still be retrieved from the cache in order to 
reduce the performance penalty caused by the 
long queue. Caching and replication are of less 
benefit to be applied on cold contents. How-
ever, they will not be deleted immediately in 
order to fulfill future requests. Consequently, 
they just fill up the disks without being ac-
cessed frequently. 

1.1 Harnessing Redundancy at the Content 
Provider 

One of the issues in the heavily 
user-centric social web are storing the abun-
dant contents and loading them upon requests. 
Let us take an example from the Facebook case 
again. According to data published by the 
company (Facebook, 2009), there are ap-
proximately 10 million videos uploaded each 
month. By assuming each video has a size of 5 
mega bytes, roughly 50 additional terabytes of 
storage is required each month, indicating the 
necessity of a well-planned architectural de-
sign of the storage system.  

Considering the magnitude of monthly 
uploads, it is not an absurd idea to consider that 
there can be replications of contents in the 
storage system. Combined with other content 
or multimedia services offered by the platform, 
user created content (UCC) will enlarge the 
size of the storage. When there is another 
platform or some coexisting social platforms, 
we will have more possibilities in spotting 
similarities or even exactness of contents 
stored. This situation is rephrased as content 
redundancy. 

In a content distribution network (CDN), 
replication of contents is intended, mainly 
targeted to improve the content delivery time 
besides improving the overall quality of con-

tent delivery. Similarly, a collaborative content 
delivery system is developed to benefit from 
the network infrastructure and the algorithms 
implemented by partner content providers in 
delivering contents to their clients. However, 
one prominent issue in establishing a collabo-
rative content delivery system is to show that 
such scheme also provides benefit to the par-
ticipating providers in the collaboration be-
sides the benefit reaped from the users sub-
scribed to each provider’s services. 

We argue that a multi-party agreement 
between a content provider and external part-
ner content providers can be enacted in order to 
regulate the per-transaction content provi-
sioning cost that is a crucial issue in estab-
lishing a multi-party collaboration. With the 
availability of such agreement, a collaborative 
content delivery system will be realized as a 
system that enables users to automatically re-
trieve contents from a list of content provider 
networks. By creating a proper provider selec-
tion mechanism, the federated content delivery 
system can also be expected to satisfy SLA 
required by users. 

1.2 A Perspective of Cross-Network Load 
Balancing in the Cloud  

Many efforts have been made to maintain 
the quality of contents served to the users by 
deploying the load balancing mechanism. They 
are aimed to preserve the Quality of Service 
(QoS) experienced by the users during the 
content delivery besides prolonging the health 
of the network providing the content. Load 
balancing addresses this problem by distrib-
uting the load to spare nodes or peers thus 
enabling requests to be handled more evenly.  

The scope of load balancing is normally 
internal, spanning over the same network 
where the infrastructure belongs to the same 
entity. This situation enables flexibility in ar-
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chitecting the overall load balancing and traffic 
distribution scheme. With the introduction of 
grid computing paradigm a decade ago (Foster 
et al., 2001) and the recent emergence of cloud 
computing (Foster et al.,2008), however, load 
balancing has been expanded into a way of 
distributing workload over heterogeneous 
networks that are distributed regionally and 
also globally.  

In cloud computing specifically, the 
question about load balancing is expanded to 
devising a mechanism to balance the loads 
over the networks of various cloud providers. 
Emergence of cloud computing has also in-
duced the establishment of several infrastruc-
tural cloud providers such as Amazon Web 
Services1, Joyent2, Rackspace3 and GoGrid4. 
Nevertheless, it has been reported (Dejun et al., 
2009; Hill and Humphrey, 2009; Akioka and 
Muraoka, 2010; Wang and Ng, 2010) that the 
performance of services provided by a single 
IaaS (Infrastructure as a Service)-cloud pro-
vider was not always stable and showed vari-
ability of performance. One characteristics of 
cloud computing is utility computing whereas 
cloud user and provider can establish a loose 
contract for cloud service provisioning. It is 
then possible to establish contract with several 
providers at a same time. Since having more 
alternatives of providers is potential to improve 
the performance of overall content delivery, it 
is reasonable that a collaborative content de-
livery system can also be viewed as an effort to 
distribute the workload in terms of delivery of 
content requests across the pool of infrastruc-
tural cloud service providers.  

Hence, it will be very interesting if we can 
also address cross-network load balancing both 
from traditional content delivery network 
                                                 
1 aws.amazon.com 
2 www.joyent.com 
3 www.rackspace.com 
4 www.gogrid.com 

perspective and IaaS-cloud perspective in or-
der to 1) ensure the provisioning of contents at 
the expected SLA to users accessing a broker 
or content portal that acts as the gateway to 
various content providers, and to 2) provide 
methods of evaluating the performance of 
multiple providers and choosing an appropriate 
service on per-transaction basis based on per-
formance matrix and other consideration. 

1.3 Contributions and the Organization of 
This Paper 

Our main contribution is the proposal it-
self, which is an architectural design for col-
laborative content delivery system. In this ar-
chitecture, contents can be fed by several pro-
viders located in different networks. The net-
works are associated with different jurisdiction 
or authority, and thus the total control and 
comprehensive information about the networks 
can not be gained. As a result, we consider that  
total reliance on a certain provider to serve all 
the contents to the clients is undesirable. We 
leverage the role of a broker that manage the 
federation of several partner content providers 
that are capable of serving contents to the client. 
The broker orchestrates provider assessment 
with minimum intervention by conducting a 
periodic evaluation of the performance of the 
providers. Such mechanism is proposed to 
reduce the possibility of QoS violation in 
content delivery and also to better reflect the 
current capability of providers. 

In this work, we present a brokering 
scheme to manage content provider selection 
based on the QoS parameters-supplied ranking 
system. We present how to rank a content 
provider and how a provider is chosen for a 
content delivery request. We also present the 
idea of fairness in the collaborative content 
delivery system. Fairness is our approach to 
bearing with the economic aspect of imple-
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menting this architecture and also to exhibit 
cross network load balancing. 

The rest of this paper is organized as fol-
lows. In Section 2, we present the previous 
work that motivates the development of our 
architectural design. In Section 3, we describe 
the architecture of the brokered collaborative 
content delivery system that enables the dele-
gation of content delivery to partner content 
providers. Section 4 presents the implementa-
tion of this architecture in a simulated envi-
ronment and how the testbed for real-world 
implementations can be built. In Section 5, we 
present the analysis of our proposed architec-
ture. We provide the numerical evaluation and 
microbenchmark test results of our model. 
Section 6 shows our vision of the current ar-
chitecture and our future research direction. 
Finally, we conclude this paper in Section 7. 
 
2 Related Works 

 
A collaborative content delivery system is 

built on a foundation of several concepts, 
which primarily include, content delivery 
networks, load balancing, service overlay 
networks and infrastructural cloud services; we 
will briefly review each of these in this section. 

2.1 Content Delivery Networks 

There are three eminent content delivery 
systems on the internet (Saroiu et al., 2002): 
client/server web, content delivery networks 
(CDNs), and peer-to-peer file sharing systems. 
In client/server web, users through web clients 
(e.g.: browsers) request contents from web 
servers using the HTTP protocol. The re-
quested contents will be provided by the serv-
ers after completing some processing or simply 
retrieved from cache. In a P2P system, content 
requests are satisfied by peers in a collaborated 
distributed system. Content delivery networks 

(sometimes also called content distribution 
networks) (Khrishnamurthy et al., 2001) are 
dedicated collections of servers located on the 
internet. These servers attempt to offload work 
from origin servers by delivering content on 
their behalf.  

The servers in a CDN may be located at 
the same site as the origin server or at different 
locations on the internet. Some algorithms 
have been proposed to assign content delivery 
to certain contact point of a CDN, mainly lev-
eraging the idea of network coordinates (Ball 
and Pietzuch, 2008; Ng and Zhang, 2002; 
Almeida et al., 2004). CDN infrastructure can 
be owned by another entity outside the content 
provider. This is possible through the contract 
enactment between the content provider and 
the CDN owner in order to utilize the infra-
structure. 

Currently there exist various implemen-
tations of CDN ranging from commercial ones 
such as Akamai 5  to free, academic-inclined 
CDNs particularly CoralCDN6 and CoDeeN7. 
We will briefly discuss about the last two in the 
following section. 

2.1.1 CoralCDN 

CoralCDN (Freedman et al., 2004) is a 
peer-to-peer content distribution network that 
leverages DNS redirection through the 
mechanism of URL modification in delegating 
content delivery from a portal, which in 
CoralCDN term is referred to as publisher, to 
the CDN. A modified or “coralized” URL is 
prefixed by the portal identifier taken from its 
domain name and followed by the domain 
name of CoralCDN provider.  

A client request containing a coralized 
URL will be resolved by one or some DNS 

                                                 
5 www.akamai.com 
6 www.coralcdn.org 
7 codeen.cs.princeton.edu 
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servers registered under the CoralCDN domain 
name. If a record of the publisher domain ex-
ists in a DNS server, it will try to find the 
closest HTTP proxy to the client and then re-
direct client to that proxy. If the proxy is 
caching the content locally, it will return the 
content directly to the client. Otherwise, it will 
look up its index to find other cooperative 
proxies storing the content.  

The indexing layer is built by using 
DSHT (Distributed Sloppy Hash Table) ab-
straction. This abstraction serves several pur-
poses that include finding Coral DNS servers 
close to client’s networks, finding HTTP 
proxies caching particular object and locating 
nearby Coral nodes. A record in DSHT is a 
key-value pair whereas unlike traditional DHT 
with single key-value pairs, one key in DSHT 
may have multiple values.   

A node ID in CoralCDN is given the same 
address space with the key.  A routing table 
exists for every DSHT. This table enables the 
traversal to find nodes closer to a certain key k.  
The nearby nodes caches key/value pairs to the 
key being referenced thus reducing hot-spot 
congestion when requests to a key increase 
dramatically.  

To improve routing and data placement, 
CoralCDN uses several levels of DSHTs called 
clusters. The implementation applies three 
levels of clusters namely level-0 or global, 
level-1 or regional, and level-2 or local. For 
each level, nodes assigned in the same cluster 
will have the same cluster ID. Whenever pos-
sible, CoralCDN will try to find a local 
(level-2) node(s) that can satisfy a request to 
key k in order to reduce content delivery time 
to client. 

Even though it was originally designed to 
handle flash crowds, a term to describe the 
phenomenon of temporary load spikes in an 
underprovisioned content server, five-year 

usage analysis of CoralCDN shows that it is 
also used to serve long-term popular content 
and unpopular content (Freedman, 2010). 

2.1.2 CoDeeN 

CoDeeN (Wang et al., 2004) is an aca-
demic testbed for CDN built on top of 
PlanetLab 8  global research network. The 
CoDeeN CDN is principally a chain of proxies 
distributed geographically according to the 
distribution of PlanetLab nodes. These proxies 
run in either forward-mode (forward proxies) 
or reverse-mode (reverse proxies).  A proxy is 
said to be working on forward mode when it 
intercepts direct client-server communication 
by handling the requests on behalf of clients to 
the destination servers. On the other hand, a 
reverse proxy works by providing responses on 
behalf of the provisioning servers to the clients.  

To use CoDeeN, a user should manually 
configure its browser to delegate requests to a 
proxy of choice. The choice is naturally made 
upon the closeness of estimated network dis-
tance between user and the proxy. When a user 
invokes a request through the browser as the 
client, the proxy will try to satisfy this request 
locally. However, when cache miss occurs, 
which means that the requested content is not 
locally available, the redirector component in 
the forward proxy will redirect the request into 
another proxy, which acts as a reverse proxy 
for the origin servers. For most requests, the 
redirector considers request locality, system 
load, reliability, and proximity when selecting 
another CoDeeN proxy node. 

CoDeeN nodes leverage CoDNS (Park et 
al., 2004) for name lookups. CoDNS is a 
method and tool for resolving name lookup 
queries through the incorporation of coopera-
tive nodes or peer nodes. Normally, a node will 
query name lookup to its local name servers. 
                                                 
8 www.planet-lab.org 
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However, when the performance of local name 
servers degrades, it can forward the query to 
peer nodes. The peer nodes resolve name 
lookups to different name servers with that of 
the querying node. Some criteria are deter-
mined as the basis of peer-node selection, 
which include proximity, locality and avail-
ability.  

2.2 Load Balancing Schemes 

A load balancing scheme mainly aims to 
maintain the performance of a system under a 
heavy load condition by distributing the load to 
several processing nodes. The nodes can take 
forms as memory, CPUs, servers, network 
links and other resources. Referring to the 
7-layer OSI model, load balancing is usually 
conducted in the network layer (layer 3) and 
application layer (layer 7).  

Load balancing in the network layer 
mainly focuses on routing the packets over the 
network so that a traffic unbalance at a certain 
edge of the network is mitigated. Various 
techniques and several algorithms have been 
proposed and implemented (Bahi et al., 2005; 
Martin et al., 2007; Kleinberg et al., 2001). 
These efforts mainly emphasize on balancing 
the traffic according to the dynamics of the 
network.  

In the application layer, load balancing is 
achieved through the involvement of middle-
ware or load manager that distributes the load 
to the processing nodes. Based on their crea-
tion, load balancing mechanisms are catego-
rized into autonomous, semi autonomous and 
manual. In the first category, the scheme gen-
erally aims at automatically planning and 
executing load distribution strategies through 
the incorporation of a middleware. An example 
of this scheme is Cygnus (Balasubramanian et 
al., 2004), a middleware framework capable of 
making load balancing decisions based on ap-

plication-defined metrics and dynamically 
configuring load balancing strategies at run 
time. For the second category, various ap-
proaches exist but they generally involves 
configurable admission control (Sharifian et al., 
2008; Huang and Fang, 2004; Xu et al., 2004; 
Zhang and Fan, 2008). 

In the third category, the load balancing 
scheme is conducted manually by a network 
administrator. This scheme usually involves 
manual configuration of DNS server redirec-
tion for handling upcoming requests. Com-
pared to the other two, the latter scheme is 
more primitive, not resilient to the sudden 
changes of network traffic, making it inap-
propriate to be deployed in a dynamic network. 

2.3 Service Overlay Networks 

Service Overlay Network or SON (Duan 
et al., 2003; Tran, 2005) is a new concept in 
ensuring end-to-end QoS assurance. SON is an 
application-layer network built on top of the 
traditional IP-layer networks. The concept of 
SON is illustrated in Fig. 1. In the figure, an 
access network where a service can be re-
quested or provisioned is connected to another 
access network at another end via multiple 
routes. These routes represent an overlay of the 
several networks that operate under different 
authorities. 

 Fig. 1.  The concept of SON 
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The entity that operates the SON, hence a 
SON operator, buys bandwidth from underly-
ing network domains with certain QoS guar-
antees from each of the network domains. A 
bilateral service level agreement (SLA) is 
formally enacted to state the SON operator 
request and commitment to provisioning from 
a network owner. The underlying networks 
will ensure that the SON operator is able to 
provide end-to-end value-added QoS sensitive 
services such as VoIP and Video-on-Demand 
to its users.  

To create an efficient route over the un-
derlying networks, the SON operator puts 
gateways or overlay nodes between two un-
derlying networks that act as a manager to re-
quests’ routing from one access network to 
another. The authors in (Duan et al., 2003) also 
describe a mechanism for static bandwidth 
provisioning for overlay networks and a pen-
alty system if the SON operator overutilizes 
the bandwidth. 

Another view of SON (Peterson, 2003) 
suggests that an overlay node be placed in the 
underlying network instead of being separately 
provisioned by the SON operator as a gateway 
to the network. An overlay node should also be 
capable of provisioning a service and possess 
capabilities to multiplex multiple services by 
properly allocating and scheduling slices of the 
node’s processor, network and storage re-
sources. Each service will have its own overlay 
management running on its own slices. How-
ever, a shared management over all overlay 
nodes is also suggested to ease the topology 
probing of the overlay networks. 

2.4 Infrastructural Cloud Services 

Cloud computing is an emerging com-
puting paradigm that attracts growing interest 
from researchers (Rimal et al., 2009; Birman et 
al., 2009; Foster et al., 2008). This paradigm 

enables computation on demand by utilizing 
compute resources that are provided as ser-
vices. In cloud computing, users may not need 
to have knowledge or expertise in, or control 
over the technology stack in the cloud. This is 
since they can rent the cloud services offered 
by the providers and pay on usage basis. With 
such feature, cloud users are more flexible in 
planning their budget for initial deployment 
and further scaling.  

Services in cloud computing follows lay-
ered architecture of the cloud. Generally, a 
cloud is built upon three layers; Infrastructure 
as a Service (IaaS) layer that is stacked at the 
lowest level, Platform as a Service (PaaS) that 
comes at the intermediary level, and Software 
as a Service (SaaS) that overlays all the un-
derlying cloud services. Each layer also cor-
responds to varying degree of control over 
resources and management effort from its user. 
An IaaS user affords more control over re-
sources but requires more management effort. 
Correspondingly, an SaaS user spends less 
management effort but have less control over 
the resources. Given a cloud service provider, 
it may provide all or one type of cloud services 
to the users. 

IaaS is a service for utilizing compute 
cycles, CPUs, I/Os, storage, and network that 
are assembled on top of virtualization of the 
physical resources. This set of virtualized re-
sources is executed as a virtual machine (VM). 
A VM provides the environment for one or 
several applications to run, including an oper-
ating system.  

In the legacy server, physical hardware 
and OS with applications are tightly coupled. 
In contrast, resources in a virtualized system 
are already abstracted thus reducing the cou-
pling between hardware and OS with applica-
tions. As a result, a VM can be instantiated, 
suspended, terminated, cloned, migrated, and 
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deleted. If a VM management service is oper-
ated by an infrastructural cloud service pro-
vider, it can provide dynamic VM instantiation 
and execution. Reflecting this into content de-
livery realm, a proxy that is representable as a 
VM can be dynamically activated or deacti-
vated depending on the workload content re-
quests.  
 
3 QoS-aware Collaborative Content Delivery 
System 

To achieve and maintain high perform-
ance regardless of the workload dynamics, the 
workloads should be properly distributed by 
routing clients to nodes that can satisfy the 
client requirements. In a CDN, there can be 
several candidate nodes that can satisfy a 
unique request. However, network oscillation, 
stricter QoS requirements, content unavail-
ability and other factors can also prevent any 
node from satisfying a request. This incites the 
idea of building a collaborative content deliv-
ery system that involves several CDNs or 
content provider networks (CPNs) that are 
managed by different authorities. A CPN is a 
superset of a CDN. It can be a pure CDN pro-
vider catering to multiple subscribers or a 
content service having its own dedicated net-
work. Questions following this idea include the 
architecture of such system, level of collabo-
ration or federation and the feasibility and 
benefit of its implementation in real world 
scenario. 

We are interested in exploiting end users’ 
QoS requirements in building the architecture. 
We define QoS as service quality that is char-
acterized by several attributes or parameters 
with each having either ordinal or interval 
value. We then define measurable QoS as 
quantifiable service quality whose attributes or 
parameters are of interval values and can be 
measured through certain mechanism or tool 

and obtained either instantly or after certain 
period of time. The architecture should lever-
age QoS levels supported by each provider 
network when deciding how client requests 
will be satisfied. Each client pertains to a 
minimum QoS requirement that can be met by 
one or several providers.  

To embrace the economic aspect, which is 
content revenue sharing, and implement cross 
network load balancing to anticipate SLA 
violation, a fairness model is also proposed in 
order to route clients to one of the qualified 
providers instead of always to the highest rank 
provider. 

3.1 Brokering in a  Collaborative Content 
Delivery System 

The existence of various CDNs and CPNs 
with each having its own architecture may 
bring the question about the feasibility and 
complexity of integrating the systems to form a 
collaborative content delivery system. While 
be believe that a deeper integration of incum-
bent CDNs and CPNs by creating a perfect 
overlay is possible, such integration will not 
proceed in an easy path. Besides the techno-
logical challenge, deep integration is suscepti-
ble to conflicts of interests among collabora-
tors, which may make such collaborative sys-
tem uncompelling. We are then inclined to 
incorporate a brokering system in the design of 
a collaborative content delivery system. 

A broker is a mediator between users 
represented by clients and an array of content 
providers. At the same time, the broker can 
also be the provider of some contents. The 
broker accepts a client request and determines 
if the request can be satisfied locally or should 
be forwarded to its partner content providers. A 
content indexing layer is maintained by the 
broker so that it can decide how to satisfy a 
content request. When it determines that con-
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tent can only be provisioned by partner content 
providers, it runs its algorithm of content pro-
vider selection and reroutes the client to the 
gateway of selected content provider. More 
detailed discussion about the broker architec-
ture, network topology and content provider 
selection mechanism is elaborated in the sub-
sequent parts of this section. 

Taking current content delivery realm to 
reflect the proposed system, a broker can be 
represented as a portal. The portal has its user 
base that uses various services including con-
tent download or streaming offered by the 
portal. Establishing a collaborative content 
delivery system is beneficial for the portal es-
pecially when 1) it runs a subscription model 
where some classes of users are defined based 
on their subscription type, 2) its infrastructure 
is underprovisioned for occasional bursty traf-
fic but scaling horizontally by adding new 
nodes may not be an efficient solution, or 3) 
the cost of utilizing third party content delivery 
service is comparable with the cost of 
self-fulfilling the content request. 

As implied, a broker in this work is an 
entity run by an authority that is independent of 
those of the content providers and capable of 
mediating the heterogeneous services. We then 
refer to this type of brokering as a hard bro-
kering. This is different with soft brokering 
that integrates services under various providers 
through a common communication bus and 
equips itself with autonomic self-managing 
capability. We choose a hard brokering design 
since we project this type of brokering to in-
volve less modification at the partner content 
providers’ side thus making the design more 
viable to be implemented in a real deployment. 

3.2 The Network Topology of a Brokered 
Collaborative Content Delivery System 

The network of a brokered collaborative 
content delivery system consists of the broker 
network combined with several content pro-
vider networks. A content provider network 
(CPN) can be a network of a pure CDN pro-
vider catering to multiple subscribers or a 
content service having its own dedicated net-
work. We explain each part of the networks 
and describe how to create an overlay network 
from these heterogeneous networks.  

A CDN provides users with better con-
venience upon accepting content, either by 
downloading or streaming, from the content 
servers managed by the CDN. The key concept 
to improve the user experience is by estab-
lishing distributed replica catalogs. These 
catalogs store caches or replicated contents 
locally. They are connected to each other 
through high speed networks that enable quick 
replication from central servers. The geo-
graphical view of a content provider network 
can be seen in Fig. 2.  

 
When a user located near a replica catalog 

invokes a content request, the gateway or 
managerial node in the replica will handle 
content provisioning to the users by trying to 
finding the content locally whenever possible. 
Hence, content retrieval can be made possible 
without grabbing from the central replica 
catalog. Techniques in retrieving contents from 
the content servers can be based on distributed 
hash table (Balakrishnan et al., 2003), multi-

Fig. 2. Geographical view of a content provider network 
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cast tree, Data Grid (Venugopal et al., 2006), 
or other variants. 

A CDN provider caters to a number of 
CDN users that we refer to as subscribers. The 
users can be individuals or entities. However, 
in this article, we specifically use the term 
“subscriber” to refer to the entity subscriber. In 
the case of the use of a commercial CDN pro-
vider, a contract is traditionally established 
between a subscriber and a provider. This 
contract expresses Service Level Agreement 
(SLA) that can be supported by the provider in 
exchange of compensation provided by the 
subscriber. Upon the establishment of the 
contract, the subscriber is granted access to 
utilize the infrastructure owned by the CDN 
provider by providing a means and method to 
host contents owned by the subscriber. The 
subscriber lets the provider manage the dis-
tribution of the contents in the replica catalog 
and delivery of the contents to the users of the 
subscriber. 

Nevertheless, in the proposed collabora-
tive content delivery system, we use the term 
content provider network (CPN) instead of 
CDN to reflect the network of a partner content 
provider. This is since we do not restrict to 
specific types of networks that can build such 
system. In the following discussion, we show 
how our proposed system can also be con-
structed by leveraging emerging cloud com-
putting paradigm. 

With the advent of cloud computing, big 
enterprises that host infrastructure worldwide 
can also offer the utilization of their infra-
structure (Simalango and Oh, 2009b) as a ser-
vice. This translates into the possibility of on 
demand utilization of infrastructure. The con-
cept of collaborative content providers can 
then be applied to a number of Infrastruc-
ture-as-a-Service (IaaS) providers that also 
provide management platforms for virtual 

machine instances. Such type of IaaS providers 
represent the array of content providers as 
previously shown in Fig. 2. By having the 
management platform, each IaaS provider is 
capable of managing where and how content is 
stored and retrieved on the network.  

Different with a traditional CDN provider 
that guarantees SLA to its subscribers, QoS 
assurance is a challenge in a cloud-based col-
laborative content delivery system. Besides the 
opaque view of the IaaS provider’s network 
from its tenant perspective, virtualization is-
sues (Akioka and Muraoka, 2010; Hill and 
Humphrey, 2009; Wang and Ng, 2010) and 
multitenancy of the IaaS provider’s infra-
structure also contribute to the performance 
oscillation of requests provisioned by the 
network. Total reliance to a single IaaS pro-
vider’s network is reasonable to be avoided. In 
doing so, the portal may utilize several IaaS 
providers at once. This option is feasible since 
cost is incurred on utilization basis so that re-
dundancy of content networks is not costly 
compared to traditional infrastructural-cost 
basis. 

3.2.1 Overlay Content Network 

We introduce the concept of overlay 
content network (OCN) to represent the net-
work topology of the brokered collaborative 
content delivery system. This concept is visu-
alized in Fig. 3 and is inspired from the SON 
concept. This concept also has some siimilari-
ties with that of in Grido (Das et al., 2005), 
especially in terms of using virtual coordinate 
to map the overlay node.  

In the figure, there are several content 
providers at the lateral collaborative network. 
Each of the content provider networks is con-
nected to the broker or portal through a facet or 
gateway. This gateway will manage how a 
content request is provisioned in its network. 
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The portal or broker maintains the list of con-
tents retrievable from the partner provider 
networks and contents that it can satisfy locally. 
When a client asks a broker for content, the 
broker will search its content index. If it finds 
that the content request should be satisfied by a 
partner content provider, it will select a pro-
vider and contact the gateway of the provider 
network. The broker provides information 
about the client invoking the request that in-
cludes IP address of the client and the latency 
between client and broker. The gateway should 
determine which node in its network delivers 
the content to the client.  

 
 

Lateral collaborative networks are trans-
formed into the overlay content network plane 
as follows. The broker is located at the center 
of the plane and arrows with various lengths 
are connected to the center point as their pivot. 
The length of each arrow corresponds to the 
GRV (Global Rank Value) of respective pro-
vider. A provider GRV is calculated by the 
broker from series of QoS measures collected 
during a certain time interval. It shows generic 
capability of a provider in satisfying request 
requirement and implies the tendency of a 
content provider to be selected in a content 
request. The longer the arrow is, the bigger 
GRV a content provider will be, indicating 
higher tendency to be selected in a content 
delivery transaction.  

A content request from a client can be 
mapped to a GRV value and hence another 
arrow in the overlay content network plane. 
For all arrows in the plane, we use their lengths 
as the radii and then form a circle. This is il-
lustrated in Fig. 3. In the figure, we can notice 
that GRV arrow for the client request, which is 
GRV(U1), forms a bigger circle than the one 
formed by provider 2 arrow [GRV(P2)]. This 
circle, however, is smaller than those formed 
by GRV arrows of provider 1 [GRV(P1)], 
provider N-1 [GRV(PN-1)] and provider N 
[GRV(PN)].  

 
 

As GRV implies the tendency of a pro-
vider to be selected as the provider of a content 
request, we consider the circular area outside 
the client request circle as promising area 
where the request can be satisfied according to 
SLA requirement. Providers located in this 
area are then labeled as prospective providers. 

Elaborate background of GRV and 
mechanism for deriving the value is explained 
in Section 3.5. 
3.3 Content Distribution and Delivery Sce-
narios 

Figure 3 illustrates how contents are dis-
tributed over the networks; broker and partner 
content providers..As mentioned previously 
and shown in Fig. 4, content delivery can be 

Fig. 4. A bird’s-eye view of an OCN Plane Fig. 3. The concept of Overlay Content Network 
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satisfied by either the broker or partner pro-
viders. The broker hosts some portion of con-
tents denoted as content a, b and c, which is 
usually small in terms of quantity or request 
volume. The emphasis on small quantity or 
request volume of the contents is made to bol-
ster the idea of underprovisioned broker that 
can benefit from collaboration.  The remaining 
portion of contents is hosted by the partner 
content providers.  

 

 
The broker maintains the list of external 

contents namely content A,B,..,Z retrievable 
from the partner content provider networks in 
its content indexing layer. By analyzing con-
tent request pattern, the broker decides if cer-
tain content is better served by content pro-
vider. As an example, a broker may decide to 
host popular contents at content provider net-
works due to the limitation of its capability. 
For such case, it notifies all the gateways the 
metadata of the content, which contains in-
formation about content origin and checksum, 
and let the gateways manage the replication of 
the content in their networks. 

The indexing layer contains a hash table 
with records of content keys and their corre-
sponding values. A key is obtained by hashing 
a content name using a hash algorithm such as 
SHA. A key has multiple values that include 
internal content flag and optional excluded 
provider index(es). An internal content flag is 
set to true if the content can be served by the 

broker itself. By default this flag is set to false. 
In a real-world scenario, it is difficult to 
achieve a perfect content replication as de-
picted in Fig. 5. Therefore, excluded provider 
index field can be optionally added to enlist the 
index of providers in which the content is not 
available.  

Assuming N number of partner content 
providers in Fig. 5, a content ci may only be 
available at k providers, where k<N. An algo-
rithm §1 that processes provider selection 
should filter providers that have content for 
such request before selecting the provider of 
the content delivery transaction. In an 
IaaS-based brokered collaborative content de-
livery system, however, the scenario of perfect 
content replication can be achieved. Since we 
consider IaaS providers as partner content 
providers of the broker, it can push contents to 
all instances it runs on the IaaS provider net-
works and exert total replication over all of 
them. 

3.3.1 QoS Measures to Estimate Provider Ca-
pability 

We now discuss about how the broker 
distributes content request to its partner content 
providers. Since we assume minimal knowl-
edge about the network dynamicity of the 
partner content providers, distributing content 
requests requires a non trivial strategy to en-
sure content delivery meets desired QoS re-
quirements. We propose a mechanism of es-
timating recent state of the provider by meas-
uring several values of their QoS attributes, 
processing the values and calculating GRVs of 
the providers. Having the GRVs, we can then 
invoke an algorithm to match a content request 
with one of the prospective providers.  

Table 1 summarizes the QoS measure-
ment methods. The methods are grouped based 
on entity that conducts the QoS measurement, 

Fig. 5. Content distribution scenario 
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which we refer to as the QoS referee. Since 
there are three types of entities in the system, 
which are client, broker, and partner content 
provider, there can also be three distinct types 
of QoS referee.  

QoS referee  
Client Broker Provider 

Client 
type 

Thick 
client 

Thick or thin 
client 

Thick or 
thin client 

Meas-
urement 
methods 

Periodic 
measure 
during 
content 
delivery 

Heartbeat 
message for 
QoS meas-
urement prior 
to content de-
livery, small 
content request 
to selected 
provider, pe-
riodic meas-
ures to all pro-
viders 

Self QoS 
measure 
based on 
agreed 
technique 

Advan-
tages 

Reflects 
global 
provider 
reliability 
better 

-Requires less 
modification to 
network pro-
tocol and client 
side 
-Easy to im-
plement 

-Language 
agnostic 
imple-
mentation 
at provider 
side 
-Easy to 
implement 

Disad-
van-
tages 

-Unfair 
values for 
congested 
client 
networks 
-Requires 
add-on at 
the client 
side 
-Incomple
te meas-
ures for 
bad pro-
viders 

QoS measures 
do not directly 
map client’s 
perceived val-
ues 
 

QoS 
measures 
can be 
biased 

Table 1. QoS measurement methods for different types of 
QoS referees 

 

In the first measurement method, the cli-
ent is assigned as the QoS referee. During the 
content delivery transaction, it measures the 

parameterized QoS values and sends the ag-
gregate or average values to the broker after the 
completion of the delivery in order to be sub-
sequently processed. Since clients are distrib-
uted geographically, this method reaps the 
benefit in constructing a better map of provider 
capability over wider geographical span. 
However, this method requires the client to be 
a thick client. This is since the client should 
pre-process the QoS measures before sending 
it back to the broker. Another disadvantage is it 
can not get the QoS measure of a provider that 
is never selected within a certain time interval. 
This missing information results in the broker 
incapable of updating the capability of some 
providers. 

The second measurement method sets the 
broker as the QoS referee. The broker may 
exert several approaches to measuring QoS 
attributes of the providers. Based on the regu-
larity, the approaches can be categorized into 
periodic measures and ad-hoc measures. The 
periodic measure approach is conducted by 
measuring parameterized QoS values from all 
the providers periodically. Conversely, ad-hoc 
measure approach tries to obtain the QoS 
measures from a selected provider for every 
content delivery transaction or to a random 
provider whenever necessary. The advantage 
of ad hoc approach is it can quickly detect 
service degradation at certain provider. How-
ever, similar with client-refereed measurement, 
the broker-refereed ad hoc approach may suf-
fer from QoS measure imbalance. On the other 
side, the periodic approach presents balanced 
QoS measures across all providers. Since the 
measurement is conducted by the broker, the 
client can be a thin client. Nevertheless, the 
notion that the broker is a single entity leads to 
less accurate mapping of global provider ca-
pability. In order to cope with this problem, the 
broker can provide some thick clients or agents 
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that are distributed geographically and let the 
agents conduct the QoS measurement peri-
odically and forward the measures to the bro-
ker. 

The last scenario, provider-refereed QoS 
measurement, delegates the QoS measurement 
to the providers. Each provider may measure 
the parameterized QoS values while provi-
sioning the content to the client, measure pe-
riodically, or using other agreed mechanism. 
QoS measures from each provider will be then 
reported to the broker to be processed. The 
main disadvantage of this method is potential 
subjectivity to QoS measures by the provider. 

Having discussed the possible QoS meas-
urement methods, we decided to use bro-
ker-refereed periodic QoS measures in the rest 
of our design. 

3.4 QoS Attributes for Content Delivery 

So far we have discussed about the QoS 
measurement but have not mentioned about 
QoS attributes or parameters that can be con-
sidered in a content delivery. Contents are 
categorized into static and dynamic contents. 
Each category pertains to different character-
istics, and thus QoS assessment also diverges. 
It is important to choose QoS parameters that 
are measurable and appropriate to each cate-
gory. Some primary parameters that are often 
used in measuring the content delivery are 
throughput, latency and bit rate. Other secon-
dary parameters can also be used, depending 
on the purpose of the content delivery. If QoS 
parameters are multidimensional, then chosen 
QoS parameters may have relationships with 
other parameters. As for example, there can be 
relationship between throughput and cost of 
service with waiting time with waiting time. 
Higher throughput may lead to less waiting 
time. Correspondingly, more expensive cost of 

service may lead to less waiting time (Guo et 
al., 2008).   

In content delivery, performance is a 
critical issue and is subject to network condi-
tion and the states of client and server. Per-
formance can be classified into two different 
categories: network performance and 
user-perceived performance (Fielding, 2000). 
Network performance describes some attrib-
utes of communication like throughput, 
bandwidth and usable bandwidth. 
User-perceived performance, on the other hand, 
describes the impact of information flow on the 
network to the user. Latency and completion 
time are two sample measures in this category. 

Our approach primarily combines the 
network performance with user-perceived per-
formance. This is since the broker is capable of 
sensing several network performance metrics 
and also user-perceived performance metrics. 
Measuring a user-perceived performance met-
ric can be exemplified by the broker requesting 
certain content from a provider and then 
measure the completion time for such request. 
If the broker acts as the only entity that con-
ducts QoS measures, however, the calculation 
of global user-perceived performance of a 
certain provider can be much biased. Using 
distributed agents to help conduct the meas-
urements may help the broker reduce the dis-
parity between its estimation of such QoS at-
tribute and the mean value of the attribute as 
sensed by global users. 

3.5 Transforming QoSes into Global 
Ranking 

Quantifiable ordinal and measurable in-
terval QoS values are used to determine the 
Global Rank Values (GRV) of a content pro-
vider and successively its global rank among 
other providers. Given N content providers in 
the brokered collaborative content delivery 
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system, rank 1 implies the most reliable con-
tent provider, and thus becoming the most 
preferred one, and rank N refers to the least 
reliable content provider hence the least pre-
ferred one.  

GRV of a content provider is a number 
that reflects the aggregate capability of the 
content provider to satisfy desired QoS levels 
required by a user in a content delivery trans-
action, regardless of users’ geographical loca-
tion. This number is synthesized by a GRV 
formulation process for provider. On the con-
trary, GRV of a content request is a number 
that reflects the QoS level required by user for 
that request. This number is synthesized by a 
GRV formulation process for content request. 
The formulation of GRV for provider and 
GRV for a content request is also explained in 
this section.  

3.5.1 Formulating GRV of a Content Provider 

Let us assume that there are 0>m  
measurable QoS parameters as seen in Eq. (1).  

},...,,...,,{ 21 mj qqqqQ =                (1)  

Given a provider iP , Ni ££1 , QoS measures 
of this provider at time t, where t indicates the 
QoS measurement starting time, is denoted as 

t
P
m

P
j

PP
i

iiii qqqqPQ },...,,...,,{)( 21=         (2) 
We stated that the broker should measure 

the QoS of all providers periodically. For every 
QoS measurement, the provider will obtain 
N QoS measure sets or mN *  values of QoS 
attributes. Now let us define a time interval 

1TD , during which the broker can conduct 

PBC - -times QoS measurements, which B-P 
symbolizes Broker-Provider, and obtain 

PBCN -*  QoS measure sets or PBCmN -**  
values of QoS attributes. This also means that 
within the interval, we conduct the measures 

for every 
PB

measure C
TT
-

D
= 1 . As another implica-

tion, one-time QoS measure sets of all pro-
viders should be collected in a time less than 

measureT . 
To calculate the provider GRVs and build 

their ranks, we can either use one-time measure 
sets or all QoS measure sets in 1TD .  In order to 
reduce processing overhead at the broker side, 
we use the aggregate QoS measure sets for the 
GRV calculation. The term 1TD  is therefore 
referring to the time for updating the GRVs and 
reranking all providers, hence we can denote 
the term as 1TTrerank D= . Following this ex-

pression, we can rewrite measureT  as : 

PB

rerank
measure C

T
T

-

=                     (3) 

QoS attributes in Eq. (1) comprise of 
values measured in different dimensions. To 
evaluate these values and use them as the basis 
of GRV calculation requires the transformation 
of all the values into a common dimension. 
This is achievable through normalization. 
Various methods of data normalization and 
multicriteria evaluation can be seen in (Gi-
nevicius, 2008). We are interested in adopting 
data normalization in VIKOR method and 
modify SAW (Simple Additve Weighting), a 
multicriteria evaluation technique, to build the 
GRV. Data normalization in VIKOR is ex-
pressed by Eq. (4). 

)1~0(,
minmax

max
~ ££

-

-
= xy

xyyxyy

xyxyy
xy r

rr

rr
r      (4) 

In Eq. (4), x  is a criterion, y  is an alternative, 

xyr denotes the criterion x -th value of y -th 

alternative and xyr~  denotes the normalized 
value of the x -th criterion for the y -th alter-
native.  
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Indexes and variables of the base nor-
malization equation Eq. (4) can be explained in 
the GRV formulation as follows. The criterion 
x  corresponds to QoS attribute index. The 
alternative y  corresponds to the provider in-
dex. Variable xyr  refers to the provider i -th  
value of the j -th QoS attribute. Finally, vari-
able xyr~ refers to the provider i -th normalized 
value of the j -th QoS attribute. For each QoS 
attribute jq , we define the minimum value of 

the attribute or lower bound jL  and the 

maximum value or upper bound jU . We then 
rewrite Eq. (4) as follows: 

)1~0(,~ ££
-

-
= i

i

i P
j

jj

P
jjP

j q
LU
qU

q          (5) 

By observing the characteristic of the QoS 
attributes, we can group them into two based 
on the interpretation of the value. The first 
group is “small positive” attributes. Small 
values of the attribute imply positive or pre-
ferred QoS level. Latency, response time, 
completion time and jitter are examples of QoS 
attributes under this category. Intuitively, there 
exists the group of “big positive” attributes. 
QoS attributes in this group are preferable to 
have bigger values. Throughput, availability 
and reliability exemplify the attributes in the 
group. Referring to Eq. (5), we can notice that 
it considers all QoS attributes being “big posi-
tive”. Since 1~0 ££ iP

jq , it is obvious that the 
normalized value of “small positive” attributes 
will be positivebig

P
j

iq _}~{1- . Adding scaling fac-
tor w  into Eq. (5), we can then write the equa-
tion as follows: 
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Having the formula for normalizing the 
parameterized QoS values, the next step in-
volves the transformation of the normalized 
values into a GRV. Simple additive weighting 
(SAW) is a multicriteria evaluation method 
that is expressed as: 

å
=

=
m

x
xyxy rS

1

~w                      (7) 

where yS  is the value obtained in multicriteria 

evaluation of the y -th alternative; xw  is the 
x -th criterion weight; xyr~ is the normalized 
value of the x -th criterion for the y -th alter-
native. 

We construct the GRV as using average 
additive double weighting approach. In this 
approach we use the first weighting for the 
QoS attributes. The second weighting is ap-
plied to each set of the averaged value of nor-
malized weighted QoS measures in rerankT . Let 
us rewrite Eq. (7) as: 
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where )(||*|| iPQ denotes the addition of nor-
malized values QoS of QoS attributes of pro-
vider iP . We can also write Eq. (8) as a dot 
product of two matrixes; A that is constructed 
from the QoS attribute weights and TPiQ )~( , as 
shown in Eq. (9). 
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The average of )(||*|| iPQ is denoted as 
))(||*(|| iPQav  and formulated as: 
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subject to 
mm =+++ aaa ...21                (12) 

Using the value of ))(||*(|| iPQav , we can 
calculate the GRV by adding PBC - -times of 

))(||*(|| iPQav  obtained in rerankT  and calcu-
late the average value. As the performance of a 
provider may change from time to time in 

rerankT , we care more about the most recent 
measurement to better reflect the current state 
of the provider. In other words, we should add 
weighting to each measure set by assigning 
more weight to more recent QoS measures and 
less weight to older QoS measures in rerankT . 
We can express this as: 

PB

C

k
ki

i C

PQavkFunc
PGRV

PB

-

=
å

-

= 1
))](||*(||[*)(

)(   (13) 

where )(kFunc  is the weighting function with 
input k -th QoS measurement in rerankT . We 
determine that the condition of )(kFunc  
should satisfy: 

)(1
1)(

k
kFunc

d+
=                     (14) 

subject to 
1)(0 ££ kd                         (15) 

The notation )(kd in Eq. (14) refers to desired 
perturbation for the weighting function. It is 
obvious that Eq. (14) limits the discount of 

weight to 50% of the calculated ))(||*(|| iPQav . 
The percentage is chosen to emphasize that all 
measures in rerankT  are at least 50% relevant to 
the current state of the provider. 

We can choose some functions that can fit 
the purpose of increasing the value of )(kFunc , 
hence adding more weight with small pertur-
bation, as k gets bigger. However, we will 
describe the reasoning of the selection from 
statistical analysis perspective.  

The first consideration is the notion of 
successive measures in rerankT . Central limit 
theorem states that when an infinite number of 
successive random samples are taken from a 
population, the distribution of sample means 
for each sample will become approximately 
normally distributed irrespective of the popu-
lation distribution. Given that we take large 
enough QoS measures in rerankT , 

))(||*(|| iPQav  sets in rerankT  will tend to be 
distributed normally.  

As for the second consideration, we ad-
dress the possibility of some QoS attributes 
being statistically dependent. Statistical de-
pendence can be detected from the linear or 
non-linear correlation between the attributes. 
The model assumes m  QoS attributes but let 
users select the attributes that are statistically 
independent. For detecting linear correlation 
and reducing the number of evaluated QoS 
attributes, Principal Component Analysis 
(PCA) (Shlens, 2009; Smith, 2002) can be a 
used a method for the evaluation. Another 
method is by using Independent Component 
Analysis (Comon, 1994) to extract the attrib-
utes that are statistically independent. Ex-
tending the model to automatically check sta-
tistical dependence between the attributes is 
beyond the scope of current work. This model 
however, accommodates the possibility of the 
existence of statistical dependence by design-
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ing the weighting factor to have an element of 
Gaussian noise represented in a Gaussian dis-
tribution. 

Referring to Eq. (14), we now construct 
the perturbation factor )(kd  from the Gaussian 
distribution. A Gaussian distribution is ex-
pressed as: 

p2
)(

)2/( 2xexf
-

=                   (15) 

Generalizing the magnitude of this function, 
we rewrite it as: 

)2/( 2

)( xcexg -=                  (16) 
To construct the perturbation factor, we can 
manipulate the slope of the plotted curve ex-
pressed in Eq. (16) on a Cartesian coordinate. 
The curve is illustrated in Fig. 6. We use the 
right slope to conveniently yield positive per-
turbation. The perturbation is created by cal-
culating the difference between two points on 

)(xg . 
Since we want specific behavior of per-

turbation, which is smaller in value for bigger 
k , we rephrase the term perturbation factor as 
“irrelevance factor”. Small irrelevance corre-
sponds to higher relevancy, and thus more 
weight of QoS measures. Conversely, bigger 
irrelevance corresponds to less weight of QoS 
measures. By analyzing the slope of the Gaus-
sian curve, we can construct the irrelevance 
factor as follows.  Let 00 =x  denote the start 
of sampling region and maxx  denote the end of 
the sampling region in the positive region of 
the curve. Within the interval ],[ max0 xx , there 
exists PBC - -times of QoS measurements. By 
dividing the interval with PBC -  , we will ob-

tain 
PBC

x

-

=D max . We define the irrelevance 

factor kMkM =)(  as: 
            )()( maxxgxgM kk -=  

                   )2/()2/)(( 2
max

2 xk cece -D- -=  
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Fig. 6. A Gaussian function for constructing ir-

relevance factor 
From Eq. (17), we should prove that kM will 
be maximized for smallest k and minimized 
for the largest possible k . By differentiating 

kM  on k , we obtain: 
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From Eq. (19), it is concluded that 0=k will 
return the minimum or maximum value. Sub-
stituting 0=k  into kM  returns the biggest 
value of kM , hence the highest irrelevance. 
Following this observation, we need to verify if 
the biggest PBCk -=  will return the minimum 

kM . Substituting PBCk -=  into kM  yields 
0=kM , which satisfies our requirement. 

Having formulated the weighting function 
for GRV, we can now formulate the final GRV 
formula as follows: 
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where 
( ) ( )( )2/2/ 2

max
22

max
2 xCxk

k eecM PB -- -= -  
From Eq. (20), we are interested in knowing 
the minimum and maximum value of the GRV 
that can be obtained by a provider. The mini-
mum GRV can be obtained as follows: 
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For the maximum GRV, we proceed with the 
calculation as follows: 
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We can then conclude that the interval of the 
GRV is given by: 

ww
<

+
££ å

-

=-

PBC

k kPB
i MC

PGRV
1 1

1)(0    (23) 

3.5.2 Formulating GRV of a Content Request 

In the discussion about OCN plane in 
Subsection 3.2.1, we mentioned about “pro-
spective providers” to refer to providers that 
are considered to be capable of delivering 
content to the client while complying with the 
QoS-level requirements. Finding capable pro-
viders are done by comparing the GRV of the 
providers with the projected GRV for the re-
quest.  

To compute the GRV for the content re-
quest, we need to acquire the QoS require-
ments of the request. This is possible with two 
ways. The first way is by embedding the QoS 
information in the request header and let the 

broker read the information and calculate the 
GRV for the request. The other way is by at-
taching the ID of the user who requests the 
content in the request query and let broker 
check the user class for the ID. Each user class 
should be associated with QoS requirements 
for all attributes that are used in building the 
GRV. After obtaining QoS information, the 
broker can build the GRV for the request. 

The process of calculating GRV for a 
content request is similar with calculating 
GRV of a provider with a difference that we 
assume )(||*|| iPQ  to be constant for all k . 
We then modify the base GRV formula from 
Eq. (20) as follows: 
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3.6 Initializing Global Ranking of Content 
Providers 

Let N be the number of initial partner 
content providers },...,,{ 21 NPPPP = . Contents 

},..,,{ ZBA cccc =  exist at each of the providers 
and are ready to be provisioned upon request as 
previously shown in Fig. 5. The broker will 
bootstrap the system by calculating the initial 
GRVs and rank of the providers. A seed gen-
erator is deployed to take d  random samples 
of c whose size does not exceed threshold 

thsize and ask for their deliveries from each 
provider to the broker. Every time, the content 
delivery transaction is accomplished, a set of 
QoS values },...,,{ 21 mqqq  will have been 
measured. By applying Eq. (20), the broker 
will obtain the GRV for all providers, followed 
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with their respective ranks. This process is 
depicted in Fig. 7. 
 

 

 
 

 

Algorithm 1 shows how the broker de-
termines the initial ranking of each provider in 
more detail. On line 3-5, the broker defines 
some contents it wants to request from all 
partner providers. The number of the sample 
contents d  can be less than PBC - . Line 7-13 
show the loop for retrieving the series of con-
tents from partner providers and measuring the 
QoS for the deliveries. In the implementation, 
the broker can spawn a thread for each provider, 
given that N  is not big and let the thread 
monitor the QoS measure collection for each 
provider. Having obtained all the QoS sets, the 
broker compute the GRV for all providers, sort 
the GRVs and then assign the initial rank of the 
providers.  
 
Algorithm 1: InitializeProviderRank 
1 Define the initial content provider set P 

with N  number of providers P= 
{P1,P2,…,PN} 

2 Define d  measures for each provider in P 
3 Define chosen content set csel = null from 

content set c 
4 for all i such that di ££1 do 
5     csel(i)=Distinct Select(c) with size<sizeth 

6 end for 
7 for all i such that Ni ££1 do 
8    for each index in csel as j do 

9       Request Content cj 
10       while content is being delivered do 
11          Measure QoS parameters Q 
12       end while 
13    end for 
14    Compute GRV(Pi) 
15 end for 
16 sort(GRV(Pi)) 
17 rank(Pi) := position(GRV(Pi)) 

 

The initial rank will be used as the basis of 
the provider selection mechanism explained 
later in this section. As the system begins to 
operate, more contents are delivered and more 
requests should be served. This necessitates the 
update of providers’ ranks to better reflect their 
recent states. To do so, subsequent reranking 
processes are conducted for every rerankT . The 
algorithm constructed for provider reranking, 
which uses the broker-refereed periodic ap-
proach, is shown in Algorithm 2.  
 

Algorithm 2: ProviderRerankingPeriodic 

1 Define N  number of content providers 
and provider set P 

2 Get last reranking time trerank-1 
3 Define CB-P value 

4 Calculate QoS measurement time Tmeasure 

5 while true do 
6    if now – trerank-1 ³ rerankT  then //start 

reranking process 
7       Take N *CB-P number of measured 

QoS values sets in rerankT  
8       Order QoS values sets according to 

provider index and measure time 
9       Qor-

dered={ })(,...,)(,)({ 12111 PBCPQPQPQ
-

,…,  

})(,...,)(,)({ 21 PBCNNN PQPQPQ
-

} 
10       for each i such that Ni ££1 do 
11          Compute GRV(Pi) 

Fig. 7. Block diagram of global ranking initialization 
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12       end for 
13       sort(GRV(Pi)) 
14       rank(Pi) := position(GRV(Pi)) 
15    else //collect QoS values periodically or 

select provider if there is request 
16       if Content Request is true then 
17          if Local content is true then 
18             Deliver content 
19          else 
20             if QoS requirements exist then 
21                Q(Ru) = {q1,q2,…,qm} 
22             else 
23                 Get user ID 
24                 Get user class from ID 
25                 Q(Ru) = Qclass{q1,q2,…,qm} 
26             end if 
27             Compute GRV of content request 
28             Select Provider y in P 
29            Ask for Content Delivery from Py 
30          end if 
31       else //measure QoS every Tmeasure 
32          Define z=1 
33          for every Tmeasure do 
34             for all i such that Ni ££1  do 
35                Send Heartbeat Message M to Pi 
36                Get Response R 
37                Measure QPi|z={q1,q2,…,qm}         
38             end for 
39             next z 
40          end for 
41       end if 
42    end if 
43 end while 

 
Algorithm 2 is divided into two main 

parts. The first part contains reranking process 
that calculates GRV every rerankT . This part is 
shown on line 6-14 in the algorithm. On line 
7-9, the broker identifies all the QoS measure 
sets taken in rerankT  and segregates the sets 
according to the corresponding provider in-
dexes and measurement time. GRV for each 

provider will then be calculated using formula 
in Eq. (20). Sorting the GRV values of all 
providers as shown on line 13 will allow to 
rebuild the rank of all providers as expressed 
on line 14. 

The other part of Algorithm 2 manages 
the process of collecting QoS measure sets 
from the providers every Tmeasure and at the 
same time delivers content to client if there is 
any request. This part can be found on line 
15-42 in the algorithm. Line 16-30 shows how 
the broker handles content request. If the con-
tent is available locally and its delivery is sat-
isfiable by the broker, it will directly deliver 
the content to the client without incorporating 
partner content provider as can be seen on line 
17-18. Otherwise, the broker will check the 
information of desired QoS level for the con-
tent request as shown on line 20-21, or when 
such information is not available, the user class 
invoking this request (line 23-25). The com-
puted GRV of the request will then be used as 
the basis of selecting provider that delivers the 
content to the client.  

Line 31-41 of Algorithm 2 shows the 
mechanism of collecting QoS measure sets 

from partner content providers. Every measureT , 
a heartbeat message requesting a small content 
that can be located anywhere in the content 
provider network is sent to the gateway of each 
provider. The message sender can be the bro-
ker itself or when applicable, distributed agents. 
Parameterized QoS attribute values can be 
measured while accepting the response or after 
the response is complete, depending on QoS 
attributes selected. In case of distributed agents, 
QoS measure sets should be immediately re-
ported back to the broker. However, reporting 
is not necessary if the broker self-conduct the 
measurements. The sets are then stored by the 
broker to be evaluated at the reranking time. 
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Even though we assume that there are 
N providers in the collaboration, there is also a 
possibility for a new provider to join or leave 
the ecosystem. Assume that rerankT  is big 
enough, join/leave event should be processed 
immediately to let the broker have more up-
dated view of partner content providers. For 
the join case, the provider should calculate the 
GRV of new provider using mechanism dem-
onstrated on line 8-13 in Algorithm 1. As for 
the leave case, the broker should pop out the 
leaving provider from the provider list and 
update provider ranks accordingly using steps 
shown on line 16-17 in Algorithm 1. 
 

3.7 Provider Selection for Content Delivery 

In a portal system, it is a common practice 
to segregate users into classes. Some users are 
more privileged and prioritized while some 
others are considered to be pertaining to mod-
est or less significance. The same also applies 
to our proposed architecture. We assume that 
there are K  classes of users the broker. Each 
class is associated with a certain interval of 
desired QoS values.  

There are two alternatives in satisfying 
the QoS requirements of the content provi-
sioning. The first one is generous provisioning. 
This kind of provisioning considers all pro-
viders that can satisfy above the floor value of 
QoS requirement as prospective, including 
those who can satisfy above the ceiling value 
of the requirement. The second alternative is 
called tight provisioning. As its name suggests, 
the broker filters out overqualified providers 
and only considers providers whose capabili-
ties of meeting the QoS requirement fit in the 
interval. 

In this article, we address generous pro-
visioning and let tight provisioning to be a 
subject of future discussion due to the need of 

extensive elaboration. Generous provisioning 
can be conveniently implemented if there is 
small disparity of contract values established 
between the broker and the partner content 
providers. Another constraint is that the con-
tract terms are fixed for longer period instead 
of dynamically changing per transaction like 
discussed in (Comuzzi and Pernici, 2009). 
Generous provisioning tends to present better 
user-perceived performance since the content 
request may be satisfied by a provider with 
higher estimated capability thus more 
highly-assured compliance to QoS require-
ment. 

Provider selection under generous provi-
sioning scheme is formulated as follows. Let 

},...,,{ min
2

min
1
minmin

KGRVGRVGRVGU =  denote 
the set of minimum QoS requirements for all 
K classes that are represented by their corre-
sponding GRVs.  In the set, KGRVmin refers to 
the highest requirement or the privileged user 
class. A content request may have specific QoS 
requirement or retreats to the user class in-
voking the request in general cases. A naïve 
provider selection is introduced to apply the 
principle of serving the content from the best 
provider whenever possible and described in 
Algorithm 3.  
 

Algorithm 3: NaïveProviderSelection 
1 Define provider set P with N  numbers of 

provider 
2 Define resT  as resilience time 
3 Define lastt as time of last content request 
4 Define J as index of last provider in can-

didates 
5 if )(Re qGRV  exists then 
6    XGRVmin  =  )(Re qGRV  
7 else  
8    Obtain X as user class 
9    Compute XGRVmin from )(min XQ  
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10 end if 
11 if Excluded provider(Req) exists  then 
12    excluded_provider[] = List.toArray() 
13 end if 
14 for all i such that Ni ££1 do 
15    if X

i GRVPGRV min)( ³  then 
16       if iP  not in excluded_provider then 
17          Array Candidates[] = Pi 
18       end if 
19    end if 
20 end for 
21 if Candidates is empty then 
22     Notify client 
23     Choose current rank 1 provider 
24 else 
25    sort_desc(Candidates) 
26    if (now – lastt ) > resT  then 
27       choose Candidates[0] 
28    else 
29       J = next J  
30       if XGRVjCandidatesGRV min])[( ³  then 
31          current_provider = ][JCandidates  
32       else 
33          current_provider = ]0[Candidates  
34       end if 
35       Select current_provider 
36    end if 
37 end if 

 

Line 14-20 in Algorithm 3 compares the 
GRV requirement of the content request with 
current GRVs of providers. Providers having 
GRVs above the requirement are then marked 
as candidates. Line 27 shows how a provider 
with highest GRV is chosen to provision the 
content to client. However, doing so iteratively 
may lead to service degradation due to con-
gestion at the provider network caused by the 
stream of successive requests. Since the 
reranking process is periodic, this degradation 
may not be detected until the next reranking. 

To avoid such circumstance, resT  is defined as 
the resilience time, which is the time to resort 
to the best provider for a content delivery re-
quest. Given a time resTt < , the system will 
instead try to select the next candidate provider 
in order to distribute the load to other providers. 
Line 29-35 shows how the content provider is 
shifted from the first rank provider to the sec-
ond rank and so forth before finally set back to 
the best provider again when there is no lower 
rank provider that can meet the QoS require-
ment. 

3.8 The Fairness Issue and Cross Network 
Load Balancing 

It can be noticed that naïve provider se-
lection algorithm primarily tries to choose the 
expectedly best candidate before it implements 
an ordered round-robin selecting process dur-
ing a high spike of requests. Provider shifting 
in the algorithm can be viewed as a method of 
load balancing the workloads across content 
provider networks in order to circumvent the 
degradation of the quality of service. However, 
it can be observed that in normal traffic where 
requests come in a time bigger than resT  within 

rerankT , they will always be served by the same 
provider even though several qualified candi-
dates exist. We consider this acceptable by 
design but can be impractical in real-world 
implementation. There are at least two con-
cerns on avoiding content delivery monopoly 
by a single provider. The first concern is mo-
nopoly diminishes the principle of collabora-
tion with multiple providers, which is the es-
sence of this proposal. The latter is single 
content sourcing is prone to SLA violation 
especially in the case of flash crowd. The 
fairness concept is then introduced to simul-
taneously address monopoly and SLA viola-
tion issues. 
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Several concepts of fairness pertaining to 
the networks have been proposed (Kleinberg et 
al., 2001; Ngubiri and Vliet, 2009) including 
the popular Jain index (Jain et al., 1984). In 
this architecture, we use the Jain index as the 
basis of fairness measurement. Jain index is 
expressed by the following formula:  
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where )(zf indicates the fairness index, n  
symbolizes the number of contending users 
and iz  denotes the resource allocation for the 
i -th user. 

Referring to Eq. (26), we need to deter-
mine the allocation that can increase the fair-
ness index. Let )Re|Pr( qPi denote the prob-
ability of iP serving the content request qRe . 
According to Bayes theorem, we can calculate 
the probability as: 

)Pr(Re
)Pr()|Pr(Re

)Re|Pr(
q

PPq
qP ii

i =       (27) 

where )Pr(Re q denotes the probability of the 
content request to be satisfied, )Pr( iP denotes 
the probability of the i -th provider to be se-
lected as the provider in a content delivery 
transaction, )|Pr(Re iPq  denotes the prob-
ability of the request is satisfied given the 
provider is the i -th provider.  

Given that the request can be satisfied if 
)(Re)( qGRVPGRV i ³  while iP  can provi-

sion content to at most K  classes of users, Eq. 
(27) can be rewritten into: 
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where jf  denotes the set of providers that can 
deliver contents to users of the j -th class, 

Kj ££1 . The allocation of content provi-
sioning for each provider is thus defined as: 
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where )(Pr iPov  denotes the number of con-
tents provisioned by the i -th provider within 

rerankT . 
The algorithm of fair provider selection is 

then composed as follows: 
 

Algorithm 4: FairProviderSelection 
1 Define provider set P with N numbers of  

providers 
2 Get number of contents served by provid-

ers in this epoch å
=

N

j
jPov

1
)(Pr  

3 if )(Re qGRV  does not exist then 
4    Obtain X as user class 
5 else 
6    Compute XGRVmin from *

minQ  
7    Determine class J so that 

XJ GRVGRV minmin >  
8 end if 
9 if Excluded provider(Req) exists then 
10    excluded_provider = List.toArray() 
11 end if 
12 for all i such that Ni ££1 do 
13    if iP  not in excluded_provider then 
14       for all j  such that KjJ ££  
15          if j

i GRVPGRV min)( ³  then       
16             Array Candidates[ j ][] = 

)}(Pr,{ ii PovP   
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17          end if 
18       end for 
19    end if 
20 end for 
21 for all i such that å££ Candidatesi1  do 

22    Array Allocation[ iP ] = 
iPz  

23 end for 
24 sort(Allocation) 
25 Choose provider in Allocation[0] 

//provider with smallest allocation 
26 Update fairness index 

 
To proceed with fair provider selection, 

the user class that is associated with the request 
should be obtained. This is shown on line 3-8 
in Algorithm 4. Subsequently, we then deter-
mine the provider candidates for each class that 
has GRV bigger than the GRV of the request. 
Building this candidacy list is expressed by 
line 9-20. We then calculate the allocation for 
each provider in the list and select the provider 
with the lowest allocation to improve the 
fairness. 
 
4. Implementation and Testbed Description 
 

Implementing the architectural design in 
real-world scenario will be challenging, given 
the constraint in establishing the desired col-
laboration with partner content providers. 
However, we devise a real world scenario de-
ployment along with the microbenchmark 
evaluation and numerical simulation. 

For the real world deployment, a provider 
can be a data center or a chain of coordinated 
data centers with each hosting several con-
tent-storage nodes. The provider provides a 
node with dedicated DNS name that acts as the 
gateway or contact point with the broker. 
Every time the provider is assigned to provi-
sion content, it will incorporate its own method 
in assigning a node that serves the content to 

the client. It is, however, natural that providers 
are heterogeneous in terms of infrastructure 
and enabling technologies. Given this situation, 
communication among broker, client and pro-
vider should follow a certain standard or pro-
tocol in order to bridge the heterogeneity. 

In our previous work (Simalango and Oh, 
2009a), we proposed a model for enabling 
content delivery across heterogeneous provid-
ers using the SOA approach. The model basi-
cally uses a client-refereed approach in which 
the client should return its assessed QoS values 
after content provisioning ends. In an ideal 
content delivery scenario in which network and 
client constraints are diminished, this approach 
is expected to work well in mapping and pre-
dicting provider capability. However, as we 
described in earlier section, tasking more 
computation on the client also means trans-
forming the client from a thin client to a thick 
client. This is sometimes of less user’s interest 
since the demand of new plug-in or client in-
stallation on user’s machine may pop up a se-
curity warning from the security software 
which could deter the user from using the ser-
vice. 

Despite the shortcoming of our previous 
proposal, we want to reflect some ideas in the 
design that relate to the establishment of the 
collaboration protocol. In the model, every 
content delivery is identified by a unique ses-
sion id. For every new request, a session id is 
generated by the broker and then distributed to 
the client and selected provider. The initial 
purpose of distributing the session id is to en-
able both user and provider to send a “feed-
back” message to the broker regarding the 
corresponding content delivery transaction. 
The feedback message may contain the ter-
mination of content provisioning, acknowl-
edgment of service provisioning, or even an 
error message. Besides monitoring purpose, 
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this feedback can also be used by the broker to 
evolve the GRV model to better estimate the 
match between QoS compliance and QoS 
claim of the partner content providers. Details 
of the protocol are beyond the scope of this 
article. 

In the evaluation section, we will present 
the simulation and testing of the ranking sys-
tem and provider selection algorithm. The 
simulation aims to check the intrinsic proper-
ties of the GRV concept and how feasible it is 
for real deployment. Based on the numerical 
results, the behavior of the brokering system 
during runtime will be predicted. The simula-
tion provides a comparison between the pro-
posed provider selection algorithms and tradi-
tional load balancing algorithms so that the 
type of algorithm better fitted for the archi-
tecture can be justified. The environment and 
testbed for the simulation are described in Ta-
ble 2. 
 

Algorithm simulations Item Numerical 
simula-
tions 

Server Client 

RAM 2GB 8GB  4GB 
Proc-
essor 

2.8 GHz 
single core 

2 quad 
core 
@1.6GHz 

quad 
core@1.
6 GHz  

OS Windows 
XP SP3 

RHEL 4 
64-bit 

Fedora 
10 64-bit 

LAN 100 Mbps 1Gbps 1 Gbps 
Com-
muni-
cation 

- TCP TCP 

Table 2. Simulation and testbed environment 
 

In Table 2, we can see the setup for nu-
merical simulations and algorithm simulations. 
Numerical simulations were conducted on a 
single host. The simulation tries to check the 
properties of GRV and its dynamics for various 
conditions of irrelevance factors, measurement 

time and number of QoS attributes. Algorithm 
simulations were run on two nodes. One node, 
the server, acted as the broker that received 
requests from the client. The server run several 
provider threads and executed provider selec-
tion based on the dynamicity of the provider 
threads. 
 
5. Evaluation and Analysis 
 

This section evaluates the GRV calcula-
tion and the effectiveness of algorithms pro-
posed for selecting providers in numerous 
content delivery transactions. A discussion 
complementing the analysis is also provided. 
We divide the analyses into two parts. The first 
part mainly discusses about the GRV formula-
tion and its behavior. The latter part contains 
an evaluation of the algorithms for provider 
ranking initialization, provider selection and 
the implication to the quality of content deliv-
ery service. To conduct the evaluations, we 
built a simulator named CollabCDS WiseSim 
(CollabCDS, 2010) that is capable of con-
ducting numerical simulations for GRV and 
provider selection algorithms of the proposed 
architecture. The simulator consists of a set of 
tools built using Java and command-line PHP 
technologies. 

5.1 Impact of Different Parameter Setups to 
GRV Calculation  

GRV is a novel concept proposed in this 
paper. It is used extensively to estimate the 
capability of providers and matching a content 
request with a set of prospective providers. To 
recall the formulas, we rewrite the GRV equa-
tion as follows: 
- GRV of a provider 
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- GRV of a content request 
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As shown in the equations, GRV consists of 
configurable elements; m , PBC - , and c and 

maxx in kM . We want to analyze the impact of 
variations of these configurable elements into 
the final value of the GRV. 

First simulation was conducted to observe 
the behavior of irrelevance factor kM  under 
different setups of its configurable elements. 
Recall that the equation for kM  is 

( ) ( )( )2/2/ 2
max

22
max

2 xCxk
k eecM PB -- -= -  

subject to 
10 ££ kM  

)min( kC MM
PB
=

-
 

)max(1 kMM =  
Observing the terms after c , it  is obvious that 
the conditions can be satisfied for any 

0},,{ max >-PBCxk  if 
10 £< c                       (30) 

To proceed with the simulation, we set up 
16 cases with different values of maxx , PBC -  
and c that complies with constraint in Eq. 30. 
The simulation sets for the configurable pa-
rameters are simxmax ={1,2,3,4}, 

sim
PB

C
-

={2,5,10,20} and simc ={0.1,0.2,…,1} 
respectively.  

Figure 8 illustrates the behavior of ir-
relevance factor for different frequencies of 
QoS measures in rerankT , that is PBC - . We can 
observe that if we do more measurements, we 
will have higher value of irrelevance at 1=k . 
In Fig. 8a, the maximum value of irrelevance 
factor is 0.79 that is achieved when c =1 and 
k =1. In Fig. 8b, the maximum value is 0.84 for  
c =1 and k =1. In Fig. 8c, this value increases 
into 0.86 for the same c  and k .  

 

 
We can also notice that the irrelevance 

factor plane has less steep slope as PBC -  in-
creases. At smaller c , the line drawn on the 
slope will have smaller declination angle. As 
c gets bigger, we can observe that the declina-
tion angle will also gets bigger. 

Fig. 8. Irrelevance factor planes for different PBC -  

and identical maxx  
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As demonstrated in Eq. (14), the k -th ir-

relevance factor will contribute to the value of 
QoS measure weight )(kFunc . Based on the 
irrelevance factor planes depicted in Fig. 8, we 
show the corresponding QoS measure weight 
planes in Fig. 9. In Fig. 9a, 9b and 9c, we can 
see that the weight is always equal to 1 when 

PBCk -= . For smaller k , it is obvious that the 

weight is less than 1. This observation fits our 
purpose of putting the highest importance to 
the most recent QoS measurement. 

In Fig. 9, we can observe the impact of 
different values of c to the QoS measure 
weights. As shown in the picture, when c is 
small, the weights of the k -th and 1+k -th 
measures do not differ much. However, as c  
gets closer to 1, the difference becomes larger. 
As for example, in Fig. 9a, the minimum 
weight for c =0.1 is 0.93, which is close 
enough to the maximum value of 1. However, 
when c =1, the minimum weight is 0.56, which 
indicates bigger weight difference for two 
successive QoS measurements. 

Figure 9 also shows that if we do more 
measurements when all other parameters are 
unchanged, the weight difference between the 
first and the last measure becomes bigger but 
the average difference between k -th and 

1+k -th becomes smaller. Table 3 exhibits this 
statement. It contains the comparison between 
QoS measure weights in Fig. 9a, 9b, and 9c 
when c =1. 

)(kFunc  
k  

PBC - =5 PBC - =10 PBC - =20 
1 0.559353 0.542046 0.537728 
2 0.628609 0.559353 0.542046 
3 0.739964 0.588258 0.549251 
4 0.875119 0.628609 0.559353 
5 1 0.679719 0.572357 
6 - 0.739964 0.588258 
7 - 0.806467 0.607028 
8 - 0.875119 0.628609 
9 - 0.94112 0.652894 

10 - 1 0.679719 
11 - - 0.708848 
12 - - 0.739964 
13 - - 0.772665 
14 - - 0.806467 
15 - - 0.840819 

Fig. 9. QoS measure weights for irrelevance factor 
planes in Fig. 8 
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16 - - 0.875119 
17 - - 0.908752 
18 - - 0.94112 
19 - - 0.971686 
20 - - 1 

Min 0.559353 0.542046 0.537728 
Max 1 1 1 
Av. Diff. 0.0881 0.046 0.023 
Table 3. Impact of different frequencies of measurements 

to weight difference 
 

Analyzing Table 3, we can conclude that if the 
frequency of measurement is too big, the im-
pact of weighting will be less effective. Thus, 
we need to set the the frequency to a value that 
can bring the model to be more accurate in 
estimating the current state of a provider. 

We also need to observe the effect of 
different values of maxx into the weights. For 
the observation, we will compare 

)(kFunc planes drawn for simx
max

={1,2,4} and 

PBC - =5. This is shown in Fig. 10. In the figure, 
we can observe the weight differentiation for 
different values of maxx . In Fig. 10, we can 
notice that as maxx gets bigger, the plane 
changes in outer shape from convex to concave. 
As a consequence, when the plane is concave, 
the weight of the oldest QoS measure will be 
lower than its counterpart in the convex plane. 
Translating this into into the GRV value, the 
convex plane will yield smaller GRV value 
when all other parameters including the nor-
malized values of the QoS attributes are iden-
tical. 

 

 
To conclude the discussion about parameter 
configurations, we have seen that different 
parameter setups can contribute to the calcu-
lated value of the GRV. Since we directly 
compare the GRV of a request with the GRV of 
a provider, we can analyze if a certain setup 
can properly satisfy the QoS requirement of the 
content request. Hence, the system can be 

Fig. 10. Impacts of different values of maxx to QoS 
measure weights 
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equipped with self-learning capability to 
self-tune the parameters so that less SLA vio-
lations may occur. 

5.2 Ranking System and Provider Selection 
Algorithm Evaluation and Analysis 

To evaluate the ranking system in a more 
realistic setup, we use QWS dataset (Al-Masri 
and Mahmoud, 2007). This dataset contains 
QoS measures for several Web Services. We 
argue that invoking web services can be used 
as an alternative way to get QoS measures from 
providers. QWS dataset contains aggregate 
QoS measures from several service providers. 
We consider this value as an input to initialize 
the ranks of the providers.  

We used QWS dataset version 2 that 
contains 9 usable types of QoS attributes and 
later conducted an experiment to check the 
processing time of the initial GRV by using the 
information from the dataset. The usable QoS 
attributes in the datasets are response time, 
availability, throughput, successability, reli-
ability, compliance, best practices, latency, and 
documentation. We filtered the dataset based 
on a keyword to get records that expectedly fall 
into the same category. We used the words 
“content”, “news” and “web” and obtained 
6,25 and 100 records respectively. The number 
of the records translates as the number of initial 
content providers in the system. For each set of 
provides, we ran the rank initialization algo-
rithm and collected the processing time for 
increasing the number of QoS attribute. As can 
be seen in Fig. 9, when the number of providers 
increases, the processing time becomes longer. 
Also, as we consider more QoS attributes, the 
processing time also increases. This is ex-
pected since the initialization algorithm should 
process as much information as inputted 
without the existence of cache or preliminary 

knowledge that can optimize the processing 
time. 
 

 
 

From the figure, it can be seen that the 
time complexity is )(mO  with respect to the 
number of QoS attributes. However, the time 
complexity becomes worse with regard to the 
number of providers. As we take a look at the 
steps in Algorithm 1, the time complexity is 
determined by GRV computation and GRV 
sorting process. By revisiting the GRV formula, 
it is expected that the rank initialization has a 
lower bound )log( nmnO . 

In Fig. 12, the manifestations of the se-
lected providers, which are reflected as ex-
pected GRVs using several provider selection 
algorithms, can be observed. Each algorithm 
handles client requests in a different way, and 
thus resulting in different selected provider for 
the requests. Since each provider pertains to a 
certain GRV value, the provider index can be 
represented as the expected GRV values shown 
in the figure.  

The simulation assumed a total of 1000 
clients from the same user class requesting 
contents from the broker with random arrival 
time from 10ms to 1s after the previous client. 
For each client, four provider selection algo-
rithms were implemented simultaneously, 
which are naive, fair, round-robin and random. 
The first two are proposed algorithms in this 

Fig. 11. GRV processing time for increasing the number 
of QoS attributes 

GRV Processing Time for Several Numbers of 
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work, while the rest are common load balanc-
ing algorithms found in the references. Based 
on the decision of each algorithm, the data 
generated curve for the corresponding data was 
plotted and adjoined with results from other 
algorithms.  

For the experiment, the value of N is 
N=100 from the previous ranking initialization 
simulation. Using this value, the minimum and 
maximum GRV values obtained are 
GRV=39.81 and GRV=74.04, respectively. 
The experiment also sets a condition that 
computed user GRV=50; thus, not all provid-
ers are qualified to provision content to the 
client. The simulation was started by running 
provider selection using the Naive algorithm. 
In this simulation, the value of resT was set to 
0.5 sec. Following this, simulations were 
conducted for the remaining algorithms, and 
the results were interpolated with the graphical 
plot from the Naive algorithm simulation. Ta-
ble 4 summarizes the configuration for the 
experiment. 

Referring to Fig.12, we can see that in 
comparison with the other algorithms, Naive 
algorithm in Fig. 12a yields a higher expected 
provider GRV due to its nature of always 
choosing the best provider in terms of expected 
GRV whenever possible.  

This paper refers to the expected provider 
GRV instead of real time provider GRV since 
such GRV reflects provider’s condition in the 
last Trerank instead of at the time of content re-
quest. Any requests in the picture were initi-
ated after Trerank+tarr(k),. When k is small, we 
can expect a provider performance to approach 
its performance at Trerank. However, when k 
becomes bigger, a provider performance can 
be degraded and its real time GRV can be 
lower than the expected GRV. This is mainly 
caused by the fixed bandwidth and resources 
that the provider has. As it handles more re-

quests, it adds more stacks in its request queues 
so that a request may not be immediately pro-
visioned, and thus resulting in degraded per-
formance, especially if the queuing system 
does not provide good concurrency support 
(Welsh, 2002). This is why we need to antici-
pate by implementing cross-network load 
balancing through all the potential providers by 
selecting from a bigger array of providers to 
provision the contents. 
 

Parameter Symbol Value 
Total cli-
ents served 

U 1000 

Arrival 
time 

tRarr tRarr-1R + 
[0.01,1]s 

Number of 
provider 

N 100 

Minimum 
GRV 

min(GRV(Pi)) 39.81 

Maximum 
GRV 

max(GRV(Pi)) 74.04 

Computed 
user GRV 

GRVu 50 

Resilient 
time 

TRresilient 0.5 sec. 

Table 4. Simulation configurations for provider selection 
algorithms 
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The round robin algorithm in Fig. 12c 

shows a good distribution of selected providers. 
However, as we see in the diagram, there are 
repetitive periods when this algorithm will 
select providers near threshold GRV. While 
this is acceptable by design, it can be risky 
during the implementation as a near-threshold 
provider can also experience performance 
degradation within Trerank. Let us consider a 
case where the real time GRV of a provider is 
lower than the computed user GRV. This will 
result in a failure to meet the required QoS 
level during the content delivery transaction. 
This issue also applies to the random algorithm 
shown in Fig. 12d that is unable to provide 
guarantee of well-distributed high rank pro-
viders for the selection process. We can see 
that the expected GRV in the random algo-
rithm is also unpredictable. Sometimes it goes 
close to the threshold GRV that is less desir-
able and should be avoided in the implemen-
tation. 

The argument is supplemented with the 
statistical comparison of the aforementioned 
provider selection algorithms. In Table 5, the 
data of mean, standard deviation and estimated 
reliability of each algorithm are provided. 

Estimated reliability is defined in Eq. (31) 
and refers to the estimated capability of a pro-
vider to ensure that it can meet the QoS level 
required by the user. As we deal with distrib-
uted systems with minimum control over the 
participating systems, we can not obtain real 
time network data of each system. A better 
option to get through this limitation is by im-
plementing the load balancing technique, a 
proven technique in providing better user ex-
perience. Thus, the estimated reliability equa-
tion devised also implicitly reflects the ability 
of the provider selection algorithm to do load Fig. 12. Expected GRV plots from several provider 

selection algorithms 
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balancing among high profile candidate pro-
viders. 

 ( )
%100*

))((*)(

u

selecteduselected
est GRV

PGRVGRVPGRV s
r

-
=

(31)  

 

Algorithm Mean Standard 
deviation 

Estimated 
reliability 

Naïve 72.289 1.918 85.48% 
Fair 64.686 3.251 95.49% 
Round 
robin 

61.558 3.933 90.91% 

Random 61.258 3.806 85.7% 
Table 5. Statistical comparison of the provider selection 

algorithms 
 

It can be seen in Table 5 that the fair 
provider selection algorithm outperforms oth-
ers by achieving the highest estimated reli-
ability. Comes at the second place is the round 
robin algorithm. By using the basic load bal-
ancing principle and assuming the queue buffer 
is emptied immediately, it is obvious that 
round-robin will balance the load quickly and 
evenly to all available providers. However, 
given the constraint that the system prefers 
higher profile providers to modest profile pro-
viders, the Fair Algorithm shows its effec-
tiveness in dealing with the situation. 
 
6 Conclusion 
 

We have proposed an architectural design 
for collaborative content delivery system as a 
solution to leverage content redundancy in a 
content provider network and a system to 
elastically scale underprovisioned portal. This 
architecture relies on a hard brokering system 
in which a broker is situated to route user re-
quests to an appropriate provider.  

Our proposed architecture relies on QoS 
measures of the partner content providers. The 
measures are conducted periodically  by the 
broker and will be used to map the expected 

performance of a provider prior to provisioning 
contents to clients. We developed a novel GRV 
concept to rank providers based on the his-
torical values of QoS measures and have 
shown that the projected capability reflected in 
the GRV value can be used as a method for 
assessing provider capability in ensuring an 
SLA-compliant content delivery to users. We 
have also shown that our fair provider selection 
algorithm achieved 95.5% estimated reliability. 
With such high percentage of reliability, we 
can expect to mitigate failure in meeting QoS 
requirement due to lagging of the reranking 
process by actively switching among qualified 
content providers. 

The architecture proposed in this paper 
can be a suitable option for existing inde-
pendent content delivery systems to collabo-
rate and achieve budget efficiency by sharing 
contents over various providers. It has been 
shown that the provider selection algorithm 
can exhibit good load balancing strategies that 
can be translated as proper revenue sharing 
among partner content providers that supply 
contents to a broker or portal. Moreover, this 
proposal can be adapted to be implemented in 
the future IaaS-based portal system that man-
ages content storage over distributed storage 
networks owned by various IaaS providers. 
 
7 Future Work 
 

It is clear that more complexity lies on 
adjusting the proposed architecture to be ap-
propriate for today’s content delivery. Some 
assumptions made in this proposal may not be 
applicable in real-world scenarios, and thus 
modification should be done to the pertinent 
implementation. In the real implementation of 
a fully-fledged collaborative content delivery 
system, several other tasks are actually also 
involved and should also be taken care. Future 
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work will consist of developing a working 
protocol for achieving a collaborative content 
delivery system, and to implement better 
tracking, accounting, and auditing manage-
ment for content delivery.  

Another subject of interest will be 
achieving scalability. It will be very beneficial 
to be able to scale the brokering system despite 
complex provider selection and content deliv-
ery protocols. Along with the interest is the 
work on aligning the architecture with the fu-
ture IaaS-based storage system. 
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