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ABSTRACT Social Internet of Vehicles (SIoV) is an emerging complex network where the features of
Social Networks are applied to the SIoV system. User location data forms the basis for the implementation of
SIoV functions. However, this type of data contains a large amount of user personal information, which may
cause privacy leakage if it is stolen. Protecting the privacy of the user location can eliminate concerns about
the leakage of user personal privacy data, increase users’ viscosity, and help to contribute to the improvement
of the SIoV system. This paper systematically analyzes the location privacy protection technology utilized
in recent years in the field of SIoV, proposes three types of user data location privacy protection technology,
and evaluates the performance of these technologies. We further present some potential future research
directions for location privacy protection technology through the analysis and summary of existing work.

INDEX TERMS Social Internet of Vehicles; location privacy preservation; big data; Internet of Vehicles;
Social Network

I. INTRODUCTION

SOCIAL Network (SN) is the most promising virtual
product in the Internet era, as it allows users to share

data, exchange information [1] and liaise [2] with other
users anytime and anywhere through mobile devices. As
an important branch of the Internet of Things (IoT) [3],
the Internet of Vehicles (IoV) provides for the safety and
convenience of user travel, and has consequently become
an important component of intelligent transportation systems
[4]. This is an emerging form of network that combines the
two network paradigm types of IoV and SN and is referred
to as SIoV; this network turns smart vehicles into the next
carrier of mobile SNs [5], while also enabling owners to
abandon mobile phone social functions after they get into the
cars. However, due to the popularization of SIoV systems,
user location privacy issues may arise. Since these functions
are implemented at the cost of user location data, they can
provide users with more convenient services, but may also
reveal user private information. Therefore, the question about
how to avoid user location data being leaked has become a
new research direction that has attracted widespread attention
among researchers.

The purpose of protecting user location privacy in the SIoV
context is to reduce the risk of user private information being
disclosed. Solving to this problem of great significance in
many fields, as is primarily reflected in the following aspects:

(1) Protecting user identity privacy [6]. There is a specific
connection between the location and identity information
generated by the same users, and attackers can use their
location information to speculate about the user identity
information. To a certain extent, protecting user location pri-
vacy can reduce the probability of user identity information
being disclosed.

(2) Increasing users’ viscosity. Protecting user location
privacy improves the performance of SIoV system, reduces
users’ concerns about its security, attracts more users to
use SIoV functions, increases users’ viscosity, and promotes
innovation and development in the automobile industry.

(3) Smart cities. SIoV system can guarantee the safety and
convenience of user travel, reduce property damage and casu-
alties caused by car accidents, and contribute beneficially to
the building of smart transportation systems and smart cities
[7].

(4) Personalized service recommendations. The system
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can recommend some more reliable personalized services to
users by analyzing user interests [8] and location [9]. Once
the problem of location privacy disclosure is solved, users
will be able to safely use the SIoV function to generate more
information; moreover, the system will be able to make full
use of this information to provide users with more personal-
ized service content [10].

While protecting user location privacy is of great signifi-
cance to the application of SIoVs, it is also associated with
certain disadvantages. The realization of SIoVs function-
ality is based on user location, while the location privacy
protection research is based on fuzzy positioning. On the
one hand, in order to avoid their location being guessed by
attackers, users need to protect their location privacy; on
the other hand, users who want to enjoy better location-
based services (LBSs) must provide their accurate location
information to service providers and other physical users.
There is thus a contradiction between the degree of location
privacy protection and user service demands. However, most
users are willing to submit their information provided that the
security of their private information is guaranteed.

SIoV will be a core part of intelligent transportation in
the future. As consumers of services, users should pay their
private information to service providers or other users if
they want to get better service experience. This kind of
"payment" behavior has attracted wide attention, because it
brings privacy risks to users themselves. Therefore, many
researchers have proposed varieties of algorithms to protect
the user location privacy. However, the existing SIoV is
developing towards the direction of cross-platform integra-
tion, especially the rapid development about 5G technology
in recent years, the information types generated by users
become more and more diversified and complicated, which
brings several challenges to the privacy protection algorithms
in the following aspects:

(1) Combining with non-location data. In the era of big
data, attackers can obtain other data types related to user
location data from various channels. For example, attackers
can make a match between the user location data and non-
location data by using the personality or behavior pattern. In
order to protect the user location privacy information, it is
necessary to study the mapping relationship between the user
location data and non-location data, and make the mapped
personality vector as fuzzy as possible under the condition
that the service availability is available.

Researches into SIoV is still in its infancy, the introduc-
tion of new, deeply integrated applications can strengthen
customers’ viscosity and provide convenience for users in
daily life. As the same time, it may also create new chal-
lenges for user location privacy protection. In the era of big
data, attackers can indirectly find some of the user privacy
information by analyzing user preferences. After matching
these data with the user location data, user personality vectors
can be successfully mapped. In order to better protect user
personal privacy, it is necessary to combine this nonlocation-
related data with user location data, and subsequently analyze

the mapping relationship between them in order to protect
user privacy data to a greater extent [11].

(2) Mining and analyzing user information in the SIoV
context. The integration of IoV and SN expands the potential
application scenarios while also making user data types and
relationships between users more complex and diversified.
Therefore, privacy protection and trust mechanism research
focused on how to efficiently, safely and reliably extract
user information sets. Through machine learning and other
methods, the public information set in SIoV can be mined
from the perspective of different hierarchical structures, so
as to solve the privacy problems of users in SIoV from a
multilevel perspective.

In terms of the network topology structure of SIoV users,
each node represents a user. Because the vehicles are moving
at high speed most of the time, the network topology of SIoV
users is constantly changing. Therefore, it is necessary to
model and analyze the user network topology structure in
the SIoV, then find effective algorithms to analyze the user
network topology information set, this will lay a foundation
for subsequent research into privacy protection mechanisms.

(3) Mechanisms for measuring degrees of privacy protec-
tion. Since these methods cannot be measured by a uniform
standard, it is impossible to effectively compare and analyze
existing location privacy protection methods.

If there a detailed and unitive standard was developed that
would allow these methods to be compared and analyzed
accurately, users could judge the merits and demerits of these
methods more intuitively, and choose appropriate methods
that suited their own needs. Moreover, researchers could
assess the advantages and disadvantages of these methods
more intuitively and clearly, which would facilitate their
improvement. Therefore, the research methods used to eval-
uate location privacy protection from a privacy protection
measurement mechanism perspective remains a challenging
issue.

(4) Processing of SIoV data. The SIoV social environment
is more complex than that of the general SN in terms of
user attribute information, connection and application envi-
ronment. SIoV system can generate large amount of data and
different types of data. The question about how to unify the
data generated by users remains a research issue that should
be considered in the future.

For data transmission, data integrity needs to be guaran-
teed as far as possible to ensure data security. Especially
in 5G era, these characteristics that faster data transmis-
sion speed and shorter delay tolerance put forward higher
requirements for the location privacy protection technology
in SIoV. In terms of data management, another problem
worth studying is that of how to manage a large amount
of data, so as to maximize its utilization and avoid theft by
attackers. Therefore, in response to the user data information
processing problem in 5G era, it is crucial to build a security
model that can unify, transmit and manage data.

The goal of this paper is to provide a comprehensive
review of location privacy preservation technology research,
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as well as outline guidance for future research directions in
SIoV. The contributions of our work can be summarized as
follows:

(1) We describe in detail the positive significance of
location privacy preservation in various fields, and further
summarize the challenges and possible solutions associated
with user location privacy protection.

(2) The location privacy problem has various models and
preservation frameworks, which we divide into three models
according to the different types of user data.

(3) We summarize the preservation methods utilized for
different data types and analyze the complexity between
protecting algorithms.

(4) The research status of three location privacy preser-
vation algorithms are analyzed in detail, after which their
privacy preservation performance is compared and analyzed.

(5) Location privacy preservation remains an active re-
search area, and there are many issues still to be solved.
Accordingly, we further discuss the future research directions
of location privacy preservation in SIoV.

The remainder of this paper is organized as follows. In
Section II, we introduce the model and framework of location
privacy preservation in the SIoV context. In Section III,
we summarize the basic location privacy protection tech-
niques for SIoV. We review the state-of-the-art methods and
compare the performance of different location preservation
technologies in Section IV. Finally, we discuss the future
directions in Section V and conclude this paper in Section
VI.

II. THEORETICAL CONCEPT OF LOCATION PRIVACY
PROTECTION TECHNOLOGY FOR SIOV
A. PROBLEM DEFINITION

SIoV is applied to the IoV system by referring to the SN
model. This approach can not only improve the functions of
the IoV, but also solve the research problems related to the
IoV connection, and promote the realization and application
of the IoV. As illustrated in Fig. 1, SIoV, as combination of
SN and IoV, can be seen as a fusion of the concepts, features,
models and applications of the two approaches; accordingly,
SIoV has its own unique properties [12]. This paper uses the
concept of social IoT [13] to redefine the concept of the SIoV.

Definition 1. The Social Internet of Vehicles is a subset
of the IoV. Taking the moving intelligent cars as the nodes,
and adopting the composition of SN, the vehicles’ commu-
nication function can be utilized to realize the connection
between V2X (vehicle and vehicle, person, roadside unit
and service provider), as shown in Fig. 2. Information is
exchanged with other communication-capable entities on the
roadside in order to form a model with SN features; this
enables the realization of the connection and application of
SIoV, which is a form of SN-assisted realization with the car
network as the main body.

The realization of these functions in SIoV is achieved
through facilitating the cooperation between vehicles. This
can help us to achieve unmanned driving, accident warning,

Fig. 1 Research framework of SIoV

Fig. 2 SIoV model

the finding of alternate routes and other functions, which will
enable the owner to have a better driving experience. The
realization of these functions is based on real-time vehicle
data, including some location or behavior data, such as ID,
position coordinates, driving trajectory, etc. [14].

These data contain important information about the user
location privacy and user individual privacy. User location
privacy refers to the relevant user location data, which may
contain the user location and travel trajectory. And the us-
er personal privacy information refers to the users’ home
addresses, company addresses, physical conditions, hobbies
and other sensitive information. There is a certain connection
between user location privacy information and user personal
privacy information generated by each user, and attackers
may use the location information collected to infer more user
individual privacy. Therefore, it is very necessary to protect
the user location privacy information.

It is obvious that the location data is important for SIoV
system. On the one hand, if these data are added or tampered
with (for example, by adding false information), this will not
only affect users’ driving experience, but also cause safety
problems. On the other hand, once these data are stolen by
attackers [15], this will pose a threat to the privacy of the
user information if data analysis and other related methods
are applied [16]; accordingly, privacy becomes an important
factor influencing the development of SIoV [17].

VOLUME 4, 2016 3



This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/

This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2020.3036044, IEEE Access

X. Jia et al.: A Survey of Location Privacy Preservation in Social Internet of Vehicles

The purpose of protecting user location privacy is to min-
imize the risk of user privacy information being disclosed
while ensuring the quality of relevant location-based ser-
vices.

As illustrated in Fig. 3, due to the large number of SIoV
users, the amount of data generated is huge, while there
are also certain differences in the forms of data. Therefore,
the location privacy protection technology of big data-based
SIoV can be roughly divided into three categories: location
privacy protection based on user attribute information (user
personal information), location privacy protection based on
user behavior information (users’ behavior while driving),
and location privacy protection based on user relationship
network (the relationships of connection between users and
other nodes in the social processes).

Fig. 3 Information classification framework in the SIoV
context

B. LOCATION PRIVACY PROTECTION MODEL BASED
ON USER ATTRIBUTE INFORMATION

The attribute information generated by users in the SIoV
context is similar across different platforms. User attribute
information comprises the vehicle identification information
and the user identity information (including the user person-
al ID, vehicle information and other archival information);
these are used to represent the user identities during the
processes of user information communication. Since the user
attribute information is stored at the time the car is purchase
and is also unique, the user identities can be more quickly
identified with reference to the user attribute information;
thus, the user attribute information is likely to become the
target of attackers.

We define the type model of motor vehicles as S, which
refers to the name given by the manufacturer to vehicles of
the same genre, brand, type, series and body type, the license
plate number as N, and the name on the vehicle’s identity
documents as ID. The user attribute information set is written
as {S,N,ID}, When using the function of SIoV, the informa-
tion obtained can help the system to accurately identify the

entity users. The physical properties of the vehicle, such as
its model and license plate numbers, have already been stored
and cannot be changed. The user ID is equivalent to the user
name, which is a code name in the processes of information
interaction and can be changed according to the user needs.

In order to prevent attackers from guessing the user private
location information through user attribute information, we
need to protect the vehicle user ID when sending messages
[18]. The method adopted here is to change the user ID or
hide the user ID among other irrelevant users; this can hide
the user real identities, interrupt the attackers’ line of sight,
and reduce the probability of the user real location being
exposed.

C. LOCATION PRIVACY PROTECTION MODEL BASED
ON USER BEHAVIOR INFORMATION

In the SIoV context, users need to send and receive mes-
sages continuously during the course of normal driving. Sen-
sor devices and communication devices on the vehicle can
digitize users’ communication behavior and driving behavior.
This behavioral information can be used to infer user per-
sonality habits, social status and other sensitive information.
In this paper, these behaviors are summarized as the user
behavior information set: here, M is defined as the set of
SIoV message content, which contains all behavior informa-
tion generated by users (for example, location information,
request content, etc.). M can be divided into two subsets L
and Q according to the user behavior information type.

Q stands for published content, which is the service re-
quested content by users, such as points of interest, naviga-
tion or automatic parking and other required service types.
L stands for location, which is the real-time positioning and
interest points exposed while driving, and is a collection of
single location points. Besides, a new behavior information
set T is derived, T stands for trajectory, which means the
track of user journeys, even if attackers have not taken all
of the user location data information, it is possible to connect
a rough trajectory through the multiple locations. The user
behavior information set is written as {L,T,Q}.

The user behavior information set contains a large amoun-
t of private user information, which consequently attract
attackers’ attention. By analyzing the correlation between
user attribute data and behavior data, researchers have built
a multi-modal user data mapping model for use in further
analyzing user behavior patterns. As can be seen from Fig. 4,
based on several different application scenarios, this paper
divides the location privacy protection methods based on
user behavior information into three categories: positioning,
trajectory and published content. This method is primarily
designed to remove the correlation between user behavior
and location privacy in order to achieve the goal of protecting
location privacy.
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Fig. 4 Location privacy protection model based on user
behavior information

D. LOCATION PRIVACY PROTECTION MODEL BASED
ON USER RELATIONSHIP NETWORK

Intelligent connected cars move at high speeds; as a result,
the connection and disconnection between users occurs very
quickly, users need to interact constantly with other nodes
while driving, and there is no guarantee that every node
encountered on the road are trustworthy and will not betray
the user. Even if the nodes are trusted, attackers may be able
to infer private user information through real-time interaction
and node behavior.

To facilitate more convenient analysis, we abstract the
user relationship network structure into a more intuitive
undirected graph G = {V,E}, where V represents the set
of user nodes in SIoV (V = {v1, v2, v3, ..., vi, ..., vn}), n is
the number of nodes, and vi is any node; moreover, E is the
set of edges, E = {(vi, vj)|vi, vj ∈ V }, such that (vi, vj)
represents the connection edge between the two nodes vi and
vj , which represents the existence of a social relationship
to the two nodes. When an information interaction occurs
between the two nodes, an edge is generated.

Fig. 5-a Real road map

In Fig. 5, Fig. 5-a illustrates the driving conditions of
eight users on the road at a particular time. Moreover, Fig.
5-b represents the network structure. The user set V =
{v1, v2, v3, ..., v8}, vehicles v1 and v8, v4 and v7, v4 and v5,

Fig. 5-b Road traffic network structure diagram

v5 and v8 communicate with each other, while other users do
not participate in the communication process, meaning that
there will be no additional connection edge.

The user relationship network structure includes both di-
rect and indirect connection relationships between users.
Here, we study the evolution of the user relationship strength
and analyze multi-hop users in the SIoV context; this is
conducted through the analysis of the user behavior patterns
and correlation content, as well as the discussion of the
existence of potential relationships between the multiple hops
users can in order to avoid attackers speculating indirectly
about user private location information.

The social anchor model [19] fully proves that the social
process may reveal the user attributes information, but it can
also be a means for us to protect the user privacy. The same
is true of SIoV, preventing attackers from guessing user real
social processes by protecting users’ social objects and social
processes.

In the process of protecting user location privacy, entity
users in SIoV are equivalent to network nodes. A is defined
as the set of relations between users, it is defined here as:

A = (aij)N×N =


a11 a12 ... a1n
a21 a22 ... a2n
... ... aij ...
an1 an2 ... ann

 (1)

which is a connected matrix, and represents the friend
relationship between two user nodes in the network. If a
friend relationship exists between node i and node j, this is
represented by 1; otherwise, it is represented by 0, represent-
ed as:

aij =

{
1, if there is a connection
0, if there is no connection

(2)

III. THE BASIC STRATEGY OF SIOV LOCATION PRIVACY
PROTECTION

SIoV combines the characteristics of IoV and SN, and
the application scenarios and relationship networks are more
complex. SIoV has its own unique characteristics, which
create more restrictions for the location privacy protection.
Vehicles move quickly than ordinary pedestrians, and the
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connections and interrupts between users are very fast, so
the topology change is faster of the whole SIoV. Besides,
vehicles need to follow the road topology and traffic rules
during driving, so the driving track is easier to be inferred.
These limiting factors must be taken into account when
designing the user location privacy protection algorithms.
Therefore, user location privacy protection technology is
more demanding than SN.

The basic strategy of SN such as k-anonymous, fake loca-
tion methods and the generalization method can be used in
location privacy protection of SIoV, but SIoV is so special,
these basic technologies can not produce great protection.
In order to achieve better performance of location privacy
protection, researchers have made improvements based on
these basic technologies. Crowdsourcing technology, social
intimate fogs, ring signature and other methods are based on
these basic strategies. After the simulation and comparison
by researchers, these methods have better performance.

Every method gives full play to its performance only in the
most appropriate scenarios. Users need to choose the most
suitable method according to their overhead, delay tolerance,
service precision requirements and scenarios, so as to fully
protect their location privacy.

A. LOCATION PRIVACY PROTECTION POLICY BASED
ON USER ATTRIBUTE INFORMATION

Since the vehicles’ physical attributes cannot be changed,
location privacy protection based on user attribute infor-
mation can only be achieved through user ID. The main
technologies utilized include anonymity [20] [21] and con-
cealment [22].

Anonymous methods mean that users don’t use the real
ID name, instead, when sending information, a false ID is
created or someone else’s ID is used to obscure their real
identities. This will interfere with the attackers’ guessing
processes and achieve the protection of user attribute infor-
mation. The most representative method employed to hide
user identity is k-anonymity. As illustrated in Fig. 6. When
users need to access location-based services, they can send
their demand information together with that of other k-1
users, i.e. {M1,M2,M3, ...,Mi, ...,Mk}, or send k user IDs
{ID1, ID2, ID3, ..., IDi, ..., IDk} at the same time, which
allows them to hide their ID names among those of other
users.

In addition, researchers also use the concept of the logical
group [23] to obscure the user identities, allowing them to
become members of the group after their real identities are
verified. Users belonging to the same logical group or troops
can communicate freely with each other without revealing
their private information.

This method is relatively simple for the users, and also
has lower overhead. However, it cannot resist multiple guess-
ing attacks by attackers; if attackers associate user attribute
information with behavioral information, the probability of
guessing correctly will be greater.

Fig. 6 The model of k-anonymity

B. LOCATION PRIVACY PROTECTION POLICY BASED
ON USER BEHAVIOR INFORMATION

Location privacy protection technology based on user be-
havior information can prevent attackers from using the cor-
relation between user attribute information and user behavior
information to build a user data model, and can according-
ly protect user location privacy more comprehensively. In
this paper, user behavior information is divided into three
information sets: a user location information set, a user
driving track information set, and a user generated content
information set.

The main user location-based location privacy protection
techniques are similar to the user attribute-based location
privacy protection methods, mainly the fake location method
and the generalization method. The generalization method
operates by obscuring the precise location of the user within
an area, and meets the user demands for the protection for
his/her location privacy by reducing the accuracy of the
position posted by the user. This approach can hide their
real location or destination among that of k-1 other users;
alternatively, the user directly sends k requests, so that even if
the attackers obtain all of this location information, they can
only obtain the approximate user location range. In short, the
user location information is generalized in order to protect
their true location data.

Moreover, the false location method means that the users
send false locations when sending out their position informa-
tion. In addition, the user can also use his/her friend relation-
ship to help him/her forward demand information (although
this approach can be easily affected by the credibility of the
user’s friend list). On this basis, crowdsourcing technology
was proposed, and will replace friends who forward mes-
sages with "workers" who need to be rewarded, users will
send their needs to the package in the crowdsourcing server,
the servers will distribute these tasks to "workers", and these
"workers" will help users to collect related services based
on location in order to obtain the corresponding rewards;
this can both stimulate the enthusiasm of "workers" and also
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ensure the quality of services obtained.
The location privacy protection based on the user travel

trajectory is achieved by reducing the correlations between
user location information in time and space. The simplest
method is the "silent area" method, in which the user turns
off his/her communication device and stays in the silent state,
then returns to a communicative state after leaving the silent
area. If this approach is used, the attackers cannot guess
the user trajectory information during the silent period. In
addition, false data is also a common method, employed to
access other user or trusted third parties’ information on the
road in order to generate false location information; this will
disrupt the attackers’ line of sight and achieve the purpose of
protecting the user trajectory information.

The location privacy protection based on user-posted com-
ments is employed to prevent attackers from analyzing the
users’ destinations or other points of interest (PoIs) from the
user demand information. The most common method is to
use public and private key pairs to encrypt the content that
the user needs to publish. The public key is generated by the
system in each small area, while the private key is distributed
by the system to each user and stored in a tamper-proof
device in his/her vehicle. The user encrypts the messages
with their own private key before sending, then uses the
public key encryption on them, which greatly reduces the
probability of attackers being able to access the user’s actual
published data.

Finally, the virtual trajectory [24] is also a commonly used
location privacy protection method. By using the location
information from a friend list, or that of other users they
encounter, a certain deviation can be formed to distort their
own true trajectory; this can disrupt the attackers’ line of
sight to a greater extent, thereby achieving better privacy
protection.

C. LOCATION PRIVACY PROTECTION POLICY BASED
ON USER RELATIONSHIP NETWORK

User relationship network-based location privacy protec-
tion technology uses the strength of potential relationships
between the user and multi-hop users to protect the user
privacy data. The most commonly used method is to select
trusted users. However, this method is too restrictive, and
group signatures are also relatively common. Users who enter
the group communicate with each other under false identities,
meaning that external attackers cannot infer the real identities
of users from among the numerous users in the group. While
attackers within a group can glean the destination of users
they interact with, they are still unable to connect the users’
pseudonyms with their real identities, which protects the
location privacy within the user relationship network.

In addition, many researchers have proposed a network
trust model [25] that can calculate the credibility of the users
and data [26], thereby ensuring that the users and data in
this model are sufficiently trusted. Another approach is to
establish a trusted routing path [27] to ensure the security
of the information during the transmission processes.

IV. CLASSIFICATION AND PERFORMANCE
EVALUATION OF LOCATION PRIVACY PROTECTION
TECHNOLOGIES IN SIOV

SIoV is a complex network structure that has been devel-
oped and perfected continuously in recent years. The amount
of data information generated by users is large and diverse,
and users have different privacy protection requirements.
Therefore, existing location privacy protection methods can-
not meet the requirements of all users. After determining a
given user privacy protection needs, effective technologies
can be identified to provide different services for different
users. This article summarizes the current status of location
privacy protection from three aspects according to users’
differing privacy protection needs.

A. LOCATION PRIVACY PROTECTION BASED ON USER
ATTRIBUTE INFORMATION

Every vehicle driven by user has his/her own identity,
which can to some extent directly reflect the identity of
the user. The physical feature information of the vehicle
itself cannot be changed, and nor does it participate in the
information exchange process of SIoV. When protecting user
attribute information, only the user ID name can be protected
in order to achieve the goal of privacy protection.

Dietzel et al. [28] proposed k-anonymity [29] to the study
of location privacy protection in the SIoV context first. This
involves hiding the user ID names among that of k-1 other
users nearby. Attackers thus cannot steal the user location
information based on their ID names, which facilitates the
protection for the user attribute information. When the dif-
ference between the k users is large, however, the attackers
can infer the user ID through analysis. Accordingly, in order
to reduce the degree of identification between users, Wu et
al. [30] proposed using a BP neural network to calculate the
similarity quickly and accurately between vehicle attributes
and establish a communication group based on attribute sim-
ilarity, thereby improving the stability of the group topology.
The base stations generate pseudonyms and keys for the ve-
hicles; using these pseudonyms for communication not only
can prevent other attackers in the group from discerning their
identities, but also protects the user attribute information.

It is difficult to search for users with similar attributes
and close proximity; thus, this method is not universal and
can only be used in scenes with a dense group of users. In
allusion to the multi-user collaborative collision avoidance
system proposed in literature [31], a broadcast anonymous
method has been proposed to solve the efficiency and scal-
ability problems associated with anonymous authentication.
Through using the certificateless aggregate signature, anony-
mous and batch authentication technologies, users can em-
ploy a combination of digital signatures and group signatures
when transmitting data. Moreover, batch verification with fog
equipment [32] can effectively facilitate the confidentiality of
user attribute information in the cooperation process and pro-
tect the user location privacy information. Lu et al. [33] made
improvements on the basis of anonymous authentication
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by proposing a blockchain-based anonymous authentication
scheme (BAAS). According to this approach, the vehicles use
the public keys as pseudonyms for authentication purposes
during the communication process. This not only ensures the
authenticity of the source and the integrity of the news, but
also realizes certificate transparent in order to avoid leaking
of the user real identity information.

When the attackers are hidden among the k users, however,
the system cannot accurately identify the attacker. For this
reason, Mei et al. [34] proposed an anonymous access control
scheme based on pseudonymous authentication. Users need
to register fake identity information and tokens from traf-
fic management agency authority before obtaining services;
when user uses the false identification application services,
the token can generate a false certificate for the session before
each communication takes place. This method can protect
the user attribute information. When a dispute occurs, the
authority also can reveal the user real identity at any time.
In order to further impact malicious nodes, Caballerogil et
al. [18] used the concept of logical groups to propose a new
method of k-anonymity: according to this method, each user
has a certificate to prove his/her identity, and users in the
logical group share a pair of keys, meaning that attackers
will be unable to distinguish a specific user from the other
k-1 users in the group. The system can track nodes which
are complained according to the user signatures, and can
therefore revoke the malicious nodes in time while also
protecting the user attribute information.

In order to accurately measure the degree of user privacy
information protection provided by the anonymous method,
researchers have proposed k-anonymous entropy [35] dif-
ferential privacy [36] and other methods. However, because
these methods fail to consider the changes in anonymous
collection size and anonymous duration, the measurements
are inaccurate. Corser et al. [37] summarized the existing
anonymous measurement research standards and proposed
the comprehensive performance index KDT after considering
the factors related to the anonymous methods. Here, K means
the size of the average anonymous collection, D represents
the average distance of the anonymous user location devi-
ation, while T represents the time of anonymity. Compared
with the traditional k-anonymous entropy, this method can
more accurately measure the degree of privacy protection
provided by an anonymous method.

When there are few neighbors around a user, this user is
unable to cannot hide their identities effectively. Accordingly,
in order to reduce the influence of the number of adjacent
nodes on the degree of user privacy protection, Li et al. [38]
devised a novel identity management method. Considering a
target user, when other users and the target user are in the
same group, they exchange pseudonym information between
each other. When there are no other users within a certain
distance, the user can apply for a new fake identity for com-
munication purposes. Because this fake identity is randomly
obtained from the system, it can effectively resist malicious
attacks. When this service is no longer reliable, however, the

user identity information will be directly exposed. Moreover,
Yu et al. [39] proposed a method that does not rely on the
servers, and instead integrates the concept of mixed space
into the method of exchanging pseudonyms, such that the
concept of MixGroup was proposed. During the driving
process, exchanging pseudonyms is continuously performed
with other users that the user encounters; this can greatly
increase the number of pseudonyms that can be utilized,
meaning that the probability of attackers using the ID to track
the user is greatly reduced. Even in cases where vehicles are
sparse, this approach is better able to protect the user attribute
information and achieves the good performance.

While anonymous schemes can effectively hide user at-
tribute information, changing pseudonyms at inappropriate
times and places may result in private information being ex-
posed. In order to facilitate better performance of these meth-
ods, it is therefore necessary to consider the appropriate tim-
ing. Lu et al. [40] proposed a social spots strategy (PCS) for
changing the user names (which has accessed to more unique
properties of users), using the size of the anonymous set
as the standard of location privacy measurement, and using
game theory methods to demonstrate that the method is prac-
tical in real-world applications. Better results are achieved
when this method is used to change the pseudonym at a
specific place. To make the method of changing pseudonyms
more flexible, one research scholar combined pseudonyms
with ordinary Mix-zone technology [41] [42] to improve
performance, Xia et al. proposed a dynamic traffic-adaptive
Mix-zone [43]. According to this method, users can measure
the protection level of the Mix-zone based on joint entropy,
then decide whether to dynamically create the Mix-zone that
will allow vehicles to change their pseudonyms at any time.
This system can achieve differentiated protection that can
flexibly accommodate the needs of different users.

When the number of pseudonyms is sufficient, the proba-
bility of users being able to hide their attribute information
will be greatly increased, while the degree of protection
provided for their location privacy will also be higher. How-
ever, the addition of too many pseudonyms will burden the
system and cause a waste of resources. In order to avoid
the abuse of pseudonyms, researchers have proposed some
conditional cryptography-based anonymous authentication
schemes [20] [21]. However, these methods have high com-
putational complexity and high communication cost. Zhang
et al. [44] proposed a pseudonym distribution managemen-
t scheme based on mobile cloud computing, in which a
certification center generates vehicle pseudonyms at a con-
stant rate and stores them in the repository, when a user
needs to access services, he/she applies to the local cloud
for the pseudonym ahead of time. This approach utilizes a
pseudonym management scheme based on fog computing,
which has abundant network edge resources; accordingly,
the method can transfer the pseudonym management system
to the fog, which is composed of roadside units (RSUs),
and proposes the concept of pseudonyms change choice
pseudonyms problem, which can effectively reduce costs and
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ensure that the user attribute information is safe without
creating delays in data transmission. Moreover, in order to
solve the problem of computing complexity, Wang et al. used
the dimension reduction method to manage the pseudonyms
[45]; this reduces both the time cost and space complexity of
vehicle certifications, while the new condition of anonymous
VKPCA (vehicular communication network based on kernel
principal component analysis) is also implemented to avoid
abuse of the anonymities at the same time. This approach
has lower computational complexity, while also being able
to protect the user attribute information.

Location privacy protection policy based on user attribute
information is mainly to change or hide user ID names to
achieve the purpose of privacy protection. False ID names,
hiding in other users may help users confuse the attackers’
perceptions to a certain extent and reduce the correlation
between the ID names and the location information. The
attackers cannot associate the user ID with real-time location
information in time, thereby the probability of being suc-
cessful guessing was reduced. Moreover, the user ID does
not affect the accuracy and timeliness of users want to enjoy
services, so this method does not affect the availability of the
services.

Location privacy protection policy based on user attribute
information is relatively simple to implement. However, there
is an obvious disadvantage that these methods cannot resist
the repeated attacks of attackers. The probability of success
will increase gradually and the protection performance of
these methods will be greatly reduced if guessing attacks are
leveraged many times. Therefore, there may be higher per-
formance to protect user location privacy via user behavior
data.

B. LOCATION PRIVACY PROTECTION BASED ON USER
BEHAVIOR INFORMATION

The sensor equipment and mobile communication technol-
ogy contained in the vehicle can digitize a certain amount
of user behavior information: this includes the user attribute
information, but also implies the user personal habits, social
status and other sensitive details. This information can in
turn be used to infer private information about the location
of the users’ home and work addresses, through mining and
finishing. In order to protect the user behavior information,
this article summarizes the user behavior information set into
three aspects location, driving track, and published content
and summarizes the status of the contemporary research.

1) Privacy protection based on location

In the SIoV context, users need to continuously broadcast
their location in order to obtain LBSs, such as navigation,
road advanced alarm, and service query. They need to pro-
vide location information for service providers. Since these
service providers are untrusted or semi-trusted, these actions
will expose the user location information at that time; thus,
protecting the precise location of users can effectively protect

the user private location information while sending informa-
tion.

In order to avoid revealing the user location information
while information is being sent, researchers hope to hide the
user real location during this process. K service requirements
can be used to confuse the users’ real target location. Howev-
er, because the vehicle moves at high speeds, k-anonymity is
generally difficult to achieve. Liu et al. combined the caching
strategy [46] with the k-anonymity strategy to propose a loca-
tion privacy protection strategy based on active caching [47].
Within the RSUs, some services are cached and provided
for users freely. Each user sets a k value depending on their
own needs. Users then send k requests while traversing the
driving path to the roadside units containing their needs.
When the RSUs are unable to satisfy the user needs, users
will send their requests to the service providers. This method
can satisfy the users’ needs at the lowest possible cost, and
also protects the privacy of the user behavior data; however,
this method also requires a large amount of calculation. Li et
al. [48] proposed an efficient, energy-saving location privacy
protection scheme, which can transfer the users required
location-based service requests to the fog and gather close
foggy family members in order to form social intimate fogs
for two-way transmission; this approach can isolate the direct
communication between users and the service providers.
Accurate position information can be hidden, and a content
caching mechanism is also introduced to help users send
queries quickly and flexibly, thereby providing communica-
tion delay compensation.

The two above-mentioned methods can reduce the delay
to some extent. However, when the pre-cached content is
unable to meet the user requirements, the resulting delay will
be larger. Researchers examined researches on user queries
about the SIoV, and found that this delay is a problem
that needs to be urgently solved. For this reason, a new
fog computing-based LBS framework is designed [49] that
supports mobile queries. Outsourcing some services from the
service providers to the fog nodes can compensate for the
deficiencies in cloud processing. Moreover, on this basis, two
privacy-protected query schemes are proposed: kNN and T-
kNN. For the user query request, the system feeds back the
k closest PoIs to achieve a low-latency query response, while
T-KNN supports fine-grained PoI queries. This privacy pro-
tection method can ensure that users’ queries are immediate
and reliable.

Furthermore, using a fuzzy real location will affect the
accuracy of obtaining relevant services. Accordingly, the
researchers propose using trusted partners to forward these
messages; this not only avoids disclosure of the location
information, but also ensures the availability of the services.
Ying et al. proposed a social privacy-based location privacy
protection (SLP) method to protect user behavior informa-
tion [50]. Using multi-hop trusted users in a certain area
obfuscates the initial sent location, and also puts forward a
social list that helps users in selecting reliable partners, even
if there are no trusted partners within the original sender’s
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communication range. The method also achieves a higher
level of privacy protection for the user behavior information.
Subsequent improvements have been made on this basis, and
a social perception-based location privacy protection method
was consequently proposed [51] [52]. B-SLP can enable
users to obscure their location within a certain area, while
I-SLP can conceal users and confuse them with the other
k-1 users located in the same area; moreover, E-SLP can
encourage the other k-1 users to cooperate, which can further
protect the user behavior information and help to ensure the
user service quality.

Although the method of relying on partners to forward
messages is effective at helping users to hide their location, it
still requires the cooperation of trustworthy partners. Accord-
ingly, crowdsourcing technology was proposed to distribute
the content that users need to multiple "workers" through
the crowdsourcing servers, after which the relevant results
are collected by these "workers" and fed back to the users
[53]. "Workers" involved in crowdsourcing may therefore
disclose their locations. In order to solve the location privacy
problem posed about "workers" in crowdsourcing, Qian et
al. [54] used location differential privacy to obscure user real
location and designs a task assignment strategy based on this
disrupted location. This mainly includes three components:
participants, task publishers and a task publishing platform.
The task publisher publishes tasks, along with the minimum
number of subtasks for each task, to the platform. Platforms
using differential privacy can protect the location privacy of
participants, as well as cause participants’ moving distance to
be minimized in order to optimize the distribution strategy.
Participants use the disturbance mechanism to upload their
false positions on the platform; this not only protects the
participants’ private location information, but also ensures
the availability of the collected services.

Another problem associated with crowdsourcing technol-
ogy is that of how to ensure that the "workers" collection of
messages is reliable. Azad et al. [55] proposes a collaborative
crowdsourcing vehicle location privacy protection system.
According to this method, users obtain the required services
through feedback from users in the group. Evaluation and
scoring can help users to obtain high-quality services. As
the encryption and decryption phase of this process does
not depend on other third-party systems, it is better able
to protect the user private behavior information and avoid
the occurrence of single points of failure. Furthermore, the
rewards for "workers" need to be borne by users. In order
to make the obtained information more reliable and reduce
certain expenses, it is necessary to choose higher quality
"workers" [56]. Yahiatene et al. [57] introduced a blockchain
structure and proposed a distributed connected dominating
set algorithm; this approach can support a highly dynamic
network topology, as well as dynamically select trusted and
reliable "workers" for users (the users’ mobility will not
affect the quality of the selected "workers"). When the users
take all the required services package for "workers" in a
reliable manner, this does not only protect the user behavior

information, but also enables high-quality services to be
obtained.

It is not only the sending of information that can reveal the
user location information, but also the parking location. As
the state of the vehicle when it is stopped is very different
from when it is driving, it can be easily stolen by attackers.
Regarding the correlation between parking location and user
privacy preferences, Ni et al. [58] proposed a user social
behavior-based privacy protection data forwarding protocol
designed to protect user behavior information and send the
observed user social behavior to nearby RSUs; when users
revisit these social networking sites, they can retrieve infor-
mation from the RSUs directly, allowing them to avoid con-
tact with service providers and thereby protect their behavior
information. Moreover, due to its lower latency and higher
delivery rate, this method is suitable for using in shopping
malls, as users can receive related services without sending
requests. Yin et al. divided user related location services
into discrete and non-discrete location points according to
the crowd density [59], and subsequently proposed a hybrid
location privacy protection method based on differential pri-
vacy k-means, which are improved through the application of
differential privacy technology [60] and the clustering algo-
rithm [61]. Generalizing the non-discrete location points and
adding noise to the discrete points facilitates the protection
for user behavior information.

The main principle of the location privacy protection poli-
cy based on location is to utilize the false location or general-
ize user real location. Forwarding by friends, crowdsourcing
policy can help users get more accurate service information
through adding rewards, the RSUs caching function not only
reduces latency, but also reduces overhead for users. In these
methods, the attackers cannot intuitively obtain users’ accu-
rate real-time location information, thus user location privacy
will be protected from the root directly.

These methods start from the single positioning of users
and reduce the probability of tracking to the real-time lo-
cation by attackers. Users need to send their location con-
tinuously in order to get relevant services during driving,
when false locations are generated in areas where vehicles
are unlikely to appear, such as rivers and buildings, they are
easy to be identified. Even if they are multiple false location
data, there is a correlation in time and space. If the attackers
connect these locations, it will form a rough trajectory of
the user’s travel history, from which the user location data
can be indirectly inferred. Therefore, it is very necessary to
protect user position privacy from the direction of the driving
trajectory.

2) Privacy protection based on driving trajectory
The user trajectory contains correlations in time and space

across multiple locations as they drive, meaning that the
user private location information can be inferred based on
their driving trajectory. For example, due to work or family
commitments, vehicles may regularly pass through the same
fixed locations or driving along a fixed trajectory. From this
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information, attackers can guess at the users’ home address-
es, workplaces, and other sensitive information based on the
starting and ending positions of the users’ daily path. Protect-
ing the user driving trajectory can prevent the attackers from
speculating on the user personality, habits, preferences and
other relevant information, thereby achieving the protection
for the user private location information. Over a long time,
user behavior characteristics exhibit a certain regularity.

Lu et al. divided services into two categories according to
the different service types required by users delay tolerant
network (VDTN) and non-delay tolerant network (VDNTN)
and designed different location privacy protection schemes
for each of these. Du et al. [62] designed a vehicle privacy
protection scheme that combines running and transmission
for the VDTN. While driving, the users will pass information
to the vehicles or RSUs that they encounter. When consider-
ing only the location and time of the RSUs that eventually re-
ceive this information, it is very difficult to determine the user
driving trajectory; accordingly, the protection for the user
behavior information is realized. Basaran at al. [63] designed
a location privacy protection scheme for typical application
intersections in non-tolerant networks, based on the invisible
intersections of the blockchain. The vehicles that will pass
through are regarded as a queue, while the driving goals of
the vehicles are submitted in RSUs. For the roadside units,
the processor executes the traffic scheduling algorithm with
reference to the traffic rules and the information collected,
controls the color and timing of the signal lights, and is thus
better able to manage the traffic flow and protect the user
driving trajectory.

Historical location data can reveal the user individual
information. Yu et al. [39] hoped to protect user driving
trajectory information by protecting their parking location in-
formation. As the users stopping positions depend on aspects
of the user personal identity, when the vehicle stops after a
period of time and then begins to move again, it can be easily
identified by the attackers; the attackers can then recognize
and guess the user’s mobile location and carry out a mobile
preference attack. Therefore, a method that protects the user
trajectory based on the privacy of the parking location was
proposed, and the user behavior information was protected by
removing the correlation between the users and their parking
location. Sun et al. [64] found that the user location was re-
lated to interests, and proposed a region-of-interest division-
based algorithm to preserve the location privacy of mobile
device users in location-based cyber services (PPCS) for SN.
On this basis, Memon observed the density of vehicles, and
found that most vehicles stopped in social hotspots, such as
traffic intersections, congested roads, shopping malls, and
hospitals. To address this situation, a new multi-mixed area
decorrelation privacy model was proposed that reduces the
influence of the behavior trajectories of user private infor-
mation [65]. Moreover, they considered using the method
of multiple mixed regions to replace these hotspots, thereby
removing the correlations; experiments have shown that this
method is more effective than using traditional data.

When attackers try many times to speculate about the
user trajectory, the correlation-removing methods cannot pro-
tect the user location privacy as effectively. Accordingly,
researchers have proposed the method of generating false
location/trajectory to mislead the attackers. Liao et al. [66]
designed a 5G-based MFemtocell technology framework us-
ing pseudonymous technology to address the impact of users’
exposure on their driving trajectories, and consequently pro-
posed a dynamic grouping algorithm (DGD) to resolve the
SIoV security and privacy issues brought about by this high-
speed dynamic privacy. Users dynamically generate groups
[67] of areas along their own trajectories while driving,
constantly exchanging pseudonyms with other users in the
group; users will then get new pseudonyms after leaving the
group, which increases the difficulty of guessing and thereby
protects the user movement track. When users enjoy location-
based services anytime and anywhere, they constantly expose
their location privacy and driving routes. For this reason, Cui
et al. proposed a location privacy protection scheme based
on real-time location data [68]. This method dynamically
generates a virtual position for users according to the driving
conditions, which misleads the attackers about their driving
route, and uses anonymous set entropy and the success rate of
track as a measure; subsequent experiments proved that this
method is better able to protect the user routes.

Moreover, researchers have also found that the trajectory
information can be protected by suppressing the transmission
of position data. Buttyan et al. [69] added a silent area on
the basis of the mixed space and designed a position privacy
protection scheme based on the mixed area. This involved
setting a concentric circular quiet area around the mixed
area. After entering the silent area, the vehicles will adopt a
random silence strategy to stop its own communication. After
passing through the silent space and entering the mixed space
again, they will resume the communication randomly accord-
ing to the silent strategy. When a vehicle drives out again,
attackers cannot link it to a particular vehicle that entered
the area; thus, user trajectory privacy protection is realized.
However, since users cannot send information during this
time, this will affect the use of functions such as automatic
parking and route planning. Mixed areas such as these are
generally set up at large intersections or shopping malls. Li
et al. [38] applied crowdsourcing awareness technology to
SIoV and designed a two-stage privacy-preserving (TSPP)
suppression algorithm to avoid the leakage of user private
information. While driving vehicle, some data needs to be
uploaded regularly, and there is a certain probability at a
certain location that the system will suppress the uploading of
certain sensor data. TSPP can reduce the correlation in time
and space for the user between two consecutive locations; this
will not only protect the user trajectories, but also prevents
users from enjoying location-based services.

Due to users usually send out location-based information
during the normal process of driving, and user behavior
characteristic has certain regularity, user personal privacy
information can be inferred from the user trajectory. The
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privacy protection technology based on driving trajectory can
reduce the correlation between multiple locations, and reduce
the probability that the user trajectory information will be
exposed, researchers mainly achieve privacy protection by
the false location positions, blurring the accurate locations
and suppressing the sending of the location information.

However, real-time positioning and driving trajectory poli-
cies only start from the location data, and the purpose of
protecting the location data is achieved by hiding accurate
locations, fuzzing the relevant location information, but they
ignore the demand content in the user request information.
User published content may contain other information such
as the user’s target location and interests, this information
can be used by attackers to indirectly infer the user location
data. The location privacy protection technologies based on
location and driving trajectory are not enough to protect the
user location information. Therefore, researchers consider to
protect location privacy from the aspect of published content.

3) Privacy protection based on published content
In addition to their own target location, the information

sent by the user also includes the content of the services
they require or the data they communicate with other people.
An attacker who steals this type of data can conceivably
sift out the key information, while users’ interests can be
obtained through modeling, analysis and other information.
Thus, protecting the user published content information can
reduce the risk of privacy.

Wang et al. provided a comprehensive review of the pri-
vacy protection algorithms about user disseminated content
[14]. This review summarized the privacy issues and attack
patterns of content dissemination, along with the challenges
and problems to be solved in the future related research. Wu
et al. [30] proposed a secure multimedia data transmission
mechanism based on the pseudonym, which employs user at-
tribute information to dynamically generate a unique key for
the users. Users will encrypt the data they transmit using this
key, which can prevent users from outside the communication
group from attacking and stealing the communication data.
While this ensures information security, it can also reduce
the complexity of key generations. It can effectively protect
user behavior information when combined with pseudonym
technology.

Users who employ signature technology to encrypt mes-
sages can better protect their privacy; however, the system
will encounter certain difficulties when verifying the user
identities. The identity-based batch signature verification
scheme [70] [71], while able to authenticate messages, is not
resistant to replay attacks and does not possess the capacity
for anti-repudiation [72]. Lu et al. [73] conducted research on
user information security, improves on the existing methods,
and proposes a certificate signature scheme based on pairing
technology. The user first needs to register with an authority;
subsequently, the trusted authority (TA) generates a public
and private key pair for the user after verifying the user i-
dentity. Users store these keys in the vehicle’s anti-tampering

device and generate an anonymous certificate for message
authentication before each communication. As shown in the
Fig. 7, When other entities receive the messages, they first
authenticate the certificates and signatures of the messages;
when both have passed verification, the reliability of the
message is determined.

Fig. 7 Services based on pseudonym authentication

Yang [74] proposed a location privacy protection method
to defend against attacks in LBS background IoV. This is
mainly achieved through five steps. In the first step, the user
identity, location and request content are split into two group-
s, then encrypted and sent to the trusted third party (TTP)
and the service provider (SP) respectively. After receiving the
information, the TTP and SP extract the content, check the
packet loss, and then send the signature to the SP in order to
query the most accurate services. The third party forwards the
services to the user based on the received address. However,
this method necessitates reliance on a trusted third party,
which is prone to a single point of failure. For this reason,
Li et al. introduced fog computing into the line sharing
service SIoV model to preprocess user data and establish the
system [75]. This new security model uses fog computing
to reduce the bandwidth required by the system, and further
improves anonymous authentication to protect user identity
information, limits the number of participants by limiting the
rate, and uses the resolution capability rate to request routing
services that can protect the privacy of users and groups.

Privacy protection based on published content is mainly
to reduce the probability of information disclosure through
encryption and signature, and try to ensure the security of
information on the basis of ensuring the integrity of published
content. Compared with the location privacy protection tech-
nologies based on location and driving trajectory, privacy
protection based on published content has a lower impact on
the accuracy of services, but complexity and computational
cost will be higher.

The three policies based on user behavior information can
protect the user location privacy to some extent, but they
all have imperfections, for example, they don’t take into ac-
count the objects of information interaction. Unreliable social
friends in the user relationship network may also leak user
information for profit. Thus, the user relationship network
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is also a weak point from which attackers could obtain user
location information. Accordingly, in order to reduce the risk
of user location privacy leakage, we need to protect the user
relationship network.

C. LOCATION PRIVACY PROTECTION BASED ON USER
RELATIONSHIP NETWORK

The user relationship network structure in the SIoV con-
text includes a relationship of direct or indirect connection
between users. Due to the high-speed mobility of the s-
mart vehicles, the user relationship network structure will
also continue to change. The connections between nodes
face many unknown attacks. For example, unreliable social
partners may sell user relevant data. Attackers may also
speculate on user habits and preferences by analyzing so-
cial relationships. Accordingly, researchers have proposed
various research methods to protect user location privacy by
analyzing social user relationship network.

The collection of real-time traffic information in the SIoV
context requires data collected by users; however, this will
result in user location data being exposed. Thus, Feng et al.
[76] proposed a selective sharing scheme (S2PD). According
to this method, the user will need to upload the data through
encryption keys. When the data needs to be shared, the
encrypted data in the cloud will be decoded into a semi-
decrypted state; subsequently, the receiver downloads the
semi-decrypted data and uses the sender’s key to decrypt it.
Because the user shared this data through the cloud services,
the data will not be sent to unauthorized users, meaning
that users will not reveal their information to untrusted users
when sharing sensitive data. In order to ensure the real effec-
tiveness of interactions in the process of information sharing,
Chen et al. [77] proposed a blockchain-based data exchange
framework that sends the user data to the data pool. The
users on the receiving end announce the services they need
and search the data pool for optimal data, while the users at
the sending end send the data through the edge server after
verifying the identities of the receiving users, which improves
the efficiency of information interaction. This article also
proposed an iterative two-way auction mechanism designed
to encourage more users to participate, which can ensure that
the interests both parties are maximized. This will not only
ensure that both parties can obtain the information they need,
but will also hide the user private information.

Because the topology of the vehicle-mounted ad hoc net-
work is random, it is able to accommodate any connected
node. The collaboration between nodes is highly important.
In order to reduce the threats to privacy caused by socializing
with untrusted users, users try to select some trusted users
to make friends with. Referencing the method that user
identification based user attribute information in across social
networks [78] can help researchers to find two users whose
properties are more similar.

Li et al. proposed a privacy protection scheme for friends
matching that represents the user feature attributes in binary
[79]. The elements in the attribute information set are oper-

ated with hash algorithm and run the transmission protocol
which based on random inadvertent. Finally, the users are
matched according to similarity. The users matched only
to know whether or not there is an intersection between
the characteristic attribute sets matched by both parties, but
do not know any other information about the other side’s
intersection attributes; thus, users can share information with
each other without worrying about privacy. Due to the large
number of SIoV users, it takes a large amount of calculation
to select users with similar characteristics and attributes. Xiao
et al. [80] designed a privacy trusted network model based
on user credibility, further used the Bayesian algorithm to
represent the degree of confidence of a specific vehicle as
a random variable, after which he subsequently designed a
vehicle rating algorithm to evaluate the vehicle level. Com-
municating with highly trusted users can reduce the risks of
user privacy; when the user trustworthiness is listed, the users
can identify which nodes are untrustworthy and freely choose
users to cooperate with.

Researchers have hoped to use the anonymous identities to
complete the information exchange process by means of the
group signature method; however, the joining and revocation
of members remain problems. Regarding vehicle safety com-
munication, researchers have combined the pseudonym and
the group signature approaches [81] to create the ring signa-
ture [82] [83]. This approach exhibits good anonymity and
spontaneity [84] [85] and can provide very good protection
for communication between users. However, the problem
of how a ring should be formed between users needed to
be solved urgently. Accordingly, Mei et al. used encryption
technology [86] to improve the ring signature scheme by
allowing users to form a ring spontaneously while driving;
to achieve this, the system distributes a public-private key
pair for each user. This article designed two ring formation
methods: the RSUs auxiliary rings formation method is main-
ly used in areas with complete technical facilities, while the
autonomous collaborative ring formation method between
users can be applied to areas with imperfect infrastructure
and is easily able to cope with the joining and revocation
of members. These methods feature non-repudiation and
traceability.

Although signature schemes can hide user identities, ver-
ification is difficult, and researchers accordingly hope to es-
tablish a more secure communication environment for users.
Yang et al. [87] proposed a social network approach to study
trustworthy information sharing. The traditional SN method
was used to study user credibility in the SIoV context. Trust
between users was divided into direct trust and indirect trust,
with strong and weak connections between users indicating
the differing trust levels. The author classified the data,
designed an indirect trust model and algorithm, and built a
secure network capable of sharing information. Accordingly,
users can share information at any time without worrying
about the leakage of their private information. However, the
calculation involved in this method is more complicated.
Wazid et al. [88] proposed an authentication key manage-
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ment protocol (AKM-IoV) based on fog computing. In this
approach, vehicles, RSUs, and cloud servers perform authen-
tication key management between fog servers to verify their
identities, then communicate with each other. The parties
then establish a session key between them to ensure secure
communication. As the communication between users is
completely confidential under this model, malicious users
cannot track the user private information through their com-
munication. This method has superior security features.

The location privacy protection method based on the user
relationship network can compensate for the gaps in loca-
tion privacy information protection in terms of both user
attribute information and user behavior information. Existing
researches on user relationship network-based location pri-
vacy protection are mainly centered around finding reliable
users. This method can be applied in combination with other
types of user information to obtain better privacy protection
performance.

The location privacy protection method based on user
relationship network starts from the network structure of
information interaction, can compensate for the gaps in lo-
cation privacy information protection in terms of both user
attribute information and user behavior information. Such
as selecting trusted friends, unique key and signature, these
methods have higher protection effect on the user relationship
network, can prevent the communication objects from leak-
ing user data information, and cannot affect the accuracy of
the services. However, they are of high complexity and easy
to produce certain delay, which is suitable for services with
delay tolerance.

Existing researches on user relationship network-based lo-
cation privacy protection are mainly centered around finding
reliable users. This method can be applied in combination
with other types of user information to obtain better privacy
protection performance.

D. PERFORMANCE EVALUATION

Location privacy protection technologies for SIoV need to
consider the availability of services and operating costs on
the basis of user privacy protection. This paper measures the
degree of privacy protection from the following three aspects:

(1) Availability of services: Refers to the convenience and
effectiveness of SIoV in providing users with location-based
services, which reflects the service quality obtained by users
after using location privacy protection methods in the SIoV
context. Comparing the quality of services obtained before
and after using the location privacy protection algorithm, and
analyzing the value of delay and service precision, can figure
out the degree of influence of these technologies on service
availability.

(2) Degree of privacy protection: Refers to the measure-
ment of user location privacy protection, which is generally
reflected by the risk of disclosing private location informa-
tion, and which stands in contradiction with service availabil-
ity. The higher the degree of privacy protection, the lower the

service availability; accordingly, a balance between the two
needs to be struck.

The trajectory anonymous entropy and tracking success
rate are used to represent the degree of protection of user
location privacy from the relevant studies. Trajectory anony-
mous entropy Hi is used to represent the degree of uncer-
tainty of the correlation between trajectory Ti and trajectory
Tj :

Hi = −
∑

j∈ASi

p (i, j)× log2 (p (i, j)) (3)

Here, p (i, j) represents the probability that the attackers
regard the false trajectory of user j as the true trajectory of
user i, that is, the probability that the user i hides his/her true
trajectory successfully.

The tracking success probability is the anonymous set
size of the vehicles’ trajectory |ASi|. This is equal to the
probability of 1, and can be written as follows:

Pti = Pr (|ASi| = 1) (4)

Here, the anonymous set ASi about user i, is a set of all
target LBS users (including i). If |ASi| = 1, then user i
has no anonymity. To measure a system’s overall tracking
probability, one method is to compute the percentage of users
with |ASi| = 1. For example, if 47% of all users have
|ASi| = 1, then Pt = 0.47 and the system assures 53%
anonymity.

(3) Calculation overhead: The computational cost of pro-
tecting the user private location information in the SIoV
context includes computing cost, runtime cost and service
provider cost. These costs generally require users to share.
Different users have different budget expenses, so the goal
is to reduce the expenses on the same degree of privacy
protection.

We searched the performance indicators in the existing
literatures, studied their simulation processes, and analyzed
their simulation results and diagrams to find the average
values of the three performance indicators in each class of
methods. Finally, we conducted detailed theoretical analysis
of each class of methods according to the three performance
indicators. The analysis and comparison results of various
user location privacy protection algorithms for different user
data types are listed in Table 1.

Location privacy protection policy based on user attribute
information simply operates on the user ID, it will not affect
the service quality, so the service availability obtained is
relatively high. The calculation processes of the algorithm-
s are relatively simple because they are achieved through
a simple k-anonymity or pseudonym, which requires less
computational overhead. However, these algorithms are not
enough to resist multiple attacks by attackers, so the degree
of user location privacy protection is general.

Location privacy protection policy based on user behavior
information is analyzed in three categories: location, driv-
ing trajectory and published content. The whole processes
of algorithm implementation require more computation, so
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Table 1: Performance evaluation of location privacy protec-
tion policies

Techniques Calculation
overhead

Service
availability

Degree of
user location

privacy protection

Location privacy
protection policy

based on user
attribute information

[28]- [45]

low medium medium

Location privacy
protection policy

based on user
behavior information

[46]- [75]

high medium high

Location privacy
protection policy

based on user
relationship network

[76]- [88]

medium high medium

users will be allocated more computation cost. The original
data sent by users may be lost during the calculation process
because the entire calculation processes have many steps and
are complex calculations, which will have a certain impact on
the service availability. User location data can be protected
from the attackers because of so many precise calculations,
so the degree of user location privacy protection is very high.

Location privacy protection policy based on user rela-
tionship network protects user social processes, it will not
interfere with the factors affecting the quality of services,
such as the addresses of users and published contents, so
the service availability obtained by users is relatively high.
However, such methods require constant user authentication
and therefore incur some overhead. This type of algorithms
can reduce the leakage of user location data in the processes
of information transmission and achieve a relatively high
degree of location privacy protection.

We analyzed the degree of user location privacy protection
from the perspective of application scenarios. We can divide
application scenarios into three types: social hot spots (shop-
ping malls, intersections, hospitals and other areas with high
traffic flow), roads with normal two-way traffic, and remote
areas with low traffic flow. The analysis and comparison
results of various user location privacy protection algorithms
for application scenarios are listed in Table 2 (Xrepresents
that the algorithms can have better performance in the appli-
cation scenarios).

When a user is in a social hotspot, a large number of users
can communicate with the target user. All three methods are
suitable for such a scenario. The location privacy protection
technology based on user behavior information can protect
the location information about users from three aspects of
location, driving trajectory and published content, which can
achieve a higher degree of location privacy protection.

When a user is in the roads with normal two-way traffic,
he/she need to obey the traffic rules, so there is not enough

opportunity to change their driving route, which brings some
difficulty to the protection of location privacy. The user needs
to interact with other unfamiliar users to obtain LBSs, so user
location privacy needs to be protected from the perspective
of user relational network. Therefore, the location privacy
protection policy based on the user relationship network has
a higher degree of protection for the user location privacy.

When a user is in the remote areas with low traffic flow,
there are not enough users here to help he/she achieve lo-
cation privacy protection policy based on user relationship
network and k-anonymity based on user attribute informa-
tion. The user can only achieve location privacy protection by
constructing false location/trajectory, thus, the false location
method and virtual trajectory technology can achieve a higher
degree of protection for user location privacy.

Table 2: Application scenarios analysis of location privacy
protection policies

Techniques social
hotspot

two-way
traffic roads remote areas

Location privacy protection
policy based on user attribute

information [28]- [45]
X X

Location privacy protection
policy based on user behavior

information [46]- [75]
X X

Location privacy protection
policy based on user relationship

network [76]- [88]
X X

The location privacy preservation technology in SIoV has
great signification for the development of SIoV applications.
This paper surveys recent progress in the area, summarizes
existing research results, and introduces three types of lo-
cation privacy protection algorithms. It can thereby be seen
that each type of privacy protection algorithm has its own
unique characteristics. As shown in Table 1, the scope of
their application and performance can vary. Location privacy
protection policy based on user relationship network has
the highest service availability, in degree of user location
privacy protection aspect, location privacy protection policy
based on user behavior information has the best performance.
Moreover, a further comparative analysis of location privacy
protection policies was provided in Table 3.

V. FUTURE WORKS
We can obtain the information we need in various ways;

at the same time, our private information can be leaked in
many ways. The attackers, moreover, may exist on any stage
in the process. As our daily life becomes increasingly inter-
twined with intelligent technologies, the attackers’ methods
of attack also become more and more diverse. In order to
resist attackers’ violation of user privacy, we must constantly
update and improve the existing methods of defense. This
section identifies three future research directions in the field
of location privacy protection.
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Table 3: Comparative analysis of location privacy protection
policies

Techniques Advantages Disadvantages Representative
methods

Location privacy
protection policy

based on
user attribute
information
[28]- [45]

Low overhead
and simple

implementation

Low user
service

availability

K-anonym-
ous [28]
Pseudon-
ym [38]

Location privacy
protection policy

based on
user behavior
information
[46]- [75]

High degree
of privacy
protection

High
computational

overhead

Mix-zone [69]
Crowdsour-

cing policy [55]

Location privacy
protection policy

based on
user relationship

network
[76]- [88]

Availability of
serviceis is
high and

dataloss rate
is low

Implementation
is complex

and expensive

Ring signa-
ture [82]

Trust netwo-
rk model [87]

A. INTRODUCE BLOCKCHAIN TECHNOLOGY
The blockchain which born from Bitcoin and developed by

Satoshi Nakamoto [89], has played a significant role in legal
real estate medicine [90] and other fields. Therefore, we hope
to introduce blockchain technology into the location privacy
protection technology of SIoV. As illustrated in Fig. 8, the
application of blockchain technologies to location privacy
protection research in the SIoV context can compensate for
the deficiencies of existing algorithms.

The most important feature of blockchain technology is
decentralization: this means it does not rely on any third-
party mechanism, and each node is equal. Applying this
concept to research on SIoV location privacy protection can
avoid over-reliance on trusted third parties, thus avoiding the
problem of the single point of failure and reducing overhead
to a certain extent.

Secondly, data stored in the blockchain cannot be tampered
with. Storing a user personal information in the blockchain
can thus prevent other malicious users or attackers from
tampering with it. The data communicated between users
can also be stored in the blockchain. Blockchain technology
can protect the process of effective information exchange
between both users and user relationship network structures.

In addition, blockchain also has the feature of transparen-
cy, meaning that the information communicated between the
relevant users can be viewed by the users themselves, while
other irrelevant users cannot view the data and relationships
of exchange.

Blockchain technology is an emerging technology with
great development potential. We want to apply it to the
research on location privacy protection in the SIoV context
can improve the degree of location privacy protection. In
addition to storing user attribute information and communi-
cation processes, blockchain can also be treated as third party
institutions to isolate the users from semi-trusted service

providers. When attackers steal a single block, it will not
affect the whole system and avoid a single point of failure.
Blockchain not only reduces dependence on other third-
party institutions, but also improves performance while also
reducing overhead. Therefore, how to maximize the use of
blockchain technology is an important direction of our future
research.

Fig. 8 Protection of location privacy of SIoV based on the
blockchain

B. THE BALANCE BETWEEN THE LEVEL OF PRIVACY
PROTECTION AND SERVICE REQUIREMENTS

As consumers of services, users should pay their private
information to service providers or other users in order to
obtain better service experience. As a matter of fact, this
behavior that users provide their private information to data
collectors in SIoV can be regarded as investing with expected
benefits. This "profit" effect is to get a better service experi-
ence. The protection of the user location data will reduce the
accuracy of the location data information paid by the user
or extend the payment time. Therefore, the "profit" will also
be affected by the investment behavior, the accuracy of the
services will be reduced or the time cost will be increased.

Existing algorithms have striven to minimize the impact
of factors (such as service precision and delay) on service
availability on the basis of protecting user location privacy.
However, the current privacy protection mechanism cannot
well balance the interests between user privacy information
and network services in SIoV.

Therefore, we will conduct and analysis from a game theo-
ry perspective in future research work, model the relationship
between user private information and service needs in the
SIoV context, and identify the equilibrium point of incentive
cooperation between privacy protection behavior and expect-
ed benefits of users. It would be possible to improve the
service quality of SIoV if the Nash equilibrium is obtained
between the degree of user location privacy protection and
service requirements.
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C. WEIGHT ALLOCATION OF USER RELATIONSHIP
NETWORK

Location privacy protection methods based on user rela-
tionship networks are targeted at friends who can interact
and share information together. Users have direct or indirect
relationships between other users on the road; moreover, un-
trusted users may leak relevant information about the target
users, even if the friends are trusted. Nor can it be guaranteed
that friends’ information will not be stolen. Therefore, while
protecting the user relationship network can reduce the risk
of the user private location information being leaked, the
existing location privacy protection algorithms based on user
relationship network treat all users equally, meaning that their
protection cannot calibrated according to the proximity of
friends.

In the previous literature [91], we analyze user social
behavior through adapting the posterior probability-based
information entropy weight allocation method in order to
identity users. In SIoV, such weighted methods are worth
applying to the location privacy protection technology. Tar-
geted protection based on the closeness and distance of users’
friends would not only improve the protection of user private
location data, but would also save on resources. We hope
to weight the undirected graph of user relationship network
according to the degree of intimacy between users could
protect user location privacy through the undirected graph. In
addition, the intimacy function that could be used to judge the
degree of intimacy of the relationship between users is also
the focus of our future research, and the matching algorithm
could be used to unify the direct and indirect relationship
between users, these methods solve the resource wastage
caused by the different degrees of closeness of the between
user relationships.

VI. CONCLUSION
Adopting the SIoV perspective, this paper summarizes the

research status of user location privacy protection technol-
ogy in the SIoV context in recent years. At present, user
location privacy protection methods play an important role in
SIoV systems, as they can improve the system and increase
customers’ viscosity. Firstly, the underlying concepts and
location privacy of SIoV are expounded upon. In addition, the
state of the current research is analyzed in detail from three
perspectives, namely user attribute information, user behav-
ior information and user relationship network, after which
the performance is also evaluated with reference to these
three aspects. Finally, the future research directions related
to location privacy protection technology are discussed in
combination with existing researches. The location privacy
protection technology of the SIoV is the product of the era of
big data, and there are still many key issues that need to be
investigated.
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