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ABSTRACT Blockchain technology is a private, secure, trustworthy, and transparent information exchange
performed in a decentralised manner. In this case, the coordination and validation efforts are simplified as the
records are designed to update regularly and there is no difference in the two databases. This review focuses
on how the blockchain addresses scalability challenges and provides solutions in the healthcare field through
the implementation of blockchain technology. Accordingly, 16 solutions fell under two main areas, namely
storage optimization and redesign of blockchain. However, limitations persist, including block size, high
volume of data, transactions, number of nodes, and protocol challenges. This review consists of six stages,
namely identification of research question, procedures of research, screening of relevant articles, keywording
based on the abstract, data extraction, andmapping process. ThroughAtlas.ti software, the selected keywords
were used to analyse through the relevant articles. As a result, 48 codes and 403 quotations were compiled.
Manual coding was performed to categorise the quotations. The codes were then mapped onto the network
as a mapping process. Notably, 16 solutions fell under two main areas, namely storage optimization and
redesign of blockchain. Basically, there are 3 solutions compiled for storage optimization and 13 solutions
for the redesign of the blockchain, namely blockchain modelling, read mechanism, write mechanism, and
bi-directional network.

INDEX TERMS Blockchain, healthcare, scalability, systematic review.

I. INTRODUCTION
In October 2008, Satoshi Nakamoto published the first
blockchain article called ‘‘Bitcoin: A Peer-to-Peer Electronic
Cash System.’’ The Bitcoin system proposed by Satoshi
Nakamoto was based on cryptology proofing instead of trust,
enabling two or more parties to perform transactions with-
out a mediator. These parties were known as ‘‘trusted third
party’’ (TTP). As a result, this proposal solved the verification
of private transaction. This transaction was known as the
double-spending problem [1], which was the first application
of blockchain.

Blockchain technology is a private, secure, trustworthy,
and transparent information exchange performed in a decen-
tralised manner. Therefore, the coordination and validation
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efforts for the decentralised database are simplified as the
records are designed to update regularly and there is no
difference in the two databases.

The wide-ranged and promising possibility of blockchain
technology contributed to enhanced assistance in the health-
care field to medical staff and other parties in healthcare
institutions. This improved assistance is in terms of sys-
tem architecture [2]–[7], verified and authenticated record
[3], [5], [8]–[15], storage of medical records [4], [5], [10],
[15], [17], [18], [26], interoperability [13], [25], [26], [32],
security system [11], [14], [17], [23], [24], and biomedical
system [15], [17], [25], [26].

This review focuses on how blockchain addresses scal-
ability challenges and provides solutions in the healthcare
field through the implementation of blockchain technology.
However, several challenges persists, including the num-
ber of nodes [10], [15], [19], [27], [28], transactions [9],
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[10], [15], [28]–[30], high volume of data [13], [20], [30],
[32], [33], protocol challenges [9], [10], [15], [28], [34], and
block size [10], [12], [30]. To achieve productive benefits,
current technology should be developed by solving these
challenges.

This systematic review article consists of six sections.
Specifically, Section II elaborates on blockchain-based fea-
tures and highlights the works of literature related to them.
Section III highlights the research methodology, questions,
and procedures. This is followed by Section IV which elab-
orates the results based on research questions. Section V
addresses the findings and primary challenges in the health-
care system. This article is concluded in Section VI, which
also presents future directions.

II. RELATED WORKS
A. BLOCKCHAIN
Blockchain is a Peer-to-Peer (P2P) distributed ledger tech-
nology (DLT) which redefines trust in a web-based inter-
state information network. It was initially invented for the
financial industry, followed by the idea of transactions pro-
liferating without a mediator. Similar to governments and
corporations, mediators mostly play the role of trusted third
party (TTP), who receive, process, and store transactions.
However, the trust in TTP is not preferable due to its pos-
sibility to fail or malfunction, lose security, become compro-
mised, or result in the absence of the financial system [32].

From the technical point of view, blockchain is a
distributed database which is present in a P2P network.
It consists of blocks, nodes, and contracts. The blocks con-
tain information and the nodes are the point of connection
between participants. Every node stores a local copy, known
as the block in the blockchain system. The contracts happened
when the consensus of nodes agrees upon the transaction’s
validity. Thus, the transaction is considered valid [35].

In the case of blockchain systems, the trust is decentralised.
Meanwhile, the system and technology play the role of the
mediators behind. Importantly, trust in the system among
users is essential, which is followed by the sharing of keys
between participants.

B. USE OF BLOCKCHAIN IN HEALTHCARE SYSTEM
Blockchain-based application in medicine offers a remark-
able opportunity for healthcare support. Four primary cat-
egories of health or clinical blockchain applications were
found in previous literature. The first category was the
improvement in electronic medical record management for
primary patient care. This could be seen from the provision
of record access on multiple disconnected healthcare institu-
tions, prevention of data duplication, security, and scalability.
The second category was the applications which enhanced
insurance claim processes, such as ‘‘smart health profiles’’
for insurance applicants or recipients, the sharing of medi-
cal record using smart contracts in blockchain and manage-
ment of pre-authorization payments. Meanwhile, the third
category was the applications which facilitated clinical or

biomedical research, including the applications which
assisted with the collection and management of patient-
generated health data for research purposes. It also consisted
of those which facilitated data sharing among researchers.
Following that, the fourth category was the application which
connected various healthcare players or providers. This appli-
cation allowed consumers to anonymously engage with the
caregiver, including private engagement with the rate of deal
transaction.

The significant potential of blockchain is indicated
through the increase in grant researches, proposed applica-
tions or techniques, technical reviews, and eye-catching. Sub-
sequently, the increase in healthcare institutions and industry
is achieved according to the adoption of this blockchain
technology. However, the blockchain-based application is a
relatively new technology. This is added with the abundance
of inaccurate information, uncertainties, and speculations
about the potential utility of blockchain in the healthcare
field. Therefore, a clear focus and judgement are necessary
to achieve accurate results.

Notably, there are challenges and opportunities related
to the blockchain-based application in healthcare domain
which needs to be investigated in many viewpoints. A dis-
tributed system which eliminated the intermediaries pos-
sesses a strong potential of disrupting various healthcare
procedures [31].

III. RESEARCH METHODOLOGY
A. SYSTEMATIC REVIEW EXECUTION
This review involves six stages, namely (1) the identification
of research question, (2) research procedures, (3) screening
of relevant articles, (4) keywording based on the abstract,
(5) data extraction, and (6) mapping process.

B. IDENTIFICATION OF A RESEARCH QUESTION
Understanding the research questions is an essential task
before the research procedures are carried out. Following
are the research questions related to scalability challenges in
blockchain and healthcare system:

1) WHAT ARE THE SCALABILITY CHALLENGES IN
BLOCKCHAIN-BASED APPLICATIONS IN HEALTHCARE?
This research question is vital in understanding various
blockchain scalability challenges in the healthcare system.
Specifically, the relevant articles from scientific databases
need to be reviewed to determine the specific scalability
challenges which require solutions. Following that, the map
of scalability issues can be presented after the categorisation
of the challenges.

2) WHAT ARE THE BLOCKCHAIN-BASED SOLUTIONS WHICH
HAVE BEEN PROPOSED FROM THE IDENTIFIED
CHALLENGES?
Despite numerous applications being proposed, not all have
been successfully developed into a working prototype. There
are various challenges in real-world implementations which

23664 VOLUME 8, 2020



A. A. Mazlan et al.: Scalability Challenges in Healthcare Blockchain System—A Systematic Review

could be identified through the review of relevant articles.
Therefore, understanding and mapping the solutions in rela-
tion to the challenges are crucial. These solutions would then
highlight the research gap and lead the direction of future
research.

3) HOW ARE THE SOLUTIONS AND LIMITATIONS
CURRENTLY BEING ADDRESSED?
This research question aims to achieve an understanding of
the blockchain-based healthcare applications proposed by
researchers as a guide for future projects. These applications
and proposed solutions need to be categorised through map-
ping techniques. Notably, variousmodifications and improve-
ments have been done. As a result, clear directions on positive
research prospects for blockchain-based applications in the
healthcare industry could be achieved.

C. CONDUCTING RESEARCH
To develop the most substantial findings, several approaches
need to be implemented including search strategy, inclusion,
and exclusion criteria.

1) SEARCH STRATEGY
In extracting the related articles in keyword form, the research
strategy was first conducted using the key term-based
method. The specific words searched on Google Scholar
included ‘‘blockchain’’, ‘‘healthcare’’, and ‘‘scalability’’
among others. This was followed by the selection and
downloading of all articles from the earliest to the latest
publication. The aforementioned articles, reports, and pub-
lications originated from various sources including journals,
conferences, IEEE, ACM, and SCOPUS.

2) EXCLUSION AND INCLUSION CRITERIA
After the questions related to the scope were proposed, all the
primary studies were considered to identify the suitable infor-
mation related to this study’s systematic review. In this case,
184 articles were excluded as they were clearly focused on
‘‘blockchain’’ instead of ‘‘blockchain in healthcare.’’ Mean-
while, 18 prime articles were included and tagged for data
extraction. Table 1 below presents the articles with the corre-
sponding ID.

TABLE 1. Exclusion and inclusion criteria.

D. SCREENING OF RELEVANT ARTICLES
The identified articles would be screened based on several
citations provided by the database. It was crucial for the
relevant articles to be cited at least once. Therefore, 38 articles
which citation ranged from once to 38 times were obtained,
and they were relevant to this systematic review. This was
followed by the addition of 38 articles into the software using
Atlas.ti.

E. KEYWORDING BASED ON THE ABSTRACT
Generally, every article would present essential keywords
after the abstract section. Subsequently, 34 keywords
from relevant articles were compiled in Atlas.ti. However,
the keywords relevant to this review were ‘‘blockchain’’,
‘‘scalability,’’ and ‘‘healthcare.’’

F. DATA EXTRACTION AND MAPPING PROCESS
Using Atlas.ti software, the selected keywords were used to
search for all the relevant articles. As a result, approximately
48 codes and 403 quotations were compiled from the results.
The codes were then manually coded to categorise the quota-
tions. The mapping of codes was conducted onto the network
as a mapping process. In this process, the relation between
the codes was created. The scheme of the codes network is
shown in Section V.

IV. RESULTS
In this section, the results of the systematic review are
presented. In reference to this research strategy, a total of
305 articles was collected from the source.

Following the first screening which was based on the
titles of the articles and citations, 184 articles were excluded.
The remaining 121 articles were those which were not
related to healthcare. Nevertheless, the unrelated articles
were left for further selection. Additionally, healthcare
application might have been stated in the abstracts, there-
fore, it was obtained by the research protocol. Then,
duplications were eliminated by merging the 25 articles
from Mendeley, leading the reduction of the selected
articles to 38.

In the next screening process, the abstracts of the selected
articles were examined. In some cases, the introduction
and the conclusion were based on the criteria defined in
Section III.C.2 to further screen the article.

All of the selected articles were scrutinised, which were
followed by three more articles being included to refer
to other articles from a specific article. In these articles,
the topic of healthcare was mentioned in one of the sec-
tions as a potential application of blockchain, leading to
new solutions. However, three articles were excluded due to
the absence of substantial information regarding scalability
issues.

At the end of this phase, 41 articles were selected in this
study, which would be included on the list in the references
section.
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V. DISCUSSIONS
In this section, the compilation of articles was made into
two categories, namely (A) Summary of Challenges and (B)
Summary of Solutions. Five main challenges were discussed,
including details on scalability issues and 16 solutions under
two main categories.

A. SUMMARY OF CHALLENGES
Following are the issues reviewed from relevant articles to
provide insights on the issue of scalability challenges.

1) BLOCK SIZE
Block size refers to the maximum capacity for a block to
be filled up with transactions. If the capacity is exceeded,
the block will be rejected by the network.

Blockchain is a decentralized database system. Therefore,
distributed ledger indicates that every transaction is processed
by every node and consists of a copy of the entire state of
the ledger [10], [12]. However, only the important ledgers for
specific nodes would be sufficient in the healthcare system
instead of the complete copy of the ledger.

Another example for the block size issue is the unprocessed
patient data including genomic, critical organs, and others.
Although bigger data packets on-chain contribute to higher
storage costs, more data are available on-chain to audit [30].
Therefore, a balance in the ubiquitous store and exchange
transactions is essential.

2) HIGH VOLUME
High volume is defined by the high number of transactions
occurred at a real-time. When a Blockchain system is used
as a database to store patient profile data, millions of records
could be replicated on all Blockchain participants in a large-
scale healthcare scenario [20]. As a result, an overflow of
information would take place. Notably, this overflow of infor-
mation leads to a severe problem of high volume of data stor-
age in healthcare institutions in the development of scalable
interconnected provider [13].

In various cases, unprocessed files including raw genomic
datemay amountmore than 1 TB per genome. Therefore, they
should be avoided when patient data were placed on-chain
[30]. Furthermore, placing high-volume biomedical data on
the blockchain-based system is not a proper action due to its
critical performance degradation [32]. This action consists of
significant energy, delay, and overhead which are not suitable
formost resource constrained IoT devices [33]. Subsequently,
higher costs of the deployment would take place.

3) TRANSACTIONS
A blockchain transaction is a form of conducting business
with multiple entities in a specific network. The blockchain
market development is progressive as developers continue
identifying the latest methods to conduct blockchain transac-
tions. However, challenges are present when the blockchain
system scales up the technology for high transaction

volume [15]. Specifically, the current set-up of the Ethereum
blockchain requires the verification of every transaction by
every single validator on the network. This is a factor in
the slow speed of the network based on the data load [9].
Therefore, a long duration is required to reach a consen-
sus or verification of digital identity. Similarly, Ethereum,
one of the popular blockchain-based providers, is also faced
with scalability challenges including the speed of transaction
verification [10].

Existing solutions require the blockchain to generate high
amount of transactions to be processed and connected to the
network. This transaction results in the degradation of overall
performance. Another case to be considered is the possibility
for the capability rate of data synchronization in the system
to be lower than the rate of transactions required to record in
the blockchain system [28]. Overall, the duration of response
towards the request increases as the number of computing
devices increases [29].

Zero-knowledge proof (ZKP) is the crypto-based method
to verify other entities. It provides a permit for the system
to hide a transaction origin, destination, and content while
allowing the transfers to be immutable. However, the disad-
vantage of ZKP’s is its computational intensity. Specifically,
it requires multiple rounds of verification process between
the sender and the receiver, which increases with every series
of process. Furthermore, this transaction leads to further
network delay and reduces scalability [24]. The maximum
rate of transaction validation within the bitcoin network
is ≈ 7 transactions per second, which leads to a limited
throughput of large blockchain networks [31].

4) NUMBER OF NODES
A node is a component on a blockchain-based system. It is
the foundation of the technology which represents each entity
connected to the network. Logarithmically, if more nodes are
added to the network, the internode latency increases with
every additional node [10]. Additionally, the increasing num-
ber of nodes leads to an increase in computational resources
in an IoT environment.

The difficulty in running blockchain-based applications
would significantly increase with the increased number of
members or patients in the system. This is followed by the
increment in the computational requirements of the whole
blockchain infrastructure [15]. Therefore, it is crucial for
research and trials to ensure that the implementing of the
blockchain applications is cost-effective [19].
Lightweight nodes, which are known as partial nodes, are

dependent on the full nodes to function. Although the whole
blockchain does not need to be stored, the increased number
of lightweight nodes may significantly lead to workload on
blockchain servers. As a result, the scalability and throughput
of blockchain applications would be affected [27].

Logically, blockchain with the involvement of a large
community or participants possesses higher reliability and
provides better protection and higher reliability. However,
this involvement would lead to performance degradation due
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to the increase in the number of entities in every stage [28].
To illustrate, writing or reading the data will result in slow
progress of every transaction completion, which also requires
numerous computer resources. Notably, although the defini-
tion of the threshold number of large communities is the key
issue, it has yet to be addressed or adequately tested.

In the healthcare field, the connection of large commu-
nities connected is expected, which will involve the use of
blockchain. Therefore, a high amount of transactions will
be generated and recorded due to the increased usage of
blockchain. The blockchain-distributed ledger will append
new transactions after the agreement of multiple entities on
every transaction linked to the transactions in the ledger.
Although this process seems complex, it is effective as a
limited size of the blockchain is given [28]. Pre-authorization
payments are even used by some parties using short-term
data sharing to decrease the amount of memory usage in the
blockchain.

Another issue is present in the process of blockchain to
identify, verify, or use earlier transactions. Therefore, with
multiple processes happening at real-time, the system perfor-
mance degrades with larger size of the blockchain [28].

5) PROTOCOL
In the current set-up of the Ethereum blockchain, the verifica-
tion of every transaction is required by every validator on the
network. Due to this phenomenon, a fairly slower network
occurs depending on the data load [9]. Besides, blockchain
may be impractical in various other applications due to its
immutable characteristic [10].

In some emergency cases, some patient’s issues, including
unpredictable access, could not be resolved by the blockchain
system. Furthermore, the permission of access to their records
to a surgeon (or other parties) was not authorized previously
during emergency [15]. Patients are also often reluctant to
be involved or give their consent to data sharing due to
the currently inadequate appropriate mechanisms. Therefore,
in cases like these, a fair duration length is needed to obtain
fast response of the system, including the agreement of all
entities on the critical transactions [28]. Overall, protocols
related to security, storage, validation, and access must sat-
isfy the latency and throughput requirements to achieve the
efficiency of blockchain [32].

B. SUMMARY OF SOLUTIONS
Table 2 illustrates the solutions which are categorised under
two main areas, namely storage optimisation and redesign of
blockchain, reviewed from relevant articles to prove insights
regarding scalability challenges.

Fig. 1 presents the scalability solutions and issues mapped
using Atlas.ti version 8.0 to present the mind map of cate-
gorisation. This is followed by the details of the solutions
discussed in Section V.B.1 and Section V.B.2.

TABLE 2. Category of solutions.

1) STORAGE OPTIMIZATION
In this section, block size and a high volume of data are
focused on. Basically, there are 3 solutions compiled for
storage optimization.

To ensure scalable data integrity and maintain a hash
of the original data for exchange, Zhang (2018) proposed
FHIRChain by enhancing the size of the reference pointer
of the data [12]. Based on the complexity of data exchange,
N represented the size of the original data, while ε represented
the size of its reference pointer is. In the case of space
complexity, the total amount of data stored on-chain was
described as O(hash(N) +ε).

The fixed value of the hashed output of a variable-length
input consumes a constant amount of space. Compared to
the size of actual data, the size of a data reference pointer is
scalably smaller. Therefore, instead of actual data, Zhang’s
design used constant size of the data which enhanced the
scalability features.

The second solution for storage optimisation is the mini
blockchain. Bruce [36] proposed a concept for transaction
process, which was called mini-blockchain. It is a process
which aims to remove the requirement for storing the entire
blockchain to enhance the scalability.

Basic operations could be optimised by separating the
functions of the blockchain into individual mechanisms.
In this scheme, the script system and the old interlocking
transaction records are discarded to trim the block. Next,
it is replaced with a simpler concept of basic operations.
In this case, an account tree was involved as the balance sum,
including any transactions. The key of these operations is to
specify these functions into groups of transactions which are
included in the database in periodic intervals of time.

A novel scheme known asVerSumwas proposed in another
study. It solves low server-side overhead by enabling the
outsourcing of expensive computations over a high number
of public logs to a collection of servers, including Certifi-
cate Transparency log, Namecoin blockchain, and Bitcoin
among others [37]. Furthermore, VerSum clients verify that
the output is accurate by cross-checkingwith the outputs from
multiple servers. In another case, VerSum develops a conflict
resolution protocol to determine any mistakes occurring from
outsourcing and accurately identifies the right output.
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FIGURE 1. Mapping of scalability issues with solutions.

2) REDESIGNING BLOCKCHAIN
The issues focused in this section are transactions, number
of nodes, and protocol. Essentially, there are four categories
for 13 solutions for the redesign of the blockchain, namely
blockchain modelling, read mechanism, write mechanism,
and bi-directional network.

Blockchain modelling consists of three solutions, namely
FHIRChain, Healthchain, DeepLinQ, and OmniPHR. Specif-
ically, FHIRChain is a blockchain architecture proposed by
Zhang et al. [12]. It was designed to meet the require-
ments from the Office of the National Coordinator for
Health IT (ONC) for secure and scalable sharing of clini-
cal data. By integrating FHIR with blockchain architecture,
FHIRChain produces lightweight reference pointers without
sharing actual databases. This is followed by an exchange
of these pointers via the blockchain component. FHIRChain
functions as the solution for network coverage, especially in
the clinics or telemedicine clinics in rural areas, by enabling
scalable data-sharing without having to exchange data with
another centralised repository [12].

HealthChain was proposed by Ahram et al. [22]. Powered
by Blockchain, it primarily benefits from the modular archi-
tecture of Hyperledger fabric which enables confidentiality,
scalability, and security in health informatics. Its implemen-
tation of smart contracts ensures proper authorization and
specifies the privileges on its permitted network.

Proposed by Chang et al. [34], DeepLinQ is a multi-
layer blockchain architecture which improves flexibil-
ity, accountability, and scalability through on-demand

queries, proxy appointment, subgroup signatures, granu-
lar access control, and smart contracts. This blockchain
architecture aims to support privacy-preserving data
sharing [34].

OmniPHR was proposed by Roehrs et al. [38]. It is an
architecture of elasticity, interoperability, and scalability of
single-view Personal Health Records (PHR) data. Distributed
on a P2P network, it aims towards the partition of PHR in
data blocks. Furthermore, it is indicated from the evaluation
of the architecture that OmniPHR could ensure the division
of PHR into data blocks and proportional distribution in a
routing overlay network.

Notably, it could be seen from the OmniPHR that the
latency remained stable despite the increase in the number of
nodes, routing overlays, and backbone routers. Subsequently,
a more significant number of messages was transmitted at the
same time in the network

Secondly, read mechanism consists of solutions, namely
short-term data sharing and caching system. Zhang et al. [20]
proposed that a more scalable and secure alternative is
required in short-term data sharing. This is essential to store
and exchange encrypted metadata through a reference pointer
and expiration configuration. Furthermore, users would be
able to maintain their data ownership and incorporate the
data with existing healthcare services through the exchange
of encrypted reference pointers. Additionally, user data shar-
ing could be performed at critical times, such as accidents,
to provide fast treatment and prevent the delay of process in
a timely manner.
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TABLE 3. Method or model for scalability issues.

A caching systemwas proposed by Sanka and Cheung [27]
through FPGA due to low resource consumption and low
power performance. Originally, high power and resource con-
sumption occur when cached by CPU during high workload.
Notably, SHA-256 hash functions to reduce the server work-
load during high task management, and scalability issue is
solved when it is included in the use of FPGA. This design
improves throughput performance with the use of less FPGA
power and work area. Besides, remarkable reduction of work-
load by 103 times was observable from the result.

Write mechanism consists of seven solutions, namely
smart contract, algorithm, fault-tolerant, consensus protocol,
trust-chain, sharding and, peer authentication.

Gökalp et al. [5] analysed that smart contract technology
has the potential of reducing insurance fraud at all ranges
of level from corporate management of funds to individual
claims. Furthermore, insurance fraud prevention could be
performed with lower costs due to less overhead required
to maintain and operate the system. Furthermore, it mainly
functions as a legal digital agent to create, store, and enforce
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TABLE 4. Solutions for scalability issues.

contracts by supporting data exchange in a real-time manner
with the blockchain architecture.

Based on the algorithm approach, two techniques
are involved, namely tokenization and chord algorithm.
As token-based permissionwas designed to encrypt the users’
digital content. Therefore, the content decryption could only
be carried out by the token-holder. This method will generate
a new pair of signing keys for two or more token-holders
(user and registers) including users’ digital identities [12].
The attributes of the Chord algorithm as the search service
for OmniPHR distribution on the P2P network are elas-
ticity (adapting to changes of workload), interoperability
(being part of a collaborative and distributed network), and
scalability. Elasticity refers to its adaptability to changes
of workload, interoperability refers to its involvement in
a collaborative and distributed network, while scalability
refers to its ability in managing the increased amount of
workload [38].

Zilliqa [39] is the first public blockchain platform which
implements sharding. It automatically divides the mining
network into smaller parallel chains known as ‘‘shards’’. All
transactions are divided into small portions. Therefore, each
shard process is in parallel with other shards, leading to a
micro block from each shard. One complete block consists of
micro blocks which are then incorporated into the blockchain.
Based on the proposed system, sharding could be applied
to the architecture, transaction processes, micro block, and
computational resources. Additionally, Zilliqa claimed that
this process is linearly scalable with the application of com-
putation with parallelisable computation load, train neural
nets, and application with high complexity and high precision
algorithms.

Zilliqa [39] also used an optimised Practical Byzantine
Fault Tolerant (PBFT) consensus protocol in the their pro-
posed blockchain system, which improved the finality of
transactions. In fact, PBFT functions differently compared to
Point of Work (PoW) which enables the consensus to mul-
tiple confirmations. However, PBFT only enables the group
consensus to occur in a sequence.

Notably, the advantage of PBFT is that no confirmation is
required for additional block. Instead, PBFT relies on a ded-
icated block, which is dependent on the correct leader. With
the absence of progress in the consensus process, the decla-
ration of leader change could be independently done. Due to
finality, the current transaction only needs to be stored in the
latest phase. Furthermore, PBFT could directly influence the
scalability of Blockchain. An example of this phenomenon
is the Byzantine fault-tolerant algorithms, which eliminate
scalability challenges due to pre-decided validating entities.
The pre-decided validating activities involve pre-preparation
phase, preparation phase, and engagement phase. To be spe-
cific, the pre-preparation phase involves the next group agree-
ment on the leader’s direction, preparation phase involves the
verification of pre-preparation messages, while engagement
phase involves the validation decision.

In respect of transaction speed and consensus, TrustChain
was proposed by Otte and Poulwelse [40] for blockchain
scalability and throughput improvement. With the use of
data structure, which is resilient against various types of
malicious behaviours, TrustChain illustrates the possibility to
accurately record community contributions by agents. Subse-
quently, the mechanisms of self-reinforcing trust are enabled
by the preferring agents who have been helpful to the other
agents in the past.
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Bi-directional consists of the lightning network, which is
the one of the solutions to scalability issues. In the case
of transaction speed and consensus, lightning network was
proposed for blockchain scalability and throughput improve-
ment. The development of the network of micropayment
channels enables bitcoin scalability and micropayments to
the near-instant transactions. These channels represent real
Bitcoin transactions through the use of Bitcoin scripting
opcodes. Subsequently, funds transfer could be performed
without the risk of counterparty theft, especially with long-
term miner risk mitigations. [41].

VI. CONCLUSION
The challenges compiled in this review included block
size, the high volume of data, transactions, number of
nodes, and protocol challenges. Table 3 are the compila-
tion of those methods or models with remarks based on its
strengths or weaknesses. Furthermore, able IV shows the
identification of 16 solutions, which were categorised into
two main areas, namely storage optimization and redesign-
ing blockchain. Basically, there are 3 solutions compiled for
storage optimization and 13 solutions for the redesign of the
blockchain, namely blockchain modelling, read mechanism,
write mechanism, and bi-directional network.
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