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Deep learning has been widely used in the field of image classification and image recognition and achieved positive practical
results. However, in recent years, a number of studies have found that the accuracy of deep learning model based on classification
greatly drops when making only subtle changes to the original examples, thus realizing the attack on the deep learning model. (e
main methods are as follows: adjust the pixels of attack examples invisible to human eyes and induce deep learning model to make
the wrong classification; by adding an adversarial patch on the detection target, guide and deceive the classification model to make
it misclassification. (erefore, these methods have strong randomness and are of very limited use in practical application.
Different from the previous perturbation to traffic signs, our paper proposes a method that is able to successfully hide and
misclassify vehicles in complex contexts. (is method takes into account the complex real scenarios and can perturb with the
pictures taken by a camera and mobile phone so that the detector based on deep learning model cannot detect the vehicle or
misclassification. In order to improve the robustness, the position and size of the adversarial patch are adjusted according to
different detection models by introducing the attachment mechanism.(rough the test of different detectors, the patch generated
in the single target detection algorithm can also attack other detectors and do well in transferability. Based on the experimental
part of this paper, the proposed algorithm is able to significantly lower the accuracy of the detector. Affected by the real world, such
as distance, light, angles, resolution, etc., the false classification of the target is realized by reducing the confidence level and
background of the target, which greatly perturbs the detection results of the target detector. In COCO Dataset 2017, it reveals that
the success rate of this algorithm reaches 88.7%.

1. Introduction

(e development of DNN has yielded significant results in
several fields. From image processing and self-driving cars to
language processing and artificial intelligence, DNN is
profoundly changing the role of computers in human
production and life. DNN has been able to outperform
humans in many fields [1–3]. (rough the analysis of DNN
structure, its performance is mainly achieved by using
statistical learning on a large number of data to obtain an
effective representation of the input space and extract ad-
vanced features from the original sensory data. In recent
years, researchers have found that DNN networks are very
sensitive to disturbance resistance. Even very small data
changes, such as modifying one or more pixels in an image
that is invisible to the human eye, can cause DNN to

misclassify or even fail to detect the target.(ese images with
small perturbations are called adversarial examples. Initially,
the researchers thought the adversarial examples were due to
the nonlinearity of the deep learning model. But then
Goodfellow proved through experiments that the reason was
the linear behaviour of the deep neural network in high
dimensional space. At the same time, it can be proved that
there is no essential difference between adversarial examples
and natural examples, and the examples misclassified during
model testing can be used as effective adversarial examples.

In the field of image recognition [2, 3, 4–10], the CNN
model learns the features of the target to be detected by
learning a large number of target image models and
extracting advanced features from the image. In this process,
the model not only learns the distribution of features but also
learns the features of the graphic background and edge. In
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general, the recognition accuracy will not affect the normal
use of CNN. However, in the field of battlefield target
recognition, vehicle identification, and security, attacks on
algorithm models may have disastrous consequences. Such
threats have attracted the attention of the research com-
munity and industry. Meanwhile, the method of generating
adversarial examples is open and effective, such as Fast
Gradient Sign Method (FGSM) [11], Projected Gradient
Descent [12], DeepFool [13], etc. L-BFGS [3], as an opti-
mization algorithm, is used in many other algorithms to
generate adversarial samples. Another broad approach is to
mislead the classifier by modifying a very small number of
pixels in the image. (ere are also methods to add a patch in
the image, perturbation classifier operation. (is kind of
patch is usually specially designed and generated. Experi-
ments show that it is not effective to mask image features
with just noise.

In practical application, there is generally no condition
to modify or replace the whole image to be recognized. At
the same time, the existing detector is very sensitive to the
environment, angle, and clarity, and its attack effect is
unstable in the experimental environment and real envi-
ronment, so it is difficult to popularize in the real envi-
ronment. (e method of adding patch image on the image
is more practical because the patch itself can be composed
of various images and colours. It is not easy to attract
attention, but the problem of the adversarial patch in
practical application is also obvious. First of all, due to the
influence of light and angle, the robustness of the patch
needs to be strengthened urgently. After stretching, the
patch is easy to lose its attack effect. In addition, the
generation of patches depends on the algorithm structure
of detection targets and detectors, so the transferability is
not good. At present, the research mainly focuses on fixed
small targets, such as the use of Stop signs. In this paper,
electronic adversarial patches on the image are studied. In
combination with the size and position of the specific target
in the image, a proportional “adversarial patch” is gener-
ated, which is attached to the surface of the detection target
to deceive and mislead the detector to detect the image.
Figure 1 illustrates the effect.

2. Related Work

2.1. Digital Adversarial Examples. (e software architecture
and model structure in the white-box setting is visible to
attackers, so it is easy to construct adversarial examples
against classifiers. In general, through the analysis of the
white-box settings, the need to be based are based on the
following considerations. When attacking the photos and
images of real road vehicles and cars, attackers can often
obtain the detection model and algorithm structure by social
engineering and reverse engineering so as to construct the
adversarial examples conveniently. On the other hand, for
the defence side, the analysis of attackmeans based on white-
box setting is more conducive to the study of defence
methods. In recent years, more and more researchers have
applied the method of generating adversarial examples
[13, 14] based on white-box setting to verify the

transferability [12, 15] of black adversarial examples. By
improving the white-box attack method, the migration of
counter samples is better, and the black-box attack is carried
out on other black-box models, which improves the effect of
black-box attack. Attacks against physical objects are also on
the rise [3, 11, 16–19].

Goodfellow proposed a fast gradient algorithm, which
proved the existence of adversarial examples. (rough the
first-order approximation of the loss function [20–22], the
false classification of the targets in the image was realized. In
addition, the adversarial example generation method based
on optimization ideas can achieve targeted attack by adding
carefully chosen perturbations. (e common point of these
two methods is that they adopt the DAE method, namely
digital adversarial examples. In the research of DAE, the
current research direction mainly focuses on the detection of
targets with small intraclass differences and large interclass
differences, such as road STOP signs and human faces. (e
physical perturbations against physical targets have gradu-
ally become a research hotspot.

2.2. Object Detection. (e experiment in this paper is
mainly based on the target detector of YOLOv2 [6]. Its
structure is based on convolution and pooling (down-
sampling). Finally, two fully connected layers are added.
(e input image is divided into S × S grids. If the coor-
dinates of the center of the ground truth of an object fall
into a grid, the grid is responsible for detecting the object.
Each grid predicts B bounding boxes and their confidence
scores and C category probabilities. (e bounding box
information (x, y, w, h) is the offset of the center position of
the object relative to the grid position and the width and
height, all of which are normalized. (e confidence scores
reflect whether the object is included and the accuracy of
the position in the case of including the object, which is
defined as follows:

Pr(Obj) × IOUtruth
pred , Pr(Obj) ∈ 0, 1{ }, (1)

(eoptimization direction is to have the same prediction
confidence as the ground truth IOU. (e predicted condi-
tional probability value of each grid cell is
C(Pr(Classi|Obj)). In the test, each box obtains the specific
category confidence by multiplying the category probability
and the box confidence:

Pr Classi|Obj( 􏼁∗ Pr(Obj)∗ IOUtruth
pred � Pr Classi( 􏼁 × IOUtruth

pred .

(2)

In order to train the detection network, the classifi-
cation network is changed to a detection network, the last
convolutional layer of the original network is removed,
multiple convolutional layers (usually 1024 filters) are
added, and each convolutional layer is followed by a 1 × 1
Convolutional layer, the number of outputs is the number
required for detection. Finally, the YOLOv2 framework
obtains the target class score through optimization of the
cross-entropy loss function. Figure 2 shows the architec-
ture of this process.
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2.3. Explainability of Attention. When adversarial patches
are used as an attack method, studies have shown that the
size, deformation, and illumination of the patch have a
significant impact on the attack effect. However, the existing
method mainly uses the random gradient descent method to
generate and adjust the patch, and the effect is not stable
during the application process, and the efficiency is not high.
Our paper studies the formation principle of the attention
mechanism [23, 24] through the method of guiding by the
attention mechanism and uses the advantages of the at-
tention mechanism from the perspective of the interpret-
ability of the target detection algorithm. In this way, we can
explore the inner workings of the deep learning framework.
Attention is a mechanism used to improve the effectiveness
of the Encoder +Decoder model based on RNN (LSTM or
GRU). Due to the ability to distinguish attention mecha-
nism, it is widely used in many fields such as machine
translation, speech recognition, and image annotation.

In the detection process of the target detector, there is
often a selective acquisition of some important parts of the
observed object. Attention Mechanism can help the model
assign different weights to each part of the input X, extract
more critical and important information, and enable the
model to make more accurate judgments without incurring
greater costs for the calculation and storage. (is is also the
reason why the attention mechanism is so widely used. In

order to fully analyse and understand the operating principle
of the recognizer and provides a basis for generating
adversarial patches. In this paper, the network structure is
visualized in the way of class activation map visualization
[25–27]. (rough the heatmap, we can understand which
features of the image play a key role in the image classifi-
cation problem and locate the position of the object in the
image.

2.4. Adversarial Patch. (e adversarial patch is developed
from the adversarial examples. (e method of adding
perturbance to the pixels of the original images makes the
deep learning model like convolution neural network reduce
the accuracy significantly. However, the adversarial patch
does not consider whether it is perceptible to the human eyes
and directly covers the “patch” on the detected target, which
makes the detector misclassified or unrecognized in the
detecting process [1, 18, 28, 29].

(emathematic definition would be given a patch patch,
an image x ∈ ImagData, where ImagData is an image
dataset, targeted classification targetClass, the location of the
patch location ∈ L, the set of the transformation of images
trans ∈ T, and all the space information for the rotating,
scaling, etc., all of which composed of an image operator
OP(patch, x, location, trans). (e generated patch is

(a) (b) (c)

Figure 1: By detecting the key feature aggregation field in the image, the location and size of the generated adverse patch in this paper are
located to achieve the purpose of the invisible detector. (a) (e original car which can be detected; (b) visualize the field with high feature
density; (c) the detector cannot detect the car with a patch.
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Figure 2: (e typical way of detecting objects by YOLOv2.
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updated iteratively by optimizing the objective function.(e
objective function is as follows:

􏽤patch�
argmax
Patch Ex∼ImagData,trans∼T,location∼L[log Pr( 􏽤patch|OP(patch, x, location, trans))]. (3)

Different from physical target hiding, the digital
adversarial patch does not need to consider the dynamic
environment information such as change of illumination
and sudden deformation but generates the optimal adver-
sarial structure according to the real-time snapshot. In the
formula above, the image is transformed to improve the
robustness of the adversarial patch so that the patch can still
be effective under the operation of stretching and moving so
as to complete the optimization of parameter expectation.

(e adversarial patches generated in different works of
the literature are shown in Figure 3 below:

3. Methods

3.1. Brief Overview of the AGAP. (e goal of this paper is to
generate an adversarial patch efficiently and accurately. By
analysing the white-box setting of the target detection
model, the algorithm generates the adversarial patch that can
cheat the model detector. Based on the processing of
bounding box information from the YOLO detector, the
distribution of the key features of the target is analysed to
form a heatmap, position, and colour based on heatmap. We
attach these patches to the object that needs to be hidden in
the image to hide the object. (e core idea is to optimize the
image at the pixel level. Based on the huge dataset, the
detection score of the target detector is reduced. Our al-
gorithm is attention-guided adversarial patch generation
which is abbreviated by AGAP. (e pipeline graph of our
paper is in Figure 4 as follows.

3.2. Attention-Guided Feature Visualization. It is not nec-
essary to consider whether the patch is perceptible to human
eyes. (e purpose of this paper is to solve the problem that
the adversarial patches with a field of less than 10% are
attached to images and pictures under the condition of a
black-box detector, which may cause false classification or
achieve unrecognized attack effect. (is paper focuses on
solving the two major problems in the generation of
adversarial patches. (e first is to construct and optimize the
loss function in the process of generating the adversarial
patches, which have robustness. On the other hand, we
should pay attention to the location, the size, and the ro-
tation angle of the patch. It is proved that the same patch is
sensitive to location, light, size, and other factors. Even if the
classifiers can be successfully attacked by patches digitally,
they often do not work when they are printed or projected.
(erefore, this paper studies the feature extraction process,
feature meaning, and feature location of the typical CNN
model used by the detector in the recognition process,
forming a complementary method for patch generation. In
this paper, an attentionmechanism is introduced to establish

the class activation graph visualization mechanism, which
can visualize the key feature fields of the identified image and
guide the generation and placement of adversarial patches.
Figure 5 shows the process of generating a feature heatmap
based on the attention mechanism. A five-layer convolution
neural network is used to extract the features of the objects in
the image, and a class score is used to establish class acti-
vation mapping to calculate the feature maps corresponding
to different detectors.

In this paper, we use the idea of a class activation map to
building a heatmap based on the attention mechanism. (is
scheme uses the idea of NETWORK IN NETWORK and
uses global average pooling to replace the full connection
layer in CNN. GAP is a special average pool layer. (e
reasons for adopting GAP are as follows.

Because there is no full connection layer, there is no need
to adjust the size of high-definition and high-resolution
images, resulting in the loss of image details. Any size image
input makes it possible to support applications such as high-
resolution satellite images in the future. Second, the in-
troduction of GAP makes full use of spatial information.
When the algorithm is replaced by the full connection layer,
the excessive parameters of the full connection layer are
deleted, which improves the robustness of the algorithm and
avoids the overfitting phenomenon. Finally, in the
MLPConv structure, the number of feature graphs is the
same as the number of categories. After the operation of
global average pooling, the results calculated by the softmax
layer have a clear corresponding relationship between the
feature map and the feature vector. (at is, categories
confidence maps are generated.

Finally, ReLU is used to calculate the output of weighted
sum to ensure that the output of the algorithm only focuses
on the pixel features related to classification. From the vi-
sualization of heatmap, we can see the key characteristic field
of the detection target intuitively, which provides the evi-
dence for the location, angle, and size of the patch.

3.3. Construct Loss Function. (e purpose of this paper is to
construct a set of adversarial patch generation algorithms
which can be used to cheat the target detector. A large
number of studies have proved the feasibility of adversarial
patching. For objects with little change in shape, we can
cheat the object detector by generating adversarial examples,
but for objects with variable shapes, it is not easy to produce
adversarial examples. We choose to cheat the target detector
by patch, which is important because it does not need to
modify the detected target directly.

At the same time, an attacker can produce different
adversarial patches according to different targets in the
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Figure 4:(e overview of the pipeline of our algorithm.(e black arrow represents the basic process of generating an adversarial patch.(e
red dotted line is used to iteratively calculate the patch display form and location through backpropagation according to the loss function.
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Figure 5: In this model, images are transformed into tensor form as the input of the visualization network.(e final heatmap is obtained by
feature extraction of each layer and weight. By modifying the last layer of network structure, the requirement of input image size is reduced.

(a) (b) (c)

Figure 3: (a) Adversarial patch from our paper. (b) A toaster patch for inception-V3. (c) Adversarial patch from fooling, which looks like a bear.
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process of the attack, which has a high degree of confusion.
From a practical point of view, digital adversarial patches are
more widely used than physical ones. (ey can be widely
spread through the network and affect the judgment of
search engines and object detectors. (e loss function is
optimized by iteratively updating the gradient. In the process
of generating an adversarial patch, this paper carries out
random translation, deformation, scaling, and other oper-
ations on the patch covered on the image to further improve
the robustness of the patch and calculate its gradient loss.

Based on the principal analysis of the detector, the
purpose of this paper is to greatly reduce the confidence of
the detector in identifying the car. For the detector, when the
confidence level of the detection is low enough, the target
will weaken into a part of the background; through the
optimization of classification score and object score, the
attack effect is adjusted. (e optimization process needs to
consider the following factors:

Ledge: the transition between patch edge and image
should be smooth as possible. (at is, the difference
between patch and image needs to be optimized.

Ledge � 􏽘
i,j

���������������������������

xi,j − xi+1,j􏼐 􏼑
2

+ yi,j − yi,j+1􏼐 􏼑
2

􏼒 􏼓

􏽲

. (4)

Lheatmap∼2: based on the key features of heatmap and the
minimum value of L2 norm of the patch, the randomly
generated patch takes the information in heatmap as
initialization information.
Lobj: the goal of this algorithm is to make the target
detector unable to recognize the vehicle in the image by
constructing an adversarial patch; in this step, the Lobj
variable needs to be minimized to reduce the score that
the object detector considering that there are no objects
in the detection field;
Lclass: optimize the classification score to reduce the
score of the objects detected by the detector as vehicles
and further control the classification score in the
process of patch generation.

Based on the definition above, the total loss function is as
follows:

Ltotal � α × Ledge + β × Lclass + cLobj − δ × Lheatmap∼2. (5)

(e total loss function takes the sum of the values of the
three loss functions, where α, β, c, and δ are the equation
parameter, which can be set according to the expert opinion
in general. By optimizing and calculating the total loss
function, the optimal value of the loss function is obtained.

3.4. Data Training Strategy. In the real environment, the
angle and size of the car are not fixed in the photos taken by
cameras, mobile phones, and even high-resolution satellites.
In the process of recognition, recognition models such as
YOLOv2 and Faster-RCNN often intercept the identified
target first and then establish the bounding box. Vehicle
images input into the classifiers may overlap with other

vehicles due to different vehicle types. (erefore, attackers
must enhance their robustness through iterative optimiza-
tion and multiple transformation combinations. In recent
years, with the increasing research of adversarial attacks,
there are more and more methods of data training and patch
application in physical objects.

3.5.Experiments. We verify the effectiveness of the proposed
algorithm framework. (e algorithm is trained and verified
based on the coco2017 data set. Coco2017 is a large image
dataset released by Microsoft, which is designed for object
detection, segmentation, human key point detection, se-
mantic segmentation, and caption generation. (e database
collects data through extensive use of Amazon Mechanical
Turk. Coco datasets now have three annotation types: object
instances, object keypoints, and image captions. (e
coco2017 dataset includes three subsets: train (118287 im-
ages), Val (5000 images), and test (40670 images), with a
total of 80 classes. Ground truth is provided for train and Val
sets, but ground truth is not provided for the test set.

In our experiment, label files are used to mark the precise
coordinates of each segmentation + bounding box, and the
precision is two digits after the decimal point. (e label of a
target is as follows:

{“segmentation”: [[392.87, 275.77, 402.24, 284.2,
382.54, 342.36, 375.99, 356.43, 372.23, 357.37, 372.23,
397.7, 383.48, 419.27, 407.87, 439.91, 427.57, 389.25,
447.26, 346.11, 447.26, 328.29, 468.84, 290.77, 472.59,
266.38], [429.44, 465.23, 453.83, 473.67, 636.73, 474.61,
636.73, 392.07, 571.07, 364.88, 546.69, 363.0]], “field”:
28458.996150000003, “iscrowd”: 0, “image_id”: 503837,
“bbox”: [372.23, 266.38, 264.5, 208.23], “category_id”:
4, “id”: 151109}.

3.6. Analyse Key Feature Fields and Output Heatmap.
YOLOv2 can simultaneously predict multiple bounding
boxes and their class probabilities with a single convolution
network. In the process of recognition, firstly, the detected
image will be reduced and trimmed according to the de-
tection target, and then multiple bounding boxes will be
established for detection. After verification, although YOLO
can quickly identify the target in the image, it is not accurate
in locating certain objects, especially small objects. But this
has little effect on the detection of vehicles in this paper.

(is paper leverages the method mentioned above to
calculate the feature mapping of the output of the convo-
lution layer. In essence, these feature maps have a certain
spatial correspondence with the original image. Finally, the
feature map of the convolution output of the last layer is
processed and redrawn to the original image to get the
thermal map. (e highlighted field in the heatmap is the
distribution field of the key features in the network model.

Figure 6 shows the heatmap generated from the dataset
based on the detection model. Among them, picture 1 is
from the Internet; picture 2 below is from a mobile phone
shooting.
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3.7. Iterative Generated Adversarial Patches. To generate
adversarial patches, one part of the parameters needs to be
fixed, and another part of the parameters should be opti-
mized to reduce the loss function. Because the reduction of
the loss function actually affects the calculation of the object
score and class score of the monitoring model, as long as the
score is reduced to a certain extent, the attack effect can be
achieved. If the loss function fails to converge or the target
score is not well controlled in the iterative optimization
process, it will lead to the misclassification of attacking
missions. In this case, the attack is still successful.

Based on the analysis of the YOLO model, the target
score is composed of object score and class score. (e
formula is as follows:

targetScore � φ × objeScore + ϕ × classScore. (6)

(eparameters φ and ϕ represent the weight bias of the two
scores adjusted according to experience in the training process.
According to the result of the formula (4), with the increased
number of training batches, although the human eye cannot tell
the differences of patch appearances and the patch itself does not
have the real physical meaning, its attack effect is improving.
Figure 7 shows the adversarial patches of four batches of training
with each batch training 1000 times.

3.8. Attention-Guided Patches. In this paper, we verified the
generated adversarial patches by the images from different
sources. Taking the picture as input, the image is processed
through the detector network to identify the vehicle in the
picture. (e method proposed in this paper is to optimize
the location, size, and angle of the adversarial patch by
establishing a heatmap based on an attention mechanism.
According to the introduction above, heatmap generation
algorithm itself is a kind of algorithm based on recognizer
network structure. (erefore, the heatmap generated for
YOLOv2 is different from that generated for the Faster-
RCNN model in size and layout. (erefore, the adversarial
patch generated in this paper will be different in appearance
and placement due to different detectors. In essence, our
algorithm is a white-box-based attack algorithm. Mean-
while, the generated patch is used in Faster-RCNN as a
black-box test to verify the effectiveness of this method.

As shown in Figure 8, the images in the verification
experiment are mainly from four categories: images from
Microsoft’s coco2017 dataset; images taken by mobile
phones; images downloaded from the Internet; and news
pictures, in which the car is partially covered by water. (e
standard YOLOv2 model can accurately identify the car in
the picture. According to different background

(a) (b)

(c) (d)

Figure 6: (e two pictures above and the following two pictures, respectively, demonstrate the heatmap generated in actual operation.
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environments and vehicle locations, we first analyse the
feature distribution extracted from the detector network and
visualize it to generate heatmap. Because the detector seg-
ments the target image before detecting, the shape of the
generated heatmaps is different. (en, based on the target
image, we generate two kinds of adversarial patches with
different appearance features. According to the location and
size of the dark-red field in the heatmap, we calculate the
placement position of the patches as the constraint of the loss
function. According to the experimental results, it can be
used as the initial location of adversarial patch near the high

heat field where the heatmap and image overlap, which can
generate successful patches more efficiently.

Our experimental results show that under the guidance
of the attention mechanism, the interactive patch generated
in this paper has strong aggressiveness and can hide the car.
We have noticed that not all environments and angles can be
effective for cars. In some cases, the attack effect is not ideal
because the convergence speed of the loss function slows
down or the feedforward gradient disappears. (en, by
adjusting the value of the class score, the effect of mis-
classification can be produced. At the same time, replacing

(a)

(b)

(c)

(d)

Figure 8:(e flow chart generated by the attentionmechanism is guided by the attentionmechanism. On the images from different sources,
heatmap with key features is used to limit the generation of the adversarial patch. (is method can achieve the purpose of making objects
invisible to a certain detector.

(a) (b) (c) (d)

Figure 7: Four batches of adversarial patches generated by our work.
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our generated patch with a random noise patch in the same
position will not produce an adversarial effect.

3.9. Evaluations. In this paper, we propose a method of
generating digital adversarial patches based on attention
guidance, which can achieve the goal of hiding or mis-
classifying the objects in the target images. Compared with
the existing research, it has obvious advantages. (e existing
methods of hiding targets mainly aim at scenes that are not
foldable. (e distance and relative position are relatively
fixed, such as STOP signs. According to the existing re-
search, the accuracy of the effective patch in the display will
be greatly reduced due to the complexity of printing ac-
curacy and illumination. (erefore, the printing of adver-
sarial examples is also a research hotspot. Generally
speaking, the main idea of the algorithm is to reduce the
confidence level of the target detector. (e optimization
process is sensitive to the recognizer network, so it can be
improved from the generation method of the patch and the
structure of the detector. In terms of difficulty, because the
main method is to optimize the feedback gradient, the local
optimal solutionmay not converge, resulting in the failure to
effectively hide the target.

(e existing research is based on the position of the
bounding box in YOLOv2 to locate the position of the patch.
(e initial size and position are generated randomly. (e
method proposed in this paper analyses the structure of the
detector, extracts the key features in the process of target
recognition based on the position, size, angle, and shape of
these features. Attention mechanism is introduced to guide
the formation of the patch. (e convergence speed of the
algorithm is faster when similar algorithms are used to
generate the adversarial patch with the same effectiveness.
(e analysis is shown in Figure 9(a) below. (e graph shows

in 7000 training times, which shows that the algorithm
proposed in this paper can achieve a stable convergence
position quickly when the first 7000 times are trained, and
other algorithms need more trial iterations in the process of
generating patch.

About transferability testing, our paper improves the
compatibility with other models by adjusting the parameters
of the similar detector model. (e robustness of the patch is
improved by rotating and scaling the image. In this paper,
the reverse patch, which is trained by the YOLO model, has
been tested in the Faster-RCNNmodel.(e transferability of
patch trained in Faster-RCNN in the YOLO model is also
tested, as shown in Figure 9(b). (e results show that in
terms of detection accuracy, although a lot of decline leads to
some of the false classification results, the recognition ac-
curacy of Faster-RCNN is still greatly reduced. (e blue line
in the figure is the algorithm AGAP proposed in this paper.
(e orange and green lines are transferability effects. Red
represents the effect of noise generated patches on image
hiding.

Whether the heatmap and adversarial patch based on
YOLOv2 can be applied in other recognition networks also
concerns us. In this paper, the same algorithm is used to
calculate the heatmap of Fast-RCNN, and the effective patch
of YOLOv2 is directly used to apply, but the effect is not
ideal. Only about 30% of the cases are misclassified, or the
image in the patch can be recognized as a target. Meanwhile,
success rate of our algorithm to YOLOv2 reaches 88.7%.(e
comparison table of algorithm iteration and convergence is
as Table 1, which includes AGAP, AP4AP, and LaVAN.

(rough the research and verification of real data, we have
accumulated the experience of analysing state-of-the-art
detector and generating adversarial examples. It is of great
significance to analyse the principle of deep neural networks
in the detection model to improve the robustness and

90
80
70
60
50
40
30
20
10

0

Su
cc

es
s r

at
e (

%
)

0 1000 2000 3000 4000 5000 6000 7000
Iteration

AGAP
AP4AP
LaVAN

(a)

80

60

40

20

0

Ac
cu

ra
cy

0 10 20 30 40 50
Size scale (%)

AGAP
F-Y
Y-F
Noise

(b)

Figure 9: (a) Shows the convergence speed of different patch generation algorithms under the same iteration times. In terms of hiding effect,
this method is more stable and can generate available patches faster. (b) (e performance of the algorithm in terms of transferability. With
the increase of the adversarial patch field, the effect increases.
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antiattack of the detection model itself. In this paper, we
propose an attention mechanism guided algorithm to gen-
erate an adversarial patch, which can hide and misclassify the
car in an image in a controlled environment.

4. Conclusions

According to recent researches, the generation of adversarial
examples is not a special game of wisdom but the inevitable
result of the unique deep neural network structure. In this
paper, we present an algorithm to generate adversarial ailing
patches which can cheat the vehicle detector. (is method
takes into account the various conditions of the car in the
image, including illumination, position, angle, colour, and
other factors. (rough the optimization of the image, the
value of the loss function is continuously reduced, the
confidence of the detected target is reduced, and the dis-
crimination between the detected target and the background
is reduced so as to cheat the detector.

Meanwhile, we propose a strategy to generate adversarial
patches based on the attention mechanism. By extracting the
key feature vectors of the car in the images, we can calculate
and visualize the feature aggregation field and guide the
generation and placement of adversarial patches. Finally,
through a number of experiments, it is verified that in
different application environments, the way of attention
guidance can quickly generate adversarial patches. Experi-
mental results show that the adversarial patches generated in
this paper can attack the targeted vehicle well. After
adjusting the parameters, the target can be misclassified.

(e existing adversarial patch generation algorithms
mainly reduce the correct classification of classifiers by
randomly generating interference images. In the process of
generating random adversarial patches, each pixel in the
image to be detected has the same important weight, so it
needs to iterate many times in the calculation process. (e
generated adversarial patch makes the detector unable to
locate all the targets, instead of hiding an object that needs to
be hidden; or when the distance angle changes, the adver-
sarial patch might be invalid. (is paper visualizes the
distribution of key features through an attention mecha-
nism. Compared with the traditional random generation
algorithm, the accuracy of our algorithm is improved.

On the basis of this research, more and more researchers
are paying attention to the algorithm and application of object
adversarial patch generation in the reality scene. In actual
production and life, it faces more and more complex problems
to generate the adversarial patch for physical objects. However,
once successful, the harm is also very severe. In the future, the
application in this field will be able to produce a more effective,
more robust, andmoremobile adversarial patch formore state-
of-the-art detectors, which should attract our attention.
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