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ABSTRACT In the modern technological world, wireless communication has taken a massive leap from
the conventional communication system to a new radio communication network. The novel concept of Fifth
Generation (5G) cellular networks brings a combination of a diversified set of devices and machines with
great improvement in a unique way compared to previous technologies. To broaden the user’s experience,
5G technology provides the opportunity to meet the people’s potential necessities for efficient
communication. Specifically, researchers have designed a network of small cells with unfamiliar
technologies that have never been introduced before. The new network design is an amalgamation of
various schemes such as Heterogeneous Network (HetNet), Device-to-Device (D2D) communication,
Internet of Things (IoT), Relay Node (RN), Beamforming, Massive Multiple Input Multiple Output (M-
MIMO), millimeter-wave (mm-wave), and so on. Also, enhancement in predecessor’s techniques is
required so that new radio is compatible with a traditional network. However, the disparate technological
models' design and concurrent practice have created an unacceptable intervention in each other's signals.
These vulnerable interferences have significantly degraded the overall network performance. This review
article scrutinizes the issues of interferences observed and studied in different structures and techniques of
the 5G and beyond network. The study focuses on the various interference effect in HetNet, RN, D2D, and
IoT. Furthermore, as an in-depth literature review, we discuss various types of interferences related to each
method by studying the state-of-the-art relevant research in the literature. To provide new insight into
interference issue management for the next-generation network, we address and explore various relevant
topics in each section that help make the system more robust. Overall, this review article’s goal is to guide
all the stakeholders, including students, operators, engineers, and researchers, aiming to explore this
promising research theme, comprehend interferences and their types, and related techniques to mitigate
them. We also state methodologies proposed by the 3™ Generation Partnership Project (3GPP) and present
the promising and feasible research directions toward this challenging topic for the realization of 5G and
beyond network.

INDEX TERMS Interference; 5G and Beyond (B5G); HetNet; Relay Node; D2D; ToT
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. INTRODUCTION

In future wireless communication, it is expected that
hundreds of different devices and users communicate with
each other simultaneously. The explosive growth in user
data demand with a 1000-fold increase in user density
triggers the need to explore the broader horizon of the radio
link to accommodate future requisites with a more
comprehensive approach effectively [1]. An enormous
amount of research was conducted and still being
performed in various sections of radio communication.
Researchers from all parts of the communication and
networking societies, from academia to industrialists and
vendors to operators, have actively participated in making
this theme possible [2]. This phenomenon leads to
enormous growth in higher throughput, larger capacity, and
lower latency in the air (up to 1lms) and in a cellular
network (end-to-end delay less than 10ms) [3]. Besides, this
tendency is predicted to be increased drastically in the next
decade. The combination of advancement in predecessor’s
technologies and innovative work in wireless transmission
shows a tendency to fulfill user's requisite and next-
generation cellular objectives i.e., 5SG and beyond, or
sometimes referred to as Sixth- Generation (6G) networks
[4]. Typically, the massive expansion in traffic is due to a
rise in demand for high-definition applications and services,
social networking, gaming, online surfing, concurrent
operation of a diverse set of machine type communication,
and so on. It is expected to provide high Quality of Services
(QoS) requirements of real-time and heavy data
applications with secure connections [5, 6].

By virtue of matching extensive cellular data
requirements and supporting massive machine type
communication and internet services, 5G new radio is
supposed to provide expected high efficiency [7]. The 5G is
divided into two frequency ranges (FRs), i.e., FR1 <6 GHz
and FR2 > 24 GHz (mm-wave band) [8]. It is observed that
FR1 is almost fully occupied and has limited resources to
be utilized for the current 5G network, whereas FR2 is the
frequency range where most of the spectrum untapped, and
it can be easily exploited for future cellular communication
[9]. To satisfy the wuser’s requirements of cellular
technology, various types of techniques were introduced,
such as mm-wave [10, 11], Relay Node (RN) [12], Massive
Multiple Input Multiple Output (M-MIMO) [13],
Heterogeneous Network (HetNet) [14], Carrier Aggregation
(CA) [15], Cognitive Radio (CR) [16], Ad-hoc network
[17], Beamforming [11], Four Single-Sideband [18], and
so on. These methods are a joint venture of previous and
novel wireless technologies [19].

In the conventional cellular system, it is observed that the
available technologies, with the scarcity of the spectrum
and high power consumption, do not satisfy the future data
demand of the users and environmental standards [20].
Technological enhancement in the traditional single-cell
network due to several limitations is impracticable. This
phenomenon leads to innovative design and wireless
communication techniques that help accomplish user’s
requirements in the next decade. Therefore, an ultra-dense

mobile network is expected to accommodate a vast number
of users with maximum throughput, twice the spectral
efficiency, and better power consumption compared to the
traditional cellular network [21-23]. According to the
wireless network technologies analysis, the next-generation
cellular network is expected to deliver each user with ultra-
reliable connectivity via multiple devices anywhere and
anytime [24]. Thus, to dispense user necessitate and better
network performance, the researchers suggest a network's
densification by deploying small cell nodes such as micro-,
pico-, femto-, and relays. The intercommunication of all
small cells within a macro cell is known as HetNet [25]. It
is a network that supports high reliability with greater
capacity of the users, less power consumption, minimum
end-to-end delay, enhanced spectrum, and energy
efficiencies [26].

The next-generation network is considered a multi-tier
HetNet cellular network because it supports various
wireless devices in each tier [27]. Each tier consists of
small gadgets to heavy machine type wireless equipment
and sends data request directly to its respective small base
station (SBS), which requires low power for transmission
and minimized energy consumption [28]. However, in a
multi-tier 5G cellular network, the simultaneous operation
of many small cells is severely damaged by the different
types of interferences that limit the user's quality of
experience and reduce the current 5G expectations [29].
The heavy interference issues are due to the novel
architecture, the wireless medium’s broadcast nature, and
complex coordination of low-power small cells. Also, the
heterogeneity structure and newer modulation and multiple
access techniques introduce unique types of interference.
Therefore, the management, mitigation, and cancellation of
Interferences play a critical part in the current SG mobile
communication [30].

Furthermore, due to previous mobile generation’s
limitations, such as congestion in the below 6 GHz
frequency band and the need for higher bandwidth, an mm-
wave frequency band has been introduced in current 5G
networks [31, 32]. It offers a large untapped frequency band
that can increase the system capacity by 100 times
compared to a conventional homogeneous network,
especially the 4G LTE network [33]. It relies highly on
directional transmission and minimizes the heavy isotropic
path loss. There are also prominent differences in path loss
of mm-wave transmission for cellular users in Line-of-Sight
(LOS) and Non-Line-of-Sight (NLOS) coverages [34].
However, mm-wave sinusoid size is concise and the small
amplitude wavelength does not penetrate over a long
distance and is badly affected by the scattering, fading,
refraction, propagation losses, and blocked by various
concrete-based building structures [35]. It is also positively
exposed to the reflection and refraction phenomenon due to
heavy glass materials. Besides, the atmospheric absorption
characteristics at the extremely high-frequency range (30-
300 GHz) and the signal attenuation in heavy rain limit the
mm-wave transmission’s propagation distance [36, 37]. In
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particular, in an urban coverage area, users with an mm-
wave spectrum in ultra-dense network encounter
penetration, reflection, and interference issues. Therefore, it
is very critical to conduct proper channel modeling of each
mm-wave spectrum before the practical deployment [38].
Moreover, the shorter wavelength and simultaneous
operation of small cells within a macro cell induce more
troublesome for the cell edge users. The reason is that they
are devastated vigorously by the interference of MBS
downlink signals and inter-cell interference besides Self-
Interference (SI) due to the single antenna duplexer
technique [39]. This review helps to provide new insight
into interference management for the next-generation
network by addressing and exploring various factors and
relevant topics. Each section helps make the system more
robust. To the best of the author’s knowledge, there is no
such work in literature that focuses on the comprehensive
study on interference issues for these four main 5G research
areas, i.e., HetNet, RN, D2D, and IoT. The topic discussed
in this study is about the Interference management in 5G
and beyond network as summarized in Fig. 1.
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Interference
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Internet of Device-to-
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FIGURE 1. Interference management in 5G and beyond network

The rest of the paper is organized as follows: Section II
explains the motivation of this work. Section III begins
with the classification of interferences, whereas section IV-
A comprehensively discussed HetNet and various types of
interferences in HetNet. After that, it discusses some recent
related work on interference approaches. Similarly,
discussion about RN is exploited in section IV-B, where it
briefly described the two major interferences that are
always available and reduced the performance capacities,
i.e., self-relay interference and inter-relay interference.
Additionally, this section provides in detail most of the
solutions to mitigate these interferences in literature. Next,
section [V-C demonstrates the D2D technique with relevant
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interference problems. Moreover, it furnishes some
techniques proposed by various researchers on the
reduction of interferences. Section IV-D contributes to IoT
with hindrances that decrease its potential communication
capabilities with relevant methods mentioned in several
related studies conducted on IoT interferences. Section V
provides a discussion about the various methodologies that
have been proposed by the 3™ Generation Partnership
Project (3GPP) to deal with the 5G interference. Then,
future enhancements in available technologies are shown in
section VI. In the end, the study is concluded in section VII.

Il. RESEARCH MOTIVATION AND CONTRIBUTION

In cellular communication, interference is termed as the
addition of an undesired signal in an actual signal.
Basically, it is a modification of a signal in a disruptive
way. Interference is different from noise, which can be
anything that disturbs the useful signal [40]. Noise can be
due to temperature, loud machine voice signals, gamma
rays, impurities, and so on. Hence, it is not interference;
nevertheless, interference  degrades a  network's
performance and user experience [41]. In the next-
generation cellular network with multiple low power nodes,
random deployment, and frequency re-use scenarios, the
system causes severe interference issues [42]. Therefore,
the major challenge of a novel design for a new and feasible
spectrum of current 5SG cellular systems is interference.

Several researchers discussed the issues of interference
and devised various techniques to mitigate the different
types of interferences either by coordination, cancellation,
or simultaneously. However, the most impactful and
inevitable interference in a multi-tier cellular system is
Inter-cell interference (ICI). Inter-cell interference
coordination (ICIC) was initially implemented as an only
solution of a multi-low power BS network. It is separated
into coordination methods such as ICIC and enhanced ICIC
(eICIC), where the only difference is that the eICIC
technique reduces the complicated coordination overhead
observed in conventional ICIC [43]. In a practical scenario,
the Macro BS coordination generates interference and other
management information besides each frequency resource
block. This information exchange with neighboring BS via
the X2 backhaul interface [44]. Several studies have been
proposed and performed on interference coordination,
avoidance, and cancellation. However, a proper and robust
technique to cancel the interference then drop down the
noise level is still demandable in the research community.
Therefore, this article investigates and highlights the issues
of interferences observed in different structures and
techniques of the current 5G network, in which we mainly
focus on HetNet, RN, D2D, and IoT to gain new insights
into designing efficient 5G and beyond as well as 6G
networks in the near future.

lll. CLASSIFICATION OF INTERFERENCES

In a small cell wireless cellular network, multi-tier
interferences are predetermined due to each low power
node's specific attributes [45]. It generates and receives
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continuously unwanted signals from various nearby
sources. It is known that the HD (Half Duplex) mode limits
a radio communication network's performance since it is
transmitted or received at the same frequency. Different
from HD, FD (Full Duplex) transmission mode transmits
and receives signals simultaneously on the same frequency
[46, 47] and is supported by a multi-antenna system that
enhances the network capacity and minimizes the round trip
data delivery time. However, though HD shows the
capabilities to avoid interferences and provide quality
signal strength [48], the delay in transmitting and receiving
a signal and inefficient use of spectrum makes it
undesirable for new radio wireless communication. In
contrast, the FD supports higher throughput with lower
latency and efficient use of spectrum [49]. Also, it enhances
the ergodic capacity [50] and the network secrecy [51];
however, its performance is extremely descended due to
interferences [52-54]. Therefore, a robust and concrete
interference mitigation scheme in FD transmission is
required to deliver significant results for the practical future
mobile network. The most common interferences associated
with radio networks are self-, adjacent channel-, intra-, and
inter-cell interference. Nonetheless, the mobile network is
not limited to only these interferences. Each network is
affected by interferences endured by their respective
deployment and transmission scenario. Researchers in
various literature well discuss the prominent interferences
in a cellular communication, and some notable studies are
as follows.

A. ADJACENT CHANNEL INTERFERENCE

The adjacent channel interference causes when the
desired signal is interfered with by the adjacent frequency
band (channel) in the same coverage area, as shown in Fig.
2. When the transmitter of small BS or macro BS while
transmitting on a channel leaks its energy and signal added
to the frequency adjacent to that band [55]. The core reason
for adjacent channel interference is the imperfect filtering
of a receiver, allowing the nearby frequencies to leak into
the passband. However, it can be consist of a passband
filter's tangible design that conducts only a required
frequency to pass through it. Therefore, a reliable
interference mitigation technique helps to reduce the impact
of adjacent channel interference.

A
P

Adjacent Channel
Interference

Channel 1 Channel 2

I E
FIGURE 2. Adjacent Channel interference
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B. INTRA-CELL AND INTER-CELL INTERFERENCE
Inter-cell interference (ICI) is one of the significant
causes of the degradation of network operation. When users
of the two neighboring cells attempt to simultaneously use
the same frequency band, they received interference signals
with the actual message signal [56]. Moreover, the users at
the cell edges are badly affected by the ICI because the user
received a signal from its cell macro BS with high power
and its neighboring cell due to the frequency re-use factor.
Fig. 3 shows that macro BS connects directly to the users in
the close range and requires low power for the
transmission. Due to simultaneous uplink and downlink
transmission of many user’s actual data interfere with other
signals. The distortion caused by the user to the additional
equipment within the same cell is called Intra-cell
interference. )

Chll-edge UE

o —

: \
UE N | [T ]

B

——> Cellular link —— Relay Node link -~ =% Intra and Inter-cell Interference

FIGURE 3. Intra-cell and Inter-cell interference

C. INTRA-CHANNEL INTERFERENCE

Intra-channel interference is vastly observed in multi-low
power cells within a macro cell mobile network [57]. It is
mostly occurring in an mm-wave HetNet distributed
architecture-based scenario. This network relies on self-
backhauling using the mm-wave where each small cell BS
communicates and forwards the backhaul information to the
nearest BS. Then, this multi-hop mm-wave link delivers the
data to the gateway. This leads to fast switching and
restricts delay in transmission besides propagation losses.
Nevertheless, intra-channel interferences induced and affect
the useful signal. It is considered a significant issue for
HetNet deployment; therefore, a robust mitigation scheme
is undoubtedly required to minimize the interference signal
to the ground noise level.

D. INTER-CHANNEL INTERFERENCE

The inter-channel interference causes when two separate
frequency bands (channel) are causing interference with
each other, as shown in Fig. 4 In a HetNet system, multiple
wireless and digital communication devices operating in a
close range. Due to physical proximity, the transmitter of a
high-power signal interferes with a weak signal receiver
known as inter-channel interference. In a live network,
inter-channel interference is sometimes unavoidable, even
when mobile devices' channels are thousands of megahertz
(MHz). A practical example would be a wireless device
such as GPS, Wi-Fi, and Bluetooth operating at different
channel BW; however, the wide range of transmitting and
receive powers of these devices creates various interference
issues such as inter-channel interference [58].
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FIGURE 4. Inter-Channel interference
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E. INTER-SYMBOL INTERFERENCE

In the propagation of a signal, when one or more symbols
interfered with other symbols, signal distortion occurred is
formed as Inter-symbol interference (ISI). It is caused by
the phase as well as amplitude dispersion in the channel. It
is observed due to multipath propagation, and OFDMA is a
pertinent example [59].

F. INTER-CARRIER INTERFERENCE

In Orthogonal Frequency Division Multiplexing
(OFDM), each channel divides into many subcarriers, and
the signals are orthogonal to each other. Thus,
orthogonality reduces the importance of the guard band,
which enhances spectral efficiency. However, due to the
frequency offsets, the signal lost the orthogonality among
the subcarriers, resulting in inter-carrier interference [60].

G. INTER-NUMEROLOGY INTERFERENCE

Multiple numerologies are one of the novel 5G wireless
communication features. Multiple numerologies like 15, 30,
60, 120, 240 kHz provide essential flexibility for several
devices' various services. For instance, lower subcarriers,
signals are more suitable for massive machine type
communication (mMTC). They supported many connected
devices with low power and within the same bandwidth
(BW). Similarly, higher numerologies for ultra-reliable low
latency communication (URLLC) being their subcarrier
spacing is up to 240 kHz, and it provides a shorter symbol
duration. Also, intermediate numerologies are productive
for enhanced mobile broadband (eMBB) services for higher
throughput and significant BW. However, use different
subcarrier signals for other applications will generate inter-
numerology interference in the network due to non-
orthogonality between the multiplexed signals/subcarriers
[61, 62].

H. CROSS-LINK INTERFERENCE

When neighboring cells transmit signals in different
directions simultaneously on the same or partially
overlapping time-frequency resources, it is known as cross-
link interference, as shown in Fig. 5. Usually, two types of
cross-link interference were observed: transmission-point to
transmission-point and UE (User Equipment)-to-UE. The
strength of interference power is of wide range, and in some
cases, it is much larger than the desired signal [63].

VOLUME XX, 2017

Interference link

—  Cellularlink — =2

FIGURE 5. Cross-link interference

I.  INTER BEAM INTERFERENCE

Beamforming is a novel technology used in modern
cellular communication. It is a technique that identifies the
best route and provides an optimum throughput to a
particular user in a specified direction. This approach is
essential to compensate for the attenuation losses in
transmitting the message signal, especially in mm-wave
communication. BS generates multiples of narrow beams of
RF energy in all directions of the coverage area. However,
the space division of multiple beams introduces inter-beam
interference (IBI) [64]. It is caused by the adjacent beams
of the BS of the same cell or the neighboring cell as shown
in Fig. 6. The essence of beamforming is that it is
compatible with both BS and mobile terminal [65].

J. MULTIPLE ACCESS INTERFERENCE

In many different small cell cellular networks, the same
frequency resource blocks carried BS transmitters for
simultaneous transmission of useful information. The
interference signals are induced in the transmitted signal
among the transmission of multiple radio channels in the
desired message signal [66]. Multiple access interference is
also described as a combination of multi-user and co-
channel interference (CCI).

K. MULTI-USER INTERFERENCE

Multi-user interference occurred when multiple users
transmit their respective requests of information at once to
the closest BS within the same cell (as shown in Fig. 6)
[67]. Usually, this kind of interference is mostly observed
in the radio network, where multiple connections are active
in each other's chorus and close vicinity. As new radio, the
current 5G is a group of various uncoordinated small cells,
and it is foreseen to adjust substantial users with higher
bandwidth and lower battery dissipation [68].
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FIGURE 6. Inter-beam and multi-user interference

IV. INTERFERENCES IN 5G NETWORKS

This section discusses various interference effects in
HetNet, RN, D2D, and IoT. It explains various types of
interferences related to each method by studying the state-
of-the-art relevant researches in the literature.

A. HETEROGENEOUS NETWORK

The simultaneous operation of varied types of low power
BS transmitting and receiving a signal simultaneously from
more than 100s of antennas is performed to satisfy the
current 5G HetNet technology demand. It is a network
designed to support the concurrent operation of multiple
technologies [69, 70]. The researchers suggest the
unconventional HetNet system's concept to meet the
continuous growing user data requisite [71]. Therefore, it
presented the HetNet wireless network's idea and believes
that the novel HetNet architecture has the potential to fulfill
the future demand of both the continuously increasing
number of wireless devices and the request for higher data
rates [72]. Several types of research were performed for the
optimum use of the HetNet structure. In [73], authors
proposed that an ultra-dense HetNet cellular network could
deliver excellent result when a macro base station (BS)
transfers data directly to the users in its proximity that
requires low transmission power and provide energy
efficiency. Whereas hand off the data to the small cell BSs
for the distant users. It triggers to maximize the coverage
area than the actual capacity of macro BS and alleviate the
dead zone coverage areas [74]. However, the users at cell
edges served by the small BS are severely interfered with
by intra-cell and inter-cell interference that badly affect the
user’s performance. Additionally, recent research shows
that about two percent of global CO, emissions are
generated by the information and communication industry.
Since energy efficiency is the essential part of current 5G
wireless communication, power management of the devices
and BSs in designing the new radio 5G HetNet mobile
network. Thus, it is considered as an eco-friendly system is
referred to as a green energy communication network [75,
76]. Table 1 illustrated fictions of a diverse set of small
cells and a macro cell in HetNet.
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TABLE 1. Specification of different elements in HetNet

Types of Transmit Coverage Backhaul Environme
Nodes Power Area Link nt
Relay 30 dBm 300 m Wireless In/Outdoor
Femto-cell <23 dBm <50m Internet IP Indoor
Pico-cell 23-30dBm <300 m X2 interface  In/Outdoor
Micro-cell <40 dBm <=500m X2 interface In/Outdoor
Macro-cell 46 dBm Few Km S1 interface ~ Outdoor

HetNet is based on the random deployment and
uncoordinated nature of the small cells. It is critical and
challenging to directly forward the backhaul traffic to each
small cell node's given gateway. Since the current 5G
cellular network touches the untapped region of the mm-
wave frequency band that generates tremendous data
transfer rate in Gbps [77, 78] and is expected to overcome
the limitations. It supports frequency re-use for backhaul
links and exceptional data transferring speed than a
conventional system. The mm-wave (i.e., 1mm-10mm)
limits the long-distance transmission of a signal but delivers
high data transfer speed [79]. Therefore, researchers and
industrial operators devised a solution that backhaul traffic
is transferred through to a given gateway via multi-hop
links by using mm-wave frequency spectrum [80]. This
method results in the easiness of the user’s handoff issue in
small cells because the macro BS only performs the
management task. It transmits the information for
controlling the user handover in low-power cells. Whereas
small BSs are solely responsible for user data transmission
[81, 82].

The most concerning issue in the FD technique is SI.
Numerous SI cancellation methods have been proposed,
such as analog or digital interference cancellation that can
deliver up to 120 dB SI cancellation and trigger the FD
communication over the HetNet structure [83]. Despite that,
the continuous transmission of several small cells and
multi-hop transmission of data to the user as of direct link
and backhaul traffic to gateway created massive congestion
issues with destructive interferences, handoff failures, and
mobility management problems [84].

The co-existence of 4G and 5G networks introduces two
stages of deployment in the current 5G wireless
communication i.e., non-standalone (NSA) and standalone
(SA) modes [85]. The SA mode is considered for the future
release of 3GPP and it is solely based on new packet core
architecture instead of relying on 4G Evolved Packet Core
(EPC). Whereas NSA 5G network is an ongoing 3GPP
standardization process to implement the draft standard
commercially with the existing 4G cellular network. The
concurrent operation of both the technologies in the initial
NSA wireless network enhances spectral efficiency,
reduces the 5G network cost, and provides seamless
coverage yet exposed to user mobility and results in radio
link failure and handover probability.

A viable and durable combined interference
coordination, management, or mitigation scheme as shown
in Fig. 7 needs to be addressed to manage these issues.
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1) Interferences in HetNet

HetNet is a promising technology for the current 5G
radio communication, which suffers from various types of
interferences [86]. This ultra-dense small cell system is
extremely devastated by the inter-cell, intra-cell, adjacent-
channel, self, inter-channel interferences because of
unsystematic and unorganized network design. It is
observed from development on ultra-dense small cell
networks that ICI in the current 5G HetNet can be increased
twice compared to the conventional cellular network design
[87]. Consequently, ICI's intensiveness in the current 5G
multi-cell low power BS is very high, and the features
posed by ICI in its predecessor’s mobile technologies
somehow vary with the new radio 5G network. Therefore,
an advanced ICI management and mitigation technique
would be developed for next-generation cellular
technology. Besides, cancellation of all other vulnerable
interferences to maintain high QoS and fairness among the
users in a cellular network.

Due to the concurrent operation of numerous small cells
of and within these cells, multiple machine types or small
gadgets or smartphones communicate with each other in a
macro BS in the HetNet environment causes co-tier, cross-
tier interferences (as shown in Fig. 8) [88]. These
interferences are mostly observed in a large gathering
where many users require higher throughput, such as heavy
data applications, internet surfing, downloading and

(G
£
. &] Picocell

Wireless Connection w.

uploading photos, videos, and so on. Those interferences
that are precisely involved within the multi-tier
heterogeneity structure of mobile network are as follows,

2) Co-Tier Interference

Co-tier interference is observed when both users reside in
the same network tier. In this case, an uplink transmission
femto user belongs to one cell could be the reason for
interference to an adjacent femto BS i.e., in the closest
range of femto user. Femto-cell transmission coverage
short-area approximately 50m. Therefore, it is unavoidable
where multiple femto BS installs, and an ample number of
users access the link [89].

3) Cross-Tier Interference
In this scenario, users belong to dissimilar network tiers.

Macro user exists in the femto access point to generate
uplink interference to that femto BS. Similarly, when a user
inhabits the femto BS coverage area, it lies close to the
macro BS coverage area. The femto user creates cross-tier
interference with a macro BS. Usually, in the cross-tier
downlink, interference is received when macro BS at a
distant location to the macro user but close to the femto
access point received interference [90]. As macro BS power
is very low and the closest femto BS is in a close radius, it
will generate high downlink interference to the macro user
[91].
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FIGURE 8. Co-tier & Cross-tier interferences cellular HetNet structure
4) Control Channel Interference

Control channel carries scheduling and synchronization
information for downlink and uplink data channels besides
HARQ ACK/NAK information for uplink data channel
[92]. It holds the information over a physical channel.
While transmitting information over a physical channel,
different user’s control may get interfered with each other.
As carrying the control data on the same physical medium
will induce interferences and the user can be received
packets in unsynchronized order and data corrupted. Hence,
the negative acknowledgment sends back to the serving BS
and data of a particular user re-schedule.

5) Research Work of HetNet in Literature

The authors in [93] propose an approach based on self-
organized HetNet that focuses on maximizing the QoS. It is
based on game theory that effectively implemented the
muting technique of cell time transmission. Therefore, it
provides good QoS and authenticates users. Besides, in
[94], the authors explored the issue of small cells (SCs)
with network flying platforms (NFP) within the
consideration of all possible limitations. They execute two
methods; the first is an association between SCs and NFPs
to reduce total interference while targeting each SC
throughput via HBI/MTI. The second form associates NFPs
with SCs decay the system's overall interference in an
account of the total sum rate by MTILBLS. The simulation
results advocate that the proposed algorithm produced
impressive results. However, in [95] authors discussed
improving the SINR level by reducing interference. To
rectify the affair, the SFR approach, besides the non-
uniform SBS distribution, was furnished. Also, uniform and
non-uniform distribution scenarios were considered for
expressions of coverage probabilities.
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Consequently, simulations addressed that the suggested
model delivered quality results by using the SFR scheme.
Similarly, SFR with a non-uniform SBS setup increases
coverage probability due to fewer interference problems.
Moreover, increment in MBS and SBS densities leads to a
harmful effect on coverage probability, but decreasing the
SINR threshold value provides better coverage because of
the increased number of associated users. The investigators
in [96] address inter- and intra- channel interference in the
existence of femtocells within the macro cell. It presented
the FFR (Fractional Frequency re-use) technique and
divided the cell into the edge and central region. The
method implemented as the central region users i.e., inner
region, has given the same frequency sub-band, whereas
outer region users are assigned different frequency
channels. As a result, ICIC prominently decreased, and the
aggregate data rate of the cell reached 100% and a 20%
reduction in outage probability. Thus, simulations
confirmed that the FFR procedure improved the
performance of the HetNet cellular system.

With the advent of mm-wave and microwave frequency
bands, the network operators can implement multi-antenna
cellular phones and provide higher bandwidth with
seamless coverage for each user. The 3GPP organization is
working to completely implement access and backhaul
transmission of cellular traffic on FD wireless mode, but
frequency reuse and multi-numerology configuration
activate intra-channel interference. Therefore, in [97]
authors proposed an impactful solution for intra-channel
interference in mm-wave backhaul connection in the
HetNet system. It furnished an orthogonal channel
allocation, efficient mm-wave access point deployment, and
optimal power transmission allocation for reducing
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complexities of mesh backhaul links. Consequently, the
Ray-tracing based simulation shows that the anticipated
method reduces interference up to 250m from mm-wave
GW. The authors in [98] proposed a PA-based interference
alignment (IA) scheme and coordinated beamforming (PA-
IA-CB). This scheme was devised for power allocation and
interference mitigation issues for the downlink NOMA-
MIMO technique in HetNet. Hence, the simulation results
validate the proposed concept's performance based on the
system sum-rate and outage probability at different SNRs
compared to the traditional method (MIMO-OMA). In [99],
the authors focus on managing cross-tier interference by
deploying small moving cells. They designed a mechanism
in which S-UEs' interference channel is signified by the
dominant channel space followed by applying ZFBF in the
dominant channel space. Therefore, the simulation results
proved that the proposed technique is efficient enough for
M-UEs and S-UEs.

In [100], authors raise the concern of multi-tier
interference in HetNet uplink transmission. It designed a
prioritized radio-access scheme that relies on frequency
hopping procedures. The advantages of the suggested
scheme that the SC-user has low BER performance and
high radio-access priority. Whereas MC-user received
relatively poor performance but surpassed conventional FD.
As a result, the proposed FH method assured higher anti-
interference and spectral efficiency than traditional FH. In
[101], the authors proposed a plan, a sub-channel
assignment for SWIPT-NOMA in the HetNet downlink
case with imperfect channel state information (CSI). The
yield of both techniques is the improvement of EE of the
cellular network. Thus, numerical results simplified as the
proposed algorithm delivers quality performance based on
numbers of PUs/FUs, average EE of low power cells
compared to conventional NOMA. Whereas in [102]
authors proposed a novel real-time dynamic user (UE)
association algorithm for multi small cell networks. It
develops a location-based interference mitigation
algorithm. The algorithm helps to mitigate co-tier and
cross-tier interferences. Consequently, computational
results proved that the furnished algorithm leads to better
performance compared to the other algorithms. Researchers
added that their results are applicable in a real wireless
network environment for current 5G systems. In [103]
authors worked on interference mitigation and network
capacity enhancement by investigating old TA schemes. An
RCIA algorithm was proposed for the Multi-cell MIMO
downlink HetNet. The outcome shows that the suggested
scheme delivers excellent performance in spectral
efficiency compared to the TDMA technique.

Furthermore, the authors addressed the case of
interferences, i.e., co-tier and cross-tier in the two-tier
femtocell (FC) network, by introducing a hybrid dynamic
ICIC scheme [104]. To gain each wuser utility and
maximizes radio resources, two algorithms have been
conceived i.e., FBS-level and FMS-level. The proposed
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schemes' prominent services are Low computational
complexity of the FMS-level and distributed functionality
of the FBS-level. To evaluate the performance of suggested
techniques, the PF and Hungarian scheduler were used.
Consequently, the PF scheduler with the recommended
approach gives excellent performance compared to static
and semi-static ICIC methods. Also, it delivers high cell-
edge user quality and capacity and fairness among all the
users in the macro cell. Whereas in [105], the examiner
raises an issue of interference in shared spectrum resources.
They developed a modified firefly algorithm (FA), i.e.
discrete firefly algorithm (DFA) to reduce the co-tier and
cross-tier interferences and ideal resource allocation in the
shared spectrum HetNet. The experimental results proved
that the DFA scheme performed better than the random
resource allocation technique. Also, it minimizes the
interferences if users utilize the same resource blocks in the
femtocell network. In [106], investigators focused on
improving beamforming vectors and power allocation for
security rate enhancement by worst-case formulation in
two-tier multi-antenna relay-assisted HetNet. Additionally,
researchers devised an interference nulling strategy to
minimize CCI. Hence, it concludes that the proposed
method showed high reliability to accomplish secure
communication from experimental results.

In [107] authors explored objectives are to increase
network performance based on energy efficiency and
throughput alongside a reduction in the interferences. It
formulated particular algorithms for a possible combination
of eICIC parameters. Thus, the Relaxed-ABS algorithm
removes interference via resource allocation parameters
such as subframes allocation and average airtime. To
validate an algorithm’s performance, simulation results
prove that Relaxed ABS achieve a prominent gain in energy
efficiency. Nonetheless, further modification in the method
by blending eICIC and Coordinated Multipoint (CoMP)
improved overall system performance. Since 5G and
beyond expected to overcome the energy consumption
issues thus, several numerical and practical analysis has
been performed by explorers for green communication. In
another paper [108], researchers address the shortcomings
of power consumption and CCI among the small cells in a
dense HetNet 5G system. They apply a novel design of ICR
that relies on low power cell on/off switching algorithm.
Furthermore, to curtail UE’s measurements' total quantity,
network adjacency matrix (NAM) with the interference
coordination rate (ICR) calculation method is merged.
Consequently, the unconventional algorithm brings
excellent power efficiency to the SBS. Besides, it decreases
CCI between small cells with lower traffic loss compared to
conventional switching strategies.

Table 2 shows the summary of the research work of
HetNet in the literature discussed in this section.
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TABLE 2. Summary of research work of HetNet in literature

Problem/Issue Methodology Outcome/Advantages Limitation/Future Work Refer
ences
The user satisfaction ratio (USR) reported
A game theory approach that that at 100% of HAS clients request HD
optimized cell time transmission videos, the QoS mode provides better USR Investicate the optimal
Aim to maximize the muting and user attachment with than SLR mode and achieved a USR gain of ins talla%ion of Q(I)) S eICIC
QoS & mitigate ICI for ~ dynamic eICIC technique was 3.5% with USR=46.6%. Subsequently, in [93]
. . o over SDN controlled 5G
self-organized HetNet ~ presented to support the higher the case of 100% of users demand SD mobile networks
number of high data-intensive videos, both optimization modes brought
quality video services and fairness  enhancement and gained the same USR of
78.6% with an identical increase of 3.5%
The bipartite matching and local The defined techniques achieved near an
search-based algorithms, i.e., optimal solution and reduced complexities. .
. . o e . . The power consumption and
Analyzed the issue of Hungarian based initial minimum  The simulation parameters showed that the i
. > . . mobility of NFPs were not
small cells (SCs) with total interference (HBIMTI for returned total interference form ILP using nsidered and db [94]
NFPs in an account of ~ each SC fairness) and Minimize Gurobi=9 and in this HBIMTI returns c?)ofi fe terealeamwi(;lu ca
all related constraints total interference based on local optimal output whereas MTILBS achieved fhaller? 2 2
search (MTIBLS for high system total sum rate=23 and total interference=7 &
performance) was proposed means that total intrusions were reduced
Discussed t~he Ser,{ of A soft frequency reuse (SFR) .
the offloading user's : . . . This research can be used to
. scheme with nonuniform SBS Simulation results showed that MBS
issue due to oy L N . find the most favorable value
. deployment presented to resilient coverage terrain is about 70% of radius for . . [95]
interferences from . . of f to achieve efficient load
. the interference and improved the ~ edge coverage range of MBS .
MBS to SBS in an - balancing
ultra-dense HetNet coverage probability
This research can be further
Examined the case of explored for mobile users
. . An FFR model designed by . . with user’s fairness as a
intra- and inter- Lo Significantly reduced interference level and . o
. . assigning different frequency . o constraint and adaptability of
channel interference in sum-rate of the cell increased to 100% and . [96]
L channels for both center and edge N center region space and
HeNB within the OP reduced to 20% .
macrocell UEs resource allocation can be
dynamically handled as per
user’s mobility
Evaluated the intra- Multiple approaches considered, In without route-multiplexing case, the It would be interesting to
channel interference in such as installation of mm-wave proposed method reduced interference up to  performed experiments of the
mm-wave mesh access points (APs), orthogonal 250m from mm-wave GW. It also presented method in a real- [97]
channel, and optimal power applicable for dynamic interference world scenario to corroborate
backhaul networks L . . . .
transmission allocation techniques ~ managements without full searches the effectiveness
. The graph values proved that the system
iI:tVeerszggceg rt:iiidzglon PA-based interference alignment sum-rate and OP of PA-IA-CB are lower
E and coordinated beamforming than those of OMA and NOMA for all SNR .
and PA concerned for L . . The complexity of the
. (PA-IA-CB) approach to levels. Existing IA-CB provides a higher . L [98]
downlink (DL) o . . - » algorithm is high
NOMA-MIMO eliminates co-tier and cross-tier sum-rate at SNR=45dB and larger; it needs
HetNet system interference at least 2 orthogonal frequency resources
Y for MC and SC
.StUdled cros§-t1er S-UEs based on dominant channel =~ Computer test confirmed that the designed . .
interference in the . . The effect of interference is
space with a minimal rank after scheme performed better for M-UEs and S- . . . [99]
presence of small higher for bigger cell size
moving cells that employed the ZFBF process UEs
Under the imperfect power control over the
cross-tier proposed algorithm guaranteed
higher spectrum efficiency (SE) and non-
Co . . interference capabilities than existing FH / .
. A prioritized radio-access solution . . General case of FH with
Explored multi-tier . Numerical figures given as BER of SC-user . .
. . considered based on a frequency flexible multi-level access
interference in HetNet . . g versus Tx power of MC-users were plotted . [100]
. hopping (FH) pattern with multi- . _ _ priorities would be a good
uplink (UL) system level Hammine correlation for different K values at SNR=10dB and y = reason fo explore further
S PMC/PSC in case of practical HetNet UL. The P
graph values also presented the SE of MC-
users and SC-users for their Tx power ratios
vy =2dB and 10dB
10
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Studied energy
management issues of
mobile devices in 5G

A subchannel assignment problem
for Simultaneous wireless
information and power transfer

Numerical values validated the performance
in terms of the number of PUs/FUs and
average energy efficiency (EE) of pico and
femto cells compared to OFDMA and
conventional NOMA practice. Simulation

The interference effect of

ﬁ%ﬁggksaf; N tosize in (SWIPT)-NOMA along with Mus test simplify to understand that when the Pg;ﬁgzs:f;ﬁ;‘i t;l;:z:;flr(all [101]
considera tiorI;yo Fintor- and PBS/FBS based HetNets in number of users=40, EE with 6%=0.0005 is P
ser interference DL with imperfect CSI 3% of the proposed algorithm which is
u higher than 6°:=0.005 and 31% higher than
that with 6%=0.005
. . A bar graph results showed the comparison
A new real-time dynamic user .
Reflect the new 3D 5G . . . of the sum of interference
o association algorithm with the . To conduct a new user
multi-tier HetNet . X (Iip+ListLstlathatI34) for core Micro BSs . .
. assistance of a location-based : association algorithm test and
communication system . o for seven BSs using two threshold .. . [102]
. . interference mitigation scheme _ apply it in practical case the
with co-tier and cross- . . levels(ys=0.005, 0.008 watts) and confirmed N .
. and derived expression for the . . UE’s stack must be modified
tier interferences .. that chosen threshold directly proportional
coverage probability .
to the sum of interferences
A regional centralized
Objective to minimize  interference alignment (RCIA) by =~ RCIA has better capacity in maintaining SE =~ The work will use to design
interference by IA for expanding the grouping-based TA than TDMA schemes. Results show that the ~ more complex network [103]
multi-cell MIMO DL (GIA) algorithm along with two- SE-RCIA achieved 80 bps/Hz data with scenarios with a large number
two-layered HetNet cascade Tx BF matrices at MBSs SNR=40dB in different number of MUEs of macro cells as well as users
and Rx BF for PUEs and MUEs
A semi-distributed dynamic ICIC The proposed solution’s simulation values
approach conducted for achieved 53% and 50% cell-edge The cell-edge user
Aim to reduce ICI in interference reduction and FC-BS  throughput gains compared to reuse-3 and performance can compromise
two-tier femtocell (FC)  (FBS) and FC-management semi-static ICIC schemes (with 3 dominant system capacity and user [104]
networks system (MS) (FMS) level interferers restricted). Moreover, it gained fairness of a higher number of
algorithm used to maximize the approximately 44% and 32% peak UE data users
utility of individual users rate compared to semi-static ICIC
Simulation results expressed that an
A modified namely discrete increased number of iterations increased the
To tackle heavy S : . . .
. firefly optimization algorithm chances of appropriate RBs allocation and A more improved scheme
interferences and . . e .
maximize SINR value (DFA) for efficient resource interferences could be mitigated and would provide a better SINR [105]
. allocation to achieve the better increased SINR level. For the firefly value than the proposed
in shared spectrum . . - . .
resources SINR value than arbitrary algorithm in the last iteration, the average scheme
allocation SINR value of all FUEs could be achieved
was 75.96dB
The secrecy rate graph versus total power
An artificial noise (AN) technique constraint of th§ MBS Qnd multl-anteTma
‘ ‘ was exploited to deceive the relay (MR) station recglved values as: For
Studied the physical Py=10 dB and 5 dB with k=2, the secrecy . .
L eavesdroppers and constructed an _ ) Consider a case of imperfect
layer security in a two- . . rate= 0.6 & 0.47 bps/Hz, respectively.
. . interference nulling strategy to . = A CSI at the MBS of the [106]
tier relay assisted L ) Besides, when Pr=10dB & 5dB with k=2, )
eliminate CCI; also, second-order i implemented framework
HetNet system . the secrecy rate= 0.6 & 0.2 bps/Hz. Hence,
cone programming (SOCP) b o th bove i
coblem y comparing the two above items, we can
p see that Py has a low impact on the secrecy
performance than Py
. Analytical values of EE and average
To increase the . . . L
A simple ABS algorithm coupled  throughput line graph is given as, For . . e
network performance th the eICI hni .. 1 hieved A modification with joint use
based on throughput with the ¢ CIC technique was minimum Qusers achieved average of eICIC with CoMP would
. furnished to attain exceptional EE  throughput is 352.91 Mbps and EE=8.60%; [107]
and energy efficiency . . help to escalate the LTE
: . gain on the cost of the system whereas for maximum 1000 users, the o
(EE) while reducing h h h hout= Mb d network credibility
the interference throughput. average throughput=3.33 Mbps an
EE=22.87%
L Planned mechanisms help circumvents the
Inspect the case of CCI Interference coordination rate complex computational actions besides .
(ICR) based on small cell on/off i . The algorithm can be
and power o . . . modifying the EE of SC BSs and decreasing . .
. . switching algorithm incorporation . L . extended to identify the effect [108]
consumption of in of network adiacency matrix CCL. Also, signaling information between of the mobility of the users
dense 5G HetNet J y UEs and SC BSs involved in the small cell y

(NAM)

switching mechanism was reduced

B. Relay Node

A few years back, a promising technology for next-
generation wireless communication was introduced, now
known as an RN [109]. 3GPP presented this concept in Rel-

10 to solve performance issues such as slower data rate,
more significant delay, weaker signal, higher interference
(self, inter-cell, intra-cell), and so on RN is the least
expensive low power BS that provides enhanced coverage,
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greater capacity for the users, and increased throughput,
especially at the cell edges. In 4G technology, relays help to
give a reasonable data rate to the users in those areas where
macro BS did not support acceptable throughput [110, 111].
RN was initially introduced as a switching BS that extends
Macro BS's coverage zone and alleviates the hardware
installation cost. However, the academic researchers and
industrial experts performed extensive researches. They
advised that RN can be applied in cellular communication
to enhance throughput, energy efficiency, system capacity
besides decreasing power consumption [112, 113]. The
relay channel communication provides higher data rate
coverage to the cell edge users for mobile broadband
networks to satisfy advanced RN objectives [114]. Thus,
the future network, which is a combination of different
sizes of small cells and RNs networks and usage of the mm-
wave frequency band, offers a proliferation of throughput
and increases energy and spectral efficiency for both cell-
center and cell-edge users. Also, multi-hopping through
various nodes reduces power consumption as well as delay
[115]. Moreover, the RN is also expected to be served as
full macro BS at the physical layer, but its range is limited
as compared to the macro BS. This extension in the RN
would help to minimize the complexities of high power BS.

Furthermore, the communication between the user and
the RN takes place at the same frequency as the
communication between the RN and the backhaul link; it is
termed as in-band. Contrarily, suppose the backhaul
communication performs at a different frequency than the
carrier signal utilized by the user for uplink (UL) and
downlink (DL). In that case, the RN is known as out-band
[116]. However, out-band relays need more resource blocks
since two channels are required for the access and backhaul
links. Due to limited spectrum resources, this technique is
completely undesirable, and in-band relay has been the
focal point of 3GPP and future wireless communication
[117].

In the mm-wave HetNet design, RN's efficient use plays
an integral part in transmitting a signal from Macro BS and
small cells BS. RN in full-duplex (FD) transmission mode
is considered to perform far better than (half-duplex) HD
mode. However, many techniques had been devised to use
HD mode to resolve resource wastage and support
extensive data demand for the billions of devices for future
wireless communication, such as two-way relaying(TWR)
[118]. However, HD relaying immensely increases the
transmission and algorithmic complexities of the network.
Whereas FD relaying (FDR) provides fewer complexities at
the MAC layer, greater spectral efficiency, and well-
organized resource management and supports various
resource allocation techniques for efficient use of resources
without loss of throughput in unfavorable propagation
channel conditions. This cause massive congestion due to a
large number of assorted devices, hidden terminal, signal
penetration due to the structure of the high rise buildings
and large advertising objects such as billboards [119].
However, FD and multi-tier HetNet induce various
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interference issues. The most prominent interferences in in-
band FDR are self-, inter-relay, and inter-cell interferences
[120, 121].

1) Interferences in Relay Node

Interferences are a critical and unavoidable part of a
cellular network. In wireless communication, it is dealt with
in two ways: coordination or cancellation techniques. The
interferences observed in RN are described below with
related works.

2) Relay Self Interference

The wireless transmission technique FD is capable of
receiving a signal and transmitting it simultaneously on the
same channel. This dramatically enhances the spectral
efficiency up to 2 times more than HD relaying (that uses
two channels). The most promising technology of a current
5G cellular network is the mm-wave spectrum. For massive
data rates, ultra-reliable low latency, and minimum transmit
power, mm-wave is supposed to be an efficient technique
for wireless front and backhaul links. However, due to its
limited transmission length, higher spectrum bands (above
24GHz) are badly exposed to propagation losses and fading
issues. Therefore, standardization authorities and academic
researchers believe that FDR is the most viable option to
expand the coverage limit [122]. The implementation of
FDR with mm-wave signals induced SI. It is the
interference caused explicitly by the transmitter to the
receiver antenna located in the same equipment. This
should be reduced to a minimum, at most below the
receiver's noise power level, such as in [123], the authors
designed mm-wave end-fire FDR antennas for SI
suppression. Similarly, In [124], the authors proposed the
SC-FDE-based FDR method and showed an optimum result
of the amplifying aspect at the RN, where there is no need
for residual SI cancellation.

Fig. 9(a). FDR supports the concurrent transmission and
reception of a signal, resulting in a broadcast from the
primary BS in which multiple access phases are
synchronized. Ideal relaying that delivers precisely the
output of its input signal is realistically unachievable. In
Fig. 9(b), the FDR experiences strong SI from its antenna
receiver node, whereas interferences from other sources
would be a part of a transmitted signal.

. . SR RD . .
Transmitted signal o — __‘\Recened Signal
T L W W
(a)
SI
SR
Transmitted signal " = _ /_,RE‘ Received Signal

TN W W
Sj(b)LR_ '

S = Source, D = Destination, R = Relay,
SR = Source-to-Relay, RD = Relay-to-Destination

FIGURE 9. (a) Co-tier Ideal FDR (b) FDR with SI
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3) Inter-Relay Interference

In a multi small cell and relays network within a macro
cell, FD transmission mode increases throughput, yet it
experiences inter-relay interferences (IRI). The relay
collects the source data, but it interferes with the other
relay’s signal. This phenomenon is mostly observed at the
cell edges when two neighboring cells use the same set of
frequencies. Due to the RN's high transmission power, the
relays are affected by the interferences between them.
Sometimes during the bench-test, it is observed that the low
power transmission of RN can still disturb the 133
neighboring RN. And this problem drastically lowers the
user’s data and network quality. In [125], the authors
suggested the IRI mitigation technique for the two-hop

— Cellular—— Relay
link Node link

FIGURE 10. IRI, ICI, RN, and D2D links in RN

4) Research Work of Relay Node in Literature

Various studies have been conducted on the management
and mitigation of relay interference since its introduction in
mobile networking. Few research methods to rectify RSI,
IRI, and other interferences in RN are discussed below.

In [127], the authors proposed a scheme EH-FD-NOMA
system with amplify and forward FDR to examine the
performance of a system and take measures for SI. The
Monte Carlo simulation is used to describe the numerical
outcomes. Therefore, results show that implementing PB
with high transmit power and SI cancellation for FD will
improve throughput and outage performance of near and far
users. In [128], the authors furnish a framework to assess
FDR's ergodic capacity in vehicle communication. Both
CCI and SI were taken into consideration at the destination
and relay, respectively. Precisely, the calculation performed
on the vehicular-to-vehicular  radio  cooperative
communications with FD non-generative AF relaying
system with independent non-identically distributed (i.n.i.d)
Nakagami-m fading channels. The closed-form expression
of the ergodic capacity was also presented. The outcomes
confirmed that system performance decreased while the
increase in SI at the relay and CCI at the destination.
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«——> D2D link-

relay. They proposed a method in which the IRI
cancellation was executed at the RN to minimize the
detection complexity at the destination point. Results
proved that the recommended way delivers better
performance than the existing schemes.

In a current 5G radio network, a complex combination of
several small cells with FDR supports the user’s demand,
but other sources' disturbance reduces the user’s experience
[126]. Several types of interference can be possible in a
single RN (as shown in Fig. 10). Therefore, an efficient
interference cancellation scheme minimizes latency to less
than one millisecond and provides higher throughput at
multiple Gigabits per second (Gbps) to support next-
generation applications highly desirable.

UE
— > Intra and Inter- <« - > Inter Relay
cell Interference Interterence

Additionally, the suitable placement of the relay is
suggested precisely in the middle of the source to the
destination link. The results proved that when the user is
closer to the receiver side, ergodic capacity decreases; thus,
the system's performance degrades. However, in [129]
authors worked to inspect the impact of in-band FDR of
amplifying and forward mode with imperfect transceiver
such as damage in electronic component alongside the
effect of residual SI. The numerical and simulation results
demonstrate that both SI and hardware impairments
significantly impact system performance. Hence a robust
optimal power allocation technique offered that effectively
upgraded system performance. Nonetheless, when the
network is badly affected by SI and hardware malfunction,
the proposed method could not guarantee expected network
efficiency. Therefore, there is room for an advanced
solution is desirable.

As the next-generation network is considered to connect
billions of devices within a single-tier network, it is
predicted that the capacity and QoS will be 100 times
higher than the traditional network. But, the malfunction in
the hardware equipment would decay the performance of
the system. Therefore, in [130], the authors analyzed the
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performance limitation due to disturbance in the
transmission of a signal because of faulty hardware in radio
communication devices and imperfect SI cancellation in
IBFD decode and forward system. The Monte Carlo
simulation was performed to corroborate numerical results.
As a consequence, the simulation results achieved accurate
expression for the system OP and evaluated the influence of
RSI and hardware impairment on system performance to
overcome inadequacies of earlier related works. In [131],
the authors examine the IRI issue in the CSS TPSR
protocol. It focuses on MLC signals for IRI mitigation,
whereas simulation results validate the suggested method's
BER performance. In conclusion, an innovative scheme
helps to mitigate IRI in FD transmission even in severe IRI
environments. In [132], the authors investigated the
scrambling technique to remove IRI. A novel analytical
model presented for a tri-sectorized Hexa shape mobile
network. The effect of the scrambling approach on two
relays of a sector interference coordination has been
discussed. Therefore, the outcome concludes that capacity
and throughput are significantly enhanced and the
efficiency of access link validated based on SINR and data
rate.

Several investigators and industry hardware experts
performed numerical, simulation, and test bench tasks on
HD and FD transmission performance measurements. And
they advised that FD transmission with relaying technique
in the next-generation mobile communication is considered
to be the optimum technique. Besides, the FD mode tends
to support the expected demand for billions of wireless
electronic devices. Nonetheless, few of the researchers
worked to provide the same results with unconventional
techniques. Like it is presumed that the current 5G wireless
communication network is disastrously affected by the
interferences. Thus, in [133] authors, demonstrated IRI due
to successive transmission of source and relay to another
relay and destination links in a network. To fulfill the
requirement, two-relay pair selection relies on available
CSI in a network that is equipped with a cluster of HD
buffer-aided relays, buffer-aided multi-antenna source, and
a destination. In global CSI a linear precoding process and
CSIR phase alignment strategy are utilized by the source to
remove IRI. Numerical results have clearly shown that
proposed methods refined performance based on average
end-to-end rate and outage probability. Whereas, traditional
non-ideal SFD-MMRS technique with IRI is prominently
decreased.

In [134], the authors proposed an unconventional virtual
FD buffer aided relaying protocol is furnished, and it is
categorized by exploiting several SR links. The results
indicate that IRI mess commendably suppressed via
interference cancellation at the relay with many antenna
elements. Results verified by simulation test described that
the novel virtual FDR technique delivers minimum latency
and sustain sufficient outage probability than existing
schemes. Another work demonstrated the IRI disturbance
and proposed a new virtual FD cooperative NOMA
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framework in [135]. A relay station selection algorithm
designed with adaptive IRI management and outage
probability of a suggested scheme is statistically derived.
Thus, simulation outcomes confirmed the more excellent
performance of the relay station selection algorithm.
Significantly, the proposed framework outperforms the
traditional HD NOMA framework. Researchers worked on
the mitigation of both interferences related to relay, i.c., IRI
and RSI. Subsequently, in [136], authors investigated RSI
and IRI for FDR. They are using oblique projection and
orthogonal projector techniques to nullify relays
interferences. This technique's unique advantage is that if
RSI and IRI channels are unknown, it can still be adopted.
Thus, the proposed method does not degrade SIR under
high transmit power. Once the RSI and IRI are canceled,
the FDR mode can be implemented with full potential for
next-generation communication. Though in [137], the
authors provide quality results for future cellular
communication. The authors suggested a framework of
several small cell-based macro cell networks with FD mm-
wave backhaul links to boost a spectrum’s efficiency and
attain larger multiple access. An FD mm-wave precoding
scheme is offered that enhances spectral efficiency and cuts
down interferences simultaneously. By using a three-step
precoding design, vastly degrades SI, IRI, BS-UE, and RS-
UE interferences. In conclusion, the suggested framework
improves cellular network overall throughput, a large
number of user support, enhances coverage area, and high
data rates for each user with minimum latency.

In [138], the authors discussed the degradation of
network performance due to various interferences. A
combination of multi-tier small cell structure with FDR
transmission mode produces SI, IRI, and RDI. The MIMO
FDR assisted a multi-cell network with a joint BF method
to mitigate SI, IRI, and RDI. In particular, all three
interferences effects can be removed by relaxing zero-
forcing conditions of several null space dimensions
implementing IA. It is given that the multi-dimensions can
be adjusted in a single dimension where the interference
mitigation techniques can be utilized. The MIMO FDR
transmission is achievable by effectively canceling the SI,
IRI, and RDI and it is further enhanced by the PA algorithm
to offer close to twice the standard HD capacity. In [139],
the authors focused on analyzing FD interferences with
filter and forward-based multiple relays cellular system.

Two strategies are provided for the filter model based on
SINR enhancement with a controlled transmission power of
relay. The results verified by the simulation test and proved
that the FD-FF relay network shows higher reliability than
the HD-FF scheme regarding attainable rate. It also
described SOS-based filter design techniques that were
obtained and their efficacy is given numerically. The
articulators in [140] discussed the performance of dual-hop
energy harvesting relaying networks under the time
switching process in the presence of CCI over Nakagami-m
fading channels. This examination explicit the network with
and without a direct link. Hence, the expression of data rate
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and the average bit error probability is evaluated
analytically. Numerically calculated analytical results
matched with equivalent simulation outcomes justify the
effectiveness of the presented analysis. The results
conclude that the system performs best on throughput for
optimum values of two parameters, such as a and greater
values of m. Next, the average bit error probability
diminishes with quality channel conditions.

Moreover, nullifying the average bit error probability
once the separation between relay and CCIs increases.
Hence, the results proved that a direct path system performs
much better than without a direct path. Similarly, the
explorer in [141] considered secrecy outage performance of

decode-and-forward cognitive relay network in the shadow
of CCIs. All channels face Rayleigh fading channels and all
nodes are furnished with a single antenna. Closed-form
secrecy outage probability has been derived from
measuring the performance. The Monte Carlo simulation
was devised to validate analytical results, where
opportunistic scheduling was utilized at the destination.
Thus, results corroborate that the employment of several
destinations may enhance system secrecy performance.
However, an increase in CCls could minimize the security
of the network.

Table 3 shows the summary of the research work of relay
nodes in the literature discussed in this section.

TABLE 3. Summary of research work of relay node in literature

Problem/Issue Methodology Outcome/Advantages Limitation/Future Work ~ Referen
ces
Lo . Results presented and confirmed that with Eval_uatlon‘of scheme is
Analyzed the outage Combination of energy harvesting . required with more
. ) . better SIC i.e., -50dB OPs reduce faster and
probability (OP) and in FD mode with NOMA . . powerful and
. . . fall down below outage floor. Besides, if RSI .
throughput performance technique considered by using . . uncomplicated antenna, [127]
. . is large, i.e., -10 dB, the OPs of both users L .
for near and far users in plot graph impact of SI . circuit design, and
. decrease steadily & stay above the outage L .
the presence of SI cancellation floor analog/digital processing
in a real-world scenario
Invest.lgate FDR s Demgp a frame\york for ergodic The outcome suggested that the best position Netv.vorkA trapsm15510n
ergodic capacity in V2V capacity and derived closed, L : quality significantly
L of relay is in the middle of the source- .
communication by upper, and lower bound ST decreased with an [128]
L . S destination link that would help to assess the . -
optimizing CCI, SI, and expressions over i.n.i.d ractical limits increase in average CCI
relay position Nakagami-m fading channels P and SI/ results
Greatly enhance the system quality. The
Derive an optimal power computer test presented that to reduce the FD  Heavy SI and more
Network performance allocation (PA) scheme to reduce transceiver's complex design, a suitable relay ~ troublesome with
assessment of IBFD-AF OP and symbol error probability. Tx power was selected based on the RSI hardware components
relay with an imperfect For instance, at -10dB optimal PA  level obtained. FD transceiver did not require  degrade the system [129]
transceiver and residual must be used but at -30dB if the power adjustment and for SNR> 35 dB, if the ~ robustness/more
SI system requires SEP=10-3 at system required to enhance performance, advanced solutions
SNR=35dB power optimization can be applied for this required
event
Through the Monte Carlo test, three results Damage transceiver
Understand the impact of were achieved 1) OP of the system vs PA downgrade the reliability
imperfect ST canceI])la tion Derive exact OP based on SINR factor, 2) OP for asymmetrical model Pr=40 and quality of
ang faulty hardware on and distortion ratio and examined dBm, 3) OP of the system vs. SNR. communication and OP [130]
the svs tetryn the intelligibility of the system Consequently, HI slightly increase then fall at very low SI
Y SNR>20dB and touched outage if SNR=40 analysis would be helpful
dB in the practical scenario
Low BER achieved with coverage expansion
To improve chirp spread Two-path successive relaying gnd mgmﬁcantly‘ minimized IRI effect even A new scheme could be
spectrum (CSS) . . in worst IRI environments. Computer .
. (TPSR) protocol with multiple . . . . productive to construct a
transmission . . . simulation for BER performance chirp time= . [131]
P linear chirp mechanism was . _ _ relay-oriented CSS
characteristics in the devised 1 ps, bitrate=1 Mbps, BW=30 MHz and system for ToT network
occurrence of IRI analyzed the IRI effect with the above 4
parameters
Interference coordination . . . Significantly enhance the capacity, data rate, The proposed method
The unique Scrambling technique L0 -
between two relay nodes resented to avoid Interforence and sustainability of access link supported can be extended for [132]
in a tri-sectored LTE-A P with better SINR multiple relay system
Eiz}r]-pra;osgilgms(t);g)h?eﬁvé zlhon The bench test showed a round trip rate for
Studied a cooperative P ng strategy various IRI intensities and varying SNR. Investigate the case when
. CSI was applied to increase . . .
network with HD-buffer multiplexing vain and average OP Such as IRI same intensity= 0 dB, stronger=3  only statistical [133]
aided relays in a multi- P £ gair ag dB, and weaker= -3dB. Whereas ideal SFD- information is available
antenna system Whereas conventional non-ideal MMRS almost achieved the upper bound and  about CSI
4 SFD-MMRS scheme with IR . PP
non-ideal degrades performance
degraded.
15
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Exploit multiple source-

Virtual FD buffer aided relaying
protocol with multiple HD relays
was proposed to suppress IRI,

Simulation results validated for OP relay
ranges of 2 =<K =< 10, SNR set as 0 dB.
Subsequently, average packet delay

It is suitable to apply the
same technique in

{zlﬁﬁl br)(()ia(ticre:st chfalrgllels reduce latency, increase spectrum  evaluated with varying SNR from 0 to 30 dB.  multiple interference [134]
¢ exisience 0 efficiency, and maintain minimum  Also, effects of buffer size L=10 to 100 on scenario
OP than other available schemes. achievable OP with SNR set at 0 dB
Numerical analysis showed that when p=20
Virtual FD cooperative NOMA dB for KZS,_optlmal a, for propoied protoiol
.. —_— . reduces OP=0.45 & resultant OP=9.77x10~.
Scrutinized diversity framework for downlink two-hop . . S .

. . . - While a; of 2-stage RS selection minimize The network complexity
multiplexing tradeoff network along with relay selection _ _ 5 . [135]
(DMT) performance algorithm and adaptive IR OP=0.52, resultant OP=2.31x10~. When has been improved

p mina ement P K=10, a; minimize OP=0.45, resultant
g OP=1.80x107%, while 2-stage RS reduce
OP=0.52, resultant OP=4.43x10".
Ort())l‘lecgizrpr(r)g)i?sls:s i%i;gg;%o?gl Simulation values showed that the noise Inspect the case with
Interference mitigation g Jr IQSI nd IRI in the FDR effect in the system with SNR=8 and SNR=0o artificial intelligence to
for MIMO multi-hop FD eerease & e a small gap found and confirmed that multi- boost the reliability, [136]
system, reduce computational . o
relay network . - hop networks are interference-limited awareness of the network
complexity, and increase the . . .
s networks and noise could easily be neglected  functions
system’s performance
Channel characterization . ST of FD transmission
and coverage expansion An FD relay-based mm-wave Improved spectral efficiency and needs further exploration
of FD rela gmm})wave multi-small cell with a 3-step accomplished massive multiple access in terms of hardware [137]
wireless chkhaul precoding design presented besides reducing SI and IRI design and precoding
methods
Proposed technique attained better OP and
Mitigation of SL, IRI, and ergodic capacity than baseline approaches
relay-destination Joint power allocation (PA) and with equal PA (i.e., Psr-Prp-1) and i::)tté\fgfg)rfsgisdiroe
interferences (RDI) in ZF-BF was adopted to evaluate considered SNRs symmetrical and affected HD-MIMO “}i tha [138]
MIMO-ED relaying OP and ergodic capacity by noise power No=1 at all nodes; also limited number of users
multicell system revealed that FD-MIMO is superior in system
performance than HD-MIMO relay
FD with multiple filter- . . .
and-forward (FF) rela Two methods LI nulling approach ~ From simulation results suggest that SINR Need to develop a filter
networks in the exis teflce and LI.D approximation approach  of both techniques improved as Tx power where no central node
of SL IRI. and ISI in considered based on SINR relay (Pmax=Ps=10 dB and higher than noise  exists or individual [139]
fre u’enc ? selective maximization; SOS-based filter power which is 1) increased and maximized power limitations for
cha?nnel gnalyze q design scheme was also derived within five iterations each relay imposed
Discussed the Derive expressions for PDF, CDF, Higher throughput for optimal o and larger n
and MGF of SINR of MRC-SC - b . . .
performance of dual-hop receiver diversity techmiaues in values; besides ASEP disparaged with good Higher interference
energy harvesting in Y q channel conditions. Results demonstrated degraded the overall [140]

cooperative relaying
network with CClI issue

terms of bivariate fox-H
functions. Also presented average
ASEP of dual-hop DF system

that the system with a direct link outperforms
without a direct path

network performance

Examine secrecy outage
performance of DF
cognitive relay network
in the availability of CCI

Closed-form expressions of
secrecy OP based on SINR were
derived

Numerical results showed that OP decreased
with an increase in average SINR of the main
link and system secrecy performance
escalated. Besides, the average SINR of the
R-D link is more than the S-R path due to
opportunistic scheduling at the end terminal.

Proposed a new integral
expression

[141]

C. DEVICE-TO-DEVICE

It is predicted that 100 billion electronic devices can be
connected through wireless links by 2030 [142]. This
exponential growth in the quantity of the user equipment
causes an increment in the frequency spectrum usage. In
contrast, the current spectrum lacks the availability of free
resource blocks. Therefore, the next generation has all the
ingredients to accommodate the massive stipulation. The
existing 5G mobile network is a combination of various
methods that help to achieve the expected demand. The
mm-wave frequency band exploration creates the
possibility to fulfill the future user’s requisite. With many
other techniques, D2D communication is also a promising
5G network [143].
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D2D can be useful for the direct connection among
nearby disparate devices from heavy electrical machines to
smart electronic instruments without utilizing the core
network. It can also access both cellular licensed and
unlicensed spectrum [144]. It could be considered a
substitute for cellular communication for services such as
mobile traffic handover, content sharing in meetings, data
transmission, vehicle communication, public gatherings,
and so on. The fast switching among nearby electrical and
electronic components delivers minimum delay, low
transmit power, lower propagation losses, and larger
throughput besides maximum spectral and energy
efficiencies [145]. D2D can also be utilized for future
energy-efficient wireless communications [146]. The basic
D2D structure in multi-tier HetNet can be seen in Fig. 11.
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FIGURE 11. D2D communication in multi-tier HetNet

According to the research community in 2003, the
number of connected users to the network was 6.3 billion,
though the sum of related smart gadgets per user was 0.08.
It reached 4 times more connected devices than its previous
number in 2015. Furthermore, in 2020, the connected
automated components will touch the number of 50 billion,
whereas connected devices per person are going up to 7.
The novel D2D communication can be conducted on a
licensed (in-band D2D) and unlicensed (out-band D2D)
spectrum [147, 148]. In-band D2D is sub-divided into
underlay and overlay modes. In in-band underlay mode, the
D2D users utilize the same spectrum resources of cellular
users [149]; however, in in-band overlay mode, pre-defined
channel resources from the cellular spectrum are allotted to
D2D communication [150]. Nonetheless, the in-band
overlay mode can only be deployed in particular locations
and conditions. Due to the scarcity of spectrum resources,
this category would not justify the 5G and beyond
requirements. Moreover, to find the suitable candidate for
D2D massive research has been performed and all
suggested that in-band D2D is reliable, as it maintains a
high-security level, improves spectral efficiency, and can be
re-used cellular device resources. Therefore, most of the
work is performed on the underlay in-band D2D mode.
However, many researchers favor the unlicensed band for
D2D users with either Bluetooth or Wi-Fi direct [151]. As a
result, investigators said that it is viable to operate an out-
band D2D configured system for short-range
communication using either Wi-Fi Direct or Bluetooth i.e.,
unlicensed spectrum. On the other hand, long-range
transmission used a licensed spectrum such as WLAN,
LTE-A, WIiMAX, and so on However, the licensed
spectrum can and will create interference issues between
cellular and D2D users. As technologies improve at a quick

o Backhaullink Pico base station

N7

pace and help to craft the cellular network in a more refined
shape, recent radio communication advancements suggest
that D2D users may share the unlicensed spectrum of LTE-
A in the same access level within the same network.
Therefore, it intelligently exploits the overcrowded licensed
spectrum assets, whereas the unlicensed spectrum is
managed via coordinated radio resources (CRR) [152].
Nonetheless, data between several D2D users and mobile
networks are severely obstructed by the interferences.

1) Interferences in D2D

The advent of D2D communication introduces a new tier
in the current 5G HetNet cellular system known as the
device tier. The device tier involves D2D communication,
and devices are randomly distributed in a network. The
addition of a device tier in a cellular network significantly
enhances the throughput, spectrum efficiency, and battery
life of wireless equipment. However, the major challenges
involved in the implementation of the D2D link are security
and interferences [153]. In the D2D link, the simultaneous
connection between 100s of incongruent devices and two-
way communication can potentially increase interferences.
Also, D2D users could be exposed to data encryption
issues. The transmitting data is not encoded correctly due to
any hardware or software malfunctioning and the
intermediate device easily hacks the information [154].
This could be a possible result in the loss of private and
highly confidential details. Thus, D2D communication
greatly improves system performance, though it is poorly
exposed to security issues. Nonetheless, D2D transmission
is highly desirable for the current 5G cellular
communication as it takes lower power to transmit from
one hop to another and increases the system capacity [155].

Many researchers exploited the security problems and the
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interferences in D2D enabled cellular networks. Here, still,
the discussion is limited to interferences. Therefore, the
authors broadly discussed recent work conducted on the
mitigation of interference in D2D. The eminent
interferences observed in D2D communication are
classified into a network domain, i.e., co-tier, and frequency
domain, i.e., cross-tier. [156]. The D2D co-tier interference
is observed when a D2D user interferes with another D2D
user in the same tier. In an OFDM-OFDMA system, when
the same set of subcarriers are allotted to multiple D2D
users, co-tier interference is received from the transmitting
device to a nearby receiving device. On the other hand,
cross-tier interference is generated between the cellular user
and D2D user. In the co-existence of D2D and cellular

Downlink
Transmission

FIGURE 12. D2D interferences in 5G HetNet

2) Research Work of D2D in Literature

For handling the interference issues in D2D
communication, the most appropriate efforts will be
discussed as follows.

In [157], the authors worked on the mitigation of
interference between cellular and D2D users. The resource
management and power control technique was presented for
multicast D2D communication within uplink mobile
networks to reduce interference. The sum throughput
optimization problem's formulation as per the required
power and SINR levels were furnished. To simulate the
proposed scheme, a Monte Carlo simulation was applied for
the performance measurement. Therefore, simulation
results show that the recommended technique performs
much better because it achieved higher throughput and
reduces overall power consumption compared to
conventional schemes. Furthermore, in [158], the authors
presented a new idea of utilizing time and space division in
resource allocation. Then the study was conducted on the
resource management issue in D2D communication
underlying mm-wave technology. A time slot scheduling
algorithm based on vertex coloring is presented. Hence, the
proposed method helped gain higher throughput per time
slot impressively, around 12.5%. Additionally, simulation
results assist to understand that side lobe interference is a
serious threat in the down gradation of the network.
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users, the victim of interference is different because of the
direction of frequency resource transmission (as shown in
Fig. 12).
Scenario 1: In in-band underlay mode and both users
transmitting in the uplink direction, the cellular user
interfering with the D2D receiver. In contrast, the D2D
transmitter signal interferes with the MBS.

Scenario 2: When D2D re-used downstream resources of
licensed spectrum, D2D transmitter data interfere with
cellular downlink user and MBS high power signal interfere

with D2D receivers.

Uplink
Transmission

Cross-tier
Interference

— Cellllarlimk ————> D2Dlink — — — - » COer I
Interference

However, it can control side lobe interference if properly

choose a suitable threshold.

In [159], the authors considered a process to characterize
intra-cell interference in the D2D underlay network. The
suggested PCP process to model the inhomogeneous and
spatially correlated distribution of MTs. Besides, it creates
a novel approach to Euler Characteristics (EC) for
approximated intractable nearest neighbor distribution
function. In consequence, the research findings are
a) EC and RFT framework helps to identify hotspots for

D2D communication.

b) Point processes with repulsion/attraction property can
be utilized for robust spatial modeling of MTs/BSs.

c¢) The numerical inference was conducted to detect
clusters of MTs with spatial correlation.

d) Threshold ‘v’ of the jaunt plays a vital role in
managing cluster size for D2D communication,
coverage probability, frequency re-use, and mobile
user’s level of interference.

In [160], the authors discussed the problem of
interferences due to resource sharing. An unconventional
design of spatially spreading of nodes in HetNet via PPP to
explore the impact of co-tier and cross-tier interferences
between D2D and cellular networks due to the sharing of
cellular user resources in HetNet considered. Also, a
distributed resource allocation algorithm based on matching
theory proffer to decay the impact of interferences and
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enhance network performance. The simulation results
advised that the proposed algorithm helped achieve network
performance by up to 93.7% and drastically reduced
interferences among D2D and cellular users. Alternatively,
the articulators investigate the outage performance of D2D
communication underlie cellular networks by using BF and
IC techniques besides an M-antenna BS in [161]. The
research shows that D2D users communicate via a two-way
DF relaying and statistical results validate that the relay-
assisted network's outage performance can deliver excellent
results than the conventional case without extra power
usage. The results also suggest that when the separation
between D2D and cellular users is far enough, the outage
probability inclines zero. In [162], the authors demonstrated
topological interference management (TIM) for D2D
communication when devices are unaware of CSI with
other devices in the surrounding yet the network topology
can cancel the interference observed. Therefore, the
simulation results confirmed that descending in signal
interference when matrix rank reduction ability is applied.
The results showed that the implemented scheme
outperforms all existing techniques.

In [163], authors worked on two modalities, i.e.,
interference management and cancellation projected to
AAF relay in the D2D network and a cooperative D2D
network in which one of the D2D pair acts as a relay to
cellular transmission. The yield of the approaches leads to
the conclusion that the cellular user throughput increased
by using cooperative relay D2D compared to underlay D2D
link. Additionally, the examiners conducted a comparison
test between the proposed method with compress and
forward relay protocol, where the suggested method decay
the BER by 9 dB and outage ratio downsized to 0.002 when
D2D count equals 20 pairs. In [164], the authors performed
a test on interference minimization to maintain the target
sum-rate due to the problem in assigning mobile user
resource blocks to D2D pairs. A novel algorithm technique
was presented, and results conclude that if the interferences
are uniform, the algorithm takes polynomial time.
Similarly, in [165], authors focus on the interference
problem in small cell and D2D user’s co-existence under
the mm-wave transmission. A Stackelberg game-based
interference control process with full frequency re-use in
D2D link underlaid mm-wave small cell network proposed.
The simulation test was performed to verify the presented
technique and results proved that the scheme obtains higher
throughput and SINR level in full frequency re-use mode.
In [166], the author performed energy optimization in the
intra-cell and inter-cell interference constraints in D2D
communication. A multi-cell joint optimization approach
was examined in both the interferences to increase the
energy efficiency of cellular and D2D links. Two selected
algorithms, i.e., MCJPC and SCIPC, deliver optimum
energy efficiency besides greater scalability.

In [167], the authors performed an analysis of coverage
probability in D2D. The Nakagami-m fading procedure is
used for the study of the performance. The numerical
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results show a decrease in coverage probability degrades
the link quality. Also, a rise in threshold the coverage
reduces; therefore, interference can be alleviated. With the
simultaneous use of licensed and unlicensed spectrum in
D2D assisted wireless links, vehicular communication will
be a key feature in 5G and later 6G wireless networks. In
[168], the authors discussed the interference analysis for
vehicle-assisted communication at mm-wave 28 GHz
frequency band. Due to massive vehicles roaming on the
road and high mobility of vehicles, they may induce
interferences and regular packet loss error. The analysis
confirmed that PEP relies on channel non-linearity and
multipath clusters. More multipath and delay in arrival time
more chances of interferences.

Apart from interference cancellation and suppression
techniques, many researchers choose to investigate the
interference management method in D2D assisted wireless
networks. It is because an interference management
approach minimizes the statistical and computational
intricacies and effectively reduces the interferences. Thus,
in [169], the authors observed interference management in
D2D communication within multi-tier cellular HetNet. An
interference management scheme is presented in which
only D2D UEs in an achievable set can re-use the resources
of cellular links. Hence, the proposed method decay
interferences and maintain QoS. In [170], the authors
exploited the usefulness of D2D communication with the
SWIPT energy harvesting method with a target to gain the
advantages of three essential enabling technologies of the
5G and beyond networks. Different algorithms such as time
and power splitting SWIPT implemented to compared it
with existing procedures. In conclusion, the results proved
that the underlay D2D in HetNet with shared spectrum
resources interferences are more vulnerable than traditional
HetNet. In [171], the authors identified an issue of cross-
tier interference for underlay D2D users in HetNet
assuming imperfect CSI. They have used Fractional
programming (FP) to evaluate the ideal power for CD, MD,
and SUE users while ensuring minimum QoS of the macro-
cellular user in the existence of channel estimation error. A
Lagrangian duality transform was also implemented to
reframe the actual power control problem. Consequently,
the given algorithm helped provide higher system
performance by increasing the separation between CD and
SUE. In [172], the authors inspected the reliability of
elCIC, focusing on the SE in HetNet. The investigators
studied the results of allocation of spectrum resources to
MUEs by using D2D to assist the delivery of downlink data
when ABS is active to overcome transmission
discontinuity. The process is called D2D-eICIC, i.e., a
heuristic algorithm. The network sum-rate via simulation
results proved that the proposed technique performs far
better than traditional eICIC.

Table 4 shows the summary of the research work of D2D
in the literature discussed in this section.
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TABLE 4. Summary of research work of D2D in literature
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Problem/Issue Methodology Outcome/Advantages Limitation/Future Work eRneCf:;
The proposed scheme outperformed the existing
schemes in terms of a) Optimize multicast D2D
throughput & interference: the upper & lower
Issue of sum A resource management & bound power levels are defined as maximum Tx A method that can
throughput power of D2D user=15 dBm & cell-user=25dBm, .
o power control scheme based on maintain the cellular user
maximization problem . b) For Cell-throughput: proposed method reduces .
. . frequency reuse besides the . . . throughput while an [157]
due to interferences in N interference & rise cell-throughput. However, rise . .
FFR method was devised in a . increase in the count of
underlay D2D multicast D2D link in D2D users decreases the cellular user data rate; D2D user is demandable
transmission D2D Rx in a group=1~6 & D2D group count=6, c)
System power consumption: given noise power= -
174 dBm/Hz & SINR=5dB delineate that achieved
lowest power consumption
Examined the resource
management issue in Construct a case of time-space The analytical test confirmed that throughput/time ~ Improve the same
D2D link underlay division in resource allocation slot improved 12.5% and will enhance if sidelobe algorithm by using multi-
mm-wave channels and present time slot interference could properly control by choosing a coloring and integrated [158]
and understand scheduling algorithm based on  suitable threshold (different threshold has a TDMA/FDMA/SDMA
sidelobe interference vertex coloring different effect and optimal range is [0.7,0.9]) frame structure.
threat
Lacking homogeneous 1) Configure potential applicants for precise spatial
spatial distribution and ~ Designed a permanent Cox rigure p PP P P .
. . . modeling of users/BSs. 2) EC & RFT apt to The large cluster size can
inadequacy of SPPP process (PCP) with the aid of . . .
L : analyze dense areas for the D2D link. 3) Statistical ~ affect the interference and [159]
and characterize intra-  EC to approximate the nearest- . . o
. . . S . inference can help to locate clusters of users with coverage probability
cell interference in neighbor distribution function . . .
. high spatial correlation
D2D communication
Observed the ever- Distributed resource allocation ~ Proposed an idea helped to attain 93.7% when
increasing data traffic,  algorithm based on a matching  average Tx power of D2D Pairs is 22 dBm of the The data rate can be
considered the system theory with disposal of mutual system performance, decrease interferences as well ~ enhanced by reducing the [160]
capacity improvement interferences between cellular as extensively reduction in complexity and complexity of an algorithm
via the D2D approach & D2D communication overhead
Investigate the OP of Relay assisted D2D performed much better than
D2D underlie cellular BF and interference traditional D2D link/Numerical results of OP The higher number of
networks for BF and elimination with M-antenna produced on the given values, SNR=20dB, M=4 &  antennae can cause more [161]
interference elements at BS was planned v = 0dB, also assumed the Tx power of D2D link interference effect
cancellation strategies under both cases P,y % = 2/3 P, raditional
Raise the issue of CSI Mode_led the TIM problem and P_rov_lded solution matrix rank r_eductlon The use of cluster to tackle
. simplified it by the significantly outclass the traditional schemes and .
D2D link when j . . FOSP . . - larger networks with more
. semidefinite algorithm and minimize signal interference. Simulation results e [162]
devices are unaware of . . ided ble ti h scalabilities would be an
other devices overcome TIM m_atrlx design provided 0.8s tp be an acceptable time to run the exciting prospective work
with hard constraints proposed algorithm & reduce the rank
Cooperative D2D with ~ An AAF relay in cooperative D2D link throughput increased by 20%, BER gﬁ:ﬁ?&lg?gl:hzf full-
relay assistance D2D link with maximum ratio decreased by 9dB at low SNR level and when D2D coonerative DD svstem [163]
underlay D2D combining (MRC) = 20 pairs OP reduced to 0.002 P Y
would be a future work
Analyzed the problems A two-phase combinatorial ..
. T . . Extend empirical work for
in assigning mobile method was rendered to reduce  Results demonstrated that when interferences are . .
. . . . L non-uniform interference [164]
user resources to D2D interferences and achieve uniform algorithm takes polynomial time lapse case
pairs minimum target sum-rate
Managed to alleviate interference of mm-wave (at Frequency division in the
28 GHz) D2D small cell network and gained trade- q y
Under mm-wave A Stackelberg game-based . maximum sum-rate
o . off of transmission channel performance/ .
transmission, evaluate interference control process . . assignment (MSRA) could
. . Numerical values plotted graph showed that with
interference problem with full frequency reuse . _ not take benefit of mm- [165]
. . . given parameters Tx power CUs=20dBm and each
in the co-existence of underlaid mm-wave D2D small . . wave BW and throughput
D2D pair= 23dBm proposed mechanics keep SINR .
D2D & small cells cell network - . is low & growth trend low
at a high level even in full frequency reuse & to
gained high throughput performance °
Subject to maximum Multi-cell joint power control
power and SINR gﬁgjggez?dsglegrlijggol Achieved high EE along with good scalability by dT:eeﬁleTa%;E?ll 5 F Isfgi?élglfe
limitations, a multi- P p planted techniques and performed better than other g [166]

cell joint problem
studied

(SCIPC) algorithms were
presented for efficient power
use

algorithms

to less coordination
overhead between cells
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Concluded with stochastic geometry tool

A Poisson cluster model for the
location of devices under the
Nakagami-m fading channel
between D2D links

Inspected the coverage
probability in the D2D
system

numerical results confirmed that coverage
probability based on the average count of
simultaneous active D2D Tx, with m=2, a=4 (for
different ¢ & P values, and different A and  values

The rise in threshold

reduces the coverage [167]

respectively) decrease in coverage probability also
reduce the link quality

Performed interference
analysis for V2V link
at mm-wave band

A closed-form expression of
packet error probability (PEP)
and ergodic capacity derived

Diversity analysis validated that PEP depends on
multipath clusters and more multipath and latency
in packet more susceptible to interferences

Integration of sub-6 GHz
and mm-wave for robust [168]
vehicular communication

Management of
interference in D2D
communication within
multi-tier cellular
HetNet

Three communication modes,
i.e., D2D, small cell, and
macrocell was delineated to
manage interference

The proposed interference scheme effectively
mitigated unwanted signals among transmission
links and supported good QoS

The mobility of D2D users
are not considered in the [169]
designed scenario

Power & time splitting
techniques of simultaneous
wireless information and power
transfer (SWIPT) assessed for
two cases: 1) single-tier
underlay D2D system and 2)
D2D architect underlay HetNet
(pico cell & macro cell) system

Examine the
effectiveness of
augmenting D2D

1) Designed algorithm outperformed the current
method based on energy harvested by the CUEs
and EE of D2D-tier

2)Power allocated to D2D users in the TS-SWIPT
is always less than PS-SWIPT and resulted in less
EE; From observation inherent nature of SWIPT
can be applied to transform interference in a
productive form of harvested energy

Interferences in underlay

D2D in HetNet with shared
spectrum resources are [170]
more strong than

traditional HetNet

Identified and mitigate
the cross-tier
interference issue for
underlay D2D users in
HetNet with imperfect
CSl in a shared
spectrum

Fractional Programming (FP)
is implemented to find optimal
power for macro-D2D pair
(MD), Cross-tier D2D pair
(CD), small cell cellular UE
(SUE)

The proposed solution suggested that achievable
rate for MD & CD decreases with increase in
SINR threshold at the MBS and reduces CD, MD
anticipated rate with increase in CSI error; greater
system performance by creating an appropriate
distance between CD and SUE considered

The shorter distance
between CD and SUE can [171]
cause higher interference

Provide enhanced SE as compared to other

Focused on improving ~ Presented a heuristic resource

SE in D2D based allocation (RA) algorithm
HetNet in the presence ~ D2D-eICIC based on traffic
of ICI load

interference management schemes/Empirical
results showed proposed method performed better
when the rate at relay channel was high; whereas at
low SINR at relay technique managed to attain

An efficient method for
relay selection to increase
the rate of the relay
channel left a future work

[172]

better sum-rate than that of eICIC without D2D
communications in moderate traffic load of 50%

D. INTERNET OF THINGS

Generally, the term IoT can be seen as building upon the
concept of a Wireless Sensor Network (WSN) [173]. They
can sense data, gather it, and afterward send it to the
network via a sink (also known as gateway). These low-
power devices (sensors) are essentially miniaturized radio
communication units with some physical quantity
measurement capabilities.

The new radio’s evolution in the current 5G HetNet
architectural system has made it possible to fulfill the
connectivity demand of many IoT devices and their
applications [174]. To meet future IoT fundamentals, new,
highly desirable parameters, such as security, ultra-
reliability, lower round trip delay, the massive connection
of unparalleled devices, and throughput, should be
optimized for a perfect user experience with minimal
disturbances [175]. IoT transforms the world's
communication network via the connection of a diverse
range of physical objects and handles low-power electronic
components that connect one another through the Internet
[176]. Energy efficiency is one critical concern in future
IoT-enabled wireless communication. The massive
connectivity of small to large scale objects and machines
will emit an enormous amount of energy in the environment
[177]. According to Ericsson [178], approximately 28
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billion smart wireless devices will connect through the
internet worldwide by 2021, and solely 15 billion devices
belong to M2M and consumer types of equipment. 10T is a
disruptive technology that enables an environment to utilize
the internet in everyday human life, business, and industrial
applications. According to the academic explorer, billions
of wireless electronic instruments and heavy machines can
run on massive loT applications, for instance, smart homes
and buildings, intelligent grid systems, agriculture
monitoring and maintenance, smart cities infrastructure,
and so on [179].

In general, IoT applications and services are productive
where updates are required on the cloud and perform indoor
office or smart home surveillance, including things like an
automatic door lock to garage gate opening on arrival. In
this small-scale environment, [oT can be quickly and
effectively deployed with lower end-to-end cost, less
energy consumption, and greater scalability [180]. In
comparison, IoT has many critical applications, for
instance, industrial automation, smart vehicular system
(autonomous vehicles), advanced traffic control system, the
remote clinical system for monitoring and operation,
massive aeronautical communication system updates, and
so on required high reliability, security, safety, dedicated
end to end connection with ultra-reliable lower latency for
stringent setups and minimal vulnerability to end-users.
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Because in case of short delay or any failure in transmission
would result in devastating consequences. Additionally,
researchers have some other constraints; for instance, high
energy emission degrades the environmental atmosphere.
Therefore, the manufacturing labs should perform the
proper assessment of radio various devices' transmission
power to avoid severe health and global warming issues.
Moreover, by deploying HetNet infrastructure in the
multi-tier 5G radio network, IoT systems may achieve high-
quality connectivity and services over a sizeable
geographical land with economic feasibility (Fig. 13). In
5G HetNet IoT, a massive number of devices are connected
via wireless links [181]. The predecessor mobile
technology 4G notably fostered mobile services and
delivered quality IoT device internet services. In the early

<+—> |nterference Signal

FIGURE 13. Multi-tier 5G loT Network

1) Interferences in loT

In the next-generation co-tier and cross-tier HetNet IoT
network, the interferences are unavoidable. The unlicensed
ISM band is used for IoT services to provide several
physical devices to properly tap the spectrum to adhere to
short-range  radio communication conditions and
regulations properly. Hence, the simultaneous usage of a
free license frequency band of smart wireless instruments
undergoes  interference  constraints  [183].  These
interferences are harmful to the effective communication
and operation of several uncoordinated devices. In 10T, it is
critical to characterize the interference as the devices are of
different design and specifications, and not every gadget is
coordinated. Some of the recent related work on
interference issues are demonstrated in the following.

2) Research Work of loT in Literature

In [184], the authors discussed interference management
and capacity enhancement of two-tier IoT networks. The
sole purpose of their investigation is to control the cognitive
interference effect on the macro cell besides maintaining
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era, 4G showed far better results than competing
technologies, such as WiMAX, BLE, and so on, despite the
5G and beyond is expected to solve the future challenges
and shortcomings of 4G and current 5G technology.
According to the researchers, effective utilization of both
LTE-A and 5G technologies will reduce the inadequacies of
new connectivity of wireless interfaces for IoT applications
[182]. The current 5G network structure is largely based on
the 4G cellular interconnected system's foundation. Also, it
has the potential to furnish ultra-reliable and massive
connectivity to IoT devices. It is expected to deliver the
user with transmission speed up to a maximum of 10 Gbps,
whereas 4G only supports up to 1Gbps. However, IoT
devices are susceptible and unable to tolerate the high
power of interfering signals.

Cloud link

the femtocell's optimal capacity. Two novel schemes have
been proposed to remove the interference effect. i.e.,
interference nulling based cognitive A and partial mental
IA scheme. Consequently, numerical results described that
suggested methods improve the small cell capacity without
deteriorating performance to the primary users. Besides
energy efficiency and interference limitations in the novel
network design, another threatening concern is security.
Simultaneous transmission of data signals in close-range
leak information into another useful signal. The leakage of
data results in the loss of critical and highly secure
communication as well as privacy.

According to the researcher, it is an immediate concern
in the real-world scenario; therefore, in [185], the authors
presented a covert wireless communication that prevents
the user’s information to expose in front of the opponent
users. A new method was developed in which a transmitter
Alice communicates with a receiver Bob covertly by
avoiding Warden Willie. The results conclude that Willie’s
unpredictability at the background noise and increase in
interference favors Alice's security by considering noise.
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Moreover, researchers investigate the experimental
validation for interference statistics in IoT in a particular
area. In [186], the authors performed statistical analysis on
unlicensed 863 MHz to 870 MHz frequency bands in
different locations in Aalborg, Denmark. As a result, data
measured at five other sites and confirmed the heavy-tailed
nature of interference in IoT communications. Whereas in
[187] authors examined wireless power transmission
(WPT) aided by an unmanned aerial vehicle (UAV) in the
context of the IoT. The examiner considered interference
mitigation of both WP-IoT and UAV dynamic charging
policy. Numerical results described that the proposed
method effectively curtail the loss of data packets and
enhances energy efficiency besides mitigating the network's
interference. Also, the proposed technique performed much
better than benchmark schemes. On the other hand, a
proliferation in data rate is observed in D2D
communication when the interference process is fixed in
urban IoT applications by introducing a smart context-
aware cognitive transmission strategy where D2D and LTE
communication uses the same channel resources [188]. In
[189], the authors eliminated NB-IoT interference in the
LTE network. The researchers presented a probabilistic
framework, and numerical results validate that the
recommended algorithm outclasses the conventional
counterparts in spectrum efficiency, computational
complexity, and estimation accuracy. Also, the UEs and BS
in LTE systems safeguarded from NB-IoT interference.

In recent research, the guard band concept was
introduced in [190], where authors discussed the
interference in the coexistence of LTE UEs and several IoT
terminals to a single LTE BS in multiple access uplink. In
the co-occurrence and multiple access scenarios, the high-
power LTE BS signal interferes with the IoT receiver. To
reduce the interference, LTE offered the guard bands
method in [oT. As a result, the guard bands are not stringent
to minimize the strong interference in IoT receivers from
the LTE signal. Hence system performance is
compromised. Similarly, in [191], the authors analyze the
guard band's interferences in the NB-IoT system's co-
existence and the LTE network. Results conclude that the
LTE uplink signal with 15 kHz SCS interferes with the NB-
IoT uplink signal with 3.75 kHz SCS. In [192] authors
suggested various models such as SIR, LIBA, and an
epidemic for interference diffusion. The simulation yield
infected and susceptible node congregates to zero, while in
each diffusion, the number of replaced nodes converges to
the total number of underlying diffusion sets. In [193], the
authors proposed an Interference Management (IM) scheme
called interference steering (IS) in IoT. The results proved
that IS outperformed all other existing IM techniques in the
context of spectral efficiency. Besides, an ICI problem that
IoT terminals received is discussed in [194]. A relay-
assisted communication approach in which a relay selection
algorithm is designed helps expand device throughput
besides spectrum resources availability. The novel scheme
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assists in delivering optimum signals in the positively ICI-
affected area. By applying the suggested scheme, results
described that a substantial number of IoT nodes that served
simultaneously increases up to 17.07%. At the same time,
system throughput reached up to 43.96%. The interference
characteristics are changed in 3D environments in
comparison with the existing terrestrial IoT systems.
Research on aerial IoT devices was conducted based on an
analysis and the mitigation of interference [195]. A cross-
dipole antenna setting at the transmitter, either on the z or
y-axis, depends on the receiver setting offered. Also, a 3D
topology channel model centered on the device location
was created. The results outcome explained that the cross-
dipole antenna method outperforms the process that uses
only the z-dipole antenna.

Due to UEs' extensive growth, the management and
support of high data rates in a mass transit system is also
critical. Consequently, in [196], the authors demonstrated
the mloT-small cell network’s deployment in the
metropolitan city bus system. The investigators raised the
concern of the dynamic interference problem that makes the
resource allocation challengeable in mloT-mSC. It severely
affects the coverage area and capacity of a cellular network.
The authors offered LSTM networks that forecast city bus
location and then identify interference patterns between
mSCs within a road section. It also dispensed the Threshold
Percentage Dependent Interference Graph (TPDIG)
algorithm for city buses mounted with mSCs. Moreover, a
comparative analysis of resource allocation using TPDIG,
TIDIG, and GPSDIG is provided based on interference; the
results advised that to avoid the interference’s deterministic
behavior, interference percentage is used over time-based.
In [197], authors studied the architect of iterative receiver
for the SU system that effectively manages the multi-
interference with limited knowledge of the PU system in
the CSA model. The affinity propagation (AP) algorithm
idea was presented to comprehend the clustering module.
Consequently, the AP algorithm delivers more excellent
performance in the clustering of multi-interference signals
compared to other algorithms. Due to the enormous
connectivity of IoT devices and simultaneous
communication, interference problem limits the potential of
link connectivity and resources. Therefore, researchers
addressed the interference mitigation procedure by
considering the 3D antenna radiation pattern of the dipole
antenna [198]. Additionally, an antenna selection method is
furnished to decide a suitable antenna pattern at the
transmitter. The simulation results authenticate that the
recommended scheme delivers high performance in
scenarios such as ground to air and air to air. In particular,
when IoT devices are well-distributed in the surface and
spatial domain besides the height of aerial equipment is
higher.

Table 5 shows the summary of the research work of IoT
in the literature discussed in this section.
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TABLE 5. Summary of research work of 1oT in literature

Problem/Issue Methodology Outcome/Advantages Limitation/Future Work Efjsre
. . Interference nulling based Numerical results validated by graph and The research 18 comp letely
To improve capacity s . . based on physical layer
: cognitive interference alignment showed as antenna streams 5 and 7 just
and manage cross-tier . . i ere . aspects. In the future, use
. . (IA) schemes for co-tier & cross- satisfied the feasibility state and maximum [184]
interference of two-tier . . o . the same resources to
tier interferences of femtocell interference level was < 3% and did not . .
IoT HetNet . . . . investigate the network
with negligible noise affect the operation of the proposed method layer
A new method was developed in
Advanced highly secure ~ which a transmitter Alice Experimental effects justified that hiding .
. . . . N . The complexity of the
data transfer over IoT communicates with a receiver information in interference (introduce as a . L [185]
- . . . algorithm is high
system Bob covertly by avoiding the noise source) increase the security level
Warden Willie
The measurement obtained from 5 different
Performed an Heavy tailed distribution model locations and'vahdated the heavy-tailed Need to design of channel
. S . . nature of the interference power . .
experimental validation ~ with two subclasses a) Fat-tailed S . _ access strategies depending
L R distribution/Hill plots showed that at, 6 = ; s [186]
on the characterization distributions and b) N on user locations to limit the
of interference Subexponential tail decay 0.4 confirmed tail indices of data agree impact of interference
much better with heavy tail models than
exponential scheme
Designed novel UAV aided WPT-
Exammefl the power loT ngtwork with cons 1d‘eraF10n of Average SE and network efficiency Higher IoT devices
level of limited energy both interference minimization of S . .
. . . . significantly enhanced in comparison to degraded the overall [187]
devices to improve EE WP-IoT and charging policy of benchmark models network performance
in IoT the UAV besides MFG power p
control algorithm
. Consider more articulated
Context-aware cognitive cases such as sophisticated
To support data and transmission policy with Achieved significant throughput rate of the 45 Sop .

. . . . . computer vision algorithms
computational process interference control for hybrid D2D channel when interference process is [188]
. . . . L and smart HARQ
in urban IoT system LTE and D2D radio networks to fixed during complete video transmission . .

L techniques to improve real-
support urban IoT applications ) .
time services
Verification from theoretical and numerical
. . values confirmed that the new algorithm at
Novel sparse machine learning- 4 .
o the target BER of 10* comprehensively
S based probabilistic framework of
Elimination of . outperforms the state-of-the-art counterparts .
. . narrow-band interference (NBI) N NB-IoT antenna designing
interference in NB-IoT . based on SE, estimation accuracy & [189]
. recovery with enhanced RSCEM L . tradeoff the EE
in LTE-A . complexity in operation. Also, the graph
model proposed to improve .
convergence rate and accuracy curves showed only a 0.2.dB dlffgrence
between the presented & ideal (without
NBI) case
o The addition of guard bands at the edges of
Feasibility of co- IoT RB didn’t satisfy the isolation level and
existence of LTE-A & IoT single tone model with 3.75 . y L . .

. . . . QoS compromised. However, IoT receive is ~ The interference effect is
IoT UEs in UL mode in ~ kHz SCS with compromising a . . [190]
. o L S strong to CFO level below 0.1 and I/Q higher for more IoT devices
interference-limited slight implementation difficulty . A .

imbalance didn’t introduce a noticeable
network .

drop in the performance

Although LTE signal interfere with NB- Current work limited on the
Analyzed the Proposed an uplink scheduling 10T, results of graph 6 (showed frequency coexistence of NB-IoT and
interferences of guard method for LTE (15 kHz) system domain data received by NB-IoT Rx) & 7 LTE networks and more
band NB-IoT system in to enhance the effectiveness of (showed the constellation received by NB- simulation in a diverse [191]
the coexistence of LTE guard band NB-IoT (3.75 kHz) IoT Rx) contemplated that use of guard-RB scenario required to
system system reduces interference of the LTE system on compare the reception

the NB-IoT system quality
The stability of the The SIR model, epidemic model Proposed techniques achieved highly
system evaluated in an to assist in the diffusion of effective results and simulation test SIR decreases with the [192]
interference interference when collecting tree confirmed that both vulnerable and infected ~ complexity of the algorithm
environment protocols, i.e., LIBA employed terminals converge to zero

Symmetrical interference
Investigate the stronger IS significantly increased SE as compared topology designed and how
interference suppression  Proposed IS a technique to to other existing interference management to suppress negative effect [193]
in IoT manage intrusions in IoT models is beneficial for further
exploration
24
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ICI problem in IoT in

A relay-assisted communication
approach with interference

The proposed algorithm showed that the
number of simultaneously served IoT
terminals and total network throughput
increased up to 17.07% and 43.96%,

Need to develop a model
that utilizes multi-hop
relaying to support reliable

[194]

>G HetNets avoidance presented respectively, besides average Tx energy of connectivity and more IoT
IoT terminals consumed during each TTI nodes simultaneously
reduced by 44.15%
Cross dipole antenna model delivered
superior results than the schemes that only
Research conducted on used z-dipole antenna and performance can
the analysis of A 3D topology IoT networks with be %ncreasc.:d by \mproving the helght of Must design a z-dipole
. . . aerial receivers/ simulation analysis showed >
interference the amalgamation of aerial & the ereodic sum-rate based on the number antenna with lower [195]
characteristics in a 3D terrestrial links g | . u computational cost
environment of aerial receivers in the network (at
varying height) as 50% / 30% / 10% of
aerial receivers is a peak in
low/medium/high height of aerial receivers
TPDIG algorithm for city buses
mounted with mSC dispensed; Generate the realistic data
Mobile IoT (mloT)- long-short term memory (LSTM) TIDIG achieved a data rate 0of 22.5% and is ~ set to improve results
small cell network in the  based neural networks designed to  slightly better than TPDIG algorithm. An further and the suggested
vehicular system for estimate city buses location for average degradation of 3.38% in achievable  algorithm will be applied to ~ [196]
efficient resource interference determination throughput of GPSDIG based resource more diverse applications
allocation considered between mSCs plus greedy graph allocation scheme such as vans, school buses,
coloring algorithm utilized to uber, etc.
allocate resources to TPDIG
Studied the design of .
iterative receiver for SU  The clustering module by utilizing AP scheme delivered much b_e tter Clustering network cause
. . . performance than other algorithms in . . [197]
system in a multi the AP algorithm . L. X higher interference effect
interference scenario clustering multi-interference signals
Proposed interference mitigation
Examined an technique based on the 3D Simulation test verified the optimum results
uncoordinated ToT radiation pattern of dipole in ground-to-air and air-to-air cases when Need to design an algorithm
antennas (number of dipole ToT devices are well-distributed in the that includes external noise [198]

network in a 3D

. antenna 2 or 3), also antenna
topology scenario

selection methods to decide the
best pattern at Tx

ground and air and when the altitude of
aerial devices is high

effect from air

V. PROPOSED METHODOLOGIES BY 3GPP

This review article discussed several recent works on
interference mitigation and numerous new techniques that
are in progress on interference removal. Additionally,
research communities, universities, related industries, and
main standardization bodies work together to deliver the
future network demand by overcoming the various wireless
cellular network obstacles. The 3GPP groups have become
the principal standard development authority for cellular
systems and are continually evolving through mobile
generations. Considering the 5G and beyond HetNet
system, 3GPP recently contributed various methods and
procedures to mitigate different types of interferences under
development for next-generation mobile communication.

A. PILOT CONTAMINATION

The orthogonal uplink pilot signal supports the user to
guess the channel in the same cell. For efficient resource
management, the same pilot sequence could be reused by
the neighboring cell user. The frequency reuse has shown
great strength for the efficient use of the available spectrum
band; nonetheless, it is severely affected by the inevitable
CCI [199]. Since massive multiple-input-multiple-output
(M-MIMO) is one of the 5G multi-cell network’s main
enabling technology. In M-MIMO TDD mode, the pilot
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symbols are highly exposed to contamination due to the
reuse of resources and introduce ICI. The interference
effect in a signal decreases the achievable rates and overall
efficiency of the spectrum. Extensive literature work
dedicated to eliminating ICI with a primary focus on
reducing pilot symbol contamination in channel estimation
[200-202].

These techniques have helped reduce the bit error rate
(BER) issue and enhance a spectrum's efficiency. Earlier,
most of the researchers believed and considered non-
orthogonal signals as the only source of pilot issues. Other
sources of pilot intrusions have recently been recognized,
for instance, hardware impairments distortion [203-207].
Subsequently, a non-reciprocal transceiver is highly
vulnerable to interference because of the RF chain's internal
clock design [208]. Also, the pilot symbol interference
coordination in in-band FD (IBFD) M-MIMO networks is
assumed to be complex due to pilot reuse factor 1 and
resulted in SI. Thus, a robust algorithm is required to
completely mitigate pilot contamination in IBFD M-MIMO
systems [209].

B. UNMANNED AERIAL VEHICLES
Cellular-connected UAVs will play an important role in

5G and beyond. The 3GPP standardization shows a keen

25

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3073543, IEEE Access

IEEE Access

Multidisciplinary : Rapid Review ! Open Access Journal

interest in UAVs for future wireless communication
deployment. Currently, the 3GPP member’s community
practice various designs and protocols for UAVs' proper
deployment in the coming practical scenario. The
promising feature of cellular-based UAVs is that it allowed
large coverage area spatially that delivers real-time video
surveillance anytime and anywhere. Nevertheless,
frequency reuse is essential due to the scarcity of resources,
and sharing the spectrum between UAVs and UEs induces
ICI and downgrades the system performance [210].

Various interference minimization schemes have been
developed for the collaborative operation of cellular users
and aerial vehicles scenario. Such as [211-213] the
researchers analyzed and understood the performance of M-
MIMO, 3D beamforming, closed-loop power control in the
presence of UAVs in mobile networks. Likewise, in articles
[214, 215], multi-beam UAYV for cellular uplink and aerial-
ground ICIC design for UAV uplink signal proposed
respectively to more effectively eliminate the strong
interferences. In contrast, a cooperative NOMA technique
has been presented [216] further to enhance the ICIC design
performance in [215]. However, none of the work was
performed on the cellular downlink transmission
interference issues with aerial machines.

C. BSIDENTIFICATION

The coordination of all MBSs and the users associated
with them is essential to avoid ICI. The mutual
coordination of all MBSs with their neighboring cells via
the backhaul X2 interface was presented. However, the
identification and transmission of interferer BSs over the air
are critical, though the reference signal's advancement and
variation in low transmission power can easily avoid the
interference problem [217].
In dense mmWave networks, a study has been conducted to
avoid inter-BS interference by choosing a downstream
transmission coordination scheme and decision made on the
schedule of packet delivery based on SINR level [218].
Few authors discussed the inter-BS beam coordination
process to increase the network capacity by providing
coordination algorithms among the several BSs [219]. In
contrast, spectrum pooling has been investigated by using a
centralized beam coordination technique [220]. Although
these algorithms have helped to transfer channel
information  efficiently, the framework's viability
extensively relies on the latency of the information
exchanged and more work needed to assess the practical
effects.

D. CONTROL CHANNEL

Control channels are part of uplink and downlink data
transmission. It carries controlling information of the UEs;
for instance, the physical uplink control channel (PUCCH)
conveys information about CQI, ACK/NAK, and the
HARQ mechanism. The control channels play an integral
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role in channel estimation, signal synchronization, cell
searching, and so on. However, the separation between
these uplink and downlink control channels is crucial to
avoid. Thus, 3GPP proposed that MBS's power intensity
should be less than the given threshold power and
significantly minimize the interference changes [221].

Many studies have recently been devoted to the data and
control channel interferences when small cells are deployed
in a macro cell overlay mode network [222-225]. In the
control channel context, many of these researches have
identified coverage hole’s existence when femtocells are
configured in a macro-cell overlay wireless network. To
reduce the effect of control channel interferences, 3GPP
suggested that femtocells should be operated in only closed
access mode, i.e., each femtocell construct and maintain
UEs list that is permissible to access the services [226].

E. RECEIVER DESIGN

To suppress the inter-user and intra-cell interferences at
the user terminal, the 3GPP proposed the technique called
Code Word Level Interference Cancellation (CW-IC). The
standard development authority further added that ICI could
also be minimized with Minimum Mean Square Error-
Interference Rejection Combining (MMSE-IRC) in an
ultra-dense multiple small cell network methodologies
[227, 228]. Much of research work has lately been
conducted on the user-terminal interference avoidance in
multi-user FD MIMO systems. It has been primarily
focused on the mitigation of inter-user interference by
proposing Eigen-BF [229] and non-linear processing [230]
to attain maximum transmission rate [231]. Nevertheless,
both techniques have extremely relied on the eigenmode of
the channel, and terminal antenna element spacing also
significantly impacts the performance of the transmission.

F. CELLULAR-V2X

The 3GPP introduced two modes, i.e., BS scheduled and
direct scheduled in release 14 of the LTE standards for
cellular-vehicular-to-everything (C-V2X) communication
[232, 233]. In fast-moving vehicles, mobility management
and channel estimation are two potential issues for better
vehicular communication performance. However, the
proposed technique helped to reduce Doppler shifts by
increasing the number of demodulation reference symbols
per frame. Besides, rising in demodulation of the reference
signal sequence randomization for heavy interference
reduces high vehicular density [234]. 3GPP’s C-V2X also
specified protocols for short-range vehicle-to-vehicle
(V2V) communications PC5 [235]. In this regard, an air
interface called sidelink/PC5 was utilized for direct contact
between vehicles. Along with wide-area vehicle-to-network
(V2N) communication (allows automobiles to communicate
with BS). In an Intelligent transportation system (ITS), end-
to-end transmission latency and viability are exposed in
V2X technologies and the safety of traffic and bandwidth
efficiency of applications is suffered to react to
environmental changes [236].

26

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3073543, IEEE Access

IEEE Access

Multidisciplinary : Rapid Review ! Open Access Journal

G. NARROW BEAM LINK ACQUISITION

The large antenna arrays and mm-wave transmission
increases the importance of narrow and focused beams. The
mm-wave transmission is highly directional and sensitive to
the misalignment of beams. Therefore, the researchers and
standardization industries flourished new approaches such
as Beamforming and Beamsteering [237, 238],. The
proposed techniques helped avoid the interference
phenomenon in the massive MIMO system and provide
dedicated narrow beams to each user yet regular large
multiple beams from the antennas produce IBI. Also,
narrow beams are highly vulnerable in establishing a
TABLE 6. Summary of proposed methodologies by 3GPP

connection between D2D users and MBSs, particularly in
high mobility. To mitigate the IBI issue and reduce sidelobe
level amplitude tapering method has been investigated
[239]. Some investigators advised that standard forms of
zero-forcing can also provide excellent results in
suppressing interference in the desired direction [240, 241].
But both are dependent on the adjustment of amplitude
excitation level over the antennas for proper beam
formation.

Table 6 shows the summary of the
methodologies by 3GPP discussed in this section.

proposed

Challenges Mitigation Methodology

Limitation

Pilot contamination

[202]

Pilot sequence division in chain network [199, 200], large
scale fading precoding [201], zero-forcing (ZF) precoding

Non-ideal transceiver hardware [203], I/Q imbalance [204],
transceiver impairment in multi-user multi-cell [205],
oscillator phase noise [206], transmitter branches distortion
noise [207], non-reciprocal transceiver [208], pilot
sequence in-band FD M-MIMO [209]

Unmanned aerial vehicles

Echo state network [210], analysis of interference in UAV
[211], power control and coverage extension for uplink

Downstream interference issues in different scenarios of
cellular users and UAVs

(UL)-downlink (DL) [212], impact of UL interference
[213], multi-beam UAV UL [214], ICIC design UAV UL

[215], cooperative NOMA [216]

BS identification

coordination [220]

Interference avoidance [217], DL coordination scheme
[218], pencil beam formation [219], Spectrum pooling

Latency, regular packet loss, and real-world
implementation effect

Control channel

sparse and downlink power control [226]

Power intensity [221], cross carrier scheduling and abs
[222], adaptive fractional frequency reuse [223], power
adjustment [224], dynamic resource partitioning [225],

Coverage holes, reliability in dynamic nature of HeNBs,
UEs channel estimation side effects, Seamless coordination
in HeNB, and Joint optimization of control and data
channels

Receiver design
linear processing [230]

CW-IC [227], MMSE-IRC [228], eigen-BF [229], non-

Eigen mode of the channel and antenna element spacing

C-v2X

BS schedule and autonomous schedule [231-233], truck
platooning [234], for V2V sidelink/PC5 [235, 236]

Incompetent in an ultra-dense vehicular environment, high
latency, ultra-high reliability, consistent collision, practical
commercial deployment probability

Narrow beam link
acquisition

Hybrid beam synthesis [237, 238],

amplitude tapering [239], ZF hybrid BF [240, 241]

IBI in wide-scale antenna elements and amplitude
excitation level

VI. FUTURE RESEARCH WORK

The parallel operation of HetNet, RN, D2D, and IoT
technologies in the current 5G wireless communication
network improves the system's functioning and makes
future technologies more concrete and reliable. It also
enhances the user’s experience and efficiency of the cellular
network effectively. The future challenges of the discussed
topics are summarized below.

A. HETEROGENEOUS NETWORK

In mm-wave enabled HetNet system of 5G and beyond,
maintaining the link quality is a crucial challenge,
especially with the vehicular user. Because the mm-wave
are highly susceptible to blockages of the natural and
environmental sources or any other moving heavy vehicles,
in cellular communication, transmission orthogonality of
sub-carriers can be lost when movement multipath is
present. Therefore, many investigations have been
performed to mitigate vehicular cellular user interferences.
For instance, in [242], the authors presented a unique idea
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for the mm-wave signal reliability and overall delay
problem by deploying machine learning algorithms to
predict blockage efficiently and delivers handoff to adjacent
BS without interrupting the connection. The simulation
results proved that the proposed method provides optimum
results. However, the technique was developed for a single
user and could be challenging for multi-user systems.
Similarly, due to the simultaneous transmission of licensed
and unlicensed spectrum users, the BS performs
continuous, seamless switching. The multiple switching
between different technologies regularly introduces
interference, fading, and SNR problems.

To minimize the issue, a feed-forward neural network
technique was implemented for system reliability and
seamless coverage [243]. In [244], the authors proposed a
collusion-resistant spectrum auction-based KNN algorithm
for interference avoidance to implement a dynamic
spectrum allocation technique. The simulation results show
that the suggested algorithm effectively solved the problem
and highly recommendable for implementation. Moreover,
an essential feature of the 5G and beyond network is NFV.
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The 5G cellular system uses it to create a more flexible
environment by partitioning the network function from its
hardware components. Nonetheless, the virtualized network
of NFV causes unauthorized intrusion or data leakage
[245]. Tt is a severe security threat, and to furnish secure
processing of every data, a suitable machine learning
mechanism is highly desirable. Similarly, in [246], the
authors presented an approach to enhance system global
energy efficiency (GEE) by using the computationally
effective algorithm in the presence of multi-carrier
interference in the HetNet system. The framework consists
of fractional programming, game theory, and learning tools
to handle GEE's limitations. The numerical test proven that
imposing minimum rate constraints reduce the GEE
performance, however, it completely supports the minimum
rate for communication for all users in a multi-cell network.

B. RELAY NODE

In conventional railway systems, they are still using
previous cellular technologies that are undesirable for
future demand of data rate and QoS. Therefore, an
advancement in the railway structure and new technologies
leads to smart train networks. Modern railway networks are
required to meet the upcoming demand of higher
throughput users, massive connectivity of various wireless
devices, scalability, and reliability. An RN deployment in
railways would be smart for future moving platform
scenarios [247]. Therefore, an FD RN in trains or mass
communication systems in urban and rural areas is exciting
for the researchers. However, the fast-moving platform
creates a blockage, continuous disconnection, multipath and
multi-user interferences, and other pertinent issues. A
robust scheme is demandable. In [248], the authors
proposed an ML(Machine Learning) based selection
technique in hybrid multi-hop networks that adaptively
choose each relay's forwarding technique. The minimum
transmit power for all transmitting nodes has been derived,
and the method is considered appropriate for the ultra-dense
network. Hence, the suggested algorithm provides excellent
results, but the node’s location and relay residual power are
key selection factors and any small error will create chaos
in the network. Additionally, an algorithm avoided the high
FD transmission complexity which is a major concern for
future interference-oriented networks.

C. DEVICE-TO-DEVICE

In D2D, a new interference management method is
required for directional interference in the current mm-
wave 5G network for multiple D2D links. Besides, 5G
multi-tier HetNet with D2D communication, management
of interferences, and resource allocation problems for
underlay shared spectrum with cellular users are more
challenging than existing methods. The management and
mitigation of interferences among low-power wireless
sensors, small cells, and macro-cell mobile links, and D2D
links are still challenging and have space for further
enhancement. Because, level and conditions of
interferences are different in different tiers of HetNet due to
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several access limitations (such as public, transport, private,
and so on) [249]. Privacy and authentication are essential
concerns in self-governing D2D communication. A lot of
critical information shared over cellular networks could be
corrupted, hacked, or misplaced. Therefore, this is still an
open topic for future concerns. D2D communication is
considered a coordinated reception and transmission of
various devices, and a moving object creates instability in
the D2D link. Hence an agile scheme that maintains
network stability with high profile security is essential.
Also, a robust method 1is demandable for D2D
communication where cellular network coverage is
unavailable. In [250], authors discussed various D2D
enabled threats in the HetNet system, for instance, resource
scheduling, power and interference management, spectral
efficiency, and so on. The Distributed Artificial Intelligence
Solution (DAIS) algorithm was proposed, and simulation
results proved that the suggested method delivers low
computational work and greater spectrum efficiency. For
future  improvement, the researchers considered
implementing the same Belief-Desire-Intention (BDI)
intelligent agents with extended capabilities (BDIx)
framework with a more robust Al scheme to evaluate
system performance in a more complex environment by
introducing mobile UEs. Besides advancing stochastic
geometry-based methods, they are required to create a more
uncertain environment for the downlink and uplink
coverage and low power consumption for UAVs, D2D, and
cellular UEs enabled HetNet system [251].

D. INTERNET OF THINGS

An advanced and intelligent 5G IoT network is essential
that can process a high volume of data with less power
consumption, lower latency, and good connection reliability
among various devices as billions of devices are interlinked
and a large amount of traffic using by all connected gadgets
via the Internet. Hence, a stringent management scheme in
IoT to handle enormous automated equipment is needed
[252]. In such a challenging context, Digital Annealer
(DA), a quantum-inspired technology applying the concept
of simulated annealing for combinatorial optimization
problems, would be a promising solution [253]. By solving
fully connected Quadratic Unconstrained Binary
Optimization (QUBO) problems much faster than classical
computing, DA can realize various potential service-
oriented applications for the customized service-oriented
optimization problems, including enhancing smart mobility
services with high QoS, realizing virtualization and
softwarization for smart cities with lower energy
consumption, and enabling various Real-time services
which provide information to the users instantly. In this
way, DA enables various loT-based applications with
optimal efficiency to realize potentially unexplored future
network services.

Besides, some other aspects where research is immensely
required are storage capacity for Bigdata, coming from
various IoT sources, and security. Typically, due to the
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massive exchange of data between nodes with the help of
co-existence technologies, security is one major concern for
future communication that protects user data and other
applications from various other devices' illegal
involvement. To improve the maximum coupling, coverage
enhancement is critical to hold effectively tactile internet
and multimedia applications. Similarly, backup security is
also required for high-level user data safety and to avoid
any intrusion from hackers [254]. Current supervised and
unsupervised ML techniques are significantly exposed to
detect the attacks due to oversampling and insufficient
training data. Therefore, a backup security solution with the
ML method is demandable to provide secure IoT
connections. Another future concern in IoT is a more
concrete system required for nodes to perform underlay
different operating situations with a decrease in energy
while maximizing network and cloud systems [255]. The
Time of Flight (ToF) imaging approach is exclusively using
in a practical world that provides depth maps in real-time.
Most of the work performed on hardware modification and
complex algorithms is costly to rectify the problem. In
[256], the authors presented an encoder-decoder neural
network technique, which significantly reduces the
reflectance and provides good results for the real world
scenario. Nonetheless, the suggested method failed to
cancel the Message Passing Interface (MPI) when objects
are very close to the camera.

VII. CONCLUSION

For next-generation communication, it is expected that
billions of devices communicating with each other require
higher throughput while maintaining the spectrum
frequency and QoS for each user. Due to the proliferation
of data demand and the rapid growth in the numbers of
users and electronic devices directed towards the ultra-
dense communication network, the SG and beyond network
can also be termed as a multi-tier HetNet cellular network.
Consequently, the network performance from the
simultaneous operation of multi-small cells within a multi-
tier network is heavily degraded with various interferences.
We then investigated the interference in the multi-tier
HetNet cellular network. Furthermore, this study broadly
discussed several types of interferences classified according
to their deployment and propagation characteristics, such as
co- and cross-tier interferences in HetNet and homogeneous
and control channel interferences in HetNet architecture.
Similarly, the survey addressed the issues of interference in
D2D and IoT communication by considering different
scenarios. Additionally, the concept of RN and the
classification of interferences that downgrade the RN
operation and network performance and wuser data
experience have been demonstrated thoroughly. These
sections are presented with relevant state-of-the-art research
studies on interference mitigation, cancellation, and
avoidance technique, with analyses of methodologies
proposed by 3GPP.

In conclusion, this

comprehensive review article
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presented and discussed numerous state-of-the-art
researches as well as detailed potential future research
directions regarding interference issue management in 5G.
It is expected that this article can act as a feasible and
practical evolutionary source for the designing of the 5G
and beyond together with the future 6G network. However,
this review is not highlighting the studies related to various
interference approaches and issues with respect to big data,
machine learning, artificial intelligence in the 5G and
beyond network.
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