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Abstract: In this paper we survey and analyze modern neural-network-based facial
landmark detection algorithms. We focus on approaches that have led to a significant
increase in quality over the past few years on datasets with large pose and emotion
variability, high levels of face occlusions — all of which are typical in real-world
scenarios. We summarize the improvements into categories, provide quality
comparison on difficult and modern in-the-wild datasets: 300-W, AFLW, WFLW,
COFW. Additionally, we compare algorithm speed on CPU, GPU and Mobile
devices. For completeness, we also briefly touch on established methods with open
implementations available. Besides, we cover applications and vulnerabilities of the
landmark detection algorithms. Based on which, we raise problems that as we hope
will lead to further algorithm improvements in future.
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Introduction

Neural networks show high quality in solving tasks, in which we, humans, are good
at, such as image classification or natural language processing. Initial neural network
research was focused on large-scale servers with many GPUs and a stable power
supply. However, the development of Internet of Thing and mobile devices makes
client-server applications sometimes impractical or even unacceptable, for instance,
when internet connectivity is poor, low data processing latency is required, when the
application needs to provide user’s data security guarantee, meaning that no data can
leave the user’s device, or when the amounts of raw data generated are too large to
be sent over to a server. In many of these cases the use of neural networks is desirable,
the processing should be done directly on the mobile device, thus on-device machine
learning has become one of the most prominent machine learning research
directions [1], [2].

In this paper we focus on one particular application of mobile machine learning,
namely facial landmark detection, as it is a part of many algorithms that in some way
process face images, where low processing latency and guarantee that no data will
leave the device is often required.

In this review we: 1) will describe and analyze key ideas of modern facial
recognition algorithms that have improved detection accuracy; 2) will highlight
essential requirements to the facial landmark detection algorithms with respect to
their practical applications; 3) will point out weaknesses of the existing approaches
and will outline the prospects of their development.



1. Facial landmark detection problem statement

Let ] be an inputimage of size W x H x C, where W is width, H — height, C —number
of image color channels (usually 3). Then facial landmark detection problem is to
find a function @: I — L, which from the input image I predicts a landmark vector L,
which for each landmark contains x and y coordinates. Number of landmarks can be
different depending on the target task where they will be used and on the training
dataset. The quality of the constructed function @ is usually assessed on the test sets.

Next, we provide a brief description of the facial landmark detection datasets.
Each of them has a special protocol, which defines train/test split, metrics for
algorithm comparison and other testing details. The protocol is described in the paper
in which the dataset was first introduced. The main metrics include [3-7]:

1. Normalized Mean Error (NME, %):

(1) NME =< ¥X_ NME;, NME, = Niz?;l@ x 100,

L
where y — the true landmark locations, ¥ — model (function @) predictions, d —
normalization coefficient (different for each dataset), N, — number of facial
landmarks per face in the dataset, K — number of images in the test set.

2. Failure Rate (%):

K
@) FR = %Z[NMER > 10%] x 100
k=1
3. Cumulative Error Distribution — Area Under Curve (CED-AUC). The
higher — the better. Here on Y axis number of images is plotted that have NME lower
than a particular threshold against the NME threshold value on X axis.
Table 1 has information about number of images in train and test sets as well
number of facial landmarks the dataset has been labeled with. COFW-68 has only
test set (more on that later).

Table 1. Information about facial landmark detection datasets.

Dataset # train images # test images # landmarks
300W 3837 600 68
AFLW 20 000 4 386 21
AFLW-68 20 000 4 386 68
COFW 1345 507 29
COFW-68 - 507 68
WFLW 7500 2500 98
MERL-RAV 15 449 3 865 68

300W [3] dataset contains a collection of different datasets, such as HELEN,
LFPW, AFW and IBUG, that were labeled with 68 facial landmarks (fig. 1, a). The
protocol described in [3] defines which images should be used for training and which
for testing. The testing subset is split into common, challenge and full. The NME
scores for each of the splits are usually presented for comparison. The NME is
normalized (d in formula (1)) by inter-pupil or inter-ocular distance. This is done, so
that faces of different sizes make an equal contribution to the resulting error. Note,



that images in the 300W dataset have different shooting conditions (lighting, color
gamut), emotions and faces at an angle.

Annotated Facial Landmarks in the Wild (AFLW) [4] contains a larger
number of images (table 1), yet they labeled with only 21 facial landmarks (fig. 1, b).
In comparison to 300W, this dataset has a higher face shooting angle range with
+120° yaw and +90° pitch. The authors propose splitting the dataset into AFLW-
Frontal (with face photos that are close to frontal) and AFLW-Full (all images). There
is also a relabeled version with 68 facial landmarks, named AFLW-68 [5], yet in
practice it is used less often. MERL-RAV dataset is presented in [6], which has
AFLW relabeled to 68 landmarks, where each landmark has an extra visibility label,
such as: 1) visible; 2) self-occluded (for instance, due to large pose); 3) occluded by
other object (hand, etc.). NME metrics is used for comparison.

Fig. 1. Images from a — 300W, b — AFLW, ¢ — COFW, d — WFLW datasets

Caltech Occluded Faces in the Wild (COFW) [7] is a more complicated
dataset (fig. 1, c), which focuses on labeling face images, that are partially occluded
by real-world objects (microphone, etc.) or by the person itself (hair, hand, etc.). The
dataset not only uses NME metric, but also a failure rate (FR, shown in (2)), that is a
percent of the images, whose landmark detection error is higher than a certain
threshold. The COFW test set has also been relabeled to 68 landmarks in
COFW-68 [8], which can be used to assess landmark detection quality when the
network has been trained on different datasets.

Wider Facial Landmarks in-the-wild (WFLW) [9] — one of the newest
datasets, the most difficult, as the task is to densely label facial landmarks with a wide
range of emotions, poses, lighting conditions, maquillage, occlusion and blurriness
(fig. 1, d). Three metrics are used to present the results: NME, Failure Rate and
CED-AUC.

2. Facial landmark detection algorithms

2.1. Early landmark detection algorithms

First algorithms were mainly based on fitting a deformable face mesh. The most
prominent algorithms include Active Shape Model (ASM), Active Appearance
Model (AAM) and Constrained Local Model (CLM) [10], [11]. Based on the
obtained mesh, each of the landmark locations are computed. In many cases such
algorithms utilize statistical methods as a base. They have a good enough prediction
accuracy in controlled environments (with proper lighting and frontal face).



However, in real-word shooting conditions, which we need in many applications,
their quality is insufficient. The following approaches include methods based on
Random Forests and Gradient Boosting, such as ERT [12] method, which we describe
below. Such methods have better accuracy, yet still fail in certain applications.

Currently, neural regression-based algorithms show lowest error on facial
landmark detection task with a wide shooting angle and high occlusion. They include:
direct regression methods, when the model predicts x, y coordinates directly for each
landmark; heatmap regression methods, where a 2D heatmap is built for each
landmark. The values in the heatmap can be interpreted as probabilities of landmark
location at a certain image location. Also, some algorithms are implemented in a form
of cascades, where a prediction is refined over several steps.

2.2. Brief description of established methods

Dlib [13] is an open-source machine learning library. Among others, it has ERT [12]
facial landmark detection algorithm, which is a cascade, based on gradient boosting.
In ERT face template is refined over several iterations, using a mean template
constructed on top of a face bounding rectangle, that is found via Viola-Jones face
detector. High detection speed is the main advantage of ERT (according to the
authors, around 1 millisecond per face). The library contains an ERT implementation,
trained on 300W dataset. The algorithm is still actively used in the modern research
thanks to an open implementation and speed. However, not so long ago it has been
shown that neural networks are preferred in terms of quality for faces with high pose
variability [14].

Multi-task Cascaded Convolutional Networks (MTCNN) [15], where the
neural network is trained jointly to detect faces and landmark locations (five of them
to be more precise: eyes, tip of the nose, mouth corners), which improves quality on
both tasks. The network is built in a form of a three-network cascade: Proposal
Network (P-Net), Refine Network (R-Net), Output Network (O-Net). Each of them
predicts face bounding rectangle, probability that a particular rectangle contains a
face and five landmarks. P-Net is a fast fully convolutional network, which processes
the original image in multiple resolutions (the so-called image pyramid). This
network outputs a lot of coarse face rectangle predictions, which are then filtered out
by the Non-Maximum Suppression (NMS) algorithm. Subsequently, R-Net refines
the predicted rectangles, without reprocessing the whole image, which saves the
computation time. NMS is then applied again. Last, O-Net makes final refinement
(fig. 2). This is the slowest network in the cascade, but it processes a small number
of face rectangles. According to the authors, to improve the quality it is important to
solve the following tasks at the same time: 1) classify bounding rectangle as a face or
not a face; 2) perform regression over bounding rectangle coordinates; 3) localize
face landmarks. Each of these tasks has a weight « assigned: for P-Net and R-Net
a,=1,a, =a; =05, for O-Net a; =1,a, =0.5,a3 =1 correspondingly.
Another algorithm’s feature is online hard-example mining, when training is
performed on complicated training examples while skipping those, on which network
prediction is quite accurate already. In the paper the authors select around 70% of
hardest examples in each training batch.
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Fig. 2. MTCNN network architecture. A set of images in multiple resolutions is fed through P-Net, R-
Net, O-Net neural network cascade [15]

Note that while ERT and MTCNN were not initially designed for use in
smartphones, there are open reimplementations of these algorithms available for
Android and iOS devices. A more comprehensive survey of early neural network
based facial landmark detection algorithms can be found in [11] and [16].

2.3. A survey of key modern facial landmark detection developments

Dense Face Alignment (DeFA) [17] is the only algorithm described in this section,
where neural network is used for facial landmark prediction through a 3D deformable
face mesh. Algorithm is interesting in that it: 1) allows to build a dense 3D face mesh
using only a single 2D image, mesh can be built for a wide range of poses and
emotions (fig. 3); 2) DeFA can be trained jointly on datasets with a different number
of landmarks, as they will be “hooked” as mesh constraints.
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Fig. 3. Upper row: DeFA facial landmark prediction. Bottom row: DeFA dense 3D model [17]

Style Aggregated Network (SAN) [18]. The authors have noticed a style
variability of photographs in 300W and AFLW datasets, which can be dark or light,
colored or black & white. Existing to date algorithms were not accounting for that
information. Furthermore, the authors have noticed that depending on style, prior
algorithms were predicting facial landmark location in slightly different places, with
higher error on photographs with harsh lighting conditions. As a solution they have
proposed to: first, train Generative Adversarial Network CycleGAN [19] to transform
images of different styles into neutral; second, train another neural network to predict
landmarks with two inputs: “neural” and original image (fig. 4). As authors note,
“neural” image produced by a GAN might lack fine details, that is why adding
original image helps localization in certain cases.

Fig. 4. Style aggregation in SAN.
In each pair left — source image, right — style aggregated (“neural”) [18]

Look at Boundary (LAB) [9]. The key advancement of this architecture is that
the authors introduce face feature boundary heatmap, which is built as an
intermediate representation between original image and predicted landmarks (fig. 5).
Such a trick improves facial landmark prediction quality and furthermore allows to
train boundary estimation module on several datasets with different annotation
schemes at once. After boundary module (Hourglass [20] architecture has been used),
another network predicts actual facial landmark locations. It should be noted, that
only boundary submodule can be trained on datasets with different annotation
schemes, while the landmark regression is trained for each dataset separately. As the
authors have shown, pretraining the boundary module on 300W improves prediction
quality on AFLW and COFW datasets. Also, the authors have proposed a new more
complicated facial landmark dataset, they call it WFLW (fig. 1, d).
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Fig. 5. a—image to be labeled, b — intermediate boundary representation, ¢ — predicted facial
landmarks [9]

Wing Loss [14]. The authors note that the field of loss functions for facial

landmark prediction problem is barely studied. Most researchers use L2 = xz/z asa
loss function for direct regression landmark prediction methods, which is known to
be sensitive to outliers, that is why some of prior works have used smooth L1 loss
instead. The authors make a comparison of L2 against other loss functions, such as
L1(x) = |x| and smoothL1, which is defined as [21]:

x2/2, if x| <1

3 L1 =
(3) smooth L1(x) {|x|_1/2, otherwise

and note that they give better results. The main paper contribution is that the authors
have introduced a new loss, named Wing loss, which combines L1 for large landmark
deviations and In (-) for medium and small:

. win(1+ |x|/€), if |x] <w,
4 =
@ wing (x) { |x] = C, otherwise,

where C =w —wlIn (1 +w/e€), w and e are hyperparameters (w = 15, = 3 in
paper). Visual comparison of loss function is presented in fig. 6.
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Fig. 6. Loss function comparison: L2, L1, smoothL1, Wing (withw = 15,¢ = 3).
In addition, to train more on hard examples the authors introduce PDB

algorithm. Which works as follows: 1) face rotation angle histogram is built; 2) rare
examples (determined via the histogram) are duplicated with augmentation. As can



be seen from table 2, using CNN-6/7 cascade with wing(+) loss in combination with
PDB substantially lowers the NME.

Table 2. Comparison of NME of different loss functions on AFLW dataset

Network Loss
L2 L1 smoothL1 Wing
CNN-6/7 2.06 1.82 1.84 1.71
CNN-6/7 + PDB 1.94 1.73 1.76 1.65

Practical Facial Landmark Detector (PFLD) [22] outperforms many of the
algorithms on NME metric on 300W and AFLW datasets. Wherein, it is easy to
implement and allows fast facial landmark detection directly on a mobile device. This
is, apparently, the only modern neural network-based algorithm, whose authors have
shown that their algorithm can work efficiently on a mobile device. MobileNetV2 [2]
is used as a feature extractor in PFLD. Two heads are attached to it: 1) facial landmark
regression, where they use multi-scale fully-convolutional layer in the end of the
head; 2) 3D face model rotation angle estimator (yaw, pitch and roll). The second
head contains a set of convolutional layers and is only used during training (fig. 7).

As the most common datasets do not have information about 3D landmark
location, to get them the authors propose to 1) build a “mean” facial representation
containing 11 facial landmarks, based on the data in the training set; 2) estimate
rotation matrix for each of the faces between its and “mean” facial landmarks; 3)
compute yaw, pitch, roll angles from the rotation matrix. According to the authors,
such an approach is not so accurate for estimating angles, yet improves facial
landmark prediction accuracy at inference time.

Furthermore, during training, the data is weighted based on image difficulty
using a special loss function:

1 M N C K
©) L=2> Z(Z wa-Z(l—cose,'g)>||dm|%,
c=1 k=1

m=1n=1

where N is the number of facial landmarks, M is the number of training examples,
K = 3, 64,0,, 05 are yaw, pitch, roll rotation angles of the above-described 3D face
model correspondingly, d?* represents a difference vector between n' predicted and
training facial landmark for m™ image; C is a number of complexity classes for face
images (such as profile or frontal face, face-up, face-down, emotions or occlusion),
wy, 15 set as a ratio of images in the corresponding complexity class to their total
number M.
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Fig. 7. PFLD architecture. The upper block predicts yaw, pitch, roll rotation and is used only during
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AWing [23]. Algorithm uses heatmap regression, where for each of the
landmarks a heatmap of size 64 x 64 is built, on which via a 7 X 7 Gaussian
distribution landmark location is estimated. The algorithm is based on above-
described Wing Loss paper, approaches from [24], LAB paper (previously described)
and CoordConv [25]. The authors have noticed, that L2 loss function does not
produce sharp-enough heatmaps on “difficult” faces, because it is insensitive to small
errors, while the original Wing loss is inappropriate for heatmap regression problem
as its gradient is discontinuous at the point of zero. In addition, in the discussed
problem, each heatmap has a class imbalance as only few pixels on the map relate to
the foreground class (meaning that landmark is likely to be at this point) while the
most of the image is labeled as background class. This is also not considered in the
original Wing loss implementation. To account for all of the described features
Adaptive Wing loss is introduced in [23], which is 1) differentiable around zero; 2)
accents small errors around foreground pixels, but not around background (fig. 8, 9).
Here we do not give the function itself due to its complexity. To predict foreground
pixels even more precisely, the authors introduce a special Weighted loss map, which
additionally enhances sharpness of the facial landmark heatmap.
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Fig. 8. a— AWing surface plot, b — its gradient: the function behaves as L2 for background pixels and
as Wing for foreground, while preserving continuity [23]



Fig. 9. AWing heatmap prediction comparison:
a — blurry source image with large pose; b — ground truth heatmap;
heatmap when trained with ¢ — L2 loss (NME: 6.27%), d — AWing loss (NME: 4.23%) [23]

Geometry Aggregated Network (GEAN) [26]. Based on Hourglass
architecture authors propose a network, which uses Adversarial Attack method
during both network training and testing (we have a deeper look at the concept of
Adversarial Attacks in section 4 of this paper). The network forward pass is done in
several steps: 1) with a trained face recognition and adversarial attack (from [27])
algorithms the authors generate K images that fool facial detector; 2) for each of the
images Hourglass network predicts facial landmark location; 3) note, in step 1
geometrical transformations were applied to the images, which have moved the facial
landmark locations. This step reverts them; 4) results on all of the K images are
aggregated.

According to the authors, with respect to performance/quality ratio, it is the most
beneficial to generate K = 5 adversarial examples during training and testing. It is
also possible to use different number of adversarial images during training and
testing. The authors have explored several modifications to the adversarial attack
algorithm, and the best results are obtained when attack scale is set individually for
each of the landmarks’ semantical groups. The groups are assigned based on face
region, such as nose, eyes, eye-brows, etc. Note, that while in case of training such
groups can be obtained directly from training labels, during testing an additional
forward pass through the network is required to estimate them.

Deep Adaptive Graph (DAG) [28]. The authors propose to use a Graph
Convolutional Network cascade. This approach gives better results on many of the
datasets as the network can better “understand” image structure. As can be seen from
comparison, previous architectures fail to comprehend that image has two
overlapping faces, because-of that predicted facial landmarks are distributed between
two faces (fig. 10, a). In contrast, DAG assigns all of the labels to a single face
(fig. 10, b). Here green dots show predicted landmark locations, while ground truth
labels are shown in red. Moreover, the learned graph representation does make sense.
See fig. 10, c, where on the figure edges with top 10 weights are shown.



Fig. 10. a — previous best vs b — DAG prediction (predictions are shown in green, true labels in red).
¢ — learned graph facial landmark representation [28]

Other approaches include: MobileFAN [29], where problems of reducing
number of model parameters and increasing inference speed for heatmap regression
methods are considered; LUVLi [6], where it has been highlighted that facial
landmark detection algorithms are used in many of the critically important
applications. The authors propose a method, where together with landmark
coordinates, facial landmark visibility and algorithm confidence are predicted. Also,
they have relabeled AFLW dataset and have shown that their algorithm properly
shows low facial landmark prediction confidence on facial landmarks in regions,
occluded by other objects, and high in well-visible regions.

2.4. Summarizing approaches in modern facial landmark detection algorithms

All of the recent implementations of neural network facial detection algorithms
clearly show that for an accurate neural network training, information explicitly
presented in the dataset in a form of a pair (input image — labeled facial landmark) is
insufficient. To solve this problem several approaches are proposed:

e use of an auxiliary representation, which contains structural information
about the face, such as 3D facial landmark location (DeFA), facial boundaries (LAB),
yaw, pitch, roll rotation angles (PFLD), landmark visibility (LUVLi) or face
representation as a graph model (DAG);

¢ hard example mining during training. Different variations on the theme have
been presented in MTCNN, Wing and PFLD papers;

e reducing contribution of very large errors (outliers) and increasing
contribution of small to medium-sized errors (refining the prediction): Wing, AWing.

Tables 3-5 present some of the facial landmark detection method metrics on the
most common datasets. Table 3 for 300W dataset has metrics split info common,
challenge and full as per protocol. Each of the tables has the best results highlighted
in bold, pretrained models (meaning additional data was used) are shown in italics.
Metrics in the tables include NME, Failure Rate (FR, %) and CED-AUC.

The tables are filled based on the results presented in the corresponding papers.
If the results were published later, the metrics source for the results is shown in square
brackets. Although, significant growth of the algorithm quality over the recent years
is evident, appearance of the new datasets with more difficult real-world shooting
conditions, such as COFW and WFLW (table 5), clearly shows that the problem of a



precise facial landmark estimation is still unsolved. Besides, extremely small
attention has been paid to the algorithm’s performance. Table 6 has an estimation of
algorithms’ performance for Desktop CPU, GPU and Mobile devices. As authors
have used different hardware for the experiments, so the timings presented there are
rough. And, although, the demand on fast facial landmark detection on mobile and
portable devices is growing, only one of the recent algorithms, namely PFLD, was
adapted to a mobile device.

Table 3. Landmark detection algorithm comparison on 300-W dataset

Model Year 300W
Common | Challenge | Full
Inter-pupil distance
ERT 2014 - - 6.40 [14]
LAB 2018 3.42 6.98 4.12
CNN-6 + PDB (Wing) 2018 3.35 7.20 4.10
CNN-6/7 + PDB (Wing) 2018 3.27 7.18 4.04
ResNet-50 + PDB (Wing) 2018 3.01 6.01 3.60
PFLD 0.25X 2019 3.38 6.83 4.02
PFLD 1X 2019 3.32 6.56 3.95
PFLD 1X+ 2019 3.17 6.33 3.76
AWing 2019 3.77 6.52 431
DAG 2020 3.64 6.88 4.27
Inter-ocular distance
DeFA 2017 5.37 9.38 6.10
SAN 2018 3.34 6.60 3.98
LAB 2018 2.98 5.19 3.49
PFLD 0.25X 2019 3.03 5.15 3.45
PFLD 1X 2019 3.01 5.08 3.40
PFLD 1X+ 2019 2.96 4.98 3.37
AWing-1HG 2019 2.81 4.72 3.18
AWing-2HG 2019 2.77 4.58 3.12
AWing-3HG 2019 2.73 4.58 3.10
AWing 2019 2.72 4.52 3.07
MobileFAN (0.5) 2020 4.22 6.87 4.74
MobileFAN 2020 2.98 5.34 3.45
GEAN 2020 2.68 4.71 3.05
LUVLi 2020 2.76 5.16 3.23
DAG 2020 2.62 4.77 3.04
Table 4. Facial landmark detection comparison on AFLW
Model AFLW AFLW-Frontal
SAN 1.91 1.85
LAB 1.85 1.62
LAB (pretrained) 1.25 1.14
CNN-6 + PDB (Wing) 1.83 -
CNN-6/7 + PDB (Wing) 1.65 -
ResNet-50 + PDB (Wing) 1.47 -
PFLD 0,25X 2.07 -
PFLD 1X 1.88 -
AWing 1.53 1.38
GEAN 1.59 1.34




Table 5. COFW and WFLW algorithm error comparison

Model COFW WFLW

NME % (}) | FR% () | NME% () | FR% (}) AUC (D)
LAB 5.58 2.76 5.27 7.56 0.5323
LAB (pretrained) 3.92 0.39 - - -
Wing 5.44 [23] 3.75[23] 5.11 [23] 6.00 [23] | 0.5504 [23]
AWing 494 0.99 4.36 2.84 0.5719
MobileFAN (0.5) 3.68 0.59 5.59 6.72 0.4682
MobileFAN 3.66 0.59 4.93 5.32 0.5296
LUVLi - - 4.37 3.12 0.577
DAG - - 4.21 3.04 0.5893

Table 6. Algorithm inference speed comparison

Model CPU (ms) GPU (ms) Mobile (ms)
ERT ~1 - -
SAN - 343 [22] -
LAB 2600 [22] 60 -
CNN-6 (Wing) 6.7 25 -
CNN-6/7 (Wing) 50 5.9 -
ResNet-50 (Wing) 125 33.3 -
PFLD 0.25X 1.2 1.2 7.0
PFLD 1X/1X+ 6.1 3.5 26.4
AWing-1HG - 8.3 -
AWing-2HG - 15.7 -
AWing-3HG - 22.1 -
AWing - 29.0 -
MobileFAN (0.5) - 4.0 -
MobileFAN - 4.2 -
GEAN - 58.8 -
LUVLI - 17 -

3. Facial landmark detection algorithm applications

3.1. Face animation and reenactment

Facial landmark detection is used in human or imaginary character face animation
algorithms, where on a basis of a single or few images it is needed to generate a set
of follow-up frames. Applications include actor animation in films, creation of TV or
game virtual newscasters (as a 3D model or directly via GAN image generation),
wherein modern landmark detection algorithms enable this without a costly
equipment by using a simple RGB camera.

According to research presented in a series of papers, movie dubbing process
from foreign languages is expensive and time-consuming. This is because lip
movement for the original audio track should match the dubbed one. Furthermore,
the discrepancy leads to discomfort when watching films, especially for hearing-
impaired people. As a solution, authors of [30] propose to change lip movement
during the dubbing process. Their algorithm detects facial landmarks and substitutes
mouth region with a 3D model, adapted for the speaker. However, at this stage the
substitution is still visible, which means the algorithm can be further enhanced.



Besides that, DeFA [17] algorithm can build a 3D whole-face mesh for varied poses
and emotions, as has been said previously (fig. 3).

Many of the modern neural-network-based algorithms do not use an
intermediate 3D face model for realistic image generation, but generate images
directly from facial landmark locations via Generative Adversarial Networks (GANS)
that were first introduced in [31]. For instance, in [32] landmark information is
explicitly extracted from the image (by a means of an algorithm in [24]) and is one
of the neural network inputs. By using meta-learning approaches from [33], GAN
and style component [34], the authors obtain high face reenactment quality (fig. 11).
They point out, that when source and target images have the same person in play, the
algorithm generates image sequence that contains fewer artifacts than when
reenactment is transferred between people. According to their report, this method
outperforms the competition for the face emotion transfer task in a few- or one-shot
problem statement. An improvement of facial extraction algorithm and addition of
the gaze direction might have improved the reenactment quality.

In paper [35] authors are using Pix2PixHD [36] neural network to accomplish
lip sync task. There it has been proposed to synthesize the intermediate face
representation using its boundaries, face landmarks (using Dlib library) and sound-
track-based representation. In [37] FReeNet is used for the reenactment between
different, unknown during training people. For that a special Unified Landmark
Converter module has been introduced, which adapts facial landmark location
between different people. Landmarks for the source and target people are extracted
via PFLD algorithm, then images are generated via Cycle-GAN [19] and a special
loss function, that reduces model overfitting to only the landmarks and helps
generating more detailed faces. The use of landmark converter module has given the
largest performance increase on the test sets.

A survey of emotion transfer, face reenactment and other face feature
modification methods can be found in [38] section “Expression Swap”.

Fig. 11. Expression transfer scheme. a — source character image (the one we want to reenact), b — one
of image sequence frames of the target emotions, ¢ — extracted facial landmarks that are fed to the
reenactment algorithm, d — reenactment result [32]



3.2. Driver status tracking

As is known, a large number of car accidents happens because-of sleepy or tired
drivers. Expensive cars offer capabilities of emergency stopping when an obstacle is
detected and line-keep assist, which helps to a certain extent. However, most cars are
not equipped with such systems, so research focusing on driver status tracking is
important to keep the roads safe. Most of the research in the field is focused on
implementing the feature in an autonomous way, where CPU of driver’s smartphone
or low-power portative device (such as Raspberry Pi) is used to process video signal
from the camera placed in the car’s cabin. Neural-network-based algorithms are
among the most widely used algorithms here, nevertheless for completeness let us
describe other approaches, which include: 1) driving wheel movement tracking with
systems built-in car; 2) wearable device tracking that perform Electrocardiography
(ECG) and heartbeat measurements. However, both of these approaches are more
expensive than using driver’s smartphone and cannot track driver’s distraction from
the road. A brief review of such research is presented in [39] and [40]. Returning to
camera-based methods, in [39] the authors estimate driver tiredness by training a
neural network that works with facial landmarks as an input. Driver’s face and
appropriate landmarks are detected with existing methods. In contrast, in [40] a
MobileNetV2-based architecture to estimate driver’s sleepiness directly from the
video stream (without an intermediate step of landmark detection) is presented, yet
total training time is quite high. In [41] neural-network-based landmark detection is
used to simplify dataset labelling, then a different network is trained to recognize
driver’s status. Here in addition to fatigue, driver’s distraction is estimated by
tracking whether he looks in safe zones (such road, rear-view mirror, dashboard, etc.)
or not. In [42] a system that tracks driver’s ability to take over the driving from level 2
autonomous cars (partial driving automatization) is studied. The authors acquire
driver’s video via an infrared camera to say whether the driver is distracted using the
detected landmarks. These and similar algorithms are developed to make the roads
safer.

According to the researches, the common problem of the driver status tracking
systems is neural network inference speed and quality on mobile devices. That is why
the development of mobile network and landmark detection algorithms will definitely
enhance the quality of the previously mentioned systems.

3.3. Face recognition and emotion classification

Here we talk about algorithms that perform one of the following tasks (often, the
same algorithm can perform all of them): 1) face verification, when 2 photographs
are given and the task is to say whether it is the same person; 2) face recognition
itself: given a photo and known person database, algorithm should say who is on the
photo or that the person is unknown; 3) clusterization, where the task is to group
similar faces. The most efficient algorithms suppose face preprocessing, that is
detection and tight crop. Often for improving recognition quality the so called “face
alignment” should additionally be performed, when a via geometrical image
transformation facial landmarks are moved to the canonical locations. Many of the
modern algorithms use MTCNN for joint face detection and 5 landmark localization.



The topic of face recognition is well-described in, for example, [43]. We note in
particular, a high interest to face recognition directly on mobile devices [44], [45].
Likewise, our emotions mostly consist of lip, eyes, eyebrows or mouth movements,
in certain cases it is fruitful not to force the neural network to learn face parts during
emotion recognition on its own, but to feed this information together with the original
image [46], [47].

4. Facial landmark detection algorithm vulnerabilities

Modern computer vision algorithms (including neural networks) are amenable to the
so called “adversarial attacks”, first reported in the field of computer vision in [48],
where by adding an especially crafted noise to an image (invisible to a human eye)
authors were able to drastically change neural network prediction in a classification
task. The attack has been conducted by maximizing network error on the target image
via L-BFGS method. When testing the network on an adversarial example generated
for the MNIST dataset, it has been made possible to make the network misclassify
almost all of the examples. It should be stressed that during the adversarial attack the
network itself is not modified, only the image fed to it. Moreover, adversarial
examples often remain malicious to networks different from the one they were crafted
for, given that the other network was trained on the same or similar dataset. It should
be noted, that adding random noise has a much lower negative effect on the network’s
classification accuracy. In [49] it has been shown that for a successful adversarial
attack on the MNIST dataset, model as simple as logistic regression can be used to
generate examples, while the attack remains efficiently transferrable to architectures
that are more complicated. If previous algorithms have attacked a digital image
(stored in computer memory), in [50] it has been shown that attacks can be performed
through a smartphone camera. In [51] binary importance maps have been introduced,
which hint where adversarial marks should be placed on a piece of paper to fool the
network trained to classify NMIST digits. While first adversarial attack algorithms
were white-box (meaning the network architecture and trained weights are known to
the attacker), follow-up works similar to [52] and others have shown that it is possible
to perform black-box attacks without such knowledge. Despite the fact that numerous
works are devoted to detecting or preventing attacks from happening, new more
advanced algorithms bypass all of the defense methods [53]. A survey of adversarial
attack methods can be found in [54]. All of them are applicable to algorithms of face
or facial landmark detection. In the meantime, there exist special methods that can
prevent the face from being found or correctly detected by using stickers or
accessories in real world. In [55] it has been shown, that in a controllable environment
it is possible to fool face recognition algorithm or Viola-Jones face detector. The
authors used special eyeglasses with a print on a frame (fig. 12, a). In [56] it has been
proposed to fool MTCNN face detection algorithm with the use of stickers on cheeks
or medical mask (fig. 12, b). In cases when the face cannot be detected, landmark
localization cannot be performed either. How to modify image, using facial landmark
information is also shown in work [27].



Fig. 12. Ways to perform adversarial attack: a — sunglasses with an adversarial print [55]; b — medical
mask with especially crafted black spots [56]

Conclusion

From a detailed survey of facial landmark detection algorithms, we make the
following conclusions: 1) despite a significant growth of methods’ quality, few of
them focus on the real-world applicability, meaning that in many cases even when
executed on a GPU, algorithms performs slower that real-time (around 30 fps or
33 milliseconds); 2) many of the applications require high performance on mobile or
portable devices, yet to the best of our knowledge, authors of only a single algorithm
have targeted a mobile application directly in the original paper; 3) while modern
research already focuses on the datasets in uncontrollable environments with high
pose, emotion, lighting conditions variability, such as 300W or AFLW, a promising
research direction in the field of computer vision is to enhance algorithms in even
harsher conditions, when, for instance, significant parts of faces are occluded while
still maintaining high landmark density.

We hope, that the described modern developments in all of the sections (facial
landmark detection algorithms, application and vulnerabilities) will lead the reader
to the new ideas of practical use and further research directions in the field.
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