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ABSTRACT Physical layer security (PLS) in the presence of multiple eavesdroppers over Nakagami-m
fading channels for cooperative decode-and-forward (DF) relay network that consists of one source, one
destination, and multiple relays is investigated. Different from the recent PLS system model that only
considers one eavesdropper during eavesdropping attack, this paper extends the one-eavesdropper case to
a multiple-eavesdropper scenario and investigates joint relay and eavesdropper selection (JRES) strategy
against eavesdropping attack over Nakagami-m fading channels. In the proposed strategy, the best relay
is selected via the maximum relay forward channel capacity. In addition, since eavesdroppers are non-
cooperative, the worst case is considered. Namely, the wiretap channel between the best relay and the
chosen eavesdropper has the maximum capacity. Traditional direct transmission and opportunistic relay
selection (ORS) scheme in the presence of one eavesdropper over Rayleigh channel are regarded as
benchmarks. Moreover, a security—reliability tradeoff (SRT) performance is analyzed, where the reliability
performance is expressed by outage probability (OP), while the security performance is measured by
intercept probability (IP). Closed-form expressions of OP and IP are derived. The numerical results show
that the proposed JRES scheme outperforms the traditional direct transmission and the ORS scheme in the
presence of one eavesdropper over Rayleigh channel. The SRT performance is enhanced obviously with the
increasing of relay numbers and Nakagami channel fading factor m for a given number of eavesdroppers,
which extends the PLS and SRT performance analysis to a more general case in a cooperative DF relay
network.

INDEX TERMS Decode-and-forward (DF) relay network, joint relay and eavesdropper selection (JRES),
Nakagami-m fading channels, physical layer security (PLS), security-reliability tradeoff (SRT).

I. INTRODUCTION

In wireless communication, signals can easily be overheard
by eavesdroppers because of the broadcast nature of the
wireless medium. In order to achieve safe transmission, many
techniques have been studied. Traditional secret communi-
cation is mainly based on cryptography-related encryption
technology [1], that is, even if the eavesdroppers and the
legitimate users obtain the same message, eavesdroppers can
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not decrypt the original message since they do not know the
secret key. With the development of computer technology,
the encryption technology becomes less secure because the
secret key can be easily decrypted.

Recently, physical layer security (PLS) technology has
attracted much attention [2]. It acts as an effective means to
defeat eavesdroppers with the utilization of physical char-
acteristics of the wireless channel rather than the complex
encryption algorithm [3]. Shannon [4] proved that there is an
optimal secure communication system. After that, Wyner [5]
pointed out that if the quality of eavesdroppers’ channel is
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worse than the legitimate receivers, the channel code can
always be found so that eavesdroppers can not get any
information from the received signal. Secrecy capacity is
developed and shows the difference between the capacity of
the main link (from source (S) to destination (D)) and that
of the wiretap link (from S to eavesdropper (E)) [5]. It was
proved that if the capacity of the main link is less than that of
the wiretap link, the eavesdropper can succeed in intercepting
the signal transmission [6]. In order to improve transmis-
sion security against eavesdropping attacks, it is important
to reduce intercept events via the improvement of secrecy
capacity. However, wireless secrecy capacity is degraded in
the multipath fading channels.

To overcome the channel fading characteristics, some tech-
niques are proposed for secure transmission, such as PLS in
multiple-input multiple-output (MIMO) power line commu-
nication networks [7], beamforming techniques to enhance
PLS [8] and optimal relay selection for PLS in coopera-
tive wireless networks [9]. In [7], it mainly focuses on the
secrecy capacity of MIMO power line communication (PLC).
It shows that multi-conductor PLC network enables more
secure communication compared to the single conductor
case. In [8], it shows the security-oriented beamforming tech-
nique allows the source to send its information to legitimate
receivers in a particular direction, whereas the eavesdroppers
receive the signal with destructive interference. Hence, signal
strength at the legitimate receiver is much higher than that
at the eavesdropper receiver. With the help of beamform-
ing technology, it can also be enhanced in confidentiality.
In addition, relays can be used for defeating against eaves-
dropping attack. Several relay selection schemes are pro-
posed and compared in [9] for enhancing wireless secrecy
capacity under amplify-and-forward (AF) and decode-and-
forward (DF) relay protocols respectively.

Recently, PLS techniques for 5G wireless networks and 5G
based large scale social networks are investigated [10], [11].
In [10], it provides a latest survey of PLS research on
various promising 5G technologies, such as PLS coding,
massive MIMO, millimeter wave communications, heteroge-
neous networks, non-orthogonal multiple access (NOMA),
full duplex technology, etc. PLS features in large scale
social networks are discussed in [11]. It is pointed out that
some opportunities and challenges such as the detection of
wire-tap users, the utilization of high dynamic range and
the information exchanging in cross layer design should
be considered in PLS for 5G based large scale social net-
works [11]. In addition, dynamic spectrum access with PLS
for spectrum overlay cognitive radio networks is investigated
with a cooperative jamming approach based on Stackelberg
game [12]. Under the proposed scheme, the optimal strate-
gies of primary and secondary users that are jointly referred
to as Stackelberg equilibrium are analyzed via numerical
simulations [12]. Experimental study on key generation for
PLS in wireless communications is studied in [13]. It offers
insights to the design of a secure and efficient key generation
system.
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The above references are mainly focused on the improve-
ment of wireless security without paying much attention to
communication reliability. For this reason, Y. Zou inves-
tigated the security-reliability trade-off (SRT) strategies in
wireless communication [14]-[16]. Security is quantified
by eavesdroppers successfully intercepting the source sig-
nal whereas reliability represents that the outage event is
occurred at the legitimate destination. These probabilities are
denoted as intercept probability (IP) and outage probabil-
ity (OP) respectively [14]-[16]. The OP can be reduced by
increasing the transmit power of S, however, the enhance-
ment of power also improves the S-E channel capacity and
increases the IP at the same time. According to [14] and [15],
the increasing of IP will lead to the reduction of the OP
and vice versa, which indicates a trade-off between security
and reliability. In addition, the authors propose single best-
relay selection scheme to achieve SRT enhancement. It is
shown that relay collaboration outperforms direct transmis-
sion. As the number of relay increases, the SRT performance
is enhanced significantly [16]. Moreover, the comparison of
multi-relay selection with single-relay selection is investi-
gated and it is shown that SRT performance of multi-relay
selection outperforms single-relay selection scenario [14].

Zhu et al. [14] and Zou et al. [15] investigated relay selec-
tion scheme of cooperative wireless network in the presence
of one eavesdropper under DF protocol over Rayleigh chan-
nels. In this paper, we extend the one-eavesdropper case to
a multiple-eavesdroppers scenario. There are generally two
kinds of eavesdropping scenarios: 1) non-cooperative case,
where the eavesdroppers are independent of each other during
the interception of legitimate transmission phase; 2) cooper-
ative case, where the eavesdroppers collaborate to intercept
the legitimate transmission [17]. In this paper, we mainly
focus on the first scenario and select the optimal relay, where
the worst case (the maximum wiretap channel capacity) is
considered. Then, we extend Rayleigh channel model to
Nakagami-m channel model [18], and propose joint relay and
eavesdropper selection (JRES) strategy against eavesdrop-
ping attack over Nakagami-m fading channels.

Although some literatures have studied joint relay and
jammer selection scheme to improve PLS in cooperative
networks [19]-[22], the system models of these schemes are
mainly composed of multiple relays and jammers in the pres-
ence of one eavesdropper in different scenarios. Joint relay
and jammer selection scheme for secure two-way relay net-
works is investigated in [19]. It selects two or three intermedi-
ate nodes to enhance security against one eavesdropper. The
first selected node operates in the conventional relay mode
and assists the source to deliver data to the destination using
AF protocol, the second and third nodes are used in different
communication phases as jammers in order to create inter-
ference upon the eavesdropper [19]. Literature [20] enhances
PLS of amplify-and-forward relaying networks with the aid
of joint relay and jammer selection scheme in the presence
of channel state information (CSI) feedback delays. In this
literature, reliability-security ratio (RSR) is introduced for
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characterizing the relationship between reliability and secu-
rity. RSR results demonstrate that, the reliability improves
more substantially than security degrades [20]. Literatures
[21], [22] studies PLS for DF relay networks with joint
relay and jammer selection scheme against one eavesdropper.
In [21], one intermediate node is selected as relay while the
remaining intermediate nodes are acted as friendly jammers
that broadcast artificial noise to disturb the eavesdropper.
It investigates power allocation with the target of secrecy rate
maximization. The highest secrecy rate can be achieved via
optimal relay and jammer selection scheme. Then, the authors
propose joint cooperative beamforming and jamming scheme
to improve PLS in the presence of one eavesdropper [22].
System model is the same as that in [21]. It selects one
intermediate node as relay to forward source transmission
simultaneously by employing a beamforming weight vector,
while the remaining intermediate nodes are acted as jammers
to disturb the eavesdropper by sending artificial noise. It also
studies power allocation with the assumptions of the wiretap
link’s CSI [22].

Different from the above literatures that only consider one
eavesdropper during eavesdropping attack, the paper extends
the one-eavesdropper case to a multiple-eavesdroppers
scenario and investigates joint relay and eavesdropper selec-
tion (JRES) strategy against eavesdropping attack over
Nakagami-m fading channels with SRT performance analy-
sis. The main contributions of this paper are summarized as
follows. JRES strategy for cooperative DF relay network with
multiple relays in the presence of multiple eavesdroppers is
investigated. We use the direct transmission without relay and
opportunistic relay selection (ORS) scheme in the presence of
one eavesdropper over Rayleigh channel as our benchmark
scheme. We derive the closed-form expressions of OP and IP
for direct transmission and JRES strategy over Nakagami-m
fading channels and present SRT performance analysis of the
proposed strategy.

The remainder of this paper is organized as follows.
In Section II, system model of direct transmission and JRES
strategy are introduced. In Section III, we derive the closed
expression of OP and IP with SRT analysis for direct trans-
mission and JRES strategy, respectively. Numerical results
and performance analysis are presented in Section I'V. Finally,
conclusions are drawn in Section V.

Il. SYSTEM MODEL

A. DIRECT TRANSMISSION

We first study the direct transmission model with S and D
in the presence of multiple eavesdroppers. As shown
in Fig. 1, we denote the set of K eavesdroppers as E =
{ej[j =1,2,...K }, where the solid and dashed lines repre-
sent the S-D main link and the S-e; wiretap link, respectively.
The S-¢; and S-D channel parameters are denoted as hsej and
hsq, respectively. The channel parameters follow independent
identically distributed (i.i.d.) Nakagami-m fading with chan-
nel fading factor Mye; and mgy. S transmits signal x to D,
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FIGURE 1. Wireless network consists of S and D in the presence of
multiple eavesdroppers.

while eavesdroppers try to wiretap the signal. According
to [14]-[16], e; is assumed to know the secret key of the direct
S-D transmission and try to decrypt out the source signal x.
Suppose source S transmits x with power P and transmission
rate Ry, the received signal at D can be expressed as

Yd = hsaVPx +ny (D

where n; denotes the zero-mean additive white Gaussian
noise (AWGN) with variance Ny. According to the assump-
tion, the signal received at e; can be written as

Yej = hsejﬁx + ne )

where n, also denotes the zero-mean AWGN with variance
No (Suppose that AWGN noise power at all eavesdroppers are
the same). From (1), we can obtain the direct channel capacity
between S and D as

, P
Csg =logy | 1+ |heal™ — 3)
No

Similarly, the wiretap channel capacity between S and e;
can be expressed as

Cre, = logs (14 [ > 2 4
sej = 0g2< +| SEJ'| N()) “4)

For multiple-eavesdroppers case, we consider the worst
case, namely, the maximum wiretap channel capacity. Hence,
one eavesdropper that has the maximum wiretap channel
capacity is chosen, denoted as

2 P
Cse = re?eal)?( Csej = gleaéf log, (1 + }hsej'| 17()) (5)

B. JOINT RELAY AND EAVESDROPPER SELECTION

In this section, we investigate cooperative wireless network
shown in Fig. 2. We assume that the direct transmission
S-D is not feasible, which is assisted via N relays. Channels
from S to R;, R; to D and R; to ¢; are denoted as hy;, h;q and
hie;, and follow i.i.d. Nakagami-m fading with channel fading
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FIGURE 2. Cooperative wireless network consists of S, D and N relays in
the presence of K eavesdroppers.

factor my;, mjz and Mie;, respectively. We denote the set of N
relays as R = {R;|i = 1, 2, ..., N}, where these relays employ
DF cooperative protocol to forward the signals.

S first broadcasts the signal x to N relays. These relays
try to decode the original signal x. For convenience, we use
a set @ to represent relays that can successfully decode the
signal. Given N relays, there are 2V possible subsets. Hence,
the decoding sample set is given as

b = {¢,D1,D2,...,D2N_1} (6)

where ¢ denotes the empty set, and D,, represents the nth
nonempty subset of N relays. If ® is empty, it indicates that all
relays remain silent, and R and E can not decode the original
signal x. If ® is nonempty, we choose a best relay to decode
and forward the signal x to D. Considering S transmits x to N
relays with power P and rate R;, we can express the received
signal at R; as

yi = hgv/Px + n; (7

where n; is a zero-mean AWGN with variance No. We obtain
the channel capacity between S and R; as

Ci= 11 1 + |hgl? P )
1 2L
si ) 22 si No

where 1/2 exists because of the requirement for two time slots
to complete the transmission from S to D via R;. According to
Shannon coding theorem, when the channel capacity is lower
than the transmission rate Cy; < Ry, the R; is unable to decode
the original transmit signal x. Hence, the case of ® = ¢ can
be expressed as

Lo 1+ | |2P Ris, Ri€R )
! 22 ) <R, R
) 1) Si N() d i

Similarly, the decoding sample set & = D, can be
described as the following two equations

1 , P
Elogz 1 + |hgl No > R4, RieD,

1 , P _
“log, (14 Ihy*—) < R4y R €D,  (10)
2 No
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where D,, = R— D, is the complement of D,,. When ® = D,,,
we choose a relay from D, as the best relay to forward its
decoded signal with power P and rate Ry, hence, the received
signal at D can be written as

Yd = higvV'Px + ny (1D

where ng is a zero-mean AWGN with variance Ng. From (11),
the capacity between R; and D can be expressed as

C L 1 + |hig|? P (12)
LN 2
id ) 125) id NO

We choose the best relay that has the highest channel
capacity Cjy. From (12), the best relay selection criterion is
described as

Bestrelay = arg max Cjy; = arg magc |hid|2 (13)
i€Dp i€y
From the best relay selection criterion, we only need to
know the channel information |hjz|* rather than the infor-
mation of eavesdroppers. From (12) and (13), the capacity
between the best relay and D can be written as

1 P
Cpa = = log [ 1+ |hig|> — 14
bd = 5 max 0g< + |hid| No) (14)

From (14), the subscript ‘b’ represents the best relay.
However, the eavesdroppers can overhear the transmission
between the best relay and D at the same time. We denote
the signal received at the eavesdroppers as

Ve = hpe,Px + e (15)

Wiretap channel capacity spanning from the best relay to
ej can be written as

1 2 P
Cre; = 5 logy ( 1+ |f| No (16)

Assume that the eavesdroppers are independent of each
other during the interception of legitimate transmission
phase. Without loss of generality, the worst case that the
maximum wiretap channel capacity between the best relay
and the selected eavesdropper is considered. That is,

Che = max ~ Io 1+ |h |2£ (17)
be_ejeEZ &2 bej No

Ill. SECURITY-RELIABILITY TRADEOFF ANALYSIS OVER
NAKAGAMI-m FADING CHANNELS

In this section, we perform SRT analysis on direct
transmission and JRES strategy over Nakagami-m fading
channels. The channel fading coefficients |hsal?, |hsil?,
Ihial?, |hie; |, |be;]” follow gamma distribution, with aver-
age power 2, 2, Qig, Q,-ej, Qbe_,. We refer to [23] and
[24], the probability density function (PDF) of Z €

{Ihsdlz, gil? s 1hial?, hie, | hb6j|2} can be expressed as
f2(2) ! <mz)m ~of% (18)
7 Z = —_— e ¥4
[ (my) \ @,
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where m = 1 is Rayleigh distribution, and I'(x) is gamma

function defined by I'(x) = [;°r*"'e~"dr [24]. In (18),

Q7 = E[Z?] and the parameter mz is defined as the ratio of
Q

moments shown as my = myz > % [24]. We use

E[(ZLZQZP] ’
OP and IP to quantify reliability and security respectively.
If channel capacity of the main link is lower than the trans-
mission rate, an outage event occurs, whereas the channel
capacity of the wiretap link is higher than the transmission
rate, an intercept event occurs [14]-[16], [25], [26]. Here,
we discuss the direct transmission of OP, IP and SRT analysis.

A. DIRECT TRANSMISSION
According to the concept described above and the direct
transmission channel capacity shown in (3), the OP of direct
transmission can be written as

Prdiect — Pr(Cyy < Ry)

= Pr (|hsd|2 < a) (19)

where o = (2R —

gamma distribution with PDF shown in (18), (19) becomes

r (m , Msd a)

Prdirect —1— sd> Qg
= - 7

o I (msq)

where I' (x, y) is an incomplete gamma function and I' (x) is
gamma function [24]. Additionally, combining with the con-
cept of IP and the wiretap channel capacity shown in (5) [26],
we can obtain the IP of direct transmission as below.

/v,y = NL;. Since |hyq|? follows the

(20)

Priirect — pr(Cy, > Ry)
= Pr (max |hsej}2 > a)
¢eE

r (m ﬁot)
S€ja Qﬂ,.
=1-[]|1-—=—+%

) .

ejeE
Without loss of generality, we assume that myy = my,,

Mge; = Me, 25a = 2, Qse; = 2. Egs. (20) and (21) can
be expressed as

r (mm, rQ"—'r:a)

Prdirect - 1= 22
[ () 22
r (me. "
. me, Q_ia>
prdirect —  _fp -~ 7 (23)
" (me)
B. JOINT RELAY AND EAVESDROPPER SELECTION
When & = ¢, no relay can decode signal x, and D can
not receive any information. Hence, the outage event occurs.
When & = D, some relays can successfully decode the

original signal, and we choose the best relay to forward
its decoded signal to D. However, if Cpq is less than the
transmission rate, the outage event also occurs. Thus, we use
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the law of total probability, the OP of best relay selection

scheme is obtained as
2V 1

PrRES =Pr(® =¢)+ Y Pr(® =D,)Pr(Cpa < Ry)
n=1

(24)
From (9), the probability of ® = ¢ is obtained as

N
1 P
Pr(® =¢) = HPr <- log, (1 + |hgl? —) < Rd>
i=1 2 No

(25)

where g = (22R¢ — 1) /y. Similarly, from (10), the probabil-
ity of ® = D,, is given by

Pr(® = D,)
1 , P
= ]_[ Pr(=log, [ 1+ |hsil* — ) > Ry
2 No
R,‘ED,,
xl_[Pr Lo 1+ |h |2P R
— — ) <
L ) 22 ST No d
R.€D,
= T pe(inal = 8) x [T (Prini? < 5)
RieD, RrEDirl
r (msi, % ) r (msrs % )
— 1_[ Si x 1_[ 1_ ST
RieD, I (my;) RicDy I' (my,)
(26)

In (24), Pr (Cpq < Ry) can be obtained from (14) as
Pr(Cpg < Ry) =P ! 1 1+|h|21D R
T < = Pr| = max lo al-— 1| <
bd d 2 RieD, g id No d
= Pr( max |h,-d|2 <B
i€Dn
r (mz'd, 'g—";ﬂ)
]_[ - 7 (27)
I (miq)

RieD,

Here, we assume that my; = mjg = myqy = my,, Qi = Qg =
Q4 = 2, and we can simplify Egs. (24) to (26) as the
following equations.

m N

Prd=¢)=|1- o

(28)

T (1, 225)
L (my,)
(. 228 o

I (mym)

[Dnl

Pr(® =D,) =

x| 1— (29)
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iy, Dyl
r my,, Q_m’B

Pr(Cpg <Rg) =|1-—
I (my,)

(30)

where |D,| and ]D_n‘ represent the cardinalities of the set
D, and D,,. Substituting (28) and (30) into (24), we can get
the closed-form expression of outage probability for the best
relay selection scheme shown as below.

m N

e — |1 T &
Jip el
. w T G1)

Additionally, when ® = ¢, no relay is able to decode the
signal. Hence, no relay will assist to transmit signal to D and
Cpe = 0. When & = D, eavesdropper E will overhear the
transmission between the best relay and D. If Cpe > Ry,
an intercept event occurs [14]-[16], [26]. The probability of
IP can be expressed as

A
PriRES — Z Pr(® = D,) Pr (Cpe > Ry) (32)
n=1

From (17), we get the expression of Pr (Cp, > R;) shown
as below.

Pr(Cpe > Ry) = Pr (max |hbej|2 > /3)
¢eE
=1-[TPr(lmef <8) @3
ej€E

In addition, according to the derivation in the Appendix,
we obtain Pr <|hbe_/ |2 < ,3) as shown in (34),

Z\Dn|_1_1 (mm_l)lAll|
Pr(‘hbe_,‘z < /3) — Z 1+ Z Z (_1)|Aq|
RieD, =1 p=0
g mm

' (p+ my) ap
T (mm)  (Jag +1])F™

I | mje; Z,B
J? Qiej 34)
—_— (
r (mie./)

x| 1—

where A, is the g-th non-empty subset of {D, — i}, and
‘Aq| is the cardinalities of the set A;. According to [23],
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ac’d (0 <w < c(d — 1)) can be calculated by

cd_l c,d
ay” =1, a” =c,

(w,d—1) .
ged _ lmmi l(c—i—l)—wac’d
Y w i! Wi
i=1 ’
1
ac,d — ,
v [(@ - D
Thus, we can substitute (34) into (33) to get Pr (Cp. > Ry).
Then, it is combined with (29) to get the closed-form of 1P
expression. To simplify the formula [14]-[16], [26], we con-
sider Mig; = Mg, Q,'ej = Q,, and rewrite (34) as

r (me, g—‘; ) )

2<w<c(d—1)

w=c(d-1)

2
Pr(|hbej| < ﬂ) —1-
From (33), we can obtain Pr (Cp, > Ry) as follows

K
—<me’ ¢ ﬁ> (36)

Pr (C, RHy=1—|1-
r (Cpe > Ra) I (o)

Substituting (29) and (36) into (32), and we consider mg, =
Mie = Me, QLse = Rie = 2, for simplicity [14]-[16], [26].
We can get the probability of IP shown as below

N
N )
x| 1- 1_—r(me,g—zﬁ) ) (37)

I (me)

When N — oo, the former part of (37) approaches 1.
Hence, the closed expression of IP can be written as

()]

e Q

PR =1 — |1 - ——— 2~ 38
it F(me) ( )

IV. NUMERICAL RESULTS AND

PERFORMANCE ANALYSIS

In this section, we provide numerical SRT performance of
direct transmission and the proposed JRES scheme. The IP
and OP of the direct transmission and JRES schemes are
presented via Egs. (22), (23), (31) and (38). Here, the mean
powers are specified as €2, = 1 and 2, = 0.1. Furthermore,
we assume the normalized transmission rate as Ry = 1
bit/s/Hz [14]-[16], [25].

Fig. 3 indicates SRT performance of direct transmission
and JRES scheme with different channel fading factors.
We assume that the number of eavesdropper K = 2 and
the number of relay N = 4. It shows that OP is increasing
whereas IP is decreasing, which reveals that it has a tradeoff
between OP and IP. The proposed JRES scheme outperforms
direct transmission for the same channel fading factor m. For
Rayleigh channel fading factor m = 1, it performs the same
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FIGURE 3. SRT performance of direct transmission and JRES scheme with
different channel fading factors.

as SRT performance shown in [14], which indicates that the
proposed JRES scheme extends the SRT performance to gen-
eral cases with different channel fading factors. It is revealed
that the increasing of channel fading factor m improves
SRT performance for both direct transmission and JRES
strategy.
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FIGURE 4. SRT performance of direct transmission and JRES scheme with
multiple eavesdroppers.

Fig. 4 shows SRT performance of direct transmission
and JRES scheme with different number of eavesdroppers.
We assume that Nakagami channel fading factor m = 2 and
the number of relay N = 4. It shows that OP is increased
whereas IP is decreased. The proposed JRES scheme out-
performs direct transmission in the same number of eaves-
dropper scenario. For multiple eavesdroppers, the proposed
JRES scheme selects the eavesdropper via the worst case
that the maximum wiretap channel capacity is considered for
each independent eavesdropper non-cooperative case. It is
apparent that the proposed JRES scheme enhances SRT per-
formance and significantly improves system security. In addi-
tion, either for direct transmission or for JRES scheme, SRT
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FIGURE 5. SRT performance of direct transmission and JRES scheme with
multiple relays.

performance is decreased with the increasing of eavesdropper
numbers, which indicates eavesdropping attack affect relay
transmission obviously.

Fig. 5 shows the SRT performance of direct transmission
and JRES scheme with different number of relays. The dotted
lines are SRT performance of ORS shown in [15], whereas
the solid lines are SRT performance of the proposed JRES
scheme. We set Nakagami channel fading factor m = 2
and the number of eavesdropper K = 2. From this figure,
we observe that IP is inversely proportional to OP. For ORS
scheme, it considers Rayleigh fading channel factor m = 1
and there is only one eavesdropper K = 1 [15]. For a
special value of OP, the IP of JRES scheme corresponding
toN = 2,N = 4and N = 6 are lower than that of direct
transmission, which implies that JRES scheme outperforms
direct transmission. Compared with the dotted line of ORS
scheme [15], it shows that JRES scheme performs better in
the same relay and eavesdropper number scenario. Hence,
it extends the performance of ORS scheme to a general
case.

V. CONCLUSIONS

In this paper, JRES scheme for cooperative DF relay network
with multiple relays in the presence of multiple eavesdroppers
over Nakagami-m fading channels is investigated. Different
from the present literatures about joint relay and jammer
selection for PLS in cooperative communication networks,
the proposed JRES strategy investigates multiple eavesdrop-
pers attacking scenario, and extends PLS and SRT perfor-
mance analysis to a more general case. We use the direct
transmission and ORS scheme over Rayleigh fading channel
as the benchmark. SRT performance analysis shows that the
proposed JRES scheme outperforms the direct transmission
and ORS scheme over Rayleigh channel. Moreover, with the
increasing of relay numbers and Nakagami channel fading
factors, SRT performance of the proposed JRES scheme out-
performs ORS scheme, which enhances the security signifi-
cantly for cooperative DF relay networks.
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APPENDIX

DERIVATION OF (34)

According to (13), we choose the best relay from D, to
transmit signal to D. We have |hig|*> > max . |ha|?, where

r€ip—l1

represents the difference set. Then, we use the law of total
probability, (34) can be expressed as

( max
Ry€{Dy—

IT3EL]

Pr<|hbej|2 < ﬂ)

= ZPr (}hiej|2 < ,3) Pr

|hrd| < |hzd|> (AD)
R,’EDn

where

(A2)

Mie.
r (mieja Q_/ﬂ>

2 '
Pr([hig|* < B) =1 - ————~

I (mig;)

Let |hiq |2 =y, we have the following equation (A3).

Assume that mjg = m;qg = my,, Qg = Ly = Qy, We can
rewrite (A3) as (A4).

With the reference of [15, eqs. (3.326.2), (8.339.1), and
(8.352.7)], we can get (AS).

Substituting (A2) and (AS) into (A1), and we have (34).

Pr( max _ |hyl? <|hid|2)
R.e{D,—i}

/« 1_[ L r (mrd, g—:’ly) yia=1 (@>mid
T (myq) [ (mig) \ Qiq

0 Ry e{Dp—i}
Mmiq
—y— ) d
xexp< yQ'd> 'y
o 2o (. 23)
’Qrd
:/ 1+ Z (1)'A‘q]_[—
J pes, T 0m0)
ym"d_l (md)mid ( mid>
exp| —y—)dy
F(mtd) Qijq
2|Dn 1\_1 miq
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Z F(mtd)
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°° md y)
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0 RreAq
(A3)
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144
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X/- F(mm’g_my) ymm—l exp (_y@> dy
J I (mpy,) Qp
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