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Abstract: The current advances and innovations in sensor technologies attributed to Industry 4.0 serve as the backbone for

the inclusive growth of industry and ramping up the economy of any country. Industry 4.0 was basically conceptualized by

introducing the Internet of Things (IoT) and Information and Communication technologies (ICT) that serve as an interface

between digital and physical world through the fusion of smart sensors. The role of smart sensors and IoT-enabled

industrial infrastructure is pivotal for adapting to the advanced technologies based on fusion of smart sensors. Digital

meteorological traceability and uses of intelligent sensors, instrumentation and machinery in Industry 4.0, Smart Cities,

Digital India and AtmaNirbhar Bharat missions of the government of India, are not only highly important but also in huge

demand, which is going to increase manifolds in the years to come. The present paper is an attempt to provide a terse

review and perspectives related to the advanced technological developments in this field and the challenges therein.

Keywords: Smart sensor; Industry 4.0; Internet of Things (IoT); Information and communication technology (ICT); Cyber

physical systems; Digital metrology

1. Introduction

Industry 4.0 is playing a vital role in the digital transfor-

mation by integrating information and communication

technologies (ICT), cyber physical systems, cloud com-

puting, data exchange, retrieval, storage and security

framework in the industrial and manufacturing units in

recent times. In the twenty-first century, society is moving

fast towards ample digital transformation, and it has

become the main constituent of the development of digital

quality infrastructure (DQI). The process of generation,

measurement and transfer of accurate and precise data

traceable to the international standards is rising in any

digital economy. Digital transformation is currently in the

development stage though Industry 4.0 was introduced

several years back [1]. The digitalization mainly depends

upon the following constituents, (i) computation facilities

and storage capability, (ii) speed of data transfer, (iii) cost-

effectiveness and availability of smart sensors, (iv) proper

use of the stored data and information, (v) development of

cyber physical systems, etc. [2–4]. In Industry 4.0, various

types of smart sensors are integrated that are used to

measure and process quality parameters. These sensors

process/transfer data by means of electronic medium or

wireless signal [5]. However, for maintaining the highest

levels of accuracy, calibration of smart sensors with respect

to some digital or electronic standards is required. The re-

definition and implications of SI units also provides moti-

vation for the development of advanced reference stan-

dards with lowest levels of measurement uncertainty for

calibrating these smart instruments. The Internet of Things

(IoT) is more frequently applied in metrology for calibra-

tion and testing purpose. This is how Industry 4.0 enables

the coordination and interaction among workers and

machines through cyber physical systems and ICT [6, 7].

Security of measurements and calibration data is the main

concern while establishing the metrological infrastructure

framework in industrial applications. This creates a need

for integrating IoT with the manufacturing processes and

systems that are responsible for optimizing the perfor-

mance of industry and creating the sustainable cyber secure
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system [4]. The digital transformation of manufacturing

processes enhances the reliability, security, competitive-

ness, and transparency of the measured data over smart

sensors [8]. There had been many research programmes

and collaborative projects carried out in international sce-

nario focussed towards the digital transformation and

innovative solutions such as the establishment of metrol-

ogy cloud, ‘NIST on a chip [9], Measurement Information

Infrastructure (MII) for various metrological and industrial

applications, which is only possible through integration of

smart sensors and visualizing the concept of Industry 4.0

[10]. In particular, the prime consideration of such tech-

nological advancements is to facilitate the machine read-

ability, storage and transmissibility of the measured data

over a distance [10, 11].

The metrological framework for digitalization utilizing

the smart sensor networks is currently at primitive stages at

various National Metrological Institutes (NMIs) across the

globe. Metrology, standardization, calibration, testing,

accreditation and legal metrology are the main pillars of

establishment of a strong National Quality Infrastructure

(NQI) in any country. Of late, the ‘Aswal Model’, devel-

oped for robust NQI, also sturdily advocates the transfor-

mation towards digital SI and safe and secure certification

system, keeping metrology centric and connecting all other

pillars of the NQI, for enhancing the inclusive economic

growth of the country [12–14]. Thus, establishment of a

strong NQI in conjunction with embedded IoT and smart

sensor framework would be instrumental in optimizing the

production efficiency, improving process and quality

parameters for industrial growth and avoiding faults at an

early stage [15]. The present work thus focuses on the

various aspects in Indian perspectives as follows:

• Relevance and importance of the advanced technolo-

gies pertaining to the development of smart sensors

network in Industry 4.0 for augmenting the economic

growth,

• Digital transformation of measurement process through

fusion of smart sensors and IoT-embedded systems that

can be very instrumental in accomplishing standard-

ization, metrology accreditation and conformity assess-

ment services so that products and services meet the

relevant national and international standards and var-

ious goals [16–22],

• The applicability of smart sensors in Industry 4.0 and

its implications in metrology 4.0 along with digital

transformation of metrological applications with inclu-

sion of smart sensors [17–20],

• Establishment of a national digital quality infrastructure

(NDQI) in next few years based on the development of

Measurement Information Infrastructure (MII), metrol-

ogy cloud, digital calibration certificate and integration

of advanced technological infrastructure as focussed in

European and American continent.

The legally relevant measurements in some of the

developed economies are responsible for higher industrial

and economic growth. As per an estimate, a share of 4% to

6% of the European gross domestic product (GDP),

equivalent to 660–990 billion Euros per year, is achieved

mainly because of such legal measurements [22]. It is

envisaged that if these aspects are carefully planned,

devised and implemented in Indian scenario, such an

arrangement would be very effective in increasing the GDP

in next few years and support the Industry 4.0, Smart cities,

Digital India and AtmaNirbhar Bharat missions of the

government of India and accomplish the target of achieving

USD 5 trillion economy status.

This paper is organized as follows: Introduction to

Industry 4.0, its relevance and implications are illustrated

in section II. Section II presents the role of smart sensors in

Industry 4.0 and concept of digitalization in Industry 4.0.

Section III elaborates the impact of Industry 4.0 on

metrology and presents the concept of digitalization in

metrology along with implementation of metrology cloud

and digital quality infrastructure. The various changes and

way forward in sensor technologies and digital transfor-

mation are illustrated in section IV followed by the con-

cluding remarks in section V.

2. Industry 4.0: Relevance and Implications

The first industrial revolution, i.e. Industry 1.0, started in

the eighteenth century. In Industry 1.0, manual labour-

based industry towards the use of steam engines, etc., to

increase the productivity was practised. This was also

called mechanization of industries. Industry 2.0 started

after a century with the utilization of electricity and

assembly line productions. Further, Industry 3.0 was

introduced with the advent of the memory-programmable

computers and electronics control and came into main-

frame in the twentieth century to boost the production

process and product standardization. In recent times,

automation has become the game-changing factor for

manufacturing and process industries. The human interac-

tion with the machines is reduced in manufacturing pro-

cesses by the inclusion of digital process control and

automation [23]. The fourth industrial revolution, Industry

4.0, was initiated by the advanced and latest technological

innovations which brought the cyber physical systems

together, i.e. smart machines capable of exchanging real-

time information over the Industrial Internet of Things

(IIoT) for decision-making process.
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The Industry 4.0 is known as the fourth industrial rev-

olution, which represents a new industrial infrastructure

based on cyber physical systems having embedded soft-

ware connected through IoT to the physical word. Thus,

this framework facilitates the easy and faster communica-

tion in the production process by creating a real-time

optimization, modern control systems and enabling pre-

dictive maintenance by introducing machine learning (ML)

and artificial intelligence (AI) component [24].

The improvements in cyber computing facilities are the

main factor behind the popularity and reliability of Industry

4.0. These advanced technologies are responsible for nar-

rowing the gap between virtual and real world by creating

an interface between ICT and actual operations. The basic

structure of Industry 4.0 is shown in Fig. 1, and timeline of

industrial revolution is shown in Fig. 2 [4].

These types of industries, containing all these smart

peripherals, are also known as Factory of Future (FoF). The

capabilities required for FoF, like remote monitoring, fault

tracking, remote sensing, cloud computing, data analytics

and cognitive computing, etc., are created by the cyber

physical systems. These smart industries are equipped with

smart sensors, intelligent automation techniques and

equipment, which can collect and analyse data and allow

for better decision making. Moreover, intelligent net-

working among different platforms enables communication

between machines and manufacturing process parameters

that are developed by using IoT and ICT [25].

Manufacturing, construction, shipping and supply chain

management sectors are directly being influenced by

Industry 4.0, which directly impacts on day-to-day activi-

ties. The concept of Industry 4.0 refers to the smart

industry or cyber industry with digitalization of all the

industrial processes, characterized by its reliability,

flexibility and adaptability, which also take care of the

consumer’s need in the market [26, 27]. Eventually, the

major benefits are as [8, 28]:

• Enhancement in productivity based on real information.

• Efficient utilization of resources.

• Real-time optimization of productive processes

• Increased flexibility for controlling the processes.

• Establishes direct link between organizations and users.

• Minimization of down time based on predictive fault

analysis.

• Product standardization and quality assurance

2.1. Role of Smart Sensors in Industry 4.0

The key components of Industry 4.0 are the industrial

internet of things, which includes different types of sensors

for controlling and monitoring the process parameters

[17, 29]. These sensors relate to the process control

equipment either remotely or physically. The role of smart

sensors in Industry 4.0 is summarized in Fig. 3. Smart

sensors and actuators are the first levels of process

automation. Basically, automation structure consists of

different stages that has been classified as [30]:

Stage 1—This stage consists of sensors and actuators,

which collects raw data from manufacturing process and

initiates the control by analysing that data.

Stage 2—This stage acts as an interface between process

parameters and control parameters by means of various

input/output modules.

Stage 3—This stage is known as controlling stage that

consists of IT infrastructure, responsible for controlling

the production processes.

Stage 4—The function of this stage is monitoring the

whole manufacturing process as well as it consists of

process management system.

Stage 5—This stage serves as interface consisting of

detailed operational planning, quality specification man-

agement and data collection over the cloud.

In Industry 4.0, all the machines in the process plant are

integrated with sensors having an IP address that allows

them to communicate with other IoT-enabled devices. IoT-

enabled devices make it possible for exchanging a large

amount of data for a short span, to optimize and evaluate

the performance of the whole system. Moreover, the future

prediction, warnings, status updates, etc., about the beha-

viour of the machines are easily obtained from the analysis

of collected data through the sensors [31]. The measure-

ment data collected through the sensors, process control

algorithms, mathematical analysis with cyber secure

infrastructure is the basis of digital transformation, which

makes the quality infrastructure stronger with conformity
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assessment market surveillance and verification system

[32]. With the advancements in technologies and devel-

opment of high-speed computerized software and hardware

frameworks, the sensor technology has outgrown and has

entered in a hi-tech stage, resulting in precision manufac-

turing technology with an objective of enhancing the

operation monitoring capabilities and accuracy with

increasing the efficiency of the process by creating a virtual

link between the machines and end users. In the production

system, each sensor collects some certain parameters and

then the system uses signal processing algorithms and

intelligent control techniques to relate all the measurement

results in a comprehensive set. These sensors are directly

connected to the measurement system or they collect and

transfer the data through wireless signal [33, 34].

The smart sensors, which are being used in Industry 4.0

for monitoring, measurement and control prospective, need

precise calibration methods and standards for ensuring

traceability to the national standards and accomplishing the

highest levels of accuracy and precision and conformance

to relevant national and international standards. Moreover,

wireless or remote calibration is preferred for these smart

sensors. The past standards which are being adopted for the

calibration may not be completely suitable for smart sen-

sor. Thus, the development of advanced calibration stan-

dards and methods integrated with IoT-embedded systems

and machine readability for Industry 4.0 is the necessity for

making the measurements highly accurate, precise and

reliable [35]. The manufacturing process has been revolu-

tionized by fourth industrial revolution enabling self-suf-

ficient manufacturing process by using machines and

sensors, which can establish a communication link through

digital connectivity [2]. A smart factory is characterized

with the help of (i) sensors which are having the capability

to self-learn on the basis of environmental information and

they can take part in the decision-making process accord-

ing to the change in process variables, (ii) co-ordination

between different devices through flexible interconnection,

(iii) artificial intelligence (AI) allow smart factories to have

an advance level of interconnection among various pro-

cesses. Moreover, AI with human capabilities allows

industries to take the decisions based on the analysis of

data and (iv) the most important component of Industry

4.0, which enables human–machine interface by using

signal processing techniques and simulating different

conditions based on sensor data [31].

2.2. Implications of Industry 4.0 and Digitalization

India had become the fastest growing country exceeding

China in 2019. But due to the novel coronavirus and

lockdown, the GDP of India has seen its lowest peak of the

last decade in 2020. This determines the need of digital

transformation of the industries in India. Making use of the

best IT as well as intellectual resources available India

should stride forward to develop the country in shoulder

with the global leaders. In 2019–2020 survey of GDP, the

contribution of industry sector of India is only 23%, which

is 30% lower than the world’s average [36]. Digital users in

India are growing at a faster rate. Indians spend more time

in social media than any other country except china. The

three elements that define digital adoption index are:

Digital foundation (cost, speed and reliability of internet

service),

Digital reach (number of mobile devices, app downloads

and data consumption), and

Digital value (how much consumers engage online by

chatting, tweeting, shopping or streaming).

Figure 4 indicates the comparison of the digital adoption

index of various countries [37]. As the citizen of India is

growing accustomed to the digital world, it paves the brick

for the conversion of conventional industrial services

towards the digital industrial services.
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3. Metrology and Impact of Industry 4.0

The development of Industry 4.0 concept in turn inculcates

challenges and strengthening of the metrological frame-

work also. Thus, it is required for rethinking about the

measurement phenomena that can synchronize the Industry

4.0 along with metrology 4.0. There is a huge requirement

of online metrology for futuristic industrial requirement.

The main goal of Industry 4.0 is to maximize the efficiency

and increase the quality of the throughput [38]. The main

challenges in metrology are the measurement of multi-di-

mensional quantities with security of measurement results

in real-time mode. The prime consideration is the devel-

opment of advanced national and international standards

regulating the current and futuristic requirement of the

industry. Moreover, the implementation of suitable mea-

surement methods and processes conforming to relevant

national and international standards along with selection of

appropriate equipment is the necessity of Industry 4.0 [39].

3.1. Digital Transformation in Metrology

Metrology is the experimental and theoretical evaluation of

any uncertainty in the measurement in the field of science

and technology. There are three types of metrology, sci-

entific metrology that deals with the measurement

standards, industrial metrology that deals with the mea-

surements in an industry and legal metrology dealing with

the law and protection of the users of measuring instru-

ments [40]. The major components of metrological

infrastructure are the traceability of calibration and analysis

of uncertainty with international standards guidelines.

Digital transformation of industries and inclusion of data

analytics are changing the aspects of measurement with the

implication of smart sensors integrated with machine

learning algorithms for automated decision making. The

objective of enhancing the metrological infrastructure

required for improved quality infrastructure in smart fac-

tories by adopting traceable calibrations in accordance with

the relevant national and international standards developed

according to the need of factory of future [41, 42]. The

establishment of a virtual linkage between the calibration

laboratory and client locations under the umbrella of

Industry 4.0 shall be indispensable in calibration of the

various sensors in much less time without dismantling

them in the system, thus enhancing the accuracy, precision

and standardization of the products and services [38]. In

this scenario, calibration can be done online/remotely by

means of data transport in spite of instrument transport, and

data can be transferred from even the apex level body like

National Metrology Institutes (NMIs) to client locations

electronically. This will result in the saving of time and
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cost without compromising the accuracy/specification of

the instruments. The use of sensors is not limited to

industry but also influences smart cities and smart mobil-

ities. These sensors are self-tested and calibrated, and its

status depending upon its type and method of calibration is

recorded. This information is stored in calibration certifi-

cates. In Industry 4.0, smart sensors are used that can

communicate using wireless communication protocols, so

that the calibration values could be communicated to dis-

tant places without much manual efforts. Since the sensors

today are mostly an IoT device and this measurement can

be connected to the cloud services to form an IoMT-

‘‘Internet of Measurement Things’’. The architecture of

IoMT suggested in reference [43] has three layers inte-

grated—the physical calibration system, Metrological

Information Infrastructure Cloud and an application soft-

ware that can be used in metrology.

Figure 5 describes the major technical attributes of

digital transformation in metrology. Kuster et al. 2018 [44]

define the novel concept of MII as: A Measurement

Information Infrastructure is a set of normative standards

that unambiguously define data structures, taxonomies,

service protocols and security for locating, communicating

and sharing the measurement information. The three pri-

mary vehicles for establishment of such an infrastructure

are: instrument specifications, statements of accreditations

(SOAs) and test and calibration certificates. The

involvement of IoT in MII taxonomy establishment can

bring synergy to the complete establishment. Also, some

innovative measures such as that followed by some NMIs

like PTB, Germany, on representing the metrological

vocabularies as machine readable metadata with persistent

identifier shall be of great support to such an infrastructure

[45].

3.2. Metrology Cloud and Digital Quality

Infrastructure

The establishment of the novel concept of European

Metrology Cloud and European Centre of Excellence as

highlighted by Thiel F et al., 2017 [22] in order to support

the conformity assessment process, market surveillance,

data-driven services and reference architectures shall foster

the establishment of digital single market and shall cater to

the needs of all the stakeholders. The concept of European

centre of excellence for metrological information technol-

ogy comprising of all the experts from the various sectors

shall enhance communication, transparency and harmo-

nization and support product standardization, quality

assurance and innovations. So, to impose the above tasks a

digital quality infrastructure shall be established that will

standardize metrology and provide accreditation and con-

formity assessment. These efforts are also required to be

focussed on Indian perspectives so as to establish a national
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digital quality infrastructure for supporting the manufac-

turers and industries and all the stakeholders. Eventually,

the role and responsibility of CSIR-National Physical

Laboratory, the National Metrology Institute of the India is

increased manifold. However, the special budgetary allo-

cations, cooperation of the various stakeholders including

experts from industries, manufacturing sector, accreditation

bodies, information technology sector, legal metrology and

regional laboratories are must. Figure 6 shows the pictorial

view of the conceptualized metrology cloud in Indian

perspectives on a similar line as that suggested in European

Union [22].

The use and implementation of the advanced technolo-

gies like IoT framework, cyber physical systems, cloud

computing, digital twins shall be very significant in the

development of a metrology cloud benefitting all the

stakeholders. A digital quality infrastructure integrates the

IT infrastructure and databases to the Metrology Grid with

a trustworthy connection that incorporates services as well

as communication with the data storage. The services may

be realized through a concept called ‘‘Digital Twin’’.

Digital Twin is a concept used in variety of sectors where a

model of a physical instrument with real data is used to

assess the performance of a real instrument. The difference

of digital twin from a model is that there exists a real

physical instrument corresponding to digital twin. There

are many definitions for digital twin in the literature. For

instance, the LMS Research [46] define it as: ‘‘Digital Twin

is an executable virtual model of a physical thing or sys-

tem’’. As the time changes the model of digital twin also

changes. These changes would imitate the defects and

faults of the instrument in the real world as the time

changes. The digital twin can provide the estimates of and

identifies method of minimizing these uncertainties [47]. In

Europe, the legal framework is data-driven making use of

the European Metrology Cloud to focus on the conformity

assessment and market surveillance [22, 48]. The digital

single market can provide economic benefits taking the

advantage of cloud computing services [49]. A metrolog-

ical data lake is established to investigate the outcome of

Fig. 5 Major technical attributes of digital transformation in metrology
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the combined data from different sources. The outcome of

applying the soft computing techniques such as data min-

ing and machine learning on the combine data needs fur-

ther subtle investigations. The data are obtained from

different sources such as the experiences from manufac-

turers of instruments, from market surveillance and from

database itself provide a reliable system that can assess the

risk between design and market and transparency provides

access to these data for all the stakeholders. Thus, the

establishment of such cloud shall strengthen in the devel-

opment of quality infrastructure and legal metrology that

provides a legal framework to protect the interest of a

common citizen of India by protecting consumers and

instrument users. This can lead to more business opportu-

nities and will stimulate the research and innovation on

data-driven technology.

3.3. Edge Computing in Industry 4.0

Cyber physical system embeds computational elements

connected to physical systems. It forms the pillar for IIoT

or Industry 4.0. Various devices in industries such as sen-

sors, servers, mobile robots, workstations are integrated to

work together efficiently in a cyber physical system (CPS).

The system should be able to communicate within itself

and also send data through networking [50]. It is consid-

ered that the acquisition and storing of large amount of data

in cloud can provide better performance of industry. But

the storage of unnecessary data in cloud demands for more

storage; hence, the cost increases nulling the benefit of

digitalization [51]. The raw data should be filtered so that

only required data are stored in the cloud. Edge computing

or fog computing stores the data and processes them very

fast, thus improving the quality of service and experience

[52]. The involvement of innovative technologies such as

an Intelligent Reflecting surface Aided Wireless network

can be further instrumental in reducing the latency of the

edge computing [53]. Figure 7 summarizes the various

benefits and key points of consideration to be focussed in

next few years for the adoption and establishment of MII

and digital metrology that shall lead to cost reduction,

product standardization, and shall strengthen the digital

quality infrastructure in any country.

The inclusive and sustainable industrial development

and digitization of quality infrastructure (metrology, stan-

dardization and accreditation) shall be complementary to

Fig. 6 Conceptualized metrology cloud in Indian perspectives
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each other and together contribute to the economic and

industrial growth. The strengthening of metrology by

establishment of quantum standards and quantum-based

measurement technologies shall foster the improvement of

traceability chain and shall enable precision measurements

referenced to international system of units (SI) in industry,

academic institutes, avionics, automobile, defence and

space research, railways, banking, agriculture and medical

sector [54]. The metrology for health and quality of life,

climate change, affordable and clean energy has also to be

focussed to cater to the growing needs of the population

and providing safe and healthy environment for sustainable

development goals.

4. Challenges and The-Way-Ahead

4.1. Challenges in Sensor Technologies

The design and fabrication of smart sensors have thus

emerged as a leading research area for researchers in recent

times. There is need of more and more accurate and precise

measurements that lead to the reliable and robust design of

smart sensors. Presently, sensors are being used to record

and analyse the data from the most hostile and challenging

environment like biomedical measurements, space appli-

cations, meteorology applications, physical and chemical

metrology, electrical and electronic measurements. Sensors

facilitate the condition monitoring of the machines, devices

or structures wherein they are integrated. In spite of inte-

grated sensor networks, wireless sensor network has long-

term potential and importance, responsible for enhanced

throughput based on the collected data. Wireless sensor

networks face many conceptual and optimization problem

like tracking, deployment and reliability-related issues.

Wireless sensors are generally deployed in the harsh

environment. Therefore, there may be faulty or unreliable

communication with these sensors. The probability of

signal delay and loss is common in wireless signal network.

The very basic problem with the wireless sensors is the

coverage-related issue, which affects the quality of service

of the sensor. The major problems that are associated with

the wireless sensor network are (i) selection of hardware

and operating infrastructure, (ii) calibration, deployment

and programming model for the sensing network and (iii)

synchronization [34]. Thus, it is imperative to counter these

Fig. 7 Benefits of digital

transformation and propose

metrology cloud on the

sustainable industrial

development in the next decade
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limitations associated with the wireless sensors for devel-

oping a reliable, economical and usable network that can

be used in Industry 4.0 without any hesitation.

4.2. Challenges in Wireless Communication

Wireless sensor and communications are the prerequisites

for Industry 4.0. However, there are many challenges faced

in order to provide a secure communication, which is not

prone to attacks. One of the attacks is denial distribution of

services. An innovative method to detect attacks on soft-

ware-defined wireless sensor network is explained in ref-

erence [54]. Wormhole is another threat to wireless sensors

where an attacker introduces dangerous nodes and uses

false routes established by the node. Hence, the route from

the sensor is set up and the wormhole is detected using a

MAC centralized routing protocol (MCRP) [55]. The

blockchain methodology suggested in reference [56] is

used to keep the communication links in Industry 4.0

secure. Industry 4.0 is required to have reliable, low

latency and energy-efficient communication to allow

machine-to-machine communication [57]. 5G provides the

communication support for Industry 4.0 and allows the

prolonged battery life. In 5G, there is an issue of resource

allocation for the network user, which is the wireless sen-

sor. Hence, network slicing is required to distribute the

network to the N sensors [58]. In an industry, there may be

more than one sensor using the same network to send

information. This increases the traffic in the network,

which also causes the loss of data. These lost data must be

retransmitted efficiently [59]. The signal from the sensors

in a distributed system in Industry may be mixed since the

information is passed through air. So, a method of using

dense convolution and federal learning is efficient to sep-

arate the signal [60].

4.3. Challenges of Digitalization

Even though Industry 4.0 has many benefits, one of the

requirements for digitalization is sharing of data but most

of the companies are reluctant to share data as they are

afraid of fall behind their competitors or being exploited by

others [61, 62]. The digitalization possesses risks to the

sensitive information, and privacy is being violated as the

information is transparent [63]. It infuses fear and lack of

trust to adopt digital technologies by industries. In other

words, the digital world should provide transparency of

data with adequate security. The cloud services face many

threats so that personnel with adequate knowledge of how

to deal with this threat is necessary to use these services

[64, 65]. Other challenges for the Industry 4.0 are consid-

ered to be lack of trained employees, lack of competencies,

lack of financial resources, lack of standards and processes

and resistance from the employees [66]. These aspects have

to be resolved step by step for synergising the complete

process and establishment of a digital quality infrastructure

in Indian perspectives. The trained manpower and experts

from various fields have to play a key role in creating

awareness and inculcating knowledge about various tech-

nical and legal considerations for the establishment of a

foolproof system.

5. Conclusions and Outlook

The paper highlighted the various aspects pertaining to the

smart sensors and IoT-enabled industrial infrastructure that

is pivotal for adapting to the advanced technologies based

on fusion of smart sensors traceable to digital metrology,

traceability and certification to support the Industry 4.0,

Smart cities, Digital India and AtmaNirbhar Bharat mis-

sions of the government of India. The work presented in

this paper discusses about the various challenges associated

with the digital transformation of metrology along with the

inclusion of smart sensors in Industry 4.0. The work

illustrates the concept of digital transformation of metro-

logical applications by implementing intelligent techniques

for manufacturing processes along with the development

and successful implementation of digital quality infras-

tructure in India. The present paper is an attempt to provide

terse review and national and international perspectives

related to the advanced technological developments in this

field and the challenges therein. COVID-19 has become an

invisible catalyst for digitalization. The pandemic has

enlightened the society about the importance and

inevitability of the digitalization. The ease with which the

work could be monitored and controlled even from the

home evoked the interests of the industrialists as well as

employees and increased the pace towards digitalization.

But still the pace with which the security is provided to the

data stored does not match pace of digitalization. The

communication issues are still prominent in different cor-

ners of the world. For the uninterrupted communication of

various IoT devices, a better communication protocol must

be introduced. The emergence of 5G promises the relia-

bility and latency demanded by Industry 4.0. But most of

the countries, including India, are in the initial stages of 5G

communication. Thus, in metrology field, the concept of

proposed metrology cloud, digital calibration certificate

and development of Measurement Information Infrastruc-

ture (MII) as that focussed in Europe shall serve as strong

pillars for the establishment of a trustworthy national dig-

ital quality infrastructure and strengthening the metrology,

standardization and accreditation in Indian perspectives.

Also, India being the largest exporter of the IT, the merging

of Indian industries with the Indian IT infrastructure,
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provides a strong basement for digitalization. This provides

a win–win situation to both IT and other sectors to expand

the field of research and development. Thus, the integration

of various technological advancements in conjunction with

IoT shall pave the way for research and development in the

field of smart sensors, wireless protocols, IoT devices and

cloud computing for Industry 4.0 and shall serve as the

backbone for the inclusive growth of industry and ramping

up the economy of any country.
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