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ABSTRACT Vehicular ad hoc Networks (VANETS) are an emerging technology with robust applications
in Intelligent Transport System. It consists of smart vehicles and roadside infrastructure which
communicate through open access wireless networks. The rapid growth in vehicles results in VANETS
becoming large-scale, dynamic, heterogeneous and it is possible for the attacker to harm vehicular
communication which leads to life-endangering situations. VANETs must ensure secured vehicular
communication using strong privacy-preserving and authentication mechanisms. In addition, efficiency is
also a major concern in VANETS. Numerous studies have been discussed in literature for VANETS privacy
and security. Nevertheless, no one covered the privacy and security issues as a holistic view. In this paper,
we have given a detailed background overview of VANETS. Details of different possible attacks in VANET
are also given in this paper. We have classified privacy and authentication schemes into four major groups
with their security mechanisms, security requirements, strength, limitations, attacks countermeasures and
performance measures. Finally, we have discussed some open issues in the field of VANETS security.

INDEX TERMS Authentication, Privacy, Vehicles, Safety, Security, Vehicular and wireless technologies.

I. INTRODUCTION makes the vehicular ad hoc

In the modern era each and every thing is going toward
automation to facilitate and save the human being from
unexpected incidents. The population is increasing day by
day and requires an automatic autonomous system which
controls each and every aspect related to human life. The
Internet of Things (10Ts) makes the basis of a smart and
autonomous society in which billions of intelligent sensors
and devices constantly interact with each other, networks,
services, and humans to achieve goals. [2, 3]. Such
intelligent and connected devices show a wonderful
novation for changing physical environments to digital
environments. There are numerous autonomous intelligent
systems which are based on loTs, for example e-Health
care, e-commerce, defense, agriculture etc. Vehicular Ad
Hoc Networks (VANETS) are one of the prominent factors
of smart and autonomous Intelligent Transport System[1] in
which vehicles can communicate with each other and
roadside infrastructure [4]. The rapid growth in vehicles

network  dynamic,
heterogeneous and large-scale, making it hard to fulfill
basic requirements such as enormous connection of 5G
network, high mobility, extremely latency and top
security[5, 6]. All of the involved entities in VANETS need
efficient and safe transportation  communication
mechanisms. Basically, the Intelligent Transport System
requires two types of wireless communication: Short range
wireless communication and long range Communication
[7]. Short range communication includes emerging
technologies such as Dedicated Short Range (DSR)
communication and IEEE 802.11b for establishing an Ad
hoc network. In contrast, for establishing long range
communication it depends on existing infrastructure such as
cellular networks. [7]. Using these wireless technologies
vehicles communicate with each other and Road Side
Units. Figure.1 shows the basic VANETS scenario. There
are three entities involved: Onboard Unit (OBU), Road Side
Unit (RSU) and Trusted authority (TA), according to the
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given scenario. OBU is mounted within the vehicle through
which the vehicle sends or receives the transmitted
message. In case of exception, the vehicle’s drivers take an
early decision on the basis of transmitted information
he/she received. For example, Table 1 shows the exchanged
messages between vehicles and RSUs about road safety
[8]. Beside roadside, RSUs are fixed over the
recommended distance and work like a base station (i.e
WIMAX, WiFi etc) [9]. OBU and Trusted authority
communicate with each other using RSU as an intermediate
node. The main task of the TA is to register OBUs and
RSUs. The other responsibilities of the TA are revocation
management, certificate distribution, identity authentication
and storage of information for future use.

Security is the biggest challenge for VANETS due to open
wireless communication [10-13]. Vehicles communicate with
each other through open wireless channels and attackers can
easily alter, intercept and delete transmitted messages in
VANETS [14]. An attacker can capture the traffic related
message and it could be dangerous for the driver’s life. If an
attacker alters the message and broadcasts a false message
then it can cause serious traffic problems like road accidents,
turn drivers to dense traffic routes, an attacker’s choice route
etc. Therefore, the security of VANETs has become a hot
research topic and drawn increasing attention. [15]. The
solution to security issues in VANETS required end-to-end
authentication to avoid intrusion in the VANETS [16]. It also
required robust and lightweight authentication solutions for
resource constraint nodes [17]. Another promising
component is privacy of the individual rights to act
independent of any record conducted without their consent
[18, 19]. The service provider cannot mishandle the personal
data without the consent of the owner and necessary
measures should be taken to hide the real identity of the user.
Beside this latency impact of work flow will be considered to
ensure the service quality. There should be efficient security
solutions for protecting the availability of resources and
services [20]. The delay of vehicle emergencies has led to
many serious consequences [21]. The efficiency depends
upon computational cost and communication overhead. Less
computational overhead guaranteed fast vehicular
communication [22]. Due to aforesaid uncertainties the
drivers feel reluctant to adopt the VANETS.

All of the involved entities in VANETs communicate with
each other over the insecure network. Therefore security is
another main issue regarding VANETs. Since different
nodes (i.e OBUs, RSUs) are exchanging sensitive
information with each other and there is a chance of leakage
of such sensitive information. An intruder is an active node
which performs malicious activities like information
modification, information leakage and packet dropping etc.
So there should be certain security mechanisms that detect
and prevent the normal network behavior from intruder
attacks automatically [23].

A. MOTIVATIONS
In recent era road accidents or injuries are the ninth biggest
cause of death. According to a World Health Organization

WHO report published in 2018 [24], about 1.35 million
people died each year. A survey conducted by WHO
predicted that the road accident will be the fifth biggest
cause of death by 2030 [25]. In 2007, CARE: European
Road Accident Database issued a report that 1.8 million
people injured and 43000 people die each year in European
Union member states which cost 160 billion Euros[26]. The
total cost related to road accidents accounts for about three
percent of world’s GDP [27]. About 78% of road accidents
are caused due to driver’s irresponsibility. If the driver of the
vehicle is warned at least one-half second prior to vehicle
collision then about 60% of the road accident can be avoided
[28]. Another main issue is the traffic jams which cause fuel
wastage. Hence in this work we focus on different
lightweight security techniques that help the driver from
future harm.

TABLE 1. Road related information [8]

Information about Traffic
Information Range
Traffic signal 205m
School Zone 52m
Petrol station 144 m
Speed Breaker 40m
Accident Zone 385m
Curve speed warning 70m
Road interactions 300 m

B. OUR CONTRIBUTIONS

The major contributions of this study are as follows.

e We have conducted a comprehensive survey to
investigate existing security techniques and
categorize various security attacks in VANETS.

e The classification of aforementioned security
schemes are made on the basis of various
characteristics (Pseudonym based, identity based
Signature, hashed function based, Group Signature
Based).

e The security requirements covered by each
classification, attacks controlled by each
classification and performance analysis of each
classification are discussed in detail.

e On the basis of common properties, these schemes
are compared with themselves and with other
schemes.

e We also present some open issues that are
encountered while implementing security in
VANETS.

We organized the remaining part of the paper as follows. The
detailed background study is given in Section 2. Section 3
provided an overview of different authentication and privacy
schemes in VANET. Section 4 presented a brief overview of
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existing surveys. The classification of authentication
and privacy schemes are presented in section 5. In section 6,
discussion and open issues are discussed. Section
7 concluded this paper.
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FIGURE 1. A typical VANET Scenario
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II. BACKGROUND AND OVERVIEW:

In this section, we introduced the historical background of
the Vehicular Ad hoc Networks (VANETS). Here, we need
to elaborate VANET architecture. VANET characteristics
are presented here. We also discussed basic Security
requirements for VANETs and security challenges of
VANET. In addition, we identify different security threats
and attacks in the field of VANET.

A. VANET

The concepts of all the ad hoc networks come from
Wireless ad hoc network (WANET) [29]. Vehicular ad hoc
network is the variant of Mobile Ad hoc Network
(MANET) [30]. In MANET mobile nodes communicate
with each other without a central network and where each
node is equipped with self-healing network. The topology
in MANET changes frequently with passage of time as
nodes are allowed to move randomly. Each node works as
a router and shows its autonomous behavior. On other
hand, VANET has emerged as a more reliable and
challenging variation of MANET. In VANET, the nodes
are free to enter or leave the network and calls for routing
protocols than MANET [31]. VANET consists of mobile
nodes and roadside units (RSU). Each vehicle is
embedded with sensing device call onboard units (OBU)
for incoming and outgoing data processing. RSUs are
installed at roadside to work like a gateway between
mobile nodes and the trusted authority. The main service
of VANET is to provide a safe and conformable driving

environment by data sharing through the internet. Figure 2
has shown the historical background of VANET.

Wireless Ad hoc Network
(WANET)

Mobile Ad hoc Network Wireless Sensor Network
(MANET) (WSN)

Vehicular Ah hoc Network
(VANET)

FIGURE 2. Ad hoc Networks Classification [32].
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B. VANET Architecture

The main purpose of VANET is to provide the environment
where vehicles can communicate with their neighboring
vehicles. According to ISO/IEC 42010 [33] and IEEE
1471-2000 [34], the entities involved in VANET can be
divided into three sub domains.

1) GENERAL DOMAIN

It consists of two infrastructures: private and internet. The
computing resources like nodes and servers which are
involved in any kind of activity for VANET come under
this domain.

2) INFRASTRUCTURE DOMAIN

There are two parts of this domain: roadside infrastructure
and central infrastructure. The roadside infrastructure
consists of fixed roadside units such as poles, traffic lights
etc. whereas, central infrastructure comprises central
controlling authority such as traffic management center,
trusted authority etc.

3) MOBILE DOAMIN

This domain also consists of two domains: vehicle domain
and mobile devices domain. First domain comprises
constantly moving vehicles such as cars, trucks, buses etc.
second domain comprises portable devices such as laptop,
PDAs etc.

There is another form of architecture called communication
architecture. In vehicle communication architecture,
basically there are three types of communication which are
described as follow:

1) INTER-VEHICULAR COMMUNICATION

In this, the inner performance of the system of vehicle is
detected and different factors are determined such as driver
drowsiness or exhaustion etc. For public and driver safety
the determinations of these factors are very important [35].

2) VEHICLE-TO-VEHCLE COMMUNICATION
The vehicle exchanges data with each to assist the drivers
from any uncertain situation like road accident, road
blockage, weather condition etc. It does not depend on
fixed infrastructure for exchanging data [36].

3) VEHICLE-TO- ROADSIDE INFRASTRUCTURE
In this type of communication, the vehicles and roadside
infrastructure communicate with each other in order to
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collect data. RSU works as an intermediate node between
vehicles and TA [37]. It updates the vehicle about
environmental situations like weather conditions, road
congestion etc.

C. VANET CHARACTERISTICS

Following are the characteristics which are required to
understand and important for designing the privacy and
authentication in VANET [38].

1) REAL-TIME CONSTRAINTS

The vehicles communicate in a limited timely manner,
therefore vehicles have to respond or take decisions within
a limited time.

2) DYNAMIC NETWORK TOPOLOGY

Due to dynamic network topology, it is very difficult to
detect malicious vehicles which are moving with high
speed.

3) HIGH MOBILITY
In VANET, vehicles move at high speed and cannot
tolerate delay during V2V communication [39, 40].

4) VOLATILITY

At any time, vehicles can participate in VANETS. So, the
vehicle which has early joined the VANET may not be
joining later. Therefore, it is a big security challenge in
VANETSs. In VANETS, vehicles can join or leave the
networks at will. So, a vehicle which has joined the
VANET may not join later. Hence, it possesses security
challenges in VANET.

5) COMPUTATION AND STORAGE

The vehicles have small storage capacity and some time it
requires to process large amounts of data. Therefore, small
storage capacity and large volume data processing is the
challenging issue in VANET.

D. NECESSARY SECURITY REQUIREMENTS

Vehicles communicate with each other and roadside
infrastructure through public networks. The transmitted
information among VANETS components is insecure.
Therefore, protection of transmitted information should be
necessary. According to literature [41, 42] the principle
security requirements for vehicular communication are
shown in Figure 3 and discussed below.

1) AUTHENTICATION

Authentication is the most important component of secure
communication. Authentication is necessary in VANETS for
secure vehicular communication. If there is no proper
authentication mechanism between VANETS components
then transmitted information can be received by
unauthorized persons, which can be harmful [43].

2) INTEGRITY

The second most important factor of secure communication
in VANETs is integrity. The integrity shows that the
transmitted information has not altered during the
communication between vehicles and roadside infrastructure.
In other words the received message is the same as sent by
the sender. If there is no proper integrity ensuring

mechanism then it can cause serious consequences.
Therefore ensuring integrity is the top priority [44].
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FIGURE 3. Necessary Security Requirements for VANETs

3) CONFIDENTIALITY

The third most important factor of security is confidentiality.
In some situations it is necessary to encrypt sensitive
information for protection from intruders. In VANETSs
sometimes vehicles transmit sensitive information with each
other like in army convoys. So this sensitive information
needs to be transmitted in encrypted form so that no one can
understand the contents of the messages. And there is no
need for data encryption for non-sensitive messages because
of resource wastage [45].

4) NON-REPUDIATION

Non repudiation is an important component of secure
communication which provides the evidence of
communication between two parties. Two vehicles
communicate with each other and later cannot deny the
message exchanged between them [46, 47].

5) PRIVACY

Privacy is an important factor for deploying VANETS. The
driver's personal information should be kept secret from the
outside world except law enforcement authorities. The
location of the vehicle must be prevented from other
participants [48]. The location privacy of the vehicles can
be protected by applying the anonymity property. The
misleading vehicle should be traced by the trusted
authority.

6) ALIABILITY

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

10.1109/ACCESS.2021.3125521, IEEE Access

IEEE Access

For receiving critical messages of vehicles, the availability
of the wireless channel is the most concern of VANETSs. If
the intruder applies the Denial of Service Attack (DoS) for
jamming the traffic then necessary information cannot be
broadcast among the vehicle and the vehicle becomes
useless. Hence the high availability of the wireless channel
is needed [49].

7) ACCESS CONTROL

Within the wireless channel the most important task is to
specify the access level of different entities [50]. There
should be such a mechanism that the law enforcement
authorities can revoke malicious vehicles from
communication networks.

8) PHYSICAL SECURITY

The protection of cryptographic credentials from
unauthorized access is the most important task. It can be
achieved by adopting tamper proof hardware within the
Vehicle’s OBU.

9) FARWARD SECRECY
The vehicles joining the new group cannot use their key to
read messages sent by new group member

10) BACKWARD SECRECY
The vehicles leaving the group cannot use their key to read
messages sent by new group member.

11) PERFECT FORWARD SECRECY

If the system has perfect forward secrecy, then no one can
compromise the session key which is derived from a set of
long-term keys, even if one of the long-term key
compromise in future.

12) KEY INDEPENDANCE
The key independence is achieved through backward and
forward secrecy.

13) UNFORGEABILITY

The signature on the transmitted message from a valid
member cannot forged by the attacker. An attacker can
reuse the original message and forge the signature.

14) UNLINKABILITY

The attacker cannot link the signature on the message to
know the real identity of the respective vehicle. Through
unlinkability property, the secret information of vehicles in
VANET is hidden from others.

15) TRACEABILITY AND REVOCATION

If any of the wvehicles is found involved in malicious
activity, trusted authority can trace the real identity of the
malicious vehicle and can revoke malicious vehicle from
VANET.

16) TRANSPARENCY

According to this, all the operations performed by trusted
authority should be reliable and trustworthy. Transparency
property ensures the trust of members upon trusted
authority and corresponding members in VANET.

E. SECURITY CHALLENGES FOR VANETs

In VANETS, messages transmitted between Vehicle-to-
Vehicle (V2V) and Vehicle-to-Roadside Unit (V2R) may
face many security challenges. The VANET is considered

as a highly dynamic ad hoc network and can suffer from
various security challenges which need high attention in the
area. In literature [51] highlight various security challenges
as shown in Figure 4.

VANETSs Security Challenges
|
v ¥ v
o Difficult in Trust Depend on
SEy Management Infrastructure

High Mobility | > Huge Data

RSU’s Range of .
c nication -+ > High Cost

FIGURE 4. VANETSs Security Challenges

1) SCALABILITY

VANETS is a dynamic wireless ad hoc network in which it
is difficult to predict the actual size of the network at initial
deployment stage [52]. So, it is a big challenge to define
security schemes from the whole network at the initial stage
because of the high scalability nature of the network. As
long as the number of the vehicle increases the security
requirement also increases and more resources are also
needed.

2) HIGH MOBILITY

The traditional security scheme cannot directly apply to
VANETS because of high mobility of vehicles [53]. There
should be such cryptographic techniques that require
minimum computational cost and communication overhead
but provide the same security services as provided by
traditional schemes. An efficient realistic VANETs
communication modeling is shown in [54].

3) RSU COMMUNICATION RANGE

The RSUs communication range has a high impact on
VANETs. The RSUs communication range is about 500m
in radius. The distances between RSUs should be 1km
which is infeasible for congested traffic for developed
countries. In [55] different VANETsS communication
patterns have shown.

4) HURDLES IN TRUST MANAGEMENT

The VANET is a highly scalable network so there are fewer
chances in which two vehicles have trust with each. As
vehicles communicate with thousands of vehicles daily,
data in OBU is difficult to manage. So it is uneasy to
manage a huge amount of information. In [56] trust
modeling and trust references have shown.

5) DEPEND ON INFRASTRUCTURE
Before becoming the part of vehicular communication it is
necessary for each vehicle to authenticate itself to trusted
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authority. Authentication is necessary for non-repudiation
and revocation. The signal became weak during the
vehicular communication and needed to be amplified by
infrastructure [57]. So for secure vehicular communication,
vehicles depend on road infrastructure.

6) HUGE DATA

The increasing numbers of vehicles in the country produced
a huge amount of data daily. Therefore, variation in data
size creates difficulties for central authority in
management. Decentralization approach is the best
substitute but this approach may hinder non-repudiation and
revocation.

7) HIGH COST

Due to limited communication range, numbers of the RSUs
are fixed at recommended range for flexible vehicular
communication. All of the vehicles are equipped with
wireless ~ communication  facilities,  computational
power and storage capacity which cause high manufacturer
cost [58]. These extra facilities increase the cost of the
vehicle.

8) BLOCK CHAIN

The blockchain technology is a new paradigm in which
peers communicate with each other without involvement of
trusted central authority [59]. Due to this technology, it is
heavily performing vehicle to vehicle communication.
However, blockchain communication ensures anonymous
communication without compromising the ability to trace a
vehicle. So, if we totally trust in V2V communication, we
may lose the authenticity as well as non-repudiation
properties of VANETS.

lll. SECURITY THREATS AND ATTACKS IN VANETs

In VANETs, vehicles move with high speeds and
frequently disconnect due to high speed, therefore more
sensitive to attacks. Due to high speed mobility of vehicles,
network topology changes suddenly every moment.
Therefore, the link disconnection occurred between
vehicles frequently. Moreover, the vehicles moving in
opposite directions have limited connection with each
other, and communicate for a limited period of time. And
perhaps did not meet again. Therefore, the VANETS are
vulnerable to attacks and malicious vehicles are difficult to
recognize.

Secure vehicular communication is possible due to
significant knowledge of attacks and threats. Various
attacks in VANETS have been identified by researchers in
[1, 12, 45, 60-63]. Below we have discussed different
attacks and security threats on each security service in
VANETS.

A. ATTACKS ON AVALIABILIT

Availability of the information plays an important role in
VANETSs. The absence of availability of information at the
right time has a bad effect on VANETS efficiency [47].
Availability in VANETS faces the following attacks.

1) Denial of Service (DoS) Attacks: In DoS an
attacker makes the network not accessible to the
user. This attack can be internal or external in
nature. An attacker blocks the communication in
three ways in DoS attack: loading the network,
blocking the communication channel and closing
the packets [64].

2) Jamming Attack: VANET is dynamic in nature
and vehicles share communication channels due to
which traffic jams occur [65]. By using heavy
signals with equivalent frequency an attacker can
disturb the communication channel. This attack is
most dangerous for vehicles safety because of not
following the safety alert. An attacker using a
jammer can block the useful signals during an
effective communication.

3) Malware Attack: This attack is used to control the
OBUs and RSUs through software components
[66]. Due to this attack components of VANETs
start malfunctioning.

4) Broadcast Tampering Attack: In such a type of
attack an attacker in inter-vehicle communication
behaves as a transmitted node and copies the same
message by inserting a new message in VANETS
[44]. So the correct safety alert message becomes
hidden due to which it causes dangerous road
accidents.

5) Black hole Attack: In VANETs each node is
considered as a router. In VANETS this attack
targets availability in ad hoc networks. The black
hole is the area in the VANETS, which redirects
the vehicles and malicious nodes to drop or refuse
the packets or forward to the wrong destination or
nodes refuse to participate in the communication
network [67].

6) Gray hole Attack: Another attack which works like
black hole attack is a gray hole attack. In a gray
hole attack an untrusted vehicle forward some of
the packet and other packets are dropped without
tracking [44].

7) Greedy Behavior Attack: In such attacks malicious
vehicles misuse MAC for increasing bandwidth
which affects other users. This causes traffic
overloads and causes collisions on communication
channels and causes delay [68].

8) Spamming Attack: In this attack an attacker injects
large amounts of spam messages in VANETS
which cause collision and utilize more bandwidth
[10].

B. ATTACKS ON CONFIDENTIALITY

The certificate and public key is used to make the
exchanged message confidential and only designated
vehicles can get access to these messages. Therefore,
malicious vehicles cannot get confidential and private
information that is exchanged among vehicles.
Confidentiality can be possible through different
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cryptographic techniques. Following are some common
attacks to confidentiality.

1)

2)

3)

4)

5)

Eavesdropping Attack: An eavesdropping attack is
one which gets confidential data. Non-registered
users get the secret information like data location
and user identity, then using these data attackers
track the vehicle [69]. The possible solution to
prevent these attacks is encryption of sensitive and
confidential data.

Traffic Analysis Attack: Traffic analysis attack is
the most dangerous attack that affects the VANET
confidentiality. By this attack an attacker listens to
the message transmission then analyzes the
transmitted messages frequency and tries to extract
and gather useful data [70]. These attacks are
prevented by vehicle-to infrastructure
communication privacy enforcement protocol
[167]. It is robust against traffic analysis attacks.
The vehicle directly sends their messages to RSU.
Man-in-the-Middle Attack: The attacker gets
control over inter-vehicles communication and
alters the exchanged message by this attack. The
communicating  entities  think  that their
communication is secure [71]. These attacks can
be prevented using robust authentication
mechanisms such as digital certificates and key
based or strong cryptography based confidential
communication [168].

Timing attacks:

In these attacks, the time slot of the message is
altered by adding some delay. These attacks are
avoided by using timestamp mechanisms with
robust cryptographic operations for packets of
delay-sensitive applications in reliable platforms
[168].

Social Attack: This attack is used to disturb the
attention of the driver. The attackers send
unethical messages to the driver to get the
reaction of the driver. This attack affects the
performance of the vehicles in VANETs [72].

These attacks can be prevented using

C. ATTACKS ON AUTHENTICATION

The most important part of vehicular communication is
authentication, in which nodes authenticate each other and
protect themself from unauthorized access. Authentication
protects nodes from internal as well as external attacks [73].
Below are some possible attacks on authentication
VANETS.

1)

Sybil Attack: In this attack an attacker, by using
multiple fake IDs, broadcasts multiple fake
messages to disturbed the normal operations of the
VANETs system. These attacks showed the
behavior of the vehicles by showing the road is
congested and compelled the driver to change the
route [74].

2)

3)

4)

5)

6)

7)

8)

9)

Tunneling Attack: In this attack an attacker
initiates private communication using the same
network. By utilizing an extra communication
channel called tunnel, an attacker joins two far
away parts by utilizing extra communication. The
faraway node communicates as a neighbor.

GPS Spoofing: By this attack, the attacker shows
false GPS location information for dodging
vehicles about his correct location [75].

Node Impersonation Attack: The attacker pretends
to be the original user by guessing the valid
identity of the registered user [76].

Replay Attack: In this attack the valid data is fraud
fully transmitted to unauthorized nodes. The
VANET system requires much time source with
large cache memory to handle this attack for
comparing the received messages.

Message Tampering: In this attack, an attacker
alters the messages which are exchanged between
V2V or V2I [77].

Masquerading Attack: In this attack, an attacker
uses false IDs to show him as a legal user and
obtains unauthorized access. The attacker did not
show his real identity in this attack [78].

Known Session-Specific Temporary Information
Attack: In this attack, on the disclosure of a
temporary secret value e.g. random number, an
attacker attempts to obtain the current secret key.
Key Compromise impersonation attacks: In this
attack, if an attacker compromises the private key
then he/she can eavesdrop and decrypt past or
future conversation, by pretending to be a trusted
entity to the victim.

D. ATTACKS ON DATA INTEGRITY
The integrity of the exchanged data ensures the originality
of the data. The threats possible to integrity of data are as

follows.

1)

2)

3)

Masquerading Attack: In this attack the attacker,
by using registered user password and ID,
broadcasts false messages and shows that the
message comes from the registered node [79].
Message Tampering Attack: In this attack the
attacker alters the transmitted message for instance
when the road is congested then the attacker shows
that the road is clear and diverts the vehicle
direction.

Illusion Attack: In this attack by using the existing
road condition an attacker generates the traffic
warning message which creates the illusion for the
vehicle. The illusion attack is caused by the traffic
congestion and road accident and degrades the
VANETSs performance [80].

E. ATTACKS ON NON-REPUDIATION

The non-repudiation property ensures that the receiver and
sender cannot deny later from an exchanged message in
case of any dispute.
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FIGURE 5. VANET Security Services with possible attacks

1) Repudiation Attack: In this attack an attacker denies
the message which he/she has sent in case of any
dispute [81].

IV. AUTHENTICATION AND PRIVACY SCHEMES: An
Overview

In VANETS, authentication and privacy are the basic
security requirements. Different entities in VANETSs
authenticate each other to accept the valid traffic related
messages. There are two phases in the authentication
process namely: signing phase and verification phase. In
the first phase, the sender vehicle signs the messages and
sends them to the other vehicle. Upon the receiving of the
signed message, the receiver vehicle verifies the signed
message [82]. The whole communication between vehicles
is very sensitive in VANETS; therefore threats can exist in
vehicular communication. For instance, an attacker can
generate a fake message, alter a traffic related message,
deny the service, forge the message and disseminate wrong
vehicle position etc. The first and the most important step
that guards the traffic related information from an attacker
is the authentication process [83]. The basic purpose of
authentication in VANETS is to ensure that the received
message is generated by an authentic source and then the
verification process guarantees that the message has not
been altered during the source to destination delivery.
Therefore, it ensures the integrity of the message,
authentication is considered as vigorous security
requirements in VANETs [84]. Another most prominent
issue that affects VANETS is privacy [85, 86]. Westin [87]
has defined privacy as a right of an individual through
which he/she can manage, edit, delete and control
information about himself and decide how, what and when
an information is disseminated to others. An individual can
keep a vehicle for a long period of time, therefore an
attacker can easily link vehicle’s generated messages to the
most sensitive information like traveling routes, location
and vehicle identity [88-90]. Wei et al. [91] proposed an
authenticated key agreement mechanism for secure vehicle
to infrastructure and vehicle to vehicle communication in
VANETSs. They divide the whole process into three phases.

In the first phase, vehicles, RSU and TA authenticate each
other. The second phase is about the key agreement
process and the last phase is about a tree-based key
agreement algorithm. To prevent the side-channel attack
and to improve the efficiency, an efficient conditional
privacy-preserving authentication scheme is proposed in
[92]. For secure communication in VANETS, Jalawi et al.
[93] proposed a lightweight authentication scheme which
satisfied conditional privacy-preserving property.
According to authors, their scheme is most suitable for
privacy and security issues in the field of wvehicular
communication because it combined TPD based scheme
and RSU based scheme. Beside this, their scheme is also
robust against common security attacks. A lightweight
authentication and privacy preserving scheme based on
elliptic curves is proposed in [94]. The privacy preservation
has been achieved using Pseudo-id-based authentication.
For secure and confidential vehicular communication,
symmetric key cryptography is used. The issues which
hinder VANET security are integrity, confidentiality,
identity privacy, and authentication. To overcome these
issues, a protocol for VANET called privacy-preserving
anonymous authentication is proposed in [95]. For
anonymous authentication, they design identity based
signature algorithms. Their designed algorithm enables the
vehicle to communicate anonymously and disseminate
messages confidentially. Jianhong et al. [22] showed that
the scheme called lightweight conditional privacy-
preserving authentication protocol by Wei et al. [96] is
insured and forgeable. According to the authors, in that
scheme any one can forge the valid signature on a message
and it did not satisfy the conditional privacy. Beside
cryptanalysis, they suggested a solution for handling
attacks.  An efficient and secure self-checking
Authentication Scheme for VANET has been proposed in
[151]. In this scheme, pseudonyms are used as a substitute
of traditional authentication and involve TA in the process
of authentication to reduce computational cost. Besides, the
appropriate used group signature to reduce authentication
frequency. In [152], an anonymous authentication scheme
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based on blockchain has been proposed. The RSU
authenticates each vehicle anonymously and they use
session keys for future secure communication. The
blockchain is used to preserve the integrity of the
transmitted message. The confidentiality of the transmitted
message is also provided in VANET by this
scheme. Junsong et al. [153] proposed a bilinear pairings
based authentication protocol for VANET. The vehicle’s
identity authentication and message verification is realized
by this protocol. This protocol also prevents legitimate
vehicles from being tracked by malicious vehicles. The
batch authentication method is used to improve the
efficiency of message verification. An improved password-
authenticated key exchange protocol for VANET has been
proposed in [154]. This protocol generates a physical
randomness based high-entropy secret shared information
and the pre-shared short password, and then establishes
session keys based on high-entropy secret shared
information. To improve the protocol efficiency, this
scheme uses XOR operation instead of exponential
operations. In [155], an unlinkable authenticated key
agreement with collusion resistant for VANETS has been
proposed. The TA generates multiple tickets to hide the real
identity of the vehicle to meet unlinkability of V2I. Using
homomorphic  encryption, the vehicle generates
pseudonyms and the RSU wuses a ticket for the
authentication process. A lightweight privacy preserving
authentication protocol has been proposed in [156].
Initially, Moore curve technique is used to convert all the
RSUs to vectors, then each vehicle uses BGN
homomorphic encryption to get the information of RSU
from its planning route before beginning its trip. The
authentication process between vehicle and RSU is fast due
to deduced information of RSU.

The protection of an individual’s privacy can be gained
through anonymity methods. In vehicular communication,
the privacy of wvehicles can be ensured through
pseudonyms. Therefore, it is necessary to keep the real
identity of the vehicles secret from the receiver except for
Trusted Authority. When any dispute occurs the real
identity of the vehicle can be traced by TA and can detect
the malicious vehicles. Therefore privacy and
authentication are the most prominent components for
secure and safe vehicular communication.

V. EXISTING SURVEYS

A large number of authentication and privacy techniques
have been discussed in literature. However, there are no
comprehensive surveys that cover security requirements,
performance efficiency, counter measures, open issues,
attacks and security challenges as a holistic view. Many
surveys exist in literature that have discussed different
aspects of vehicular communication.

Various privacy and security aspects have been discussed in
[41],[51, 97-103]. This survey focuses on different
cryptographic techniques namely: Pseudonym based
Identity Based, hash function based, and group signature

based Cryptography. The reviews of latest cryptographic
security and trust oriented models are given in this survey.
In addition, a comprehensive analysis of the different
techniques is presented in detail. Arif et al. [104] presented
a survey on different possible security attacks in the field of
VANETSs. They also discussed necessary communication
protocols for each network layer with possible attacks that
occurred at each layer. Moreover, they also highlight
application send challenges along with open research issues
in VANET. Ali et al. [105] proposed authentication and
privacy schemes for vehicular ad hoc networks. In this
survey authors categorized privacy and authentication
schemes on the basis of security requirements, performance
parameters, possible attacks and mechanism. In [42], Chen
et al. described various authentication schemes and
applications used in VANETSs. The security requirements of
various authentication schemes were analyzed. They ensure
authentication identity which is necessary for any
application. Sakiz et al. [106] discussed different attacks
and their corresponding detection mechanism. The authors
classified different attacks according to their goals and
methods and present their solution with advantages and
disadvantages. An extensive overview of various security
challenges, their causes and solutions have been presented
in [51]. The detailed security architecture and well known
security protocols are given. They classified the various
attacks in literature and their solutions. Furthermore, they
discussed certain research challenges and open research
issues. In [79], sheikh et al. have given a detailed survey of
security services, attacks, and applications for VANETS.
First, they discussed the functions and basic model of
the VANRTS. Second, they present different authentication
schemes that protect VANETS from various attacks. Third,
they analyzed the performance of different authentication
schemes in  VANETs. Kuutti et al. [107]
presented contemporary localization techniques for vehicles
and investigated that how these techniques are applicable
for autonomous vehicles. They focus on those techniques
which only use the information obtained from the vehicle's
onboard unit. Secondly, in addition to sensory information
obtained from the vehicle's onboard unit, they analyzed
those techniques which take the advantages from off-board
information obtained from the vehicle to everything
communication channels. A brief study on different
security challenging issues in VANET along with their
existing possibilities are presented in [108]. The authors
have given the current solution and defined future goals.
Jabar et al. [109] discussed various security challenges and
countermeasures in VANET. They focused on security
issues such as attacks and threats which affect different
protocol layers of VANETS architecture.

The aforesaid surveys are comprehensive and cover most of
the security requirements in the field of VANETSs but still
need some improvement. First we differentiate our work
from aforementioned surveys in terms of different
authentication and privacy schemes and with other
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strengths and weaknesses. For example, Malhi et al. [41]
categorized the cryptographic techniques into four groups:
Symmetric Key Cryptography, Public Key Cryptography,
Certificateless  Cryptography and  Identity = Based
Cryptography. Ali et al. [105] classified privacy and
authentication techniques into HAPS, GAPS , PAPS, and
IAPS. They have reviewed and compared those techniques
along with their security attacks, limitations and strength,
security requirements, and performance parameters. Sheikh
et al. [79] classified authentication schemes on the basis
of cryptography and signature. They further divide the
cryptograph-based authentication schemes into two
categories:  identity-based  cryptography,  symmetric
cryptography (Hash Function and timed efficient stream
loss-tolerant authentication (TESLA)) and asymmetric
cryptography (PKI certificate and ECDSA), and Kuutti et
al. [107] classified sensor based localization techniques into
five categories: Global Positioning System (GPS) based
techniques; cameras based techniques, radar based
techniques, Light Detection and Ranging (LiDAR) based
techniques, and ultrasonic sensors based techniques.
Second, we present the VANETS security in terms of
security  requirements, security challenges, counter
measures and classified different attacks while the above
surveys did not cover all these security factors as whole,
especially Arif et al. [104] addressed VANET’s privacy and
security attacks along with their applications and
challenges. They also presented the effectiveness of cloud
computing and VANETSs with security and privacy issues
and architecture. Sakiz et al. [106] classified different
attacks and the corresponding detection mechanisms along
with their effects and solutions. They also described their
advantages and disadvantages. A comprehensive overview
of security challenges and their causes along with existing
solutions are addressed extensively in [51]. They have
given the details of the recent security architectures and the
well-known security standards and protocols. Their study
concentrated on the classification of the different attacks
known in the literature and their solutions. Third, we
measure the efficiency of each scheme in terms of
computational cost and communication overhead while
performance measures have not been presented in literature
in detail.

In short, we present classification of authentication and
privacy schemes, security requirements, security challenges,
countermeasures, performance measures and discuss open
issues in VANETS as a holistic view while all of the above
surveys did not cover these factors holistically. We have
compared aforementioned schemes in tabulated form. In
Table.2, our contributions with respect to the aforesaid
surveys are presented. The v>> and % >’ denote whether the
domain specified in the column has been discussed in the
survey or not.

VI. CLASSIFICATION OF AUTHENTICATION AND
PRIVACY SCHEMES IN VANET

The authentication and privacy play an important role in
vehicular communication to provide trust between entities. In

this domain, several authentication and privacy schemes have
been discussed in literature to protect the message from
unauthorized entities and resist against different possible
attacks. To implement these schemes, modern cryptographic
mechanisms such as symmetric key cryptography,
asymmetric key cryptography and certificateless public key
cryptography are used. In addition, these schemes are
constructed on the basis of bilinear pairings, pseudonyms or
elliptic curve cryptosystems (ECC) for generating signature
and verification of the signature. However, these schemes
still suffer from either different security issues or
performance efficiency. These schemes highlight various

authentication and privacy schemes to some extent but did

not fully cover the efficiency. To address these issues we

classify authentication and privacy schemes into five
groups: Pseudonym Based Privacy Preserving

Authentication Schemes (PNBPAS), Identity Based Privacy

Preserving Authentication Schemes (IDBPAS), Hash

Functions Based Privacy Preserving Authentication

Schemes (HFBPAS), Group Signature Based Privacy

Preserving, Authentication Schemes (GSBPAS) and

Blockchain-Based Privacy Preserving Authentication

Schemes (BBPAS). Most of these schemes used batch

verification of the signature in the verification process. The

hardness of one way hash function, elliptic curve
cryptography, Bloom Filter and bilinear pairing is discussed
as follows.

1) One way hash function: On the basis of following
properties, one way hash function is said to be secure
[110]:

e Hash function can take a variable size message as
input and produce a fixed size message digest r as
output. For given r, it is easy to compute y=h(r).
However for given y, it is infeasible to compute
r=h"(s)

e Forgivenr, itis infeasible compute r’ # r and
h(r") # h(r)

2) Elliptic Curve Cryptography (ECC): An elliptic
curve is a plane curve over a finite field F, which is
made up of the points satisfying the equation: y2=x3 +
ax + b where 4a® + 27b? # 0 and a,b € Fp [111, 112].
Let R be the point at infinity then R and other points on
curve make an additive elliptic curve group G having
order g and generator P,. The elliptic curve group G
has the following properties:

e Point addition: Let P; and P, are two random
points lying on elliptic curve such that (P, P2) €
G, where G is a group generated by Pi. If Py #P;
then R = P, + P, can be computed, here R is the
intersection point of curve and the line which
connects Py and Py. If P1 = Py then R = Py + Py,
and if P, = -P, then P, + P, = R. Figure 6
represents point addition in the elliptic curve.

e  Scalar multiplication: The scalar multiplication on
the elliptic curve EC is defined asnP1 = P1 + Po+
Ps...P, for n times, where n € Z%; and n > 0
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e Elliptic Curve Discrete Logarithm (ECDL)
problem: It is a hard problem and infeasible to
compute. Given points P; and P, are two random
points lying on elliptic curve such that (P, P2) €
G, where G is a group generated by P1. ECDLP is
used to compute an integer x such that P, = xP; €
G, where x €Zq" is an unknown integer.

3) Bloom filter: Bloom filter [113] is a data structure that

is designed to represent a set S= X;+Xp+Xs... Xy of n

TABLE 2. Comparison of existing surveys in VANETs

elements to support membership queries. The
vector Vi with m bits and k hash, initially all bits set to
0, for adding an element to Bloom filter, take the hash
of that element for a short time and set the bits in the
bit vector at the index of those hashes to 1. To check
whether the given value cis inS, we can check the
position of bit at h(c). If the position is set to be 1, then
element ¢ may be in set S.

2 © »
c I =] <5}
2 8 = zg 25 9 S 8 58 ;
3 = £ = 55 S £ 3 £ > 2
14 <9 S o .= o= = S 3 c
3 a &5 & S < £ S g
>0 o O o O
o o
[41] x v v X X v X v
[104] x v v X X x x v
[105] v x v v x x v x
[42] v x v X X x v x
[106] x v v x x v X v
[51] v v v X X v v v
[79] v v v X X x v v
[107] x x x v x x X x
Proposed
Survey v v v v v v v v
4) Bilinear pairing: Let Gy be a cyclic additive group and 4
G2 be a cyclic multiplicative group with the same R

prime order g respectively. The point P1 € G1 generates
the group Ga. Let e: Gi x G2 — G2 be a bilinear pairing
which satisfies the following properties [114, 115]:

e Bilinearity: For all Py, P2, R € Gy, e(P1 + P, R) =
e (Pl, Pz)e(Pz, R) and e (Pl, P, + R) = E(Pl,
P2)e(P1, R). Similarly, for all ab € Z;", e (aP,
bP1) = e (P4, P1)ab = e (P, abP1) = e (abPy, Pa).

e Non-degeneracy: There exists two points P, P2€
Gi, such that e (P1, P2) #1 or e(P2, R) #e (P, P1),
where 1 is the identity element in Go..

e Computability: There must be an efficient
algorithm to compute e (P1, Py) for all Py, P2€ Gi.

pd

A
v

2 3
y=x+ax+b

v

FIGURE 6. Elliptic Curve Cryptography Points Addition
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TABLE 3. Execution Time needed to perform various
cryptographic operations

Cryptographic operations

Cryptographic Trao Th Tsmg

operations

Execution time 0.0018 0.0001 0.4420

(ms)

Performance parameters: In proposed classification of
privacy-preserving authentication schemes every scheme
has been surveyed along with strength and limitations. Each
classification is presented with security requirements,
attacks and performance parameters in distinct tables. The
attacks and security requirements are shown on the basis of
aforementioned cryptographic operations. The efficiency of
each classification is measured on the basis of performance
parameters. The implementation of different cryptographic
operations have been done using PBC, MIRACL, JPBC,
and CHARM crypto libraries [105]. The computational cost
of these schemes can be measured on the basis of different
cryptographic operations like bilinear pairing, hash
function, bloom filter or elliptic curve cryptography. The
symbols used to represent bilinear pairing, hash
function and ECC cryptographic operations are shown in
Table 4.

TABLE 4. Execution Time needed to perform various
cryptographic operations

Symbol | Description

h() Secure One way hash function
r Message digest

P1, P2 Two points on Elliptic Curve

Th Execution time required to perform a one-
way general hash function operation

Tea Execution time required to perform point
addition operation in Gy, i.e. in Py + Py, Py,
P, €G;.

Teo Time require to perform a pairing operation

ie. E(Pl, Pz), where Py, P, € G1.

Tsmo Execution time require to performs scalar
multiplication operation in Gy, i.e. inaPy, a €
Zy and P € Gy

Teao Execution time require to performs point
addition operation in G, i.e. in Py + P2, Py, P>
€ G.

TmpH Execution time require to performs map-to-
point hash operation.

Tsmg Execution time required to perform scalar

multiplication operation in G, i.e. in aPy, a €
Zy and P, € G.

G A cyclic additive group

G A cyclic multiplicative group

The aforementioned cryptographic operations have
computational cost and communication overhead. We
consider message signature generation and verification of
concerned schemes as computational cost. Moreover, we
measure communication overhead of each scheme in terms
of size of message signature and the extra bits transmitted
with plaintext. The total size of traffic related message-
signature includes pseudo-ID, time-stamp, type-id,
certificate, message-1D, payload/message, etc. are measured
in the form of bits or bytes.

Table 3 presents execution time required to perform
aforementioned cryptographic operations and Table 5 to
decide which of the schemes has either low or medium or
high overhead [105].

TABLE 5. Measurement for performance parameters

Range of Values

Performance Low Medium High

parameters

Computational 0-3 3-6 6-10
Cost (ms)

Communication 1-50 51-100 101-150

Overhead (in byte)

We have classified privacy-preserving authentication
schemes into five groups, i.e. Pseudonym Based
Authentication and  Privacy  Preserving  Schemes
(PNBAPS), Identity Based Authentication and Privacy
Preserving Schemes (IDBAPS), Hash Functions Based
Authentication and  Privacy  Preserving  Schemes
(HFBAPS), Group Signature Based Authentication and
Privacy Preserving Schemes (GSBAPS) and Blockchain-
Based Authentication and Privacy Preserving Schemes
(BBAPS). These schemes are discussed as followed:

A. PSEUDONYM BASED AUTHENTICATION AND
PRIVACY SCHEMES

The name used as an alternative to real name is called
pseudonym. The concept of pseudonym is first given by
Chaum [116] which allows the entities to communicate
with each other anonymously using a false name. Each
entity in an organization is known through pseudonyms
instead of real names to preserve the identity-anonymity
and privacy. These pseudonyms are generated in such a
way that it cannot link to get the real information about the
entity and later by using his/her credential, prove a relation
to concern and thereby provide unlinkability. Beside this, a
pseudonym mechanism is used to achieve the conditional
privacy preservation in loV [117].

Singh et al. [118] , addressed a privacy preservation in
VANETs called Cooperative Pseudonym Exchange and
Scheme Permutation. This scheme allowed the vehicles to
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exchange their pseudonyms cooperatively. The scheme
permutation is used to enhance location privacy
preservation. The pseudonyms are exchanged between
vehicles, therefore it eliminates the location tracking by
service provider. This scheme has no extra communication
overhead because trusted authority is not involved in the
process. Li et al. [119] Proposed pseudonym swap
mechanism and design appropriate utility metric. It selects
a pseudonym for a vehicle by adapting a differential
privacy preserving mechanism to satisfy pseudonym in-
distinguishability. This scheme guarantees that if two
vehicles have high similarity of driving states, it is
impossible for attackers to link the vehicles and their
pseudonyms after swap. The theoretical analyses proved
that this mechanism satisfies the proposed privacy
definition, thus ensuring the unlinkability between the new
pseudonym and the old pseudonym. To enhance the privacy
of the user of the vehicle, Jiayu et al. proposed “a secure
and efficient identity-based anonymous authentication
scheme and uses pseudonyms” [120]. They improved
existing public key infrastructure of vehicles and introduced
a Bloom filter to compress the Certificate Revocation List
(CRL). They ensured the user's privacy through an efficient
pseudonym revocation scheme. A batch pseudonym
revocation is done in this scheme and makes the
pseudonym unlinkable. According to the authors, their
scheme is secure and meets the privacy requirement in
VANETSs and CRL distribution. For the solution of security
conflicts and privacy preservation, the RSU-aided trust
framework is proposed in [121]. According to this
framework, the reliability of the message is evaluated by
assigning the reputation label certificate by roadside unit
for every vehicle in its communication range. To evaluate
the behavior of wvehicles, the authors used localized
reputation label certificates and the central reputation value.
To ensure privacy, reputation label certificate shows two
statuses to substitute specific reputation value. Then these
reputation values are stored in a central database. They
designed a reputation update algorithm with different
weights to encourage vehicles to follow the
rules. Moreover on the revocation of reputation label
certificate, privacy and security is not protected. A Strong
Pseudonym-based Authentication (SPATA) framework has
been presented for preserving the real identity of vehicles
[122]. Vehicles are allowed to generate pseudonyms in
private and secure ways according to SPATA. Without
SPATA, the privacy of the vehicle cannot be preserved by
storing information regarding vehicles in a single location.
Therefore, through mapping the vreal identity to
pseudonyms, it eliminates the concept of linkability of
certificates based on single authority. The CRL kept only
the most recently revoked communication pseudonyms due
to which the size of CRL became small. Through a
distributed mechanism, the privacy of the vehicle is
preserved during the resolution phase and revocation. An
efficient pseudonym changing and management framework
(PRIVANET) is proposed in [123]. This framework

showed vehicular geographic area as a grid and has
hierarchical structure. Each grid cell is divided into one or
many logical zones, called vehicular location privacy zones
(VLPZs). It is easy to deploy these zones over the extensive
roadside infrastructures [124], such as gas stations, to
provide a secure management of pseudonyms. The main
building block of the said frameworks are: an adapted user-
centric privacy model, a method to generate the IP and
MAC addresses from the pseudonym, a reputation-based
mechanism to motivate selfish vehicles to enter VLPZs,
effective VLPZ-based pseudonym changing strategy, a
secure hybrid mechanism for the distribution of
pseudonyms sets and CRLs, a stochastic model to estimate
the number of VLPZs required at a given cell, and a
mathematical model for an optimal placement of the
VLPZs over RIs to reduce the transportation cost of
vehicles in terms of time. To handle the security and
privacy of vehicles in the Intelligent Transport System,
Qazi et al. [125] proposed Advanced Strong Pseudonym
based Authentication (ASPA). Only vehicles with valid
pseudonyms are allowed to communicate in ITS. All the
vehicles are assigned pseudonyms in a secure way. To
avoid the chance of likability of wvehicle pseudonyms
certificates, the pseudonym mappings of vehicles are stored
at different locations. In addition, the size of CRL becomes
small due storage of most recent communication
pseudonyms and malicious vehicles are revoked. Therefore,
the size of CRL does not increase exponentially. The
distributed framework of ASPA guarantees the vehicles
privacy preservation in the real identities mapping and
revocation phase. In [126] Arain et al. proposed an
efficient dynamic pseudonymous based multiple mix-zones
authentication protocol for privacy preservation to enhance
security of vehicular networks. According to authors, most
of the existing schemes either used group signature based
approaches or pseudonym based approaches with
certificate revocation lists that cause significant
communicational and storage overhead, which increase
computational cost. To overcome these problems the
authors present a dynamic pseudonymous based multiple
mix-zones authentication protocol that only requires mobile
vehicles to communicate with the reported server for
registration and dynamic pseudonym change. Furthermore,
to achieve the user privacy they define a mechanism to
provide users with dynamic pseudonyms named. Finally,
they analyzed the robustness of their scheme. Liu et al.
[127] present intelligent traffic light control schemes which
are based on fog computing. In this scheme traffic light is
considered as a fog device that generates and verifies one
puzzle for each vehicle in a fixed time interval. Agustina et
al. [128] have designed a secure protocol to ensure
authentication and privacy using hierarchical pseudonyms
with blind signature. Using blind signature, the signer signs
the message without knowing the contents of the message.
This scheme works in three phases: design of the detailed
protocol, requirement analysis, and provable security. This
scheme improves the security and privacy to some extent
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performance of the proposed protocol. The security
requirements, security attacks controlled by PNBAPS and
PNBAPS performance analysis are shown in (Tables 6, 7,

but cannot reduce computation cost and verification delay.
It did not consider the verification of vehicle signature on
the message by RSU.

No mathematical proof is given to ensure security and 8)
requirements. No graph is given to illustrate exactly the
TABLE 6. Security requirements fulfill by PNBAPS
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TABLE 7. Security attacks controlled by PNBAPS
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TABLE 8. PNBAPS performance analysis

Performance parameters

Schemes Computation Cost Communication overhead
[118] Medium low
[119] Low Low
[120] High Medium
[121] High High
[122] Medium High
[123] High Medium
[125] Medium Medium
[126] High High
[127] Low Low
[128] x x
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B. IDENTITY BASED SIGNATURE AUTHENTICATION
AND PRIVACY SCHEMES

Shamir proposed identity based cryptographic systems to
reduce the load of digital certificate management which
was  suffering  from traditional public  key
infrastructure [129]. In identity based cryptographic
systems, the public key of an entity is derived from his/her
well-known public identity information, for instance
contact number, email, and identity number etc. Identity
based public key cryptographic systems are replacing
traditional public key cryptographic systems to eliminate a
certificate management effort. There is no need for a
certificate for authentication of messages in identity based
public key cryptography. Therefore, it reduces the overhead
produced due to certificates in the message. Hence it
improves the efficiency of VANETS.

An identity based conditional privacy preserving and
authentication scheme based on bilinear map has been
proposed for vehicles to infrastructure communication
[130]. The authors used one way hash functions in this
scheme instead of map to point hash functions. The
efficiency of signing and verification of the message is
increased at the RSU side. In addition, their scheme used
batch signature verification and allowed them to
authenticate multiple traffic related messages due to which
computational cost has significantly decreased. According
to authors, their scheme is efficient with respect to
computational cost as compared to similar schemes. A local
identity based anonymous message authentication protocol
for VANETS is presented to handle inherent issues [131].
The certification authority issued a unique long term
certificate to each vehicle and roadside unit. Each roadside
unit is responsible for assigning the local master keys to
every vehicle that comes in its communication range. When
the vehicles go to the communication range of another
roadside unit, they authenticate each other by their long
term certificate. To generate the localized anonymous
identity, the valid vehicle can obtain the local master keys
from the current RSU. The privacy of vehicles can be
protected by choosing randomly anonymous identity to sign
the safety related message which can be verified using

TABLE 9. Security requirements fulfill by IDBAPS

either a single or both authentication method. Wei et al.
[132] proposed an identity-based signature scheme to
achieve un-forgeability against chosen-message attack
without random oracle. They design two secure and
efficient outsourcing algorithms for exponential operations
in order to reduce the computational cost. The authors also
presented a privacy-preserving protocol for VANETSs by
using outsourcing computing and identity based signature.
They also used a proxy re-signature scheme for
authentication. To hide the real identity of the vehicle,
trusted authority authorized the roadside units to act as
agents and roadside units convert the onboard unit’s
signature into trusted authority’s signature. Later the TA
can access the real identity of the vehicle using its secret
key when the dispute occurs. According to the author their
scheme is efficient in terms of computational cost. For
vehicle-to-vehicle communication, Ali et al. [133]
proposed an efficient identity based signature with
conditional privacy-preserving authentication scheme based
on the Elliptic Curve Cryptography (ECC) and general one-
way hash functions. Their scheme used the batch signature
verification method to enable each vehicle to authenticate a
large number of messages simultaneously. The authors used
a random oracle model for security proof of their proposed
scheme. They proved the security robustness of their
scheme in the random oracle model. To secure vehicular
communication, an efficient distributed aggregate privacy-
preserving authentication protocol based on bilinear pairing
is presented by Zhang et al. [134]. Due to the powerful
system architecture of their scheme it depends only on the
practical tamper proof device (TPD) instead of ideal TPD.
In their scheme, trusted authority and roadside units cannot
learn the secret keys of vehicles and do not allow any entity
to pretend to be valid vehicles. According to the authors, if
any vehicle is compromised then only a limited number of
the vehicle can be affected by the attacker. The security
requirements, security attacks controlled by IDBAPS and
IDBAPS performance analysis are shown in (Tables 9, 10,
and 11).
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TABLE 10. Security attacks controlled by IDBAPS
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TABLE 11. IDBAPS performance analysis

Performance parameters
Schemes Computation Cost Communication overhead
[130] High High
[131] Low Medium
[132] High High
[133] Low High
[134] Low Low

C. HASH FUNCTION BASED AUTHENTICATION AND
PRIVACY SCHEMES

Hash function is responsible for providing the integrity of
the message without encryption of the message. When a
hash function is applied to a message, it generates a fixed
value referred to as message digest. To achieve message
integrity, a hash value must be attached to the sending
message. A novel lightweight authentication protocol is
presented for secure communication in VANETS, which
only uses one way hash function and exclusive-OR
operations [135]. This protocol consists of four phases:
Initialization, vehicle registration, RSU registration, and
message authentication. For achieving the security goals
they analyzed the protocol using BAN logic. According
to the authors, their scheme is robust against some attacks
and the data kept secret during the communication. The
performance analysis showed that their scheme is efficient
in terms of communication cost and computational cost.
Alfadhli et al. [136], proposed a lightweight privacy
preserving authentication scheme for VANETS, which only
used general one way hash functions. The driving problem
occurring in dangerous areas is overcome in this
scheme. The VANETSs system administrator authenticates
the vehicle once during the movement of the vehicle, in this
way the system reduces the authentication redundancy and
the efficiency of the system is improved. The one way hash
functions have negligible computational cost, so
computational cost and communication overhead is
significantly decreased and efficiently fulfills security
needs. A secure and privacy preserving hashed based
authentication and revelation protocol using internet of
vehicle has been discussed in [137]. In this scheme the
vehicles exchange the message about local and global
warming. This scheme is secure against some well-known
attacks and provides a better security service in a cost

effective manner. Cui et al. [138] propose a conditional
privacy-preserving authentication scheme based on the hash
function, which does not use complex bilinear mapping and
elliptic curve encryption for identity authentication to
prevent illegal vehicle interference and ensure the
legitimacy of the source. They used a group key agreement
mechanism based on the Chinese remainder theorem (CRT)
to distribute the group key for authenticated vehicles. The
group key can be updated when the vehicle joins and leaves
the group. In the process of anonymous message generation
and verification, analysis of the results shows that their
proposed scheme satisfied the basic security requirements
and has significant advantages in terms of computation cost
and communication overhead as compared to existing
schemes. Zhu et al. [139], presented a lightweight and
scalable secure communication framework for VANET. It
consists of five protocols namely: (a) V2I, (b) group key
agreement protocol without RSU (c) RSU-aided two-party
communication protocol, (d) two-party communication
protocol without RSU, and (e) RSU-aided group key
distribution protocol. Roadside units used hashed MAC
functions to authenticate the messages and AES to encrypt
the messages. Due to hashed MAC function the efficiency
of the protocols is increased. The security analysis shows
that this scheme is secure against various attacks. The hash
function and group secret key based efficient privacy
preserving authentication scheme for VANETS is discussed
in [140]. Vighnesh et al. [141] proposed a vehicular
authentication scheme using authentication code and hash
chaining. In this way vehicles and roadside units can
communicate in a secure way. The encryption takes place
using the master key. RSU attach its identity with the
message before sending it to the authentication center.
Various authentication schemes have been discussed in
literature but they suffer from high computational cost,
especially in the certificate revocation list verification

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI
10.1109/ACCESS.2021.3125521, IEEE Access

IEEE Access

process. On the other hand various pseudonym-ID schemes
use system key signature but suffer from communication
overhead. This scheme used a temporary group secret key
and permanent vehicle pseudonym-ID due to which the
process of verification and authentication significantly

TABLE 12. Security requirements fulfill by HFBAPS

improved. This scheme is also robust against various
security attacks. The security requirements, security attacks
controlled by HFBAPS and HFBAPS performance analysis
are shown in (Tables 12, 13, and 14).
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TABLE 13. Attacks controlled by HFBAPS
o -
2 <
. g S o S £ %
S > 2 S c @ 2 w £
14 = = 5 T X @ ke =
g 2 = g g8 gc 2 &2
14 [a) & 2 c a5 Es 23 mE c
[135] v v x v x v x v
[136] v x v v x x
[137] v v v v x v v v
v v x v v v v x
[138]
[139] v x v v v v x
[140] v v x v x v v v
[141] v v v v x x x v

TABLE 14. HFBAPS performance analysis

Performance parameters
Schemes Computation Cost Communication overhead
[135] Medium High
[136] Low Low
[137] Low Low
[138] Low High
[139] Medium High
[140] Low Medium
[141] Low Low

D. GROUP SIGNATURE BASED AUTHENTICATION
AND PRIVACY SCHEMES

In group signature, all the group members are allowed to
sign the message on the behalf of the group leader. A single
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group public key is used to verify the signature but the
identity of the signer is kept secret. Moreover, it is
impossible to judge whether a group member has been
issued two signatures. However, in case of any dispute a
designated group manager can disclose the real identity of
signer [142].

A group signature based anonymous authentication scheme
is proposed [143]. To provide the anonymous
authentication of vehicles a regional trusted authority is
added as group manager. Conditional privacy and
anonymity are achieved by adopting group signature
methods. According to the authors this scheme is efficient
and robust in terms of performance and security. An
efficient and secure group signature based authentication
and key distribution scheme is proposed [144]. In this
scheme the computational load is distributed from trusted
authority to roadside units. The RSUs in a specific domain
form a group. Each group of RSUs has group leader and
member RSUs. The member RSU and vehicle established
a shared symmetric key with each other. Then a group key
is provided to the vehicle from leader RSU on behalf of
TA. Vehicle uses this group key to communicate with
RSUs within the desired group. Moreover, this scheme
ensures security in an efficient manner. Chunhua et al.
[145] proposed authentication protocol for VANETS which
is based on combination of group session key and group
signature. The aforesaid signature verification method
achieves robust security against impersonation attack and
reduces computational cost by reducing bilinear pairing
operations. Yuanpan et al. [146] proposed an anonymous
authentication scheme based on group signature for
VANETSs. On the basis of certificateless group signature, it
used elliptic curves to perform calculations and used
synchronization factor to improve the computational
efficiency of group members while joining, revoking and
signing. This scheme ensures anonymity, forward security,
traceability —and unforgeability. A group signature
framework based on an efficient and anonymous
authentication protocol is proposed [147]. To ensure
forward security, this protocol uses a complete sub-tree

TABLE 15. Security requirements fulfill by GSBAPS

method which achieves membership revocation. This
protocol used decentralized group model to reduce the
heavy workload on TA by generating group certificates for
OBUs. The OBUs retrieved revocation list from TA. For
the management of routing messages in VANETS,
a Trustworthy VANET routing with group authentication
keys is proposed [148]. The TROPHY messages are
received recursively by authorized nodes. It allowed those
nodes to refresh their cryptographic credentials and update
the authentication keys across the network. Then distribute
those messages epidemically across the network and
construct in such a manner that any node found as lost or
physically compromised will not be able to perform the
refreshment using them. A central authority where all the
credentials are stored, they use a mechanism to recover
from any unauthorized physical access and disclose such
material at one time without human intervention on reset of
devices due to the use of a Key Distribution Centre (KDC).
An ID based group signature scheme for VANETS has been
discussed in [149]. This scheme used an ID based group
signature scheme to avoid complex certificate management
for protection of user privacy. They also used pseudonym
methods to protect the real identity of vehicles and
malicious nodes can be traced easily. Zhu et al. [150]
proposed a privacy preserving authentication scheme based
on group signature in VANETSs. Their scheme is divided
into different domains. In their scheme group private keys
are distributed by RSUs. The RSUs are also responsible for
managing Vvehicles in a local manner. Before group
authentication, the authors wused hash message
authentication code to ensure integrity. At last, the entities
authenticate each other in cooperative message
authentication fashion. In this way each vehicle will have to
authenticate a small number of messages, hence reducing
the authentication burden. The security requirements,
security attacks controlled
by GSBAPS and GSBAPS performance analysis are shown
in (Tables 15, 16, and 17).
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TABLE 16. Attacks controlled by GSBAPS
c —
o - c
3 se |G
S > = S < 2 2 o £
2 % 3 g g3 g 3 2
x a @ S 35 Es a3 m £
[143] v v X v v v x
[144] v v X v v v v x
[145] v v v v v v X v
[146] v v v v v X v x
[147] v v v v v v x v
[148] v v X v x v v x
[149] v v x v v v v v
[150] 4 v x v x v v v

TABLE 17. GSBAPS performance analysis

Performance parameters
Schemes Computation Cost Communication overhead

[143] High Medium

[144] High x

[145] Medium Medium

[146] Low Medium

[147] High High

[148] Medium Medium

[149] Medium Medium

[150] Low Low

E. BLOCKCHAIN BASED AUTHENTICATION AND
PRIVACY SCHEMES

In this section, a blockchain based authentication and
privacy preserving schemes are presented. All the vehicles
stored in the blockchain are assigned a certificate or pseudo
identity by Certification Authority (CA). Each receiver is
provided information regarding the entry pointer for
verification. The most prominent benefit of blockchain is
transparency and decentralization [157]. The blockchain
technology has irreversible property, i.e, the information
once which is saved in blockchain cannot be modified later.
Ali et al. [158] proposed a public key signature scheme
based on blockchain for V21 Communication in VANET.
Their scheme is certificateless and conditional privacy is
achieved using bilinear pairing. To make the verification
process fast, they used batch signature and aggregate
signature verification. The pseudo-identity revocation
transparency is achieved by using blockchain. Their scheme
satisfied efficient revocation and traceability property along
with authentication and identity. However, the batch
signature and aggregate verification process increases its
complexity. A secure data sharing and storage based on
blockchain in VANET has been proposed in [159]. The

data coins are allocated using smart contracts for the
vehicles which are participating in the communication
network. The signature on the message is generated using
ECC to fulfill non-repudiation and authentication
properties.  The pre-selected node can establish a
distributed agreement before adding a block to the ledger.
Using signal verification method or batch verification
method, the receiver can verify the exchanged message.
However, time complexity is significantly increased due to
the combination of blockchain and bilinear pairing. Lu et
al. [160] proposed a privacy-preserving authentication
scheme for VANET based on blockchain technology. They
used Merkle Patricia tree (MPT) and chronological Merkle
tree (CMT) to extend the conventional blockchain. A node
containing public key, certificate and encrypted link is
added to MPT by Law Enforcement Authority (LEA). The
information about the entry pointer to the leaf node is
provided to the corresponding vehicle. The identity of the
sender is authenticated by the receiver using a distributed
authentication process. The certificate of a particular
vehicle is revoked by LEA on expiry of its certificate or on
its malicious activity. The LEA broadcasts CRL to
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corresponding vehicles to indicate that a particular
certificate has been revoked and no further communication
should be made to that particular vehicle. The malicious
vehicle’s real identity is disclosed on decryption of the link
from the corresponding leaf node. However, computation
cost and communication overhead is significantly increased
due to integration of CA and LEA. A traffic event
validation and trust verification scheme based on
blockchain is proposed in [161]. This framework includes
three main features: 1) Proof-of-event (PoE), 2) RSUs’s
Trust verification, 3) two-phase transaction for fast event
notification. The PoE is used for two pass validation when
unproven incidents occur. The traffic related information is
gathered by RSU and the vehicle adjacent to it can verify
that information. The PoE mechanism did not allow RSU to
transmit false notification. All the verified events are added
into the blockchain to ensure the trust verification.
However, computation cost is increased due to verification
of transactions for PoE. Wang et al. [162] proposed a
blockchain based trustworthiness scalable computation for
V2| authentication. The main focus of this scheme is to
compute trustworthiness of vehicles and handing over of
vehicles from one RSU to another in a secure way. This
scheme is vulnerable against replay attacks. However, it did
not provide a comprehensive review of existing schemes. In
[163], a blockchain based decentralized key management
mechanism for VANET is presented]. In this scheme, each
vehicle and their corresponding RSU share a session key
between them. The vehicle service provider (VSP) updates
the expired private and public keys of vehicles using smart
contracts. The main responsibility of VSP is to detect
malicious key pairs and revoke them from the smart
contract. It is secure against public key tampering attacks,
internal attacks, DoS attacks and collusion attacks. Zhang et
al. [164] proposed a secure data sharing system for loV
based on blockchain. The authors divided the entire system
into multiple regions and each region used two types of
blockchain for storage of messages: primary blockchain and
secondary blockchain. The announcement message is
signed anonymously using blind signature and threshold
secret sharing. In [165], a secure authentication and key
management scheme based on blockchain in VANET is
proposed. They used the Chinese Remainder Theorem
(CRT) in the V2V group formation phase. All the vehicles
come in the communication range of specific RSU form a
group. The consortium blockchain is used to update the
group key during the dynamic key updating phase.
Furthermore, this scheme is robust against various attacks
like reply attack, impersonation attack etc. A new technique
called Proof of Driving (PoD) has been proposed in [166].
The PoD is used to select random honest miners for
generation of blocks for blockchain-based VANET
applications. Besides, a Service Standard Score (SSS) based
filtering technique is used to detect and remove the
malicious nodes of the vehicular miner nodes. This scheme
also addresses fairness and efficiency issues caused by PoD
and PoW. The security requirements, security attacks

controlled by BBAPS and GSBPAS performance analysis
are shown in (Tables 18, 19, and 20).

VII. DISCUSSIONS AND OPEN ISSUES

In VANETS the most crucial part is to manage the vehicular
communication in terms of low communication overhead
and inexpensive delay of messages transmitted between
vehicles and infrastructure. The vehicular communication
must ensure that it fulfills the entire basic security
requirement and provide reliable vehicular
communication. Security is the major concern for
successful deployment of VANETS. There exist some open
issues which may be considered while dealing with these
security concerns. These issues need special consideration
of researchers and become an open research area in future.
Below, we highlight some of the open issues which may
become a hot research topic in future.

1) FIGURE AXIS LABELS REVOCATION, CRL
MANAGEMENT AND DISTRIBUTION PROCESS

In the revocation process, the misbehaving vehicles are
detected and revoked and the list of revoked vehicles is
distributed. On the detection of mishbehavior of vehicles,
how should the process of revocation be carried out? What
will be the mechanism of CRLs distribution? These issues
are still not fully covered and need researcher
consideration. CRLs still has no infrastructure that manages
CRLs with short lifetime certificates. The modern
cryptographic solution did not present authorization and
certificate revocation so what are the alternates of these?

2) CRYPTOGRAPHIC METHODS FOR PRIVACY,
SECURITY AND TRACEABILITY

Key management is a basic concept of cryptographic
techniques. Are key management and distribution
exclusive to the vehicle manufacturer or government? For
lightweight secure communication, what should be the key
size? How to handle time delay for management and
distribution of keys? How to deal with keys within a short
duration of time? What will be the method of dealing with a
key without a certificate? How to achieve privacy and
traceability? How to secure pseudonyms for non-
traceability?

3) EVALUATION OF TRUSTWORTHINESS AND
VEHICLES MISBEHAVIOR DETECTION MECHANISM

An evaluation of a vehicle's trust and detecting misbehavior
of them in VANETS is the hard problem. How to check the
trustworthiness of nodes? Is the calculated trust ids reliable
or not for disseminating critical messages? On the
successful calculation of trust, what actions should be
taken? Are the punishment factors clearly defined or not?
In case of a wrong trust calculation, how to revoke a
malicious vehicle?

4) DATA CONTEXT TRUST AND VERIFICATION

The basic goal of VANETS is to ensure cooperative and
safe driving. This can be possible by providing the right
information at the right time. Therefore, it is necessary to
verify the exchanged message in VANETS.
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TABLE 18. Security requirements fulfill by BBAPS
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TABLE 19. Attacks controlled by BBAPS
= c <] —
(1] c —_ =
5 2 = SE 2 2 o £
14 = n S ° 85 8§ S 5
% o g =] c 8 © IS 2 n.2 87'-8 c
14 [a] (%) =5 a5 =% =T mE S
[158] v v x v
[159] v v x x v x
[160] v v v v v v x v
[161] v v x v v v v v
[162] v v v v v x v x
[163] v v v v v v x v
[164] v v x v v v v v
[166] v v x v v v v x
TABLE 20. BBAPS performance analysis
Performance parameters
Schemes Computation Cost Communication overhead
[158] High Low
[159] High Low
[160] High High
[161] Medium Low
[162] Low Low
[163] High Medium
[164] High High
[166] Low Low
This should have a strong intrusion detection system. How It is feasible that vehicles can form a cluster

do VANETSs handle the uncertain situation of detection of a
malicious vehicle suddenly? How to check the robustness
of tamper proof hardware?

5) SELF-ORGANIZING CAPABILITIES OF NETWORKS
VIA A HIGH MOBILE NETWORK ENVIRONMENT

communication. How to deliver across cluster partitions in
VANET still not well-defined? How do groups
communicate across the jammed signals? How to select the
cluster head? Is there infrastructure to handle cluster
communication?

VIIl. CONCLUSION
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VANETS play a key role in intelligent transport systems to
prevent vehicles from unexpected situations. Traffic safety
related messages are exchanged between the vehicles to
meet safe and secure journeys. However, the
communication in VANETSs takes place via open wireless
channels and faces some security challenges. The intruder
can easily compromise the privacy and security of the
message. This paper has presented a detailed study on
various authentication and privacy schemes used in the
field of VANET. We have categorized different
authentication and privacy schemes into five groups:
PNBAPS, IDBAPS, HFBAPS, GSBAPS and BBAPS. We
have compared and reviewed these schemes with their
security requirements, security attacks and performance
parameters. Moreover, we have discussed security
challenges which help the researcher to deploy the
VANETS technology, infrastructure and service efficiently
and securely. Finally, we have discussed some open issues
in the field of VANETS.
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