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Abstract: In this paper, we propose a data-driven approach to formally verify the safety
of (potentially) unknown discrete-time continuous-space stochastic systems. The proposed
framework is based on a notion of barrier certificates together with data collected from
trajectories of unknown systems. We first reformulate the barrier-based safety verification as a
robust convex problem (RCP). Solving the acquired RCP is hard in general because not only
the state of the system lives in a continuous set, but also and more problematic, the unknown
model appears in one of the constraints of RCP. Instead, we leverage a finite number of data,
and accordingly, the RCP is casted as a scenario convex problem (SCP). We then relate the
optimizer of the SCP to that of the RCP, and consequently, we provide a safety guarantee over
the unknown stochastic system with a priori guaranteed confidence. We apply our approach
to an unknown room temperature system by collecting sampled data from trajectories of the
system and verify formally that temperature of the room lies in a comfort zone for a finite time
horizon with a desired confidence.
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1. INTRODUCTION

Stochastic dynamical systems have gained remarkable at-
tentions as an important modeling framework character-
izing many engineering systems; they play crucial roles
in real-life safety-critical applications, in which system’s
failures (e.g., collision) are not acceptable. Examples of
such applications include traffic networks, self-driving cars,
and so on. Formal analysis of this type of complex systems
against some high-level specifications, e.g., those expressed
as linear temporal logic (LTL) formulae (Kesten et al.,
1998), is inherently very challenging due to uncountable
sets of states and actions together with uncertainties inside
dynamics. To mitigate this complexity, abstraction-based
techniques have been studied for verification and synthesis
of stochastic dynamical systems (Lahijanian et al., 2015;
Soudjani, 2014; Svorenova et al., 2017; Azuma and Pap-
pas, 2014; Haesaert et al., 2020; Majumdar et al., 2021;
Lavaei et al., 2020b). To make these techniques scalable,
other approaches based on adaptive gridding (Soudjani
and Abate, 2013), and compositional abstraction-based
methods (Soudjani et al., 2015; Lavaei et al., 2019, 2020c;
Lavaei, 2019) have been introduced in the relevant litera-
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ture to efficiently handle verification and synthesis prob-
lems on such classes of models.

Another promising approach for safety verification of non-
linear stochastic systems is using barrier certificate intro-
duced by Prajna and Jadbabaie (2004). This approach
has received significant attentions in the past decade, as
a discretization-free approach, for formal verification and
synthesis of non-stochastic (Borrmann et al., 2015; Wang
et al., 2017), and stochastic dynamical systems (Prajna
et al., 2007; Zhang et al., 2010; Yang et al., 2020). However,
in all the aforementioned works, one needs to know precise
models of dynamical systems to construct those barrier
certificates, and accordingly, those approaches are not
applicable when the model is (partially) unknown. There-
fore, data-driven methods are essential to directly collect
data from the systems for their formal analysis. In this
regard, a framework is proposed by Sadraddini and Belta
(2018) to use input-output data for an unknown system to
synthesize controllers from signal temporal logic specifica-
tions by finding a set-valued piecewise affine model that
contains all the possible behaviors of the original system.
A data-driven approach for the formal verification of par-
tially unknown stochastic system against signal temporal
logic properties is recently proposed by Salamati et al.
(2020). Reinforcement learning (RL) schemes to synthesize
policies for unknown continuous-space stochastic systems
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are proposed by Lavaei et al. (2020a) and by Kazemi
and Soudjani (2020) while providing convergence to near-
optimal policies. An optimization-based approach is sug-
gested by Robey et al. (2020) to learn a control barrier
certificate through safe trajectories under suitable Lips-
chitz smoothness assumptions on the dynamical systems.

There have also been some works in the setting of robust
optimization problems using scenario-based approaches. A
probabilistic framework based on scenario approach for
providing a bound on the number of required samples to
obtain a priori specified level of guarantee of robustness
is proposed by Calafiore and Campi (2006). Worst-case
violation of sampled convex programs is investigated by
Kanamori and Takeda (2012). A novel framework for es-
tablishing a relation between the optimal value of a sce-
nario convex problem and that of the original robust linear
programming and its extension to a certain class of non-
convex problems is proposed by Esfahani et al. (2014). A
technique for solving chance-constrained optimizations is
proposed by Soudjani and Majumdar (2018) that does not
require any convexity assumption but utilizes concentra-
tion properties of the underlying probability distributions.

Our main contribution in this work is to develop a data-
driven approach to formally verify the safety of (poten-
tially) unknown discrete-time continuous-space stochastic
systems. We first cast the barrier-based safety problem as a
robust convex problem (RCP). Since solving the acquired
RCP is not possible due to the unknown model that
appears in one of the constraints, we propose the scenario
convex problem (SCP) corresponding to the original RCP
by employing a finite number of data collected from the
system. Then inspired by Esfahani et al. (2014), we make
a bridge between the optimizer of the SCP to that of the
RCP, and accordingly, we provide a safety guarantee over
the unknown stochastic system with a priori guaranteed
confidence. We finally apply our approaches to an un-
known room temperature system. Proofs of all statements
are omitted here due to lack of space.

2. SYSTEM DEFINITION AND PROBLEM
STATEMENT

2.1 Notations and Preliminaries

The set of positive integers, non-negative integers, real
numbers, non-negative real numbers, and positive real
numbers are denoted by N := {1,2,3,...}, Ny :=
{0,1,2,...}, R, Ry , and R*, respectively. We denote the
indicator function by 14(X) : X — {0,1}, where 1 4(z)
is 1 if and only if x € A, and 0 otherwise. We denote
by ||z|| the Euclidean norm of x € R"™. We also denote
by ||A||r the Frobenius norm of any matrix A € R™*™,
The absolute value of a real number x is denoted by
|z]. Given a symmetric matrix A, Amax(A) denotes the
maximum eigenvalue of A. Given N vectors z; € R™
n; € N>y, and i € {1,...,N}, we use = [1;...;ZnN] tO
denote the corresponding column vector of the dimension
>, ni- Considering a random variable z, Var(z) denotes its
variance. If a system, represented by S, satisfies a property
U, it is denoted by S = ¥. We also use = in this paper
to show the feasibility of a solution for an optimization
problem.

The measurable space B(X) is a Borel o-algebra on the
state space X denoted by (X,%B(X)) and the sample
space is denoted by Q. We have two probability spaces
in this work. The first one is represented by (X,B(X),P)
which is the probability space defined over the state space
X with P as a probability measure. The second one,
(Viw, B(Viy),Py,), defines the probability space over V,,
which is the set of independent and identically distributed
(ii.d.) random variables w with P, as its probability
measure.

2.2 System Definition

In this work, we deal with unknown discrete-time stochas-
tic systems as formalized in the next definition.

Definition 2.1. Consider a discrete-time stochastic system
(dt-SS), denoted by S = (X, Vi, w, f), represented as the
following:

S:z(t+1) = f(z(t),w(t)), teN, (2.1)
where X and V,, are Borel g-algebra on the state space R™
and uncertainty spaces, respectively. Variable x denotes
state of the system as z := {z(t) : Q@ — X,t € Ny},
and variable w introduces a sequence of i.i.d random
variables on the Borel space V,, and it is expressed as
w = {w(t): Q= Vy,t € No}. Map f: X xV,, — X is
a measurable function characterizing the state evolution
of the system. A finite trajectory of the system in (2.1) is
denoted by £(t) := z(0)x(1) ... z(t),t € No.

2.8 Problem Statement

In this work, we assume that the map f and the distribu-
tion of the stochasticity IP,, are unknown. Instead, we only
observe NN i.i.d. sampled data collected randomly with a
uniform distribution from X as

Wy = {#;,1<i< N} C X. (2.2)
Next definition provides the safety specification for the
unknown stochastic system in Definition 2.1.

Definition 2.2. Given a safety specification ¥, the system
S is called safe for a finite time horizon 7, € Ny, denoted
by S 7, U, if all trajectories of S started from an initial
set X;, € X never reach an unsafe set X, C X.

Since we do not have any knowledge about the model and
the distribution of the noise, the question of interest here
is that: “can one judge about the safety of a stochastic
system only by leveraging data collected from trajectories
of the unknown system?” This inspiring question can be
formalized as the following problem.

Problem 2.3. Consider a potentially unknown stochas-
tic system S as in Definition 2.1. Given N sampled
data as in (2.2), provide a formal guarantee on the
satisfaction of the safety specification ¥ with a priori
probability lower bound 1 — p, p € (0,1], i.e.,

IPw(S ':Th \I,) >1—p.

To address this problem, we first present the safety anal-
ysis of stochastic systems via barrier certificates as in the
next section.



3. BARRIER CERTIFICATES

In this section, we state an existing result in the literature
that uses the notion of barrier certificate (BC) to compute
a lower bound on the probability of satisfying safety
specifications for discrete-time stochastic systems. Let us
start by formally defining barrier certificates.

Definition 3.1. Given a stochastic system S in Defini-
tion 2.1, a nonnegative function B : X — R(J{ is called
a barrier certificate (BC) for S if there exist constants
A>1, andce Rar such that

B(z) <1, Vo € Xin,  (3.1)
B(x) > A, Vo € X, (3.2)
E|B(f(z,w)) | x| < B(z)+c¢, VxelX, (3.3)

where X;,, X,, C X are initial and unsafe sets correspond-
ing to a given safety specification ¥, respectively.

Next theorem, borrowed from (Jagtap et al., 2020), pro-
vides a lower bound on the probability of satisfaction of
the safety specification for a dt-SS.

Theorem 3.2. Consider a stochastic system S as defined in
Definition 2.1, and a safety specification ¥. Suppose that
there exists a non-negative barrier certificate B satisfying
conditions (3.1)-(3.3). Then

P(s 7, Leeh,

¥)>1-—

In this work, we resort to find barrier certificates B(b, x)
which are polynomial functions of « with coefficients stored
in b. Such a polynomial with degree k € N can be written

as
x) = Zb(L)zil coexk
O]

where the sum is over all possible (¢) := (t1,...,t,) with
L1y---5tn > 0and ¢1 + ...+ ¢, = k. Finding barrier cer-
tificates then boils down to determining their coefficients,
namely b(,). In the next section, we propose our data-
driven scheme for the construction of barrier certificates
from data collected from trajectories of unknown systems.

4. DATA-DRIVEN SAFETY PROBLEM

In this section, we first cast the barrier-based safety prob-
lem into a robust convex program (RCP). In particular,
direct use of Theorem 3.2 requires solving an RCP formu-
lated as

mdin K
RCP : J s-t. max{gz x,d) }<O ze{l,...,5},Vze X,
= [IC )\ C; b(L)]
ceR{{, A>1, KeR,
(4.1)
where,

g1(z,d) = —B(b,z) — K,

g2(z,d) = (B(b,z) — 1)1x,,(z) — K,
g3(z,d) = (=B(b,z) + N)1x,(z) — K,
ga(z,d) = Leeh A—p—K,

gs(z,d) = E[B(b, Flz,w)) | :c} “Blb,z)—c—K, (42)

where p < 0 and 1 — p with p € (0,1] is a priori lower
bound for the probability of satisfaction as in Problem
2.3. It is not hard to verify that the RCP in (4.1) always
has a feasible solution. For instance as a trivial solution,
by choosing A = 2, ¢ = 0, 4 = —1, and coefficients of

B(b,x) to be zero, there exists always a large enough K
such that 1 — 1 < K. The obtained barrier certificate by

solving th1s RCP always satisfies conditions (3.1)-(3.3) for
non-positive values of K.

Finding an optimal solution for the RCP in (4.1) is hard
in general because not only there is no access to the model
of system (i.e., f), but also the state of the system lives in
the continuous set X. To tackle this problem, we collect
data from trajectories of unknown systems and propose a
corresponding scenario convex program of RCP, denoted
by SCPy, as the following;:

mdin K
s.t. max {gz(ﬁzi,d)} <0,ze{1,...,5},

Vi; e X,Vie {l,...,N},
d = [K; X ¢;0(,)],
ceR{,A>1, KeER.

SCPn :

(4.3)
Since there is no closed-form solution for the expected
value in g5, we instead use empirical approximation and
propose a new scenario convex problem, denoted by SCPy,
as follows:
mdin K

s.t. maX{gz(i'i,d),§5(ji,d)}§0,ze{1,...,4},

SCPy: Vi, € X,Vie{l,...,N},
d = [K; X600,
ceRf, A>1, KeR,
(4.4)
with
L&
Gs(2i,d) = = 3 B(b, f(#i,10;)) — Bb,#;) —c+6 — K,
5(2i, d) N;( (@i, ;) (b, 2;)
(4.5)

where N € N and § € R are respectively the number of
samples required for the empirical approximation, and the
error introduced by this approximation. The optimal value
for the objective function of SCPy, is denoted by K*(Wy).

We also denote by B(b, ) the barrier function constructed
based on the solution of the scenario problem in (4.4).

In the new scenario problem, f(&;,w;) is the realization
of the unknown system started from an initial state Z; for
a noise realization ;. The empirical approximation for
each sample Z; is computed over N different realizations
of noise w;,j € {1,..., N} This approximation introduces
an error in gs, represented by J, which makes it more
conservative. We use Chebyshev’s inequality (Herndndez,



2001) to quantify the error by providing a probabilistic
upper bound for it. To do so, we need to define variance
of the empirical approximation, denoted by o2, as follows:

1 N
= var( 3B Sl @,))).

Next theorem shows that the barrier certificate character-
ized by the optimal solution of SCPy, is a feasible BC for
SCPy in (4.3) with some certain confidence.

Theorem 4.1. Suppose that B(b, x) is a solution of SCP,,.
Then for a priori value of the error § € R, a desired
stochastic confidence 5 € (0,1], and a given upper bound

M on the variance of the barrier certificate applied on f,
i.e., Var(B(b, f(z,w))) < M € R*, one has

P, (B(b, ) | SCPN) >1- B,
provided that N >

(4.6)

(4.7)

52[3

Remark 4.2. When the underlying system is affected by
an additive noise, i.e.,

a(t+1) = fa(a(t)) + w(?),

the condition Var(B(b, f(z,w))) < M € R* boils down
to having a bounded f,(z(t)), ¥t € Ny. In this case, the
value of M is computable using a bound on f,(z(t)) and
bounds on moments of w. For instance, in the case of one-
dimensional systems (n = 1), we have B(b, z) = Zf:o b,z
and the variance of B(+) can be expanded as follows:

= Var( i b, f(x, w)L)
=0

Var(b, B(f(z,w)))

k; k v L . A
:Var(z b(fa(z) +w ) :Var(ZZbL (j)fa(w)bjw])
L= v 3=0
k , ‘
:Var( > g] ) with g;(x) := ZbL <J> falz) ™
Zk:zi:gj(z) E[w/*?] — Elw/]E[w?]).

This means the variance can be bounded using upper
bounds of f,(-) and moments of w.

As seen from Theorem 4.1, higher number of samples N
is needed in order to have a smaller empirical approxima-
tion error §, and accordingly, provide a better confidence
bound. In fact, N and § are required to solve SCPy, in
(4.4). Later in the next section, we show how the value of
Bs affects the total confidence concerning the safety of the
stochastic system.

5. SAFETY GUARANTEE OVER UNKNOWN
STOCHASTIC SYSTEMS

In the previous section, we showed that using a finite
number of data, the original RCP can be corresponded
to SCPy for which the solution can be approximated with
an arbitrary precision (cf. Theorem 4.1). In this section,
we establish the missing connection between solutions
to the original RCP and the corresponding SCPyx by

employing the fundamental results in (Esfahani et al.,
2014). Consequently, we provide a safety guarantee over
the unknown stochastic system with a priori guaranteed
confidence. Before providing the main result, we need to
raise the following assumption.

Assumption 5.1. Suppose functions g1, g2, gs and g5 are
all Lipschitz continuous with respect to x with Lipschitz
constants Ly, , Lz,, Ly,, and L, respectively.

We utilize Assumption 5.1 and propose the next theorem
that establishes a relation between the optimal values of
SCP,, and that of the original RCP, and accordingly, verify
the safety of unknown stochastic systems with a priori
guaranteed confidence.

Theorem 5.2. Consider an unknown dt-SS as in (2.1), and
initial and unsafe regions X;, and X,, respectively. Let
Assumption 5.1 hold. Consider the corresponding SCPy,
as in (4.5) with its associated optimal value K*(Wx)

and solution d* = [K*;A\*¢*;bf, ], with N as in
Theorem 4.1 and N > N (& ,5) where
- : (N i _\N—i
N(e,ﬂ).mm{NEI\H;(i)e (1-% §ﬂ},
(5.1)
6,8 € [0,1] with € < Ly := max{Lg,,Le,, Loy, Loy |

€:= ()", and Q is the number of coefficients of barrier
certificate. Then the following statement holds with a
confidence of at least 1 — 5 — 3,, with 35 € (0,1] as in
Theorem 4.1: For a given p € (0,1], if K*(Wn) +€ <0

then
P,(SkE7 ¥)>1-p. (5.2)

Remark 5.3. Theorem 5.2 establishes a connection be-
tween the optimal value of SCPy, and that of the original
RCP in (4.1), and as a result, provides a lower bound on
the satisfaction probability of safety specifications for the
unknown stochastic system with a confidence of at least
1 — 8 — Bs. According to (Esfahani et al., 2014, Lemma
3.2), if one makes the constraints of SCPy, more negative
in the amount of Lze%, the constructed barrier certificate
via data is a BC for the unknown system with a confidence
of at least 1 — fg, i.e., B = 0.

For the sake of clarity, we present the required steps for
employing Theorem 5.2 in Algorithm 1.

Algorithm 1 Safety verification of a potentially unknown
stochastic system using collected data
Require: 3 € [0,1], 35 € (0,1], p € (0,1], § € RT,
L, € RT, M € R, and degree of barrier certificate
1: Choose € € [0,1] such that e <L,
2: Compute the minimum number of samples as N (g, 3)
according to (5.1)
3: Compute the number of samples N required for em-
pirical approximation according to Theorem 4.1
4: Solve the SCPy, in (4.4) with the acquired number of
data N, N, and obtain K*(Whn)
Ensure: If K*Wn) +€ <0, Py(S =7,
a confidence of at least 1 — 3 — (3

¥) > 1— p with

As it can be observed, one needs Lipschitz constant L, in
order to employ the proposed algorithm. In the following,



we provide a systematic approach to compute the required
Lipschitz constant under some assumptions. To do this, we
assume that the barrier certificate is in a quadratic form.

Lemma 5.4. Consider a nonlinear system in Definition 2.1
affected by an additive Gaussian noise with zero mean and
variance of 02 as the following:

z(t+1) = fa(x(t)) + w(t). (5.3)

Let [[fa(2)l] < Lllz|, L € RT, and [|[Vfa(2)|r < L € RY
where V f,(x) is the gradient of f,(x). Given a quadratic
barrier certificate 27 Pz with a positive-definite matrix
P, the Lipschitz constant L, can be upper-bounded by
2m Amax(P)(LL 4 1) in which ||z|| < m € R*.

Remark 5.5. If the underlying dynamics in Definition 2.1
is linear in the form of z(t + 1) = Ax(t) + w(t) with
A e R"™™ and ||Al|r < £ € RT, one can employ a similar
argument as in Lemma 5.4 and compute an upper bound
for the Lipschitz constant L, as 2m Amax(P)(£? + 1).

6. CASE STUDY

Consider a room temperature regulation characterized by
the following discrete-time stochastic control system:
St z(t+1) = a(t) + 7 (e (Te — 2(t)+

an(Th — z(t)u(t)) + oww(t), (6.1)
where z(t) is the temperature of the room, u(t) denotes the
heater valve opening as the input of the system, and w(t)
is a Gaussian noise with zero mean and standard deviation
of o, = 0.0125. Moreover, T, = 55°C is the heater
temperature, T, = 15°C' is the ambient temperature,
and o, = 8 x 1072 and ay = 3.6 x 1073 are heat
exchange coefficients of room-ambient and room-heater,
respectively. The model is adapted from (Girard et al.,
2016) discretized by 7s = 5 minutes. Let us consider
the regions of interest as X;, = [17°C,18°C], X, =
[28°C, 30°C], and X = [17°C, 30°C]. We assume the model
of the system is unknown. We employed the controller in
(Jagtap et al., 2020) which is characterized as:

u(z) = — 1.018 x 107 %% 4+ 7.563 x 107523 — 0.001872x2
+ 0.02022z + .3944. (6.2)

The main goal is to verify that the temperature of the
closed-loop system remains in the safe zone [17, 28] for the
time horizon T, = 3 (i.e., 15 minutes) with some guaran-
teed confidence. Let us fix a barrier certificate with degree
k = 2 in the polynomial form as 27 Pz = byz? + b1z + by
with by, b1, b2 € R where P = [by, %1; %1, ba]. According to
Algorithm 1, we first choose the desired confidences 3, 8
as 0.005. We also select the approximation error § = 0.015.
Since substituting the controller (6.2) in dynamics (6.1)
results in a nonlinear dynamic, we employ Lemma 5.4 in
order to compute the Lipschitz constant L,. By having
|z]| <m =30,L <2, L <1,and enforcing Apmax(P) < 12,
the Lipschitz constant can be computed as 2160. By fixing
¢ = 0.03, € can be computed as = = 1.389x10~°. Now the
minimum number of samples needed to solve the SCPy, in
(4.4) is computed using (5.1) as

5
N . ,
min{N EN|D ( _ )(1.389 x 107°) 1(0.99999)V
(2
1=0
< 0.005} = 1018779.

25

B(b,z) =1

17 18 20 22 24 26 28 30
Temperature

Fig. 1. Barrier certificate of unknown room temperature
model. Green and orange dashed lines are level sets of
barrier certificate corresponding to initial and unsafe
sets, respectively. According to green and orange
boxes, conditions (3.1) and (3.2) are satisfied.
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Fig. 2. Satisfaction of condition (3.3) in Definition 3.1.

By enforcing M= 0.005, the required number of samples
for the approximation of the expected value in (4.4) is
computed as N = 4445. Now, we solve the scenario
problem SCP,, with the acquired N and N which gives
us the optimal objective function K*(Wy) as —0.0761.

According to Theorem 5.2, since K*(Wy)+¢€ = —0.0462 <
0, one has

Pw(s ):Th \I]) >21-p=009,
with a confidence of at least 1—— 5 = 0.99. The acquired
values for A\ and c¢ are 18.7479, and 0.2891, respectively.
The barrier certificate constructed from solving SCPy, is
represented as:

B(b,z) = 0.08722% — 2.1528z + 11.9027.

As discussed in Remark 5.3, the constructed barrier cer-
tificate from solving the SCP, satisfies the conditions
(3.1)-(3.3) with a confidence of at least 1 — § — 5. The
constructed barrier certificate is illustrated in Fig. 1. As
seen in Fig. 1, conditions (3.1) and (3.2) are satisfied.
Satisfaction of condition (3.3) is also illustrated in Fig. 2.

7. CONCLUSION

In this paper, we proposed an approach to formally ver-
ify the safety of discrete-time continuous-space stochastic



systems based on data randomly collected from the state
space. We first formulated a barrier-based safety problem
as a robust convex problem (RCP). Since solving the
acquired RCP was not possible due to the unknown model
that appeared in one of the constraints of the RCP, we pro-
vided a scenario convex problem (SCP) corresponding to
the original RCP by employing a finite number of data col-
lected from trajectories of the system. We then related the
optimizer of the SCP to that of the RCP, and consequently,
provided a safety guarantee over the unknown stochastic
system with a priori guaranteed confidence. Finally, we
applied our results to a room temperature system with
unknown nonlinear dynamics. Formal controller synthesis
for unknown discrete-time stochastic systems via data-
driven construction of control barrier certificates is under
investigation as a future work.
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