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Towards 6G-enabled Internet of Vehicles: Security and Privacy
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The conceptualisation of the sixth generation of mobile wireless networks (6G) has already started with some potential disruptive
technologies resonating as enablers for driving the emergence of a number of innovative applications. Particularly, 6G will be a
prominent supporter for the evolution towards a truly Intelligent Transportation System and the realisation of the Smart City
concept by fulfilling the limitations of 5G, once vehicular networks are becoming highly dynamic and complex with stringent
requirements on ultra-low latency, high reliability, and massive connections. More importantly, providing security and privacy to
such critical systems should be a top priority as vulnerabilities can be catastrophic, thus there are huge concerns regarding data
collected from sensors, people and their habits. In this paper, we provide a timely deliberation of the role that promissory 6G
enabling technologies such as artificial intelligence, network softwarisation, network slicing, blockchain, edge computing, intelligent
reflecting surfaces, backscatter communications, terahertz links, visible light communications, physical layer authentication, and
cell-free massive multiple-input multiple-output (MIMO) will play on providing the expected level of security and privacy for the

Internet of Vehicles.

Index Terms—6G networks, Internet of Vehicles, privacy, security, vehicle-to-everything communications.

I. INTRODUCTION

HE The Internet of Vehicles (IoV) has emerged as a

new paradigm driven by the innovations in vehicular
communications. In the IoV concept, vehicles are equipped
with sensors, control and computing units, communication,
storage, and learning capabilities, which allows the integration
of smart vehicles with the Internet, transport infrastructure and
other road users via vehicle-to-everything (V2X) communica-
tions [[1], [2]. During long time, the only V2X solution was
the dedicated short-range communication (DSRC), which is
based on the IEEE 802.11.

In 2017, an advanced technology that relies on the capa-
bilities of 4G, 5G and future 6G cellular networks was in-
corporated by the 3rd Generation Partnership Project (3GPP),
the so-called cellular-enabled V2X or C-V2X, which can pro-
vide significantly higher system performance, higher spectral
efficiency, higher range, reliability, and security, thus enabling
higher levels of safety to more road users than alternative tech-
nologies. C-V2X employs two complementary transmission
modes to enable a very broad range of driving safety features.
These modes are the short-range direct communications (C-
V2X Direct) and the long-range network communications
(C-V2X Mobile Communications). C-V2X Direct comprises
short-range communication between vehicles (V2V), between
vehicles and infrastructure (V2I), and vehicles and pedestrians
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(V2P). In the latter, C-V2X employs the conventional mobile
network into the vehicle-to-network (V2N) communication to
enable the vehicle to receive information about road condi-
tions and traffic in the area, beyond the driver’s line-of-sight
(LoS) [3I.

In this regard, IoV technologies are expected to address the
main challenges of modern transportation, and, at the same
time, being in line with the goals of a sustainable society. It is
expected then, by 2025, connected cars could save 11,000 lives
and lead to 260,000 fewer accidents, while avoiding 400,000
tonnes of CO2 emissions and saving 280 million hours of
driving every year [3].

The evolution to IoV will rely on the efforts from different
sectors including automobile, transportation, wireless com-
munications and networking, robotics, as well as regulation
organisations. In this sense, 6G plays a pivotal role on attaining
the ambitious goals for IoV by satisfying the more rigorous
key performance indicators (KPIs) that were partially fulfilled
by 5G for vehicle communications. Indeed, it is expected
that 5G use cases categories will evolve to Further enhanced
Mobile Broadband (FeMBB), Mobile BroadBand and Low-
Latency (MBBLL), ultra-massive Machine-Type Communi-
cation (umMTC), and massive Low-Latency Machine-Type
communication (mMLLMT) with extreme requirements such
as data rates over 1 Tbps, end-to-end delays lower than 0.1
ms, network availability and reliability beyond 99.99999%,
extreme connection density of over 107 devices/km2, and
spectrum efficiency over 5 times that of 5G while supporting
extreme mobility [4]. Additionally, 6G is also targeting higher
frequency bands (i.e. THz), thus allowing a more precise
sensing and positioning resolution and enhanced beamforming
directionality and data throughput. Indeed, 6G will be a self-
learning intelligent network by leveraging artificial intelligence
(AI) to deal with the expected complexity of networks and
network management [J5]].

In this context, security and privacy are critical to ensure
the expected resilience and reliability of future wireless net-
works, thus the investigation of these aspects from the very
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beginning of the conceptualisation of 6G is crucial in order
to have a holistic picture of 6G security [6], [7]. Indeed, IoV
applications bring new and challenging security and privacy
threats towards drivers, passengers, and pedestrians, thus se-
curity defence systems and privacy protection mechanisms are
critical to be investigated in order to provide initial guidelines
towards secure and reliable IoV, and the role of 6G in this
context is undoubtedly of paramount importance.

A. Related Work

A survey on Long Term Evolution (LTE) and 5G tech-
nologies that support V2X is presented in [§8]. This work
summarizes the evolution towards 5G. Particularly, DSRC
supporting communication in a short range among devices
such as road-side units (RSUs), on-board units (OBUs) in
vehicles, and pedestrian devices, had received a dedicated
frequency range from the Federal Communications Com-
mission in the United States in a move towards practical
deployment. However, the challenges such as short range
communication, large channel access delay and huge capital
investments reinvigorated research for cellular network-based
solutions. Therefore, the survey in [8]] elaborates the efforts in
LTE and 5G in this direction. The survey studies LTE V2X
communication models, architectures, and operating scenarios
as well as its challenges and possible solutions. Furthermore, it
elucidates the technological enablers such as software-defined
networking (SDN), multiple-input-multiple-output (MIMO),
multi-access computing (MEC), slicing, etc., of 5G with
regards to its facilitation of V2X, and sheds light on the
challenges in 5G for V2X.

A detailed tutorial survey on access technologies for V2X
is presented in [9]. The article provides the fundamental
concepts and use-cases of vehicular networks, and then details
the access technologies as enablers of V2X. Standard access
technologies such as IEEE 802.11p, and cellular technologies
such as LTE, LTE Advanced (LTE-A), 5G, and mix of different
technologies termed as heterogeneous access technologies are
discussed as the potential V2X access candidates. DSRC being
the most widely researched and accepted technique still has
to overcome several challenges including that of security,
robustness and operational costs.

Automotive industry is focusing the effort to the hybrid
communication where both short range and long range proto-
cols are used for different applications. C-V2X Direct (PC5)
is using 5.9 GHz channels (5855-5875 MHz and 5875-5925
MHz), which were originally allocated for IEEE802.11 based
V2X. Today, the 5G Automotive Association (5GAA) is
pushing co-existence of DSRC and C-V2X Direct in 5905-
5925 MHz band, thus leaving 5875-5895 MHz to the future
NR-V2X.

The article concludes that even though cellular technologies
offer benefits compared to the other counterparts, struggles to
provide low latency communication without direct Device-to-
Device (D2D) communications.

Evolutionary technologies of V2X towards IoV are dis-
cussed in [1]]. The article discusses the initial generation of
V2X, i.e., DSRC, followed by a detailed overview of 802.11

2

V2X and cellular V2X standards. As emerging technological
trends, the article focuses on the role of big data and cloud
computing in terms of opportunities that these technologies
provide, as well as the challenges laying ahead in its adoption.
The main challenges in IoV big data, highlighted in the article,
are related to data sourcing and transmission, whereas the
challenges of cloud-based IoV are related to interoperability,
trustworthiness, and resource allocation. A survey of techno-
logical evolution, standards and infrastructure of 5G for V2X
communication to enable IoV is presented in [[L0]. The article
sheds light on the evolution towards 5G from the perspectives
of vehicular communications, and focuses on some of the latest
technologies such as mmWave and SDN, and highlights the
potential challenges. However, most of the focus is on radio
technologies and does not provide insights into the security
landscape.

Several surveys under the theme of V2X are published on
specific topics such as security and privacy, integration of
cloud-based systems, and technologies for improving latency,
to name a few. For example, in [[L1], the author surveys the
techniques for improving security and privacy of vehicular
networks through pseudonym schemes. Different architectural
design concepts for integrating cloud, edge, and fog-based
systems for vehicular communications are surveyed in [12].
Once cloud-based systems are integrated into the vehicular
networks, such as edge computing to meet the latency re-
quirements, there is a possibility of exposing the network
and nodes to security and privacy challenges. Therefore,
security and privacy of connected vehicular cloud computing is
discussed in [13]. Since V2X is still largely in the testing and
experimenting phase, a survey on testing techniques for V2X
is presented in [14]. The main focus is on testing techniques
for communication using DSRC and LTE, whereas the tech-
nological shift is already happening beyond 5G. Blockchain
is gaining traction in many applications in wireless networks,
thus the role of blockchain in IoV is investigated in [15] mainly
from the perspectives of management and security.

Table [I| describes existing survey and literature review
articles relates to this work.

B. Contribution and organisation

None of the existing survey articles cover the security of
future IoV systems in detail. There is also a lack of studies
on investigating the security challenges and potential solutions
for IoV in the realm of the latest technological developments
for 5G, such as massive MIMO, SDN, network function
virtualisation (NFV), and edge computing, to name a few.
Our article provides a detailed study on the security and
privacy landscape of IoV from the perspectives of the novel
technological developments that pave the path towards 6G.
Since 5G has already been deployed and research on 6G has
already begun, this article provides a timely deliberation on
security of the IoV eco-system. In this sense, the following
are the main contributions of this paper:

o We contextualise the IoV scenario by overviewing the
evolution of V2X communications toward IoV, the use
cases categories and their requirements by emphasising
on the aspects towards 6G-enabled V2X.
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TABLE I

EXISTING SURVEY AND LITERATURE REVIEW ARTICLES WITH MAIN FOCUS HIGHLIGHTED AND COMPARED TO OUR ARTICLE

Publication  Ref. Focus Limitations Comparison with this work
year
2015 [11] Pseudonym based privacy solutions for | Limited to technologies that were used Our paper focuses on enabling
Vehicular Ad-hoc Networks (VANETS) mostly before 5G technologies towards 6G-enabled IoV.
2018 (91 A survey on access technologies for The focus is not on in-depth analysis Our paper focuses on security and
V2X of the security aspects privacy aspects of C-V2X towards
6G-enabled IoV.
2019 [14] V2X testing and verification Focused only on testing and We focus on discussing security
techniques verification techniques and LTE challenges and potentials of relevant
network enabling technologies towards 6G.
2020 [ Evolution from V2X to IoV in terms The scope is limited to the use of big Our scope is wider by considering our
of emerging technologies data and cloud systems vision of key 6G enabling technologies
and their challenges and potentials for
security and privacy in IoV.
2020 113] A survey on cloud computing security It is focused on one of the important Our scope is wider by considering our
for V2X enablers, i.e., cloud computing, thus vision of key 6G enabling technologies
limiting its scope and their challenges and potentials for
security and privacy in IoV.
2020 115] The applications of blockchain in IoVs The main focus is limited to Our scope is wider by considering our
towards Intelligent Transportation blockchain and not the communication | vision of key 6G enabling technologies
System (ITS) network and their challenges and potentials for
security and privacy in IoV.
2020 [10] Technological evolution towards 5G The main focus is on access Our focus is particularly security and
for ToV technologies and lacks discussion on privacy aspects of key 6G enabling
security aspects technologies and their challenges and
potentials for IoV.
2021 [l A survey on LTE and 5G technologies Covers LTE and 5G for V2X, not the Our focus is particularly security and
for V2X recent developments towards 6G, privacy aspects of recent technologies
neither provides in details of the of beyond 5G and 6G towards IoV.
security landscape

o We provide an overhaul on the security landscape for
IoV in order to review the main security requirements
and threats for IoV.

We detail how potential 6G enabling technologies can
be involved to enable a secure IoV ecosystem while
describing promising state-of-the-art solutions. We also
discuss some challenges ahead and potential research
directions toward 6G-enabled IoV.

o We trace important aspects regarding privacy issues in

IoV.

The rest of this tutorial is organised as follows (as shown
in the high-level view in Fig. [T). In Section [V]] is presented
the evolution from V2X towards IoV. Section [lI| presents IoV
use cases and requirements. The security landscape for oV is
shown in Section Section [V] details the 6G key enabling
technologies that will impact security in IoV. Privacy issues
are tackled in Section [V} while standardisation activities are
discussed in Section Finally, concluding remarks are
presented in Section [VIII]

To assist the reader, a summary of acronyms used in this
paper is given in Table

II. V2X COMMUNICATIONS EVOLUTION TOWARD [0V

Over the past decade, the advent of wireless technologies
has enabled the fast growth of vehicular communications,
promising to radically change the transportation service stan-
dards for people worldwide. The early stage of wireless
communications for automotive and ITS applications started
with the DSRC era, which is based on multiple cooperating
standards developed in the IEEE WiFi architecture. Since

then, the DSRC technology was adopted as the core of
V2X communications allocated on different reserved spectrum
bands across the world for effective driving assistance, traffic
safety, and ITS [1]]. The DSRC development was standardised
as an amendment to IEEE 802.11, namely IEEE 802.11p,
focusing mainly on the simplicity distributed operation of the
IEEE 802.11 MAC and PHY layers [16].

On the other hand, because IEEE 802.11p was optimised
for Wireless Local Area Network (WLAN) with low mobility,
it does not support neither dynamic network infrastructure
nor high data rate transmission with high mobility [2]]. At
that time, the 3G cellular network was successfully operating;
but, like the IEEE 802.11p-based DSRC, it could not meet
the strict specifications required for V2X services. The IEEE
802.11bd standard was intended as an improved version of
IEEE 802.11p to support high vehicular density, lower end-
to-end latency, and noticeably increase the throughput offered
by its predecessor [17].

3GPP launched C-V2X as an alternative technology to fur-
ther enhance V2X technology. 3GPP Release 12/13 [[18]], [19]]
provides specifications for D2D proximity services (ProSe),
where transmissions between two or more devices in proximity
are supported over the sidelink interface without/with the help
of a network infrastructure (i.e., eNodeB). Essentially, ProSe
is similar to DSRC technology because they both use short-
range communication; nevertheless, some differences emerge
when inter-vehicle communication, high-speed scenarios, and
information security come into play.

C-V2X roadmap begins with 3GPP Release 14 [20], where
4G-LTE is used to support V2X use cases, such as V2V, V2I,
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TABLE I
SUMMARY OF ACRONYMS
Acronym Definition
3GPP 3rd Generation Partnership Project
5GAA 5G Automotive Association
APIs ‘Application programming interfaces
Al Artificial intelligence
XR ‘mixed/virtual reality
AAA Authentication, authorisation, and accounting
BC Backscatter communication
BSM Basic safety message
C-V2X Cellular-enable vehicle-to-everything
COTS Commercial off-the-shelf
CAM Cooperalive awareness message
CAM Count-Min-Sketch
DENM D i i notification
DSRC Dedicated short-range communication
DDoS Distributed denial-of-service
D2D Device-to-Device
ECUs Electronic Control Units
ECTL European Certificate Trusted List
ETSI European Telecommunications Standards Institute
FL Federated Learning
FeMBB Further enhanced Mobile Broadband
FRMCS Future Railway Mobile Cq icati System
GNSS global navigation systems
HIP Host Identity Protocol
ITS Intelligent Transportation System
ITS International i Union
IETF Internet Engineering Task Force
IoE Internet of Everything
ToV Internet of Vehicles
IRS Intelligent reflecting surfaces
IVEC Intelligent vehicular edge computing
IDS Intrusion detection systems
VI In-vehicle-information
KPIs Key performance indicators
LiDAR Tight Detection and Ranging
LoRa Long Range
LTE Long Term Evolution
mLLMT Low-Latency Machine-Type communication
ML Machine Learning
MBBLL Mobile BroadBand and Low-Latency
MEC Multi-access edge computing
MBMS multimedia broadcast multicast service
MIMO Multiple-input multiple-output
NFV Network function virtualisation
NSI Network slice instances
NR New Radio
NOMA Non-orthogonal multiple access
OBUs On-board units
OWCs optical wireless i
OFDM Orthogonal frequency division
OBUs Personally identifiable information
PSM Personal safety message
PLA Physical layer authentication
PLS Physical layer security
PLK Physical layer key
ProSe Proximity services
PKI Public key infrastructure
QoS Quality-of-service
RATs Radio access i
RFID Radio-frequency identification
RSUs Road-side units
SOP Secrecy outage probability
SWPA Secure wireless pilot authentication
SPAT Signal phase and time
SAE Society of Automotive Engineers
SDN Software-defined networking
TLM Trust List Manager
TTP Trusted-third-party
umMTC It ive Machine-Type C fcation
URLLC Ultra-Reliable Low-Latency Communications
VLC Visible Light Communication
V2V Vehicle-to-vehicle
V2X Vehicle-to-everything
V2I Vehicle-to-infrastructure
V2N Vehicle-to-network
V2P Vehicle-to-pedestrian
VANETs Vehicular Ad-hoc Networks
WLAN Wireless Local Area Network

V2P, and V2N. Then, in Release 14, C-V2X provides data
transport services for basic road safety applications such as
cooperative awareness message (CAM), decentralised environ-
mental notification messages (DENM), basic safety message
(BSM), in-vehicle-information message (IVI), personal safety
message (PSM), signal phase and time (SPAT) message and
map message (MAP) [20].

3GPPP Release 15 [21] continues the evolution of C-V2X
sidelink transmission underpinned by the first appearance of
the 5G system. From an architectural perspective, Release 15
introduces key functionalities such as transmission diversity,
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carrier aggregation, and higher-order modulation (i.e., 64-
QAM) to improve the throughput and reduce the maximum
latency to 1-10 ms compared with the Release 14 counterpart
(approx 20 ms) [21]. 3GPP Release 16 [22] constitutes the
second stage of the 5G project, where the driving use cases
encompassing advanced driving, truck platooning, remote driv-
ing, and extended sensors are the major contributions. To fulfill
the stringent requirements for advanced V2X services and
vehicle quality-of-service (QoS), Release 16 is based on the
New Radio (NR) V2X architecture with the ability to enable
the coexistence of NR and LTE sidelink transmissions and
the opportunity to build cloud environments with computing
resources for V2X services [22]].

3GPP Release 17 [23] for V2X is oriented to offer en-
hancements to the specifications already working in Release
16. Specifically, Release 17 efforts will focus on the maturity
of the NR radio-access technology, and the incorporation of
NR-based multimedia broadcast multicast service (MBMS) to
develop new use cases for V2X. Furthermore, taking advantage
of the fact that wireless technologies will evolve in Release 17,
V2X communications will surely benefit from NR MIMO sys-
tems, Ultra-Reliable Low-Latency Communications (URLLC),
MEC, multi-radio dual connectivity, and many others [24].

3GPPP Release 18 is in its planning stage; future use
cases are expected to be related not only to V2X but also
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to a variety of heterogeneous networks, devices, and vehicles
communicating with each other. Moreover, Release 18 aims to
introduce new use cases for Future Railway Mobile Commu-
nications System (FRMCS) within the Off-Network idea, just
like virtual coupling data communications and complementary
services (e.g., unicast/broadcast/multicast, and identification of
devices and location). Moreover, exciting topics expected to
be addressed in Release 18 include: 1) Railway Smart Station
Services, i.e., passenger supporting tactile and multi-modality
applications, real-time vehicular station operation and control,
and business services, 2) vehicle-mounted relays to serve users
within the vehicle or in the proximity to the vehicle, 3)
machine learning (ML) models for identifying traffic features
in automotive applications in order to enhance V2X perfor-
mance in terms of data rate, reliability, security, latency, and
coverage, and 4) accuracy of sidelink positioning (missing
functionality in Release 17) in the context of autonomous
vehicle applications [25]].

Regarding a broader view of 3GPP-based V2X, the NR V2X
development race is accelerating thanks to the joint efforts
from standard organisations and industries. In this sense, the
5G Automotive Association (SGAA) formation has helped
promote inter-operable solutions for C-V2X based on 5G and
LTE research [26]. All technical findings of 5SGAA, 3GPP,
5G-PPP, and IEEE 802.11 amendments have contributed to
creating innovative solutions for the radio access technologies
(RATS), system architecture, and privacy and security for oV
networks.

On the other hand, the forward-looking trend in which all
smart things are connected via the internet (i.e., IoT) leads
to the inescapable development of the IoV. An unprecedented
proliferation of new Internet of Everything (IoE) services is
anticipated, taking IoV applications to unimaginable levels.
Examples of such services range from holographic control
3D displays, immersive in-car infotainment, wireless brain-
vehicle interfacing, traffic management through massive avail-
ability of small data, tactile and haptic communications, aug-
mented/mixed/virtual reality (XR) to both flying vehicles and
connected autonomous trucks, to name just a few [4]]. All next-
generation advanced V2X services will primarily require ultra-
low latency, hyper-fast data rates, and visionary algorithms for
personal data protection.

With the aforementioned in mind, it is very likely that
5G NR-based V2X networks will not mature enough for
dazzling V2X services to be a reality, so its full potential
will be realized with disruptive 6G wireless systems. Despite
recent 6G research, the fundamental candidate technologies
for 6G remain undefined. However, different from 5G era, 6G
will not just go further on the exploration of new frequency
bands or the use of evolving traditional technologies, but it
will instead be a convergence of disruptive technologies [27].
Therefore, it is hard to imagine safer and more reliable next
advanced V2X services without AI/MC and extensive use of
RT; unique advantages 6G offers. Finally, the evolution of V2X
communications toward IoV is summarized in Fig. 2]

III. TOV USE CASES AND REQUIREMENTS

To meet the expectations for oV, V2X communications
should comply with extremely stringent requirements, such as
ultra low end-to-end latencies (< 5 ms), ultra high reliability
(~=99.999 %), very high velocities (up to 150 km/h in average),
high vehicle density (up to 500 vehicles/km? for highway and
1000 vehicles/km? for suburban environments), a maximum
tolerable packet loss rate at the application layer of 1077,
support of a wide range of V2X services, and advanced
positioning (with accuracy of 30 cm and vulnerable road user
accuracy of 10 cm) [28]]. Under these requirements, a large
number of use cases can be enabled and have been already
proposed, although for most cases, less stringent requirements
are adequate. In the following, we provide a high-level intro-
duction of IoV use cases categories proposed by the 3GPP
and their specific requirements, and we introduce the case of
Unmanned Aerial Vehicles (UAVs) as special vehicles in the
IoV.

A. Main use case categories

The 3GPP defined five use-case categories for C-V2X
communications in its technical specification TS 22.186 of
Release 16 [29]. These use case categories are described below
and their specific requirements are presented in Fig. [3]

Remote driving: It contemplates that a remote driver or
application is able to operate a remote vehicle when passengers
cannot drive themselves or the remote vehicle is located in
dangerous zones. It also considers driving based on cloud com-
puting for predictable applications, e.g., public transportation.

Advanced driving: It covers the cases of semi-automated
or fully-automated driving for longer inter-vehicle distance. By
relying on the exchanging of data among vehicles or RSUs in
the proximity, they are able to coordinate their trajectories or
maneuvers, thus achieving safer travelling, collision avoidance,
and enhanced traffic efficiency.

Vehicles platooning: Contemplates applications where ve-
hicles are capable of dynamically assemble a group travelling
together. For that purpose, there is a leading vehicle that sends
periodic messages to the others to perform platoon operations.
Through these operations, the distance among vehicles can be
significantly reduced (in the order of sub second when distance
is translated to time).

Extended sensors: This allows vehicles to improve their
perception of the environment by overcoming the limitations
of their sensors, as raw or processed data from sensors can be
exchanged among RSUs, vehicles, devices of pedestrians, and
V2X application servers.

Vehicle QoS support: It allows an IoV application to be
notified of possible changes on the QoS before a change
occurs, thus the application can adjust to the conditions of
3GPP system. It is also possible for the 3GPP system to adapt
the QoS according to the application’s necessities.

B. Unmanned Aerial Vehicles in the Era of loV

UAVs, also known as drones, present a special class of
vehicles for 6G. UAVs can be useful for item delivery,
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photography, search and rescue missions, and construction,
etc. Also, in IoV, they can provide service to the ITS, as
flying RSUs or relays, see for instance Fig. ] Typically UAVs
are remotely controlled by an operator within LoS, although
advanced autonomous flying scenarios are being investigated.
For those, reliable communication for a drone is critical.
Beyond low-altitude UAVs connectivity, 6G can be also used
via airborne relays to provide network, e.g., in disaster areas or
difficult terrain. In addition, with proper antenna design, direct
6G connectivity can be provided for commercial aeroplanes
flying at altitudes of 10 km and above [30].

UAVs offer some unique challenges to 6G. UAVs can fly at
relatively high speed and change altitude, thus providing 3D
mobility pattern. On the opposite, base stations are typically
optimised for ground coverage. Thus, antenna tilt can cause
loss of coverage for UAVs at some spots. Therefore, 6G
network design should provide guaranteed signal for typical

UAVs’ flight altitudes of several hundred feet. When UAVs fly
above a city, it can have direct line-of-sight with several base
stations. On one hand, it enables high-speed links in millimetre
wavebands or even optical band. On the other hand, it could
cause severe interference. Advanced antenna techniques such
as massive MIMO are needed to mitigate this issue.

Positioning for UAVs is important for safety to prevent
collisions with buildings and trees. While global navigation
systems (GNSS) provides accurate coordinates in many sce-
narios, flying in urban environment or indoors is challenging
where the satellite signal is weak. For Beyond-Line-Of-Sight
operations, just relying on GNSS for navigation is often inade-
quate. Therefore, additional mechanism such as camera-based
place recognition is needed. 6G can provide complimentary
positioning service with beamforming and triangularing from
multiple base stations.

Remote identification for UAVs is a legal requirement nowa-
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Fig. 4. Tllustration on types of V2X communications and UAV-assisted communication in IoV.

days in many countries, including USA and EU. Currently,
UAVs broadcast its ID using WiFi or bluethooth, which can
be received, e.g., by Android application on an observer’s
smartphone. This has limited range and security considera-
tions of possible ID spoofing. With 6G, a drone could store
its cryptographic ID and credentials on a embedded SIM
card. Furthermore, Internet connectivity via a cellular link
also enables network-based ID which could be received by
authorities remotely without requiring close proximity to the
drone location.

In the following section, Section [IV] we discuss the security
landscape of IoV in detail.

IV. SECURITY LANDSCAPE FOR IOV

In this section, we provide an overview on the security
threats that could hinder the benefits of IoV applications joint
with the security requirements of V2X communications for
the safe implementation of future IoV.

A. Security Threats

The fast evolving of IoV may also encounter advanced and
more intelligent security attacks that can create serious issues
to the entire transportation system and users [31]]. In [32],
authors provide an extensive survey on security landscape of
intelligent transport systems. Similar to their explanation, the
security threats related to IoV are becoming more and more
critical as human lives can be placed at risk. As a summary,
we present the security threat taxonomy in Figure [5] Basically,
the attacker models will exploit the vulnerabilities in vehicular
systems by accessing physical or remote attack surfaces to
execute security attacks. The attacks may create on RSUs
or other physical attack surfaces such as vehicular external
interfaces OBUs via Electronic Control Units (ECUs)[33].

There can be different attacker models in an IoV system
which may intrude from outside or be internal to the system.
The local attackers may target only the close-by vehicular
systems, whereas the extended attacks may perform attacks
with a broader scope, which is irrespective of the locality.
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The active attackers may inject malicious packets to block
the vehicular networks causing denial-of-service (DoS), sybil
and blackhole attacks. For instance, with sybil attacks, by
falsifying or stealing multiple identities of legitimate users,
the attackers may control a fraction of the network. The
passive attackers will monitor the network traffic and launch
eavesdropping attacks to extract useful information to create
future attacks. Malicious attackers may damage the network
without considering the further consequences, whereas rational
attackers target specific users who can be owner of a vehicle
or the passengers.

Security vulnerabilities may occur in the vehicular system
itself or with wireless technologies or raise software issues.
Security attacks require to have vulnerabilities to be present
through the attack surfaces to enable attacks. In IoV, there are
many wireless technologies in use including bluetooth, IEEE
802.11p, cellular networks and GNSS. Other than this, in 6G,
IoV may also incorporate novel wireless technologies such
as visible light communication and quantum communication.
Certainly, the security vulnerabilities related to such technolo-
gies may also create a direct impact on the IoV security. In
Figure 5] we highlight the most common types of security
attacks that can occur in IoV with attacks on availability,
authenticity, confidentiality, and integrity.

B. Security Requirements

The envisioned ubiquitous connectivity of vehicles in future
IoV demands robust security mechanisms to prevent unau-
thorised access to vehicles and leakage of sensible informa-
tion once the incidence and impact of security breaches is
immense. At the same time, security protocols must be imple-
mented with low communication overhead due to time con-
straint and low computation complexity, as well as the time-
liness of authentication management should be ensured [34],
[35]. According to the International Telecommunication Union
(ITU) within its Telecommunication Standardization Sector
(ITU-T) [36], the security requirements for V2X communi-
cation can be described as follows.

Confidentiality: It should not be possible for an unautho-
rised entity to reveal the messages among vehicles, between
vehicles and infrastructure, vehicles and devices, and vehicles
and pedestrians. Also, the unauthorised entity shouldn’t be
able to analyze the identification of a person through person-
ally identifiable information (PII).

Integrity: Messages sent to or from entities in the V2X
communication should be protected from unauthorised modi-
fication and deletion.

Availability: It should be possible for an entity on the
V2X communication to send messages in real-time, thus low-
overhead and lightweight security solutions are required.

Non-repudiation: It should not be possible for an entity
to deny that it has already sent a message. This requirement
can be implemented using digital signatures in vehicular
communication system.

Authenticity: OBUs, RSUs, vehicles and nomadic devices
should be able to provide proof of being an authorised owner
of a legitimate identification. In group communications, the

vehicle should be able to prove that is a legitimate member of
the group. This requirement is called attribute authentication.
Accountability: It should be possible for an entity to detect
and prevent any misbehaviour of OBUs or vehicle sensors by
checking their data.
Authorisation: It should be defined access control and
authorisation for different entities.

V. KEY TECHNOLOGIES FOR SECURE 6 G-ENABLED 1oV

In the following, it is described 6G key technologies that we
consider essential for safeguarding vehicular communications
in IoV, which are also illustrated in Fig. @

A. Network softwarisation / virtualisation

Network softwarisation, the philosophy behind taking net-
work control functions out of the traffic forwarding elements
and implementing it in software, has evolved the network
landscape towards an agile, robust, and scalable one. Enabling
network programmability with application programming inter-
faces (APIs) through splitting the network control and data
planes, and logically centralising the network control, SDN
proved to be the most widely accepted technology enabling
network softwarisation. NFV [37]], separating applications and
services from the hardware and enabling it to be deployed on
commercial off-the-shelf (COTS) hardware, has enabled net-
work service and function elasticity, improved innovation, and
increased cost efficiency of network and service providers [38]].
Therefore, network softwarisation and virtualisation are highly
complementary to each other [39], and the technologies behind
each, i.e., SDN and NFV, leverage on each other for full
potential. Due to the overreaching importance of the concepts
for ToV, software-defined IoV [40], [41] has been prevalent in
research lately in this domain.

5G has already paved the way towards IoV with increased
base stations densities along with novel access techniques, thus
minimising the chances of congestion, increasing reliability
and decreasing latency. However, there still exist the chal-
lenges of security in 5G [42], that can be severe in the case of
IoV for to apparent reasons. The first and foremost challenge is
ensuring the availability (important security dimension recom-
mended by ITU-T) of network/connectivity to a moving car,
that can be ensure through the logically-centralised control
frameworks provided by SDN to leverage multiple access
technologies at the same time, as demonstrated in [43]. Once
the network availability is ensured, the global network state
and resource visibility provided by SDN can be used to mon-
itor the network and detect anomalies, as evaluated through
probabilistic data structures in [44]. The technique employ
Count-Min-Sketch (CMS) to locate suspicious nodes from the
incoming flow and use bloom filters to verify signatures of
suspicious nodes.

Secure softwarized group communications in vehicular net-
works architecture has been proposed in [45]. The architecture
enables secure and dynamic set-up of a group of vehicles
where data integrity and confidentiality is ensured, as well
as provide secure access and mobility management to the
fleet traversing heterogeneous networks. Automated security
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Fig. 5. IoV Security Threat Taxonomy.

orchestration and enforcement using NFV and SDN in UAV
deployments is demonstrated in [46]]. Virtual security func-
tions, working as virtual firewalls, intrusion detection systems
(IDS), proxies and authentication, authorisation, and account-
ing (AAA), are deployed in a MEC architecture developed for
UAVs. These frameworks can be used to provide security in
future IoVs, for instance in 6G, that will require such zero-
touch systems.

softwarisation and virtualisation have also their own security
challenges, as discussed in [47], [48]. One of the main or
pertinent challenges that is faced by both, i.e., DoS and
distributed DoS attacks [49] on the centralised entities, such
as controller of SDN and hypervisor in NFV platforms, which
have pivotal roles in their respective domains. Due to their
functions, the traffic towards these entities can be easily recog-
nised, making these visible targets for security attacks, such
as DoS, DDoS and other resource exhaustion attacks. Primary
security approaches for such points of attraction for malicious
actors include devolution of control plane functionalities, and
hierarchical architectures with cascade failure-proof security
techniques [47].

Network softwarisation, virtualisation, and cloudification in
5G are driving towards the automation of network and service
management in the beyond 5G or 6G architecture, as the
next paradigm shift. One good initiation network automation
in future 6G networks is the proposed Zero-touch network
and Service Management (ZSM) architecture by the European
Telecommunication Standardization Institute (ETSI) [50]. The
ZSM architecture is formed by modular characteristics using
intent-based interfaces, closed-loop operation, and AI/ML
techniques to empower full-automation of the intelligent man-
agement operations with Al-enabled self-configuration/self-

This work is licensed under a Creative Commons Attribution 4.0 License.

optimisation/self-healing and self-organising capabilities.

B. Network slicing

Network slicing is another promising technology in 5G
which brings the benefits of providing customised services
and logical networks over the shared physical and virtual
networking infrastructure. A network slice is defined as a
virtual entity that spans across all the networking segments
including the core network, backhaul network and radio access
network. Network slicing technology also has a close alliance
with IoV to fulfil the requirements of ITS. Specially, these
sliced network infrastructure will support the diverse use cases
in IoV by fulfilling their specifications in terms of resource
requirements, latency, security, and QoS [51]]. Different net-
work slices can be allocated for specific requirements in IoV,
such as mLLMT network slice for automated driving services,
FeMBB network slice for entertainment services in IoV, and
umMTC network slice for handling large amounts of data in
IoV.

Although, network slicing is introduced in 5G as a key
enabling technology, its advanced variants will be introduced
in the future 6G networks. The slicing technology will move
from the connected things in 5G towards the connected intel-
ligence in 6G with the full openness (e.g., deep slicing [52]).
As discussed in [33]], hyper-specialised slicing will be one
such advancement that may allow separate software stacks in
slices for different functional treatment of flows. In IoV re-
lated network slices, further dissection of RAN functions into
modular micro-service may improve the flexibility in slice-
specific RAN implementation. For instance, one can expect
slice specialisations for a video service slice for in-vehicle in-
fotainment by incorporating specific video optimisation micro-
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Fig. 6. 6G-enabled Secure IoV: Interactions among different technologies.

services. Moreover, the novelties and innovative advancements
in orchestration, adaptation to different hardware platforms
and service management should be considered in such hyper-
specialised network slices in 6G. Furthermore, in the vehicular
networks, intelligent slice selection algorithms can be also
incorporated to allow flexible radio access network slicing,
automated selection of edge caching, and content delivery.

There are many forms of security challenges in network
slicing technology [54]. The security in network life cycle
includes threats such impersonate attacks, identity theft at-
tacks, DoS/DDoS attacks, data modification, and unauthorised
access in the network slice instances (NSI). Inter-slice security
considers the security issues between slices. One minor data
leakage between slices may cause serious issues in data
security and privacy violation matters. Therefore, strong slice
isolation between NSIs is a key security requirement. Par-
ticularly, slice isolation should be considered in hypervisors,
operating systems, network hardware, network operators, and
APIs.

C. Intelligent vehicular edge computing

MEC has been included in 5G standardisation in order
to provide cloud-computing capabilities at the edge of the
mobile network, within RAN and closer to mobile subscribers.
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This introduction was driven by the increasing demands on
high-bandwidth and low-latency of 5G-based applications,
introduction of new wireless technologies, and stringent re-
quirements of QoS. Towards 6G, MEC provides a great
number of opportunities while facing several challenges in
terms of distributed resource management, reliability, mobility,
network integration and application portability, coexistence of
heterogeneous traffic, security and privacy [55]

Particularly, IoV applications will be part of a data-driven
system with an extremely high amount of data being trans-
ferred over V2X communications. This unprecedented amount
of data will overburden communication and computing in-
frastructures. At the same time, IoV applications are highly
sensitive to latency by requiring to react to real-time traffic
conditions, which urge for significant computing capabilities.
In this regard, the service provided by cloud computing plat-
forms will not be enough for the wide implementation of IoV,
thus real-time processing and reliability can be compromised.
In this context, vehicular edge computing (VEC), consisting
of RSUs and MEC servers, has emerged to overcome the
limitations of on-board computing and the excessive latency in
cloud computing by delivering cloud services directly from the
vehicular network edge. The processing of data at the edge can
bring several advantages as saving in bandwidth use, security
and privacy protection, low latency suitable for delay-sensitive
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safety applications, thus enabling new applications in IoV, such
as driver identification, real-time traffic estimation, and public
safety [S6].

In the 6G era, the AI empowered VEC or Intelligent VEC
(IVEC) will introduce the use of machine learning techniques
and data analytics at edge devices in order to perform tasks
with low latency, high energy efficiency, and reduced band-
width consumption [57]. However, data in IoV applications
could be in most cases privacy-sensitive; for instance, location
and orientation, images of the interior of the vehicle captured
by the on-board camera, measurements from the Light Detec-
tion and Ranging (LiDAR) and ultrasonic sensors are data that
are useful to provide intelligent services and preventive alerts,
but can also expose confidential information [58]]. To prevent
this, federated learning (FL), a decentralised learning algo-
rithm, has been considered in Al-empowered VEC schemes
for some privacy-sensitive tasks of IoV, once it allows vehicles
to share only partial information. Indeed in [59], it is proposed
an efficient and secure scheme based on deep Q-network and
FL to share data in a collaborative manner in a vehicular edge
network.

Moreover, IVEC can benefit from the use of blockchain
for improving transparency in VEC resource management and
allowing edge consumers to have a computation verification
option, thus overcoming problems such as fake computation
feedback and unfair resource allocation.

D. The role of AI/ML

Al and ML have been increasingly finding their space as
resource efficiency, reliability, and robustness are becoming
more stringent in 5G networks, and the introduction of in-
telligent network operations have become imperative. The
increasing user and service dependency on communication
networks complicates even further the provisioning of new
services within existing resources and its management. Thus,
communication networks have embraced Al and ML to meet
the growing and diverse requirements of future services [60].
6G is expected to be highly heterogeneous, dynamic, and
densely deployed, with stringent QoS requirements. Therefore,
to deal with this complex network and realise a fully intelligent
network orchestration and management, Al and ML will
domain 6G in all phases, thus enabling a network with the
capabilities of self-optimisation, self-configuration, and self-
healing [61].

Particularly, the IoV eco-system presents challenges in
terms of meeting the requirements of timely service provi-
sioning and ensuring security during movements. Due to its
capability to predict real-time or even future service needs,
machine learning will play a critical role on ensuring security
of IoV. Therefore, there exist interesting research work in this
direction.

In IoV, the BSM (or CAM) containing location, speed, ac-
celeration, and direction information is broadcasted every 100
ms beyond the local sensors of a vehicle. Such information can
be manipulated to affect road safety and efficiency, for instance
through Sybil attacks [62]. An ML-based detection model
for IoV to mitigate such attacks has been proposed in [63].
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The proposed technique overcome the limitations in traditional
approaches that are reactive in nature and are dependent
on availability of predefined rules and human intervention.
The data-centric technique proposed in [63] uses supervised
learning techniques [64] integrated with plausibility checks
to detect and classify misbehaviour by using information
collected from neighbouring vehicles. However, there still exist
the challenges of data manipulation based vulnerabilities, for
instance, foul data supplied by malicious nodes to fool ML
models.

To mitigate challenges due to shortcomings arising from the
availability and complexity of data for ML, transfer learning
based approaches are proposed for intrusion detection schemes
in IoV [65]. The main technique employed to alleviate the
challenges associated with labelling and corruption of data
is a localised update scheme that obtains pseudo labels of
unlabelled data along with multiple rounds of transfer learning.
The technique proposed in [65] also enables vehicles to train
a model in an independent and local manner, thus responding
to new attacks on one hand, and updating the IoV cloud to
label new attack data and release a new detection model, on
the other hand.

Along with all benefits, AI/ML will have its own challenges
of security, latency, and resource requirements in critical
communications, as discussed in [66], that require further
investigation to be efficiently utilised in IoV. Moreover, AI/ML
can have security challenges in the underlying communica-
tion infrastructure that enables vehicles to connect or share
data [67]. Such security vulnerabilities can cause disruptions
and unavailability of the communication infrastructure or
become means for leakage of sensitive information in IoV.
Moreover, authors in [68|] demonstrate how ML models can
be fooled to launch attacks against autonomous vehicles. The
adversarial ML creates attacks that can be hardly detected
by classical ML classifiers. Such security weaknesses and
vulnerabilities require research work to first secure the ML
techniques that are the main enablers of autonomy or self-
decisions in IoVs.

Moreover, centralised AI/ML approaches present serious
drawbacks that conflicts with the stringent requirements of
IoV, namely high bandwidth usage, high latency, and pri-
vacy vulnerabilities as sensitive information can be leaked
while transferring data to central locations. Therefore, FL has
emerged as an interesting distributed approach that facilitates
distributed collaborative learning, and it improves learning
accuracy, communication efficiency and allows privacy preser-
vation [69]. However, FL would not be enough to provide
privacy-guarantee as model parameters exchanged between
parties still can expose sensitive information, which can be
exploited in some privacy attacks. Thus, privacy-preserving
techniques should be further explored in the context of feder-
ated learning to protect sensitive information in IoV [70].

E. The role of blockchain

Blockchain is a distributed ledger technology (DLT) that
allows a platform to perform trusted tasks and transactions in
an untrusted environment by dispensing a trusted entity [[71].
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In 5G and beyond, blockchain and similar DLTs represent the
most important enablers to address various problems related
to security, automation, interoperability, and resource manage-
ment in a distributed and decentralised manner, thus enabling
various services at the front-haul, edge and the core [72]]. To-
wards 6G, blockchain will be critical to facilitate the evolution
of these 5G services to comply with 6G requirements [6].

Particularly, blockchain can provide IoV applications of de-
centralisation, security, non tampering, traceability, immutabil-
ity, and automation. Integrating blockchain into the IoV offers
security and prevention of data manipulations by its ability to
guarantee the data immutability [73]], [74]], [75]. For instance,
in [74], a blockchain-based approach is used for providing
network security for a containerized edge computing platform
for IoV, which allows vehicles to offload their tasks remotely.
Then, transactions generated by distributed parties are tied up
in blocks and annexed to the blockchain. Also, participants
periodically verify the transactions in order to reward or punish
the cooperative or malicious behaviour of parties. Likewise,
the authors in [[75] considered the Ethereum platform to design
an authentication protocol that demands minimum storage and
low computational overhead while ensuring confidentiality,
integrity, and privacy.

In the IoV, neighbouring vehicles are usually strangers and
untrustworthy due to the high mobility and variability, thus
malicious vehicles can endanger traffic safety or efficiency
of the ITS. In this regard, trust management systems are of
paramount importance to enable an effective way to evalu-
ate trustworthiness in the IoV nodes. However, centralised
systems cannot always satisfy the rigorous QoS demands of
IoV, thus descentralised solutions are attractive in order to
allow trust management tasks being conducted in vehicles
or RSUs, which may reduce interactions and satisfy QoS
requirements. Thus, blockchain is an interesting solution as
in a decentralised blockchain-based network, nodes are not
required to trust other nodes, as each participating node can
keep a copy of the ledger, then if the ledger of a member is
corrupted, it will be rejected by the majority of the members
in the network, thus facilitating trust establishment among
nodes [76]. For instance, in [[77]] was proposed a blockchain-
based trust management scheme using smart contracts at the
edge, i.e., at the RSUs plane of IoV, where RSUs at the edge
collaboratively maintain reliable and consistent vehicle trust
values across the network. Also, in [78]], a decentralised trusted
data sharing management framework was proposed for edge
computing-based IoV networks by relying on a consortium
blockchain and smart contracts in order to provide secure data
sharing environments among vehicles based on the generation
of reputation ratings. Therein, an incentive mechanism was
designed based on the vehicle’s contribution that aims to
encourage them to participate in trusted data sharing activities.

By considering that some vehicles can introduce false
information in IoV applications in order to disrupt the traffic
order, a blockchain-based vehicle trust management scheme
is proposed in[79]]. Therein, the validity of the sent message
is evaluated through blockchain technology. According to
vehicle’s information score and a reward and punishment
mechanism, the base station deducts the trust value of a vehicle
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that releases false information and rewards the trust value of a
vehicle that releases correct information. Meanwhile, the BS
releases accident-related blocks to ensure the safe transmission
of information and reduce the waiting time of the vehicle, thus
alleviating the traffic congestion.

F. Intelligent reflecting surfaces

In traditional wireless systems, the radio environment is usu-
ally assumed uncontrollable and often cannot be customised
based on the propagation conditions. In the context of IoV,
the most harmful wireless channel is undoubtedly the fast-
fading (i.e., rapid fluctuations of the received signal’s phase
and amplitude over time ), caused by the Doppler spread effect,
which arises in response to the vehicle’s high mobility [80]. As
a result, the achievable data rate of V2X communications can
be severely deteriorated, so that this is a primordial concern for
IoV communications. 5G NR-based V2X releases are already
working on including novel transmission schemes in order to
reach robust data rates,. Nevertheless, such techniques will
face spectral efficiency issues while requiring intricate signal
processing methods to be performed on the vehicle side [27].

Recently, a revolutionary technology named IRS has at-
tracted full attention by its great potential to improve coverage,
security, and spectral/energy-efficiency of upcoming wireless
networks by controlling the propagation environment. An IRS
is a man-made metasurface planar array comprising a larger
number of nearly passiveE] reflecting antennas. Each element
of IRS can be dynamically programmed through an external
controller to tune the amplitude, phase, frequency, and even
polarisation of the impinging signals in order to overcome the
hazardous effects of the wireless channel [81]]. Based on this
operation, IRS will likely allow physical layer security (PLS)
finally flourish as a defence method for providing security
to wireless networks by complementing cryptography-based
algorithms.

In the current state-of-the-art, some IRS-based PLS tech-
niques have been investigated to secure IoV applications.
For instance, the PLS performance of the VANET IRS-relay
model in terms of average secrecy capacity and secrecy outage
probability was studied in [82], [83]]. Later, a fair comparison
of secrecy behaviour between V2I IRS-aided communications
and V2I traditional relying systems (e.g., decode-and-forward
and amplify-and-forward schemes) was explored in [84]. Then,
in [83]], the authors explored the SOP of V2V systems employ-
ing sophisticated special functions such as Meijer-G and Fox-
H. In such work, a quasi-static mobility vehicular scenario is
considered; thus, there are no insights about high-speed V2X
communications. Furthermore, in all aforementioned works,
due to the complex nature of the IRS end-to-end channel,
pivotal aspects into the IRS’s channel characterisation (e.g.,
spatial correlation, phase-shift noise, Doppler effect, electro-
magnetic interference) have not been sufficiently explored for
securing IRS-assisted vehicular systems.

Passive means that IRS reflects radio waves upon it, without the need for
energy-consuming RF chains (e.g., signal amplification process).
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G. Physical layer authentication and key generation

Efficient and lightweight authentication methods are of
paramount importance for avoiding spoofing and imperson-
ation attacks, thus enabling the commercial deployment of
IoV applications. Traditionally, V2X communications use au-
thentication schemes that are based on public key infras-
tructure (PKI), which require the transmission of certificates
and signatures for sending safety-related information. Those
transmissions lead to huge signalling overheads in large-
scale vehicle networks, which is specially critical under a
traffic congestion scenario. Thus, reducing the overhead due to
certificates and signatures is essential for more efficient V2X
communication.

To circumvent this problem, physical layer authentication
(PLA) emerge as a viable solution to provide secure com-
munications with low latency and light signalling overhead,
compatible with IoV applications, by relying on the unique
channel properties or inherent attributes of communication
devices to perform the authentication of vehicles [86], [87].
Based on this, [88]] proposed a V2X PLA scheme that uses a
Kalman filter to refine the iterative model and threshold model
in the authentication mode. The solution in [88]] can effectively
carry out identity authentication in IoV, thus providing a high-
security level with low overhead while reducing the consump-
tion of communication resources for security purposes.

The researchers in [89]] proposed a physical layer cover-free
coding-based secure wireless pilot authentication (SWPA) pro-
tocol for multi-antenna orthogonal frequency division multi-
plexed (OFDM)-based communications to prevent data-origin
authenticity attacks in IoV communications networks. This
protocol encodes and conveys vehicle pilot signals into dif-
ferent sub-carrier activation patterns on the time-frequency
domain by using a cover-free coding, which helps to ensure
a successful separation of pilots. In [90], an adaptive PLA
method is proposed by relying on a kernel-based machine
learning technique to track multiple physical attributes in order
to achieve a more robust and reliable authentication in dynamic
time-varying scenarios.

On the other hand, physical layer key (PLK) generation,
which exploits wireless channel reciprocity and randomness
to generate secure keys, provides a feasible solution to protect
IoV applications due to its lightweight, flexible, and dynamic
implementation. In this sense, a PLK generation scheme is
proposed in [91] for V2X communications based on Long
Range (LoRa) protocol that utilizes the received signal strength
indicator to generate secure keys. Therein, the authors pro-
posed a multi-bit quantisation algorithm with an improved
cascade key agreement protocol in order to generate secure
binary bit keys. From experiments in real outdoor scenarios,
it was proved that the scheme achieved an improved key
generation rate while avoiding information leakage during
transmission.

Also, in [92] a PLK generation algorithm for IoV applica-
tions was proposed by considering a channel response quanti-
sation method that incorporates all V2X channel attributes that
can contribute to variations on time, such as three-dimensional
scattering and mobility of scatterers. The authors also propose
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an additional functionality, the perturbe-observe, that enables
the adaptation of the algorithm for channel responses that are
not reciprocal. The algorithm can successfully maximise the
key bit generation rate, the secret-bit generation rate, and the
key entropy, and, at the same time, the key bit mismatch rate
is minimised.

H. Cell-free massive MIMO

The use of smaller cells (e.g., picocells and femtocells) is an
efficient way to increase the next-generation network capacity,
but, at the same time, this trend also leads to increasing
inter-cell interference. Thus, for further network densification,
small cells may even reduce rather than increase the network
capacity [93]. In this regard, the potential 6G-enabling network
architectures are envisioned to overcome the shortcomings of
5G concerning the low service quality for users at the cell
edges or experiencing hard inter-cell interference. One of the
emerging 6G solutions to circunvent this issue is to utilise a
fully decentralised massive MIMO scheme so-called cell-free
massive MIMO (mMIMO).

Unlike traditional cell structures, cell-free mMIMO com-
prises a huge number of distributed access points (APs) that
cooperate with each other to serve a much smaller number
of users instead of creating autonomous centralised cells [93]].
Specifically, each distributed AP is connected via a fronthaul
link to a central processing unit (CPU), which is in charge for
both the AP cooperation and the AP’s baseband signal pro-
cessing. The CPUs are connected either directly or via the core
network. The user can be served in the same time-frequency
resource by a subset of APs connected to different CPUs. This
architecture leads to a user-centric cellular network approach
that is able to solve the inter-cell interference concerns and
QoS variations inherent of conventional cellular networks [94].

Owing to its promising features, cell-free mMIMO enables
truly ubiquitous communications, where wireless applications
(e.g., control of autonomous vehicles, high-rate navigation)
will experience uniform data rate quality regardless of the
user’s location in the geographical coverage area, eliminating
the well-known handover problem (i.e., no cell boundaries
exist) [95].

On the other hand, to be in line with the vision of the future
6G era, the IoV needs to take advantage of key revolution-
ary technologies to ensure very high QoS in heterogeneous
ecosystems. Thus, the outstanding cell-free mMIMO operating
scheme facilitates the exploitation of advanced driving use
cases by providing fast signal processing (due to the AP
coordination) in high-speed scenarios with excellent coverage
areas without cell edges or cells [96]. However, one of
the most critical aspects of cell-free mMIMO-assisted V2X
communications is related to information security. This fact
is because IoV will be designed to support a plethora of
driving applications that coexist in a wireless medium, which
is sensitive to eavesdropping.

A deep-in inspection of cell-free mMIMO-related literature
in V2X communications reveals that research activities on
information security concerns on this direction have not yet
started to date. Currently, as a first research stage, the secrecy
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performance on user-centric cell-free mMIMO networks for
static or low-mobility mobile users has been investigated
in [97], [98], [99]. As forward-looking research direction, Al
is envisioned to alleviate security issues, congested spectrum,
and high QoS requirements for 6G IoV applications.

1. Terahertz links and VLC

Terahertz (THz) communications have emerged as an en-
abling technology to provide low-latency communication and
extremely high throughput to 6G mobile networks, thus
favouring the emergence of new applications in the context
of ToV. Besides, THz transmissions present a high-resolution
time-domain, which is crucial for allowing high-resolution
sensing technology and ultra-accurate precision positioning
services. These Thz features are important, for instance, in
remote sensing and autonomous driving.

However, providing security at network and application lay-
ers becomes computationally expensive in THz wireless links
that operate under rigorous energy and latency requirements.
Even though the increased directionality of THz transmissions
presents a more challenging environment for eavesdroppers,
thus being considered more secure, there is still the chance
for an eavesdropper of intercepting signals in line-of-sight
transmissions. Therefore, PLS techniques, that exploit the
physical properties of wireless channels to incorporate security
features [L0Q], [LO1]], have been listed as an important solution
for THz links [102]], [[103]].

For instance, in [[L02]], PLS is explored in sub-THz wireless
links by relying on spatio-temporal array architectures, which
allow enforcing spectral aliasing, loss of information, and
constellation scrambling at undesired directions, thus miti-
gating eavesdropping attacks. Moreover, by considering that
a potential eavesdropper can place passive objects in the
beam in order to scatter some of the transmission towards
a convenient direction to perform successful eavesdropping,
the work in [102]] have proposed a countermeasure for this
eavesdropping technique relying on the characterisation of
the backscatter of the channel, which allows to detect some
eavesdroppers. Therein, the authors highlighted the need for
improved PLS techniques in THz wireless networks.

Alongside mobile communications based on RF, optical
wireless communications (OWCs) will be extensively used in
the timeframe of 6G. VLC is the most promising frequency
spectrum because of the technological advancement and ex-
tensive use of light-emitting diodes (LEDs). The OWC in the
visible spectrum (380 to 740 nanometers) is generally known
as VLC. For short-range communication distances (up to a
few meters), VLC technology offers unique advantages over
its RF-based counterpart. Particularly, communication security
and privacy are some of the major benefits of VLC as the trans-
missions cannot penetrate walls and other opaque obstructions,
thus indoor applications are the main scope for VLC. However,
the use of VLC in outdoor environments is attractive for IoV
applications as many security attacks to vehicular networks
based on omnidirectional RF communications can be mitigated
by using VLC [104]. Indeed, hybrid RF/VLC schemes can
provide of reliability and security to IoV applications [[105].
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J. Backscatter Communications

A typical backscatter communication (BC) system relies
on a backscatter transmitter (also well-known as a tag), a
legacy receiver, and a carrier emitter (e.g., radio-frequency-RF
source). In that setup, the backscatter transmitter modulates
and reflects the received signal from the emitter to neigh-
bouring receivers. For a smooth operation of BC, the legacy
receiver should be designed in such a form that it can decode
the modulated signal from the backscatter transmitter [[106].
Based on the operation schemes, the backscatter network can
be categorised into passive and semi-passive systems. In the
former, the backscatter device works on the harvested energy
from the incident RF signals, so the collected energy is used
to activate the device. In the latter, the backscatter device is
equipped with an internal power supply. This configuration
generally makes it possible to improve the system’s reliability
compared to the passive counterpart strategy.

On the other hand, based on the architectures, BC can
be classified into three major types, i.e., monostatic, bistatic,
and ambient (see [107] for a nice discussion on this topic).
Owing to the promising benefits of the BC in terms of energy
efficiency, reliability, and security, a myriad of potential use
cases have been identified. For instance, BC for healthcare net-
works (e.g., health motoring and emergency evaluation) [[108]],
BC to energize IoT Devices [109], BC for enabling ultra-
massive Connectivity in emerging wireless networks [110]], BC
for human activity recognition and transportation, [L11], and
secure multi-antenna radio-frequency identification (RFID) in
IoT [[L12]], to name a few.

Regarding emerging V2X networks, some challenges have
to be overcome in the coming years for enabling secure
backscatter-assisted IoV networks to be a reality. Specifically,
fast time-varying channels, fast handover, and large penetration
losses for wireless signals are pivotal aspects to be tackled
on secure high-speed rails. Furthermore, it is necessary to
incorporate learning capabilities in backscatter devices to
evolve the BC-aided V2X in a secure platform of intelligent
vehicles operating in a self-organising way. These challenges
of BC-assisted IoV have raised great interest recently.

In [113], the authors designed both the UAV’s trajec-
tory and the battery-less backscatter devices’ scheduling for
achieving a secure UAV-aided BC system in the existence
of multiple eavesdroppers. A deep-in performance secrecy
analysis was addressed in [114] for a BC between two
smart cars in VANETs. Concerning learning-based resource
allocation in BC-assisted V2X, in [[115], the authors intro-
duced a resource allocation and user association scheme for
large-scale heterogeneous BC-aided V2X systems. In [116],
the authors investigated the integration of ambient BC with
Non-Orthogonal Multiple Access (NOMA) to support low-
powered IoV in 6G transportation systems. Therein, a novel
energy-efficient resource allocation for ambient BC-enabled
NOMA IoV system under successive interference cancellation
was proposed. Finally, motivated by BC’s low-powered and
spectral-efficient benefits, the authors in [117] investigated
a NOMA-enabled backscatter-based V2X system. Therein, a
novel scenario was proposed, where tags acting as ultra-low-
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TABLE III
SUMMARY OF 6G KEY TECHNOLOGIES FOR SECURE IoV

Key technology Main security threats

Potential solutions

Network softwarisation
hijacking attacks

DoS attacks, denying availability and access,

Distribution of control functions, strong
authentication and authorisation procedures

Network slicing

DDoS attacks, side channel attacks, inject traffic
into interfaces, network slice manager impersonate

service oriented authentication, secure inter-slice
communication, slice isolation, policy based

substitution attacks

attacks security
IVEC Confidentiality attacks, privacy leakages, fake FL-based schemes, blockchain-based mechanisms
computation feedback, DDoS attacks, spoofing
attacks
AI/ML Model and data corruption attacks, privacy Integrity verification techniques, localised and
challenges distributed AI/ML techniques
Blockchain Consensus attacks, privacy leakages, sybil attacks, Private or consortium blockchain, trust/reputation
blockchain peer flooding attack management mechanisms, privacy-preserving
schemes
IRS Passive eavesdropping and active attacks at the Deep learning algorithms for IRS’s channel
physical layer level estimation and passive beamforming design,
friendly interference strategies and cooperative
jamming schemes
PLA Spoofing or replying attacks, impersonation and Robust learning-based multi-attribute PLA schemes.

Novel channel-based quantisation methods.

Cell-free mMIMO

Eavesdropping, origin authenticity, message
integrity and privacy-preservation

FL approaches based on data availability and
partition, and aggregation algorithms

THz and VLC Eavesdropping, privacy attacks, jamming Improved PLS techniques. Hybrid VLC/RF
techniques
End-to-end Security Key leakage, side-channel attacks, cryptoanalysis, Crypto agility, randomisation, post-quantum
quantum computing cryptography

BCs
level, and information leakage

Passive eavesdropping attacks at the physical layer

Properly RFID protocol designs using learning
algorithms subject to power limitations in the
backscatters devices

powered safety sensors communicate with vehicles using the
same spectrum resources.

K. End-to-end Security

End-to-end security, including data encryption and authen-
tication, is ideal for providing confidentiality and privacy
from the user’s perspective. In principle, end-to-end security
mechanisms are agnostic to the used link layer, such as 6G.
At the network layer, end-to-end security can be provided by
IPsec with the help of Host Identity Protocol (HIP) for the
key exchange. At the transport layer, SSL-based protection is
available for TCP as well as recently for UDP traffic with
DTLS.

From 6G viewpoint, end-to-end security could complicate
implementation of certain services. For example, caching,
content adaptation, QoS, virus and intruder detection, as well
as multicast services become problematic. Furthermore, legal
call and data interception cannot be implemented within the
operator’s network and would require cooperation from the
user device, such as a smartphone.

Finally, Table summarises the 6G key technologies
described above for secure IoV.

VI. PRIVACY ISSUES IN IoV COMMUNICATIONS

In addition to the security, privacy is yet another very impor-
tant topic to discuss within IoV environments. One common
privacy issue arising with V2X communication networks is
due to the generation and collection of large amounts of data
from peer vehicles and transmitting those data to the edge or
central clouds [118]]. Therefore, location and identity should

be critically considered in such a way that an attacker cannot
link the data with the users and For instance, digital number
plates can be used by vehicles that are broadcast by a crowd
service to read each others number plates with camera and
share information about dangerously driven vehicles.

The key challenges in privacy preservation of 6G over 5G
networks are due to the availability of smart agents with
supercomputing powers and the exponential growth of gigantic
networks with smart applications that connect things and
humans [52f]. Typically, when the information is shared among
multiple vehicles, it should preserve data privacy. Particularly,
with the realisation of intelligent networks for IoV, the ethical
decision making is very important for privacy sensitive data
handling. Moreover, 6G networks may need more accurate
and efficient privacy protection mechanisms with reduced
communication overhead. This implies that 6G requires to
ensure efficient knowledge sharing and privacy protection in
high speed and highly dense networks. The well-known 5G
technologies such as network slicing and blockchain can be
further utilized to enhance privacy in V2X communication
networks which are future intelligent transport systems in
6G [119]. Moreover, 6G will bring the automation of telco
clouds that allow migrating workloads to the cloud with the
shared infrastructure and may worsen the privacy threats in
5G. In addition to the perfect privacy enhancing technologies
in technical terms, 6G need to have strong coordination with
policies and laws.

FL is already getting a lot of attention as a promising
tool for privacy enabled machine learning in many fields
including IoV [120], [121]. FL based model training will
allow protecting the privacy of training data locally in the
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vehicles. However, it is important to keep the uninterrupted
and reliable communication links to support the continuous
exchange of model parameters when FL is applied among IoV
components. Zhou et. al. present a two-layer FL. model taking
the advantage of distributed end-edge cloud architecture in 6G
supported IoV [120]. Their proposed two-layer FL. model is
based on convolutional neural network that uses global and
local context of vehicles and RSUs to perform heterogenous
and hierarchical model selection and the aggregation at the
cloud and edge levels.

Spacial crowdsourcing (SC) applications are widely applied
in IoV scenarios to support traffic or road monitoring, real
time navigation, maps, parking, and location based services.
However, since the location is reported in SP tasks, there
can be serious issues with location privacy. Using a trusted-
third-party (TTP) to manage the location information is not a
very pragmatic approach to cater different privacy demand of
the users. In [122], the authors introduce a blockchain based
decentralised location privacy-preserving SC for IoVs. They
exploit circle-based location verification and homomorphic
encryption to assure the confidentiality of the location policy
with multi-level privacy preservation for workers’ location.

The security level can be significantly enhanced with the
introduction of strong authentication protocol for the users of
V2X communication networks. In [123]], vehicles are granted
anonymous pseudo-identities to protect the conditional pri-
vacy of the vehicles. In IoV environments, the announcement
messages are meant for transmitting data by the vehicles
through wireless channels to announce their condition. When
an attacker reveals those transmitting data with the vehicle
identities, it may create serious security and privacy issues.
In [[124], the anonymity of vehicles is achieved by an identity-
based group signature scheme which introduces a privacy-
preserving announcement protocol. Other than privacy, their
scheme has a blockchain-based trust management system for
IoV.

VII. STANDARDISATION ACTIVITIES

Standardisation bodies and their workgroups involved in
V2X include International Organization for Standardization
(ISO) TC 204, European Committee for Standardisation
(CEN) TC 278, Society of Automotive Engineers (SAE) V2X,
ETSI , ITS, and Internet Engineering Task Force (IETF)
IPWAVE. An overview of standardisation with a focus on
security aspects of V2X is given in [1235].

ETSIITS finished recently its first release of V2X standards
for basic safety use cases, involving CAM, DENM, IVIM,
SPAT and MAP messages, and started working on the second
release involving more complex use cases including Coopera-
tive Perception Message (CPM) and Manoeuvre Coordination
Message (MCM). The European Commission has been active
in stimulating research, standardisation and deployment of
V2X [126]. The EU Rolling Plan for standardisation [127]
identified as main security standardisation aspects misbe-
haviour detection and revocation of trust for ITS stations as
well as standards for protocols and profiles for credential
requests.

16

Regarding security and privacy, in Europe the European
Commission has set up the European C-ITS Security Creden-
tial Management System EU (EU CCMS). The EU certificate
policy is based on PKI, which is at its highest level composed
of a set of root Certificate Authorities, whose certificates are
included in an European Certificate Trusted List (ECTL), and
managed by a Trust List Manager (TLM) [128]]. Two types
of certificates are exchanged with end-devices: an Enrolment
Certificate, which is programmed into the end-device, and
commonly changing Authorisation Tickets. In order to assure
privacy of end-users, Authorisation Tickets and all other ve-
hicle identifiers included in the V2X messages should change
at regular time intervals. The EU CCMS went operational in
2020 and will be fully operational in 2023.

In ITS stations, which exchange V2X messages, A Hard-
ware Secure Module (HMS) takes care of secure storage of
credential data and provides cryptographic services. All ITS
stations have to be certified according to a Common Crite-
ria Protection Profile. At the moment of writing, protection
profiles have been developed for the V2X HSM [129] and
for a road works warning gateway [130]. Current protection
profiles have been developed for ITS-G5 communications,
and will have to take 6G requirements into account. Future
potential developments include new and hybrid processing
units, hardware acceleration and accelerated abstraction layer
[131]. PKI solutions would also evolve to more decentralised
architectures to maintain scalability [132].

Currently, ETSI V2X messages are signed at the GeoNet
layer using IEEE1609.2. When transmitting V2X messages
over IP, the sessions are also secured using TLS, which
uses X.509 certificates [133]]. Hence, in current specifications,
messages sent over IP have 2 certificates. The new ISO/TS
21177 allows to secure sessions with only a single certificate,
through the use of the amended TLS 1.3 with IEEE 1609.2
certificates (RFC8902) [134].

With respect to misbehaviour detection, the ETSI report
TR 103460 [135] investigates the needs for standardisation.
A Misbehaviour Authority, dealing with detection of misbe-
haviour, collection of data and mitigating actions will be key
to misbehaviour management, and is described in ETSI TS
102 940 [134].

VIII. CONCLUDING REMARKS
A. Lessons Learned

In this paper, we reviewed aspects related to security and
privacy on our vision for 6G-based IoV. Herein, we summarise
the lessons learned by this review.

In regards to softwarisation, the emphasis is largely on
networking functions. However, security-by-design, which is
the most important requirement, needs softwarizing security
functions along the networking functions with NFV. Such soft-
warisation will enable mobility of security functions. There-
fore, an emphasis is needed on security function softwarisation
that will leverage virtualisation of network resource to be
dynamically deployed.

The introduction of network slicing in the 5G era will con-
tinuously evolve in the 6G domain to assure user and use case
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specific services and network/resource requirements. When the
IoV in 6G era needs to enable the automation of network
slicing technology it needs to tackle many security and privacy
challenges with respect to time critical responsiveness and high
sensitive data handling.

Even though distributed AI/ML has been heavily researched
for V2X and IoV, security challenges arising from the de-
ployment of AI/ML has received little attention. One of the
most pertinent challenges, i.e. data corruption, can easily
misguide the learning models. Yet little research is dedicated to
data integrity verification. In a nutshell, most of the research
is following the convention of using AI/ML for improving
security, while AI/ML has also been demonstrated to be
successful in corrupting or misguiding learning models.

With the dominant presence of AI/ML processes in 6G
networks, relying on IVEC is of paramount importance to
reduce latency and improving quality of service (QoS) in IoV
applications. However, there are security aspects that should
be addressed to provide protection for the growing number
of vehicular edge networks, where a major risk falls on the
privacy of the user’s sensible information.

The integration of blockchain brings novel opportunities
for, among other aspects, enhancing security and trust in
IoV applications. However, there are some challenges ahead
to be solved in order to have the whole benefit of this
integration. For instance, scalability, latency, heterogeneity of
data collected from IoV devices, storage burden, and energy
efficiency are aspects that should be considered for the design
of blockchain-based IoV solutions, as most of vehicular infras-
tructure is resource-constrained. Lightweight solutions should
be developed for efficient blockchain-based IoV applications.

IRS technology is still immature and requires a lot of
effort from researchers to harness the enormous potential of
intelligent radio environments. Undoubtedly, various advanced
V2X applications in the 6G era can be realised with the help
of revolutionary IRS technology. However, some IRS signal
processing challenges must be addressed to achieve ubiqui-
tous, trustworthy, secure V2X communications. In this regard,
the paradigm of IRS empowered by Al towards intelligent
wireless environments is an open research direction that high-
speed V2X communications can leverage to provide security
at the physical layer level.

Regarding authentication processes in IoV, physical layer
techniques provide promising solutions with respect to latency
and computational overhead, which are critical aspects in ve-
hicular communications. However, further efforts are required
to evolve these techniques to robust solutions that can be
integrated into end-to-end authentication processes.

On the other hand, cellular network technology will likely
support the strict QoS requirements (e.g., ultra-throughput,
high- reliability, and energy efficiency) of the emerging V2X
use cases. Nevertheless, conventional cell structures (i.e.,
smaller cells in each subsequent generation) will not be able to
provide uniform QoS across all end-node locations that build
the IoV ecosystem. To overcome this issue, cell-free mMIMO
emerges as a promising solution to truly bring QoS to all IoV
locations by leveraging innovative cellular architecture without
cells or cell boundaries. Such a novel cellular architecture
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calls for a new class of security frameworks to ensure data
privacy in V2X networks. In this sense, a new candidate for
secure cell-free mMIMO-aided V2X networks is the recently
developed FL, which introduces the concept of MEC to
process data at the edge device instead of the centralised
center. It is worth mentioning that some challenges (e.g., origin
authenticity, computational capabilities at the end devices,
enough local training data) need to be addressed for FL and
cell-free architecture to converge successfully in the 6G era.

In general, directionality of wireless channels implies a
more secure transmission as malicious agents would need
a LoS condition to carry out successful eavesdropping or
jamming attacks. Hence, THz links and VLC are considered
resilient technologies to security attacks, thus being promising
for IoV applications compared to sub-6 GHz RF communi-
cations. However, there is still some challenges on the road
to gain the benefits of these technologies in 6G-based IoV,
where improved physical layer techniques and transmitter and
receiver designs should be investigated.

For the consolidation of ITS in the near future, more and
more car manufacturers will supply sensors and communica-
tion interfaces to integrate mobile devices into modern vehi-
cles. Such actuators/sensors can also facilitate the exchange of
critical information for driving assistance systems. However,
it is not enough for the information to achieve its desired
target, but it is also necessary that data does not fall into
the hands of unauthorised entities. Therefore, passive sensors
and BC can be used for spy node/vehicle detection, thus the
vehicle begins with the dissemination of critical information
for driving assistance.

Apart from the immense technological development and
higher degree of autonomy, IoV also generates many new
privacy threats towards the passengers, drivers and pedestrians.
Therefore, it is important to carefully identify the privacy risks
that may occur and privacy protection mechanisms against
various privacy breaches and cyber attacks at the design stage
of the vehicular networks and systems.

Finally, Table [[V] presents potential research directions for
the technologies discussed in Section

B. Conclusion

This article provides a detailed overview of our vision for
the future of V2X communications toward IoV, by focusing
on the security and privacy aspects of the 6G-enabled IoV,
and emphasising the role of technological developments that
pave the path towards 6G over the IoV security landscape.
We first provide the roadmap of the technical evolution of
V2X, the already defined use cases categories and their
requirements. Then, we have discussed how key enabling
technologies for 6G, such as network softwarisation, network
slicing, blockchain, AI/ML, IRS, physical layer security, cell-
free mMIMO, THz, and VLC can provide secure V2X com-
munications. We finalise by discussing the leasons learned and
providing important research directions for the development of
those technologies towards a secure 6G-enabled IoV era.
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TABLE IV
RESEARCH DIRECTIONS
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Key technology

Research questions

Research directions

Network
softwarisation

What is the potential of
network softwarisation
for improving IoV
security?

The main potential lies in softwarizing network and security functions to enable mobility of such
functions at run-time whenever the need arises. Further research is needed to investigate the
possibility, challenges and benefits of security functions as software agents can be as mobile as the
vehicles.

Network slicing

What are the possibilities
of advancing network
slicing technology in the
IoV and ubiquitous
intelligence with AI?

Integrate Al with the network slicing such as Al-assisted network slicing for management purposes
and in the different phases of end-to-end network slice life cycle. Introduce Al-based techniques
for slice instance construction, resource management, intelligent security management, and improve
QoS in V2X communication [137].

IVEC

How to preserve privacy
in IVEC?

Develop new privacy-preserving for content and context protection protocols for edge computation
offload. For instance, novel architectures could be designed by leveraging on ontology to perform
automatic processing without disclosing sensitive information at the edge [138].

AI/ML

How can AI/ML improve
security of IoV and what
security challenges can
the use of AI/ML create?

Since existing AI/ML techniques are mostly centralised in nature, distributed AI/ML beyond the
edge will be required for IoV. Vehicles carry on-board computers, so that Al is performed locally,
thus synchronising AI/ML with the network requires further research. Furthermore, the potential
security challenges arising from the use of AI/ML in IoV must be investigated, in contrast to the
current tradition of using AI/ML to improve existing security techniques.

Blockchain

How to ensure that
blockchain-based
solutions are suitable for
the resource and latency
constrained scenarios of
TIoV?

More research is needed in order to use blockchain as a security solution in the IoV, where some
nodes may present limited computing and storage capabilities. Also, investigating improvements on
blockchain operation suitable for real-time applications is imperative as the validation of
transactions can be a time-consuming task. Throughput, latency, security, and decentralisation of
blockchains do not scale simultaneously with the number of nodes in the network, thus error
correcting codes were introduced in sharded blockchain for boosting throughput and improving
latency without compromising security and decentralisation [139]. Also, reducing the time for a
block to propagate through the network deserves further exploration [140].

How to enable scalable
blockchain-based
solutions?

In the IoV, vehicle density may vary in a drastic manner over time and location. Thus, to exploit
the benefits of blockchain, scalable solutions should be investigated. For instance, changing the
blockchain structure or sharding-based blockchain protocols can be further investigated [141].

IRS

How to transform fast to
slow fading in high speed
scenarios?

In high-speed scenarios, the vehicle’s Doppler frequency results in a fast-fading between the source
(e.g., BS) and the desired user. Taking into advantage the practical functionalities of the IRS to
tackle the intrinsic drawbacks of wireless channels, the feasibility of mitigating the Doppler effect
by adjusting the elements reflection phase is a unique and novel solution introduced from the IRS
technology. From a PLS perspective, IRS can intentionally increase the Doppler effect (i.e.,
degrade the received signal) for unintended vehicles (eavesdroppers), yielding a more secure IoV
[142], [143], [144].

What is the impact of
Electromagnetic
Interference (EMI) over
IRS performance?

Since the appearance of the IRS paradigm, a common practice in the vast literature of V2X
IRS-aided communications is to neglect the EMI when analysing the secrecy performance.
Specifically, EMI inevitably occurs by the presence of electromagnetic waves that reach the IRS
from external natural, intentional, or non-intentional sources, yielding a negative impact on the
security behavior. In fact, EMI on the IRS could be deliberately caused by active eavesdroppers in
order to interfere with the properly tuning of phase shifts in the IRS elements, compromising the
safety of V2X IRS-assisted communications [145].

What is the impact of
Spatial Correlation over
IRS performance?

Inspection in prior literature of the IRS-related activities in secure V2X communications reveals
that assuming independent and identically distributed (i.i.d) fading on IRS channels in a scattering
environment is a common practice. However, it is an unrealistic scenario only justified for the sake
of mathematical tractability. Based on this, the computation of the achievable secrecy performances
over i.i.d. IRS channels in a lot of body of secure V2X research works are overrated. Hence, from

a practical secrecy perspective, since an IRS will be implemented with a small inter-element IRS

distance (e.g., A/4 or A\/5) [146]], [147], a spatial correlation across IRS channels must be
considered for designing and implementing the next secure V2X IRS-aided communications.

What is the effect of near
and far-field propagation
on IRS-aided V2X
communications?

In the context of V2I IRS-aided communications, the near-field channel arises whenever the
distance of the receiving vehicle is comparable with the IRS’s dimensions. Indeed, if the number of
reflecting elements is large and the vehicle approaches the IRS, it is eventually in the geometric
near-field. In this sense, it is worth mentioning that the operation of V2I IRS-assisted in the near-
or far-field is of paramount importance when quantifying the channel gain, which is linked to the
end-to-end SNR. In the far-field V2I IRS setup, the average SNR scales as N2 (being N the total
number of elements at IRS), which seems a remarkable benefit. However, this power scaling law
does not capture the near-field behaviour of the underlying scenario. An in-depth review of the
literature shows that there are no V2I IRS-related works that have addressed the near-field
propagation effect into the secrecy performance. Therefore, the research on this topic is open and
non-trivial [148)]).

PLA

How to extend PLA
solutions to end-to-end
PLA?

Further investigation on the seamless integration of PLA into the existing, well-established
cryptography primitives should be carried out. For instance, in [149]], a cross-layer authentication
framework is proposed, which does not impose any extra implementation overhead.

How to improve the
performance of PLA in
dynamic and high
mobility conditions of
IoV scenarios?

PLA performance can be significantly affected by time-varying communication channels, thus
adaptive schemes can be investigated relying on ML techniques in order to learn and use the
complex time-varying environment to improve the reliability of PLA [90].
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Key technology

Research questions

Research directions

Cell-free mMIMO

How to enhance the
privacy of cell-free
mMIMO-assisted V2X
communications?

Based on Al-enabled intelligent 6G networks, FL. will become a promising approach to boost
highly secure cell-free mMIMO-aided V2X communications in IoV. Unlike the typical ML
framework used in 5G systems, FL has the ability to process raw data collected by in-built
vehicle sensors, traffic navigation, and vehicle localisation at the edge nodes instead of the

cloud center (i.e., centralised infrastructure). This unique feature allows each mobile user train

its own model using its own data while maintaining users’ privacy. The core idea behind FL is
decentralised learning, where the user data is never sent to a central server [150]. Based on
this background, some works have investigated how to integrate FL into cell-free

mMIMO [151], [152], [153]. However, it is worth mentioning that some key challenges (e.g.,

AI smartphones capabilities, sufficient data on the user to create a model) must be addressed

to employ FL towards secure cell-free mMIMO-assisted V2X networks.
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THz and VLC How to design suitable More research is required for characterising the behaviour of VLC links in real-world driving
schemes for more secure scenarios. It is important to develop more realistic channel models and transmitter and receiver
VLC-based outdoor models, as well as verify adaptive techniques at the physical layer and receiver design to deal
vehicular applications? with the variations on the optical received power due to vehicle manoeuvres, mobility, and
environmental and road conditions [104]. Also, hybrid RF/VLC schemes would render
solutions that combine the benefits from both technologies for security enhancements [154].
How to prevent PLS techniques are attractive solutions for these cases. IRS-aided solutions can be used to
eavesdropping when design PLS schemes in THz systems. Also the multi-path propagation of THz communications
attackers are placed can be exploited [155].
within the transmitter
beam?
End-to-end How to store keys Research on size-efficient post-quantum cryptography primitives, new security protocols that
Security reliably e.g. in IoT adapt to discover weaknesses. Efficient lightweight cryptography algorithms with perfect
devices, provide sufficient forward secrecy, protection against cryptoanalysis with ML and side-channel attacks.
crypto protection for light Standardization with IETF.
devices in post-quantum
era?
Quantum What would be the role Quantum computing presently relies on large stationary installations, and it is not expected to
computing of quantum computing be an active part of IoV in the near future. However, it could be used to break traditional
and post-quantum public-key cryptography based on large number factorization. Fortunately, new post-quantum
criptography in IoV? algorithms are already available and being tested, e.g. for aviation [[156]. Their additional
overhead is manageable even in constrained environments.
BCs How to improve the IoV secure services usually demand a long communication range up to some kilometres.

secure communication
range on a
Backscatter-assisted IoV?

Although this requirement is challenging to nearly all wireless technologies, it is harder to
achieve in backscatter networks. This is mainly because of the higher path-loss compared to
conventional wireless communication. Therefore, it is of great importance to explore new
technologies that assist the reflection of the waves from the backscatter transmitter to the
receiver as well as new ways of transmitting the signal from the carrier emitter to the
backscatter device in order to improve the coverage area.
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