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Abstract

Distributed Denial of Service (DDoS) attacks could be
considered as one of the most serious security problems
to the Internet today. To locate the sources of the at-
tack packets, we usually need to find the paths through
which the attack packets traversed from the sources to
the victim. In this paper, we identify the weaknesses of
an existing algebraic marking scheme for tracing DDoS
attacks, and propose an improved version of the mark-
ing scheme. Simulation experiment results show that the
proposed marking scheme could achieve a high success
rate in tracing the attack sources. When compared with
other marking schemes, it requires fewer packets for at-
tack paths reconstruction. Further, it is characterized by
generating no false positives, creating no additional traf-
fic to the network, having a relatively low packet marking
and attack path reconstruction overhead, and being back-
ward compatible.

Keywords:  Distributed Denial of Service (DDoS), IP
Traceback, Probabilistic Packet Marking, Attack Graph
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1 Introduction

Denial of service (DoS) or Distributed DoS (DDoS) at-
tacks have become one of the most severe network at-
tacks today. Though relatively easy to be executed [4], it
could cause devastating damages. By consuming a huge
amount of system resources, DoS attacks can render the
normal services to the legitimate users unavailable. While
email has become the most popular form of communica-
tion, the DDoS attack is a common mode of attack to
cripple a mail server [10]. Lee and Fung [9] indicate that
a DoS attack could be carried out during an authentica-
tion process involving public-key based operations. Many
researchers have made much effort to withstand DoS at-
tacks, focusing on how to mitigate the effect of the attacks
[6, 8]. The most effective approach against DoS attacks is
to isolate the attackers from the victim’s network. Thus,
locating the attacker is an important task. We cannot

rely on the source address in the IP header of an attack
packet, because the source address is never authenticated
in the current protocol when a router forwards a packet,
and the attacker can spoof the source IP address while
launching an attack. Therefore, locating the source of an
attack usually involves finding the paths of the relevant
packets. Because of the stateless nature of Internet rout-
ing, it is very difficult to identify the paths of the packets.
Finding the paths of the attack packets is known as the
IP traceback problem [14].

In general, traceback techniques can be grouped into
two major categories: one based on tracing a single
packet, such as the hash-based traceback approach [15],
and the other based on using a large number of packets
for tracing back to the attackers. The marking scheme
proposed in this paper belongs to the category based
on using large number of packets for traceback. In the
literature, different approaches, based on using a large
number of packets, have been proposed for IP traceback,
such as link testing [3, 14, 18], ICMP traceback [2], prob-
abilistic packet marking (PPM) scheme based methods
[1, 2, 11, 14, 16, 18, 20], advanced authenticated marking
scheme [16], algebraic marking scheme [5], etc. However,
all of them have drawbacks and cannot be easily exploited
for practical applications.

This paper proposes an improved algebraic marking
scheme which simplifies and improves the algebraic mark-
ing scheme [5] for a practical implementation. The pro-
posed approach uses a new packet marking method, and
simplifies significantly the paths reconstruction proce-
dure. It can perform IP traceback efficiently even in the
presence of multiple attacks.

The rest of this paper is organized as below. In
Section 2, we introduce the existing algebraic marking
scheme [5]. Section 3 presents our improved algebraic
marking scheme; and Section 4 gives a detailed perfor-
mance analysis of our method. After presenting the ex-
periment results in Section 5, we conclude this paper in
Section 6.
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2 Existing Algebraic
Scheme

Marking

Dean, Franklin and Stubblefield proposed an algebraic
marking scheme [5] for marking the packets and recon-
structing the attack paths. The marking procedure writes
two values in the packets, which correspond to f(z) and
z of the following polynomial.

flz) =

ap + Q1T + Gp_ox® + ... + apz™

= an+ (an-1+ (@ap—2+ ... + (a1 + apx)z...)T)2.

They used Fullpath and z to denote the two values. In
general, an attack packet will pass through a number of
routers before reaching the victim. The first router that
decides to make a marking determines a value for x and
let Fullpath be the value of its IP address represented
by ag. Then the next router computes its Fullpath value
by multiplying the Fullpath value (from the packet) by
z, and adding its IP address (represented by a;). The
following routers mark the packet in a manner similar to
what the second one did. When the packet arrives at
the victim, it records a Fullpath value related to a path
formed by a number of routers. In fact, it is the value of
the above polynomial with the IP addresses of the routers
represented by a;’s and the highest exponent (i.e. n) of
the unknown z. Note that there is no way for a router
to know whether it is the "first” participating router on a
particular path; so it has to adopt a coin-flipping method-
random full (or partial) path encoding to solve this prob-
lem. The router flips a coin and if it comes up tails the
router will assume it is not the first router and simply
follows the algorithm as presented above; otherwise the
router will select an x for marking this packet and do the
marking in the capacity as the first router. With this
packet marking method, each marked packet received by
the victim represents a polynomial. Each polynomial rep-
resents one suffix of the whole path. Because the selection
of the first marking router is random, the degree of the
polynomial is not fixed. They pointed out that with the
recent advances in coding theory such mixed data problem
could be solved to identify the paths if there are enough
marked packets. However, their approach is not powerful
enough for dealing with distributed DoS attacks because
at present there is no effective means to find out those
packets which have traversed to the victim via the same
path; it also requires a huge number of packets to recon-
struct the multiple paths.

3 Proposed Marking Scheme

In this section, we introduce our improved algebraic mark-
ing scheme in detail. Unlike the algebraic marking scheme
of Dean, et. al., our proposal does not require the use of
sophisticated mathematical techniques for paths recon-
struction, because we have improved the underlying pack-
ets marking procedure. We exploit the idea of probabilis-
tic packets marking (i.e. to mark the packets with a low
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probability) scheme [14] to reduce the marking overhead
of the participating routers. Before presenting further de-
tails of our method, we first introduce some relevant def-
initions and the basic assumptions behind the design of
the algorithms. Some of the definitions and assumptions
are similar to those presented in [5, 17, 18].

3.1 Definitions and Assumptions

An upstream routers map describes the topology of the
upstream routers of a single host. We assume the up-
stream routers map captures the IP addresses of the
routers. Figure 1 depicts an upstream routers map with
respect to the victim. We use the symbols V, R, and A to
denote the victim, router, and attacker respectively. Here
upstream is used to describe routers viewed from the vic-
tim. For example, Rg and Ry are the upstream routers of
As. In this graph, there are two attack paths represented
by the dotted lines: one is (A; RgR3R2R1), and the other
is (A2R3RoR1). The distance between two hosts means
the number of routers in the attack path between them.
For example, in the attack path (A; RgR3RaR1), the dis-
tance between router Rg and the victim is 3. Some routers
might be compromised by the attacker and they would
mark fake information in the packets. Therefore, we limit
the traceback problem to finding a candidate attack path
that contains a suffix of the real attack path, and such a
suffix is called wvalid suffiz of that path. For example, the
path (R3R2R;) is a valid suffix of the real attack path
(A1RsRsR2R1). We say a traceback technique is robust
if the attackers cannot prevent the victim from finding
the candidate paths containing the valid suffixes of the
attack paths. We say that a router is a false positive if
it is in the reconstructed attack path but not in the real
attack path.

Rg Ii‘[ RQ\ RIO
\RS \Rﬁ A /R7
V Ry Ry
N
\‘Rz\
1R
,”Rl ‘;
Wy
\%

Figure 1: An upstream routers map as seen from the vic-
tim V. There are two attack paths indicated by the dotted
lines

For practical considerations, we make the following as-
sumptions, some of them being similar to those outlined
in [5, 17, 18] in the design of our marking scheme.

1) Attackers are able to generate and send any number
of packets to a target destination.
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Multiple attackers may coordinate their attack.
Packets may be reordered or lost.

The routes between the attack sources and the victim
are fairly stable.

The routers have limited CPU and memory resources
and cannot do too much processing per packet.

Attackers might be aware that they are being traced.

The markings in a packet may be modified by the
attacker.

The source address of a packet may be forged.

Routers are not compromised widely and the routers
adjacent to the victim should not be compromised.

10) The packet size should not grow as a result of tracing.

Assumptions 1 to 8 reflect the ability of the DoS at-
tackers and the weakness of the current network infras-
tructure. Sophisticated attackers could detect that they
are being traced and might send fake packets to con-
fuse the victim. So any IP traceback algorithm designer
should be aware of such a potential ability of the attack-
ers. Similar to the probabilistic marking scheme proposed
in [14], our method marks packets with a low probabil-
ity; therefore, it requires a good number of packets, sent
by the attacker, to reconstruct the attack paths. If some
routers are compromised, we might only trace the source
back to the compromised router which could tamper the
information marked by its upstream routers. Therefore,
we use a valid suffix instead of the entire attack path to
assess the robustness of a traceback technique. Note that
the nearest routers should not be compromised; other-
wise they could tamper any information marked by the
upstream routers and the victim might not be able to
reconstruct any attack paths correctly. Therefore, As-
sumption 9 is a realistic one.

The last assumption concerns avoiding the growth of
packet size. There are a number of protocols today which
support the packet size to grow. However, increasing the
packet size could create the MTU problem and consume
additional bandwidth. Thus, we try to avoid designing a
traceback system which requires the packet size to grow.

3.2 Improved Algebraic Marking Scheme

Our proposed marking scheme is presented below. Be-
fore introducing the packets marking algorithm, and the
attack paths reconstruction algorithm, we first introduce
the underlying basic mathematical theory.

1 x a3 xy Ay Fullpath,
1z 23 Tt Ay | | Fullpaths
1 oz, 22 anl A, Fullpath.,
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3.2.1 Basic Mathematical Theory

The above is a matrix equation (or system of equations)
with Vandermonde matrix coefficients. In linear algebra,
there is a theorem stating that the above matrix equation,
with A; ’s unknown, has a unique solution if and only if
the x; ’s are distinct [12]. By applying field theory to
the above theorem, we can obtain a similar theorem over
GF(p), where GF denotes Galios Field and p is a prime
number if the x; ’s and Fullpath; ’s are elements in GF(p)
[7].

In the context of algebraic marking scheme proposed
by Dean, et al., the above matrix equation represents a
sub-path or full path along which the attack packets tra-
versed. Each full path value Fullpath; is represented by n
IP addresses Aj...A,, of the routers which form the attack
path. The markings in each marked packet include the
Fullpath value and the corresponding value of z. So each
Fullpath value captures the information of a path repre-
sented by the IP addresses of the underlying routers. The
reconstruction of an attack path would involve using Full-
path markings for n routers from n packets each with a
distinct value of . The n Fullpath markings correspond
to m polynomials equations for n unknown IP addresses
of n routers. Mathematically, the n unknown router IP
addresses can be solved with n relevant equations.

Instead of encoding the whole attack path, the alge-
braic marking scheme proposed in this paper encodes only
one edge of a path in a packet. An edge consists of two ad-
jacent routers on an attack path through which the packet
traversed to the victim. In order to reduce the number of
bits for a Fullpath marking, each IP address is split into
4 fragments. In our proposed marking scheme, the above
matrix equation has been modified to the following form:

1 oz 22 - af Aia Fullpath,
1 @y a3 - ab A1 | | Fullpathsy
1 g x§ .. acg Az 4 Fullpathg

The matrix equation now represents 8 polynomials
which encode an edge formed by two adjacent routers,
referred to as the first (or start) router and second (or
end) router; where Ay 1...A; 4 and Ay ;...As 4 represent
the four IP address fragments of the first router and the
four IP address fragments of the second router respec-
tively; x;...xg represent 8 distinct random integers, one
for each marked packet.

3.2.2 Packet Marking

Similar to other marking schemes, our method involves
writing partial path information into the packets’ IP
headers by the routers and reconstructing the attack
paths by the victim. The information recorded in each
marked packet includes three integer values: x, distance
and Fullpath; x is a packet related value; distance is the
distance between the start router of the edge in the mark-
ing and the victim. To reduce the value of Fullpath, we
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split a router R; ’s IP address into ¢ identical fragments,
and use 4;; (j = 1, 2,...,¢) to denote the value of each
fragment. For example, if router R; ’'s IP address is
137.189.89.101 and we split it into 4 fragments, then A; ;
=137, A1 2 =189, A1 3 = 89, and A; 4 = 101. Using ¢
equal to 4 is an eclectic choice while considering the bits
needed to store the Fullpath value, and the reconstruc-
tion time. The idea behind the proposed packet mark-
ing is similar to edge sampling. Consider a packet being
marked respectively by any two consecutive routers R;
and R;; that is, R; and R; would become the start router
and end router of the edge respectively in the marking.
Router R; may compute the Fullpath as follows:

Fullpath = (A; 1 + Ai2x + A; 322 + A; 42°) mod p.

Then router Z; may compute the Fullpath for the edge as
follows:

Fullpath
= (Fullpath+ Aj 2% + Aj22° + Aj 325 + Aj 427)
= (A1 + Aipz + A 32® + Ajax® + Aj 2t
+Aj22° + Aj 32% + Aj 427) mod p,

where p is the smallest prime number larger than 255(28-
1), i.e. 257. If R; is adjacent to the victim, the last
4 terms of Fullpath for R; would be omitted. The aim
of mod p in the above formulae is to reduce the value
of Fullpath so that it would occupy fewer bits in the IP
header.

Packet marking procedure
for each packet P {
generate a random number u [0, 1) ;
if (u < q) { // start router R’
/I q is the marking probability of each router
P.distance = 0,
select an integer x in the range 0..7;
P.x =x;// each packet P is assigned one value of x
Fullpath = (A1) + Ay x + A1,3x2 +A1,4x3) mod p;
}
else {
if (P.distance == 0) {// end router R
Fullpath = (Fullpath + Ay 1 x*+ Ay ,x°
+ A, 305 + Ay ") mod p;
/I x is from a packet marked by an upstream router
P.distance = P.distance + 1;
}
else if (P.distance > 0) P.distance =P.distance+1;
else call error_handler;

Figure 2: Packet marking algorithm

Figure 2 depicts the packets marking algorithm, with
¢ equal to 4; we also assume ¢ equal to 4 in the following
sub-sections.

Figure 3 illustrates the marking procedure; F' and d
denote Fullpath and distance respectively; v’ represents
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packet P: Fullpath :F, distance: d
Case 1 (u<q) : F=v’ mod p; d=0 .
Case 2 (u>q & d=0): F=(F+vxY)mod p; d = d+1

V
Case 3 (u>q & d>0): d = d+1 R

Figure 3: Packet marking illustration at start or end
router.F and d denote Fullpath and distance respectively,
vV=A11 + Apx + 141,3932 + A1,4=’U3, v=As1 + Az 22 +
Ag 322 + A274:c3; R’ is an upstream router of R

the value of A; 1 + A1 02+ A173$2 + A1,4x3 for router R/,
where Ay ; 's( i =1, 2, 3, 4) are the 4 fragments of the IP
address of R’. When router R receives a packet from its
upstream router R’, it first generates a random number u
and performs packet marking depending on the value of
u, and the distance d from the packet.

As an example, let the IP address of router R be
192.168.10.5 and the values of (F,d,x) from the packet
being marked are (133, d, 2). Router R would first gen-
erate a random number u. Then the marking algorithm
would produce one of the 3 possible outcomes:

e Case 1 (u < q): Suppose the randomly selected z is
3.

Then, F = (192+168%3+10% 32+ 5% 33) mod 257 =
150, d = 0.

e Case 2 (u > g&d = 0): Assume d from packet is 0.

F = (1334 (192 + 168+ 2+ 10 %224+ 5% 23) x 2*) mod
257 = 95,d = 1.

e Case 3 (u > q&d > 0): Increment d by 1.

When 8 (or 4) packets with distinct z’s arrive at the
victim, the victim can solve the relevant matrix equation
in Section 3.2.1 to obtain the IP addresses (or address)
of two adjacent routers (or the nearest router to the vic-
tim) in the attack path. Therefore, we use a set of 8
distinct 2’s (0-7) to do the marking. The distance field in
the packet indicates the number of routers the packet has
traversed from the router which first marked the packet
(without being re-marked afterwards) to the victim. An
attacker could insert fake marks which may remain un-
changed in the packets. Using such a scheme, any packet
written by the attacker will have distance field greater
than or equal to the length of the real attack path be-
cause of the mandatory increment of the distance field.
The distance field allows a victim to check if the distance
value corresponds to the actual distance of the particular
edge, represented by the mark, to the victim. So, with
the help of an upstream internet map, and the distance
field, the victim can easily check if the edge, represented
by the packet mark, in the map and the distance value are
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compatible during the hop by hop reconstruction process.
If they are not compatible, it implies that the marking is
a fake one. Thus the inclusion of the distance field helps
to improve the robustness of the proposed method.

3.2.3 Attacks Paths Reconstruction

There is no simple means to group the packets coming
from the same path. It will involve a high computa-
tion overhead if we check all possible combinations of
the marked packets similar to the probabilistic marking
scheme [14]. Therefore, we resort to using an upstream
routers map of the victim to simplify attacks paths recon-
struction. As pointed out by Song and Perrig, it is quite
easy to obtain and maintain such an upstream routers
map [16]. After receiving enough marked packets, the
victim can reconstruct all the attack paths by using the
algorithm as presented in Figure 4.

Figures 5 and 6 are used to illustrate the reconstruction
algorithm. Figure 5 shows the initial stage of the attack
paths reconstruction, starting from the routers adjacent
to the victim. The algorithm first identifies the nearest
routers in layer 1 (its distance from the victim is 0). The
routers in layer 1 can be found by using the packets from
the packet set Py (for d=0) since all packets are grouped
by distance d. The table on the left side of Figure 5
depicts the packets in each subset Py, of FPy. For each
adjacent upstream router R; of V in the upstream routers
map M, and for each packet subset Py ,(z = 0...7), a path
value can be computed; for instance, the path value for
Ry can be computed as path = (411 + A1 22 + A173$2 +
Aq 423) mod p.

Then search for a packet from Fy , with Fullpath equal
to the computed path value. If there are 4 packet subsets
each having at least one packet with Fullpath equal to the
path value, we can conclude that the selected router is on
one of the attack paths and insert it in the reconstructed
attack graph.

Figure 6 shows how to reconstruct the attack paths by
identifying the routers in other layers after finding the
routers in the first layer. Suppose an attack path has
been reconstructed from the victim to router R; in layer
i (whose distance to the victim is i-1). Now, we need
to identify its upstream router Ry in layer i+1 by using
the packets from the set P;. The table on the left side of
Figure 6 depicts the packets in each packet subset P; .
For each upstream router Rj next to R; in M, and for
each packet subset P;, (£=0..7), the value for path can
be computed as follows:

path = (A11 + A1 00 + Ay 327 + Ay 42° + Ag 2t +
Ag 02° + Az 32° + Az 427) mod p.

If path is equal to Fullpath from any packet in P; ., we
move to another packet subset P; ;1. If there is no single
packet in P; , having a Fullpath value equal to path, we
can declare that the selected router is not on the attack
paths involving routers in this layer (it could be on the
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Reconstruction algorithm
/* Let M denote the upstream routers map;
Let G denote the reconstructed attack graph and be
initialized with one node V for the victim;
Let P4 denote a set of packets with distance d (0 < d <
maxd) and Py denote a subset of Py with x = k;
manxd is the distance from the furthest attack source to the
victim; */
for each direct upstream router R of Vin M {
count =0; k=0;
while (count <4 && k< 8) { x=k;
path = (A +Ajx +A 3 + A, 4x°) mod p
/A (=1,2,3,4) form the /P address of R
// x and Fullpath are from the packet
for each packet in Py {
if (path ==Fullpath){
count=count+1; quit this loop; }
k=k+1; }
if (count == 4) insert R into G next to V;
}
for d = 1 to maxd
for each router R inserted into G in the last loop {
for each upstream router R’ of R in M{
k=0;
while (k < 8){ x = k; found = false;
path = (Al.l + A% +A1'3)C2 +A1'4,x3 + A2V1X4
+ Agox® + A, 3% + Ay x”) mod p
/1Ay (G=1,2,3,4) form the IP address of R’
/' Az (j=1, 2,3, 4) form the IP address of R
for each packet in Py {
if (path == Fullpath ) {k=k + 1;
found = true; quit the present for loop} }
if not found {quit while loop};
if (k == 8) insert R’ into G nextto R; }
1

Output the reconstructed attack paths from graph G

Figure 4: Attack paths reconstruction algorithm

Pyy |d | F
0 | Foy |0 (A1, Arp, Arz, Arg)
Py
FOa 0
Fyo| 1 D
Py,
B T
0 | Fy |7
Py
0 | Fpy | 7

Figure 5: Reconstruction Hlustration 1. F' and d denote
Fullpath and distance respectively. Rj, Ro are upstream
routers of V

paths involving other layers). If each of the 8 packet sub-
sets has at least one packet with its Fullpath value equal to
path, we can conclude that the selected router is on one
of the attack paths and insert it into the reconstructed



International Journal of Network Security, Vol.9, No.3, PP.204-213, Nov. 2009

Pirld | F
i Fo | O (A, A, Ars A
Po [T e
i | Fo |0 -
Pu [ - R
i Fip |1 .ﬂ
! Fpo |7
Pi’7 e \\\
: Fy | 7 (Az1, Az, Az, Asg)

Figure 6: Reconstruction illustration 2. F and d denote
Fullpath and distance respectively. Ry is an upstream
router of R;

attack graph.

With the proposed reconstruction algorithm, we can
reconstruct multiple attack paths by examining the
routers on the victim’s upstream routers map, starting
from the routers adjacent to the victim, and adding
routers to the reconstructed attack graph hop by hop un-
til the ends of the paths have been reached. Note that
to identify each router nearest to the victim on an at-
tack path, four packets are used; whereas to identify two
adjacent routers, eight packets are used.

4 Analysis

The evaluation of a marking scheme for IP traceback
is normally based on a number of parameters, includ-
ing number of false positives, minimum number of pack-
ets needed to reconstruct each path, marking and recon-
struction overheads, backward compatibility, etc. In the
following sub-sections, we analyze our proposed IP trace-
back method based on the above-mentioned parameters.

4.1 Number of Positives

The most prominent strength of our marking scheme is
that no false positives are generated by the attack paths
reconstruction algorithm. Any two routers with distinct
IP addresses cannot yield the same Fullpath value for
their packets having the same set of values for z’s; in
addition, any two edges formed by a router R and any
two of its immediate upstream routers R; and Ro will
not have same Fullpath value in their packets. There-
fore, the reconstruction algorithm will never include any
irrelevant router in an attack path. Moreover, the unique
paths traced by the proposed method can be proved math-
ematically because a Vandermonde matrix equation has
a unique solution as long as distinct values of z’s are used
in solving the equation (Section 3.2.1).

Many other marking schemes produce a certain amount
of false positives; for instance, some of them employ hash
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functions for encoding purpose, which could have a col-
lision problem; that is, they could have the same hash
value for two different IP addresses. The algebraic mark-
ing schemes proposed by Dean et al. could also have some
amount of false positives (refer to [5] for details).

4.2 Minimum Number of Packets

As the minimum number of packets required to recon-
struct an attack path is path independent, it can be ana-
lyzed based on a single attack path. Suppose we split an
IP address into ¢ identical chunks and the distance from
the attacker to the victim is d. As mentioned above, we
need c¢ packets to identify each router adjacent to the vic-
tim and 2c¢ packets to identify each upstream edge formed
a pair of routers. For each edge, the victim should receive
at least 2¢ packets with markings of the edge for attack
path reconstruction. If the marking probability is ¢, we
need at least 2¢/(q(1— q)?~!) packets. For example, with
¢, d, and q equal to 4, 20, and 0.01 respectively, the min-
imum number of packets needed would be 968.

We can also evaluate an upper bound for the expected
number of packets for path reconstruction. The proba-
bility that a router receives a packet having a marking
with a distance d is ¢(1 — q)?!. Suppose the attack path
length is D. We can conservatively estimate the proba-
bility of a packet marked with a distance d < D to be
q(1 — ¢)P~1. Since the victim needs at least 2¢ packets
marked with distinct values of x and distance from 0 to
D — 1 for reconstructing the entire path, based on the
well-known coupon collector problem [13], we have

2cin(2¢D)

E(N) < =g

where E(N) denotes the expectation of the number of
packets needed for attack path reconstruction.

For example, with ¢ = 4, D = 20, ¢ = 0.01, the upper
bound expectation of the number of packets needed for
path reconstruction would be 4242. The experimental
results presented in Section 5 show that, for this case
(¢=4, D=20, ¢=0.01), the number of packets needed for
path reconstruction, with a success probability of 95%, is
around 3500, which is smaller than the expectation.

It is obvious that a larger value for ¢(1 —¢)P~! implies
a smaller value for E(N). In addition, it can be shown
that when ¢ is 1/D, E(N) reaches a minimum; and as
long as ¢ is smaller than 1/D, the value of E(N) differs
by only a small amount, and ¢ should not be smaller than
1%.

In our implementation, the x values are selected by
each router in such a way that it can mark packets with
markings using the 8 different values (0..7) of z relatively
quickly. In this way, fewer marked packets would be re-
quired for attack paths reconstruction. Since neither any
concrete packet marking schemes and attack paths recon-
struction algorithms nor any implementation details were
provided by Dean et al. [5], our proposed method cannot
be compared to their marking schemes based on experi-
ment results.
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4.3 Multiple Attacks

A distributed DoS attack normally involves a huge num-
ber of packets being sent from multiple attack sources
under the control of the attacker. The proposed packets
marking algorithm performs packets marking in such a
way that the attack paths reconstruction algorithm does
not need to discern the packets by the paths through
which they traversed to the victim. With the help of
the victim’s upstream routers map, it can uniquely iden-
tify any upstream edge formed by two adjacent routers
on each path during attack paths reconstruction. There-
fore, the proposed marking scheme is effective for tracing
multiple attacks.

Dean et al. did not mention in [5] the use of an up-
stream network map for reconstructing the attack paths.
In fact, they did not provide any concrete method for at-
tack paths reconstruction. With their proposed marking
schemes, finding the right packets for the multiple sets of
polynomials representing the multiple attack paths and
solving the multiple sets of polynomials mathematically
could be very tedious and computationally intensive.

4.4 Marking and Reconstruction Over-
heads

The packet marking algorithm as shown in Figure 2 takes
only a constant time to execute. Each router marks the
packets with a small marking probability. When marking
a packet, it computes a Fullpath value for a single router or
for an edge involving two adjacent routers. To reduce the
overhead on the computation of such Fullpath values, we
can keep possible pre-computed Fullpath values in a table
for each router. Then any required Fullpath value can
be obtained by table lookup; thus, the marking overhead
would become very small.

The complexity of the reconstruction algorithm as
shown in Figure 4 depends on a number of parameters
including the number of attack paths, the number of di-
rect upstream edges of each router on an attack path, the
number of packets collected in each packet set for a cer-
tain distance from the victim, the time to compute path
values during the reconstruction process, etc. The recon-
struction is done hop by hop, starting from the routers
closest to the victim. To check if a certain edge is on an
attack path, we need to compute 8 path values; overall, it
is quite fast.

Compared to the probabilistic marking scheme of Sav-
age et al. [14] and Dean et al. [5], checking each direct
edge (from the upstream routers map) of a router already
found to be on a reconstructed path is much more efficient
than checking all possible combinations of IP fragments.
In addition, we can further speed up the reconstruction
process by storing in a table the path values based on
different values of z for each router. Then, instead of
computing the path values, the reconstruction algorithm
can search from the table the path values for any upstream
router being examined; so much computation time could
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be reduced. Overall, the proposed paths reconstruction
algorithm is quite efficient.

4.5 Backward Compatibility

Backward compatibility is an important issue concerning
whether the proposed method can be put into practice.
As our marking scheme involves writing some information
to the IP header of a packet, we should find out the max-
imum number of bits available in an IP header that can
be used to store the markings.

The total number of bits b needed to store the markings
can be estimated by: logz(p)+1oga(d)+1oga(n); the three
terms estimate the bits to store Fullpath (a value less than
p), distance, and z respectively. In practice, we can set c,
d, p, and n as follows: ¢ =4, d =32, p =257, n =2c=38.

Then the total number of bits b would be 17. The
reason for setting n equal to 2c¢ is that each Fullpath value
is related to 2¢ fragments of two IP addresses. As long
as there are 2¢ packets with distinct values of x, the next
hop router can be identified. Therefore, 3 bits have been
used to represent 8 distinct values of z.

There is a tradeoff between the number of packets
needed for paths reconstruction and the number of bits
for the markings, which depends partly on the number of
IP address fragments, c¢. A smaller ¢ implies: ) fewer
packets and a shorter time would be required for at-
tack paths reconstruction; ii) more bits would be needed
since the value of each IP address fragment would be
larger. Though the range of distinct values for z would be
smaller, the total number of bits needed would be larger.

As the number of bits available in the IP header that
can be used to store the markings is very limited, we
eclectically choose ¢ equal to 4 in our implementation.
Since almost any packet can reach its destination through
no more than 32 hops [19], allocating 5 bits for dis-
tance should be sufficient. In summary, we need only
17(> log2(257)4+10g2(32)+10g2(8)) bits to store the mark-
ings in our marking scheme.

Version H.Len Service Total Length
Type
_ - F]ags Fragmentation
(total 3-bit) Offset
Time to Live ‘ Protocol Header Checksum
Source IP Address
Destination /P Address

Figure 7: IPv4 header. The shaded fields (17 bits) are
little used in current network design

Figure 7 shows the structure of the IPv4 header. The
16-bit Identification field is used to allow the destination
host to determine which datagram a newly arrived packet
fragment belongs to I Stoica and H.Zhang pointed out
that less than 0.25% of the entire network traffic is frag-
ments [17]; we consider that overloading the Identification
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field can be backward compatible. There is also one out
of three bits of the Flags field, which is little used in the
current implementation [5]. These 17 bits could be used
in the proposed marking scheme. Therefore, our mark-
ing scheme is backward compatible with current protocols
and could be considered for practical use.

Nonetheless, the proposed marking scheme could not
be applied directly to IPv6, where the IP header does not
have the Identification field and the IP address is 128 bits.
However, it is possible that there could be similar space
available in the IP header of IPv6; if the space available
is not sufficient, we need to partition the IP address into
more fragments.

5 Simulation Results

We have performed a good number of simulation experi-
ments to examine the feasibility and to assess the perfor-
mance of our marking scheme. The primary objective of
the experiments is to examine the following parameters
related to the performance of the marking scheme: the
number of false positives, the minimum number of packets
needed for reconstruction, the reconstruction time, etc.

We prepare for the simulation experiments an upstream
routers map with over 2000 routers. The routers are as-
signed some real IP addresses obtained from the Internet
by using the traceroute technique. The attack paths are
randomly chosen from the paths in the map; and different
numbers of packets are generated and transmitted along
each of these paths respectively. Each router simulates
marking any packets it receives, according to our packet
marking algorithm. After collecting sufficient number of
marked packets, the victim simulates reconstructing the
attack paths according to our proposed reconstruction al-
gorithm. The experiment results show that the proposed
marking scheme is feasible and the performance is satis-
factory.

Figures 8 and 9 present two plots showing the mini-
mum number of packets, required for reconstruction, sent
by the attacker along any single path for two different
marking probabilities 4% and 1% respectively, assuming
the reconstruction success probability being 95%. As ex-
pected, with a smaller marking probability ¢, more pack-
ets would be needed for attack paths reconstruction. Each
data point in each of the plots corresponds to an average
of the data values obtained from over 300 independent
experiments for a certain path length.

The experiment results on the minimum number of
packets needed for paths reconstruction have been com-
pared with those presented in FMS [14] and the advanced
marking scheme [16] respectively. Note that such re-
sults are independent of the platforms of the experiments.
When compared with FMS [14], and scheme 1 of the ad-
vanced marking scheme [16], our marking scheme requires
significantly less packets for attack paths reconstruction.
Our scheme is also fairly better than scheme 2 with m > 7
(the case of the minimum number of false positives), and
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Figure 8: Minimum number of packets required for attack
paths reconstruction (¢ = 4%)
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Figure 9: Minimum number of packets required for attack
paths reconstruction (¢ = 1%)

not worse than scheme 2 with m > 6 (the case of the
second least number of false positives) of the advanced
marking scheme [16].

In addition, if the number of false positives is used
as a performance metric, the experiment result also con-
firms that our marking scheme outperforms the different
versions of the advanced marking scheme [16] since our
reconstruction algorithm does not generate any false pos-
itives.

We have also performed experiments to investigate how
the number of packets needed for reconstruction varies for
different successful reconstruction probabilities. Figure 10
shows the results based on a marking probability of 4%;
the solid line, dashed line, dash-dotted line and dotted
line represent the number of packets for reconstruction
with a success probability of 85%, 90%, 95%, and 99%
respectively. As shown in Figure 10, for a given path
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Figure 10: Minimum number of packets, with q = 4%,
required for reconstruction for different success probabil-
ities: 85%, 90%, 95%, and 99%

length the number of packets for reconstruction increases
geometrically as the success probability is increased. For
example, for the path length of 25, the number of packets
increases from 2290 to 2470, 2740, and 3330 as reconstruc-
tion success probability increases from 85% to 90%, 95%,
and 99% respectively. The figures show that the number
of packets for path reconstruction increases non-linearly
with the success probability. The increase in the number
of packets will be more acute as the success probability
approaches 100%.

In summary, if an attacker sends out more than 3000
packets along a single path whose length is generally no
more than 30, the attack path could most likely be traced
by our marking scheme.

Concerning the speed of attack paths reconstruction,
our algorithm can reconstruct 50 distributed attack paths
(path lengths ranging between 20 and 30) within 3 sec-
onds on a 500MHz Pentium III Linux workstation. It is
obviously much faster than FMS [14]. A good portion of
the reconstruction time is spent on grouping the packets.
When the number of received packets becomes very large,
say, more than 300,000, the proposed reconstruction al-
gorithm might take more time than does the advanced
marking scheme [16]. However, in practice, the victim
can simply use a subset of received packets for recon-
struction if the reconstruction time is crucial; moreover, if
necessary, the overhead on grouping the packets could be
much reduced by using sophisticated sorting algorithms
and implementation techniques.

6 Conclusion

The algebraic marking scheme proposed in this paper sim-
plifies and improves on the algebraic marking scheme pro-
posed by Dean et al. [5] by using an innovative packet
marking technique which records probabilistically in each
packet marking related to at most two adjacent routers’
IP addresses. The attack paths can be reconstructed with
the help of the victim’s upstream routers map, which al-
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lows the reconstruction algorithm to be simplified and
speeded up significantly. With the inclusion of a distance
value in the packet, a compromised router cannot arbi-
trarily add a fake marking in a packet to mislead the
victim. Therefore, the distance field improves the robust-
ness of the markings. Another advantage of the proposed
marking scheme is that it can trace multiple attacks effi-
ciently. The reconstruction algorithm is not required to
identify packets coming from the same path; it simply ex-
amines efficiently all upstream edges of any reconstructed
router by using the upstream routers map to reconstruct
the attack paths hop by hop, starting from the router clos-
est to the victim. When compared to other IP traceback
schemes, the proposed method has the advantage of be-
ing able to effectively eliminate the false positives, and to
perform paths reconstruction with fewer packets from the
attackers. While Dean et al. [5] did not give any concrete
method for a practical implementation, this paper pro-
vides an innovative, efficient and yet practical method for
the implementation of their proposed algebraic marking
scheme.

One minor disadvantage of the proposed method is
that it does not authenticate the markings. Therefore,
a compromised router might tamper the markings of its
upstream routers and make the victim reconstruct wrong
paths. As a result, our marking scheme can reconstruct
only a valid suffix of the real attack path, though the
compromised router could be regarded as an attacker to
a certain extent. As discussed in one previous section,
the distance field could help to make the markings more
robust. In our future work, we shall consider designing a
light weight function to encode the marking with an id,
which can be authenticated only by its adjacent routers.
If a router cannot authenticate any markings created by
its immediate upstream router, the packet could be dis-
carded. In this way, fake markings would not be trans-
mitted further in the network. While our proposed mark-
ing scheme is backward compatible with the present IP
network protocols, it cannot be applied directly to IPv6.
However, we believe that it could be modified to suit the
future network protocol.
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