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Abstract

Security of the Internet of Things (loT)-based Smart Systems involving sensors, actuators and distributed control loop
is of paramount importance but very difficult to address. Security patterns consist of domain-independent time-
proven security knowledge and expertise. How are they useful for developing secure loT-based smart systems? Are
there architectures that support loT security? We aim to systematically review the research work published on pat-
terns and architectures for loT security (and privacy). Then, we want to provide an analysis on that research landscape
to answer our research questions. We follow the well-known guidelines for conducting systematic literature reviews.
From thousands of candidate papers initially found in our search process, we have systematically distinguished and
analyzed thirty-six (36) papers that have been peer-reviewed and published around patterns and architectures for loT
security and privacy in the last decade (January 2010-December 2020). Our analysis shows that there is a rise in the
number of publications tending to patterns and architectures for loT security in the last three years. We have not seen
any approach of applying systematically architectures and patterns together that can address security (and privacy)
concerns not only at the architectural level, but also at the network or loT devices level. We also explored how the
research contributions in the primary studies handle the different issues from the OWASP Internet of Things (loT) top
ten vulnerabilities list. Finally, we discuss the current gaps in this research area and how to fill in the gaps for promot-
ing the utilization of patterns for loT security and privacy by design.
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Introduction

The Internet of Things (I0T) is becoming more popular
as many “things” are getting more intelligent and con-
nected, e.g., smartphones, smart cars, smart energy
grids, smart cities. The IEEE Standards Association
defines an IoT system as “a system of entities (includ-
ing cyber-physical devices, information resources, and
people) that exchange information and interact with the
physical world by sensing, processing information, and
actuating” (IEEE SA 2018). In 2019, the International
Data Corporation (IDC) made a forecast that there will
be 41.6 billion IoT devices in the field by 2025.! Most of
the critical infrastructures pointed in the EU’s Directive
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on security of network and information systems® such
as for energy, water, transport, and healthcare are or
will be IoT-based. For instance, smart cities are integrat-
ing IoT sensors with analytic to streamline spending,
improve infrastructural efficiency.® Internet-connected
pacemakers have been implanted for millions to help
control their abnormal heart rhythms. The IoT will thus
play a key role in the digitalization of the society and IoT
security issues will “affect not only bits and bytes’, but
also “flesh and blood” (Schneier 2017). Without solid
security in place, attacks and malfunctions in IoT-based

! https://www.idc.com/.
2 NIS Directive, https://ec.europa.eu/digital-single-market/en/network-
and-information-security-nis-directive.

3 A. Dasgupta, The Continuum: Big Data, Cloud & Internet of Things, IBM
Internet of Things blog, 2017.
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critical infrastructures may outweigh any of its benefits
(Roman et al. 2011). On the other hand, privacy is also
very important in the IoT. Many “things” that people use
in daily activities at work and at home are now connected
to the Internet. This means that sensitive private data can
be exposed via the Internet. Privacy challenges are just as
important to tackle in comparison to security challenges
in the IoT. The heterogeneous networking technologies
and resource-constrained devices of the IoT that can
only afford lightweight security and privacy solutions are
proven to be weak links for IoT systems (Porambage et al.
2016). It is also possible that security and privacy are
often overlooked by IoT solutions providers (Richa 2021),
e.g., because of complexity, time-to-market pressure, or
due to a lack of knowledge. A way to address this issue
could be based on security patterns, which have proven
to be very valuable for practitioners, especially non-secu-
rity experts (Schumacher et al. 2013; Fernandez-Buglioni
2013).

In the software engineering discipline, patterns docu-
ment well-known solutions that contain domain-inde-
pendent knowledge and expertise in a reusable way.
The solutions documented by patterns are known to
be sound because they are tested over time (Schmidt
and Buschmann 2003). Moreover, the pros and cons of
a pattern are often explicitly documented. Therefore,
sketching a solution based on a pattern can provide a
good baseline for building the system. Using patterns
and architecture alone is not enough but can provide
an important support in the development methods for
secure systems such as the ones surveyed in Nguyen
et al. (2015). Security patterns consist of domain-inde-
pendent, time-proven security knowledge, and exper-
tise. Security patterns can contribute to the security and
privacy of systems because they offer invaluable help in
applying solid design solutions that, for example, secure
the user authentication, information processing and
storing, secure communication with other devices and
with the server. Books and catalogs of security patterns,
such as Schumacher et al. (2013), Fernandez-Buglioni
(2013), Nguyen et al. (2015) and Steel and Nagappan
(2006) should be useful for users to unravel security chal-
lenges by utilizing time-proven security knowledge and
expertise.

However, the IoT era introduces new security chal-
lenges that existing approaches and methods cannot
address.* For example, the cross-domain cyber-to-phys-
ical (C2P) attack is the least understood one compar-
ing to P2C, C2C, or P2P attack categories (Yampolskiy
et al. 2013). IoT systems, especially mission-critical ones,

4 Gartner, The Death of IoT Security as You Know It, Gartner, 2017.
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having intrinsic complexity and heterogeneity, broader
attack surfaces, often live under uncertainty, which exac-
erbates security issues (Ciccozzi et al. 2017). Indeed,
nowadays IoT systems often span across the Cloud layer,
the Fog/Edge layer, and the IoT field-devices layer con-
sisting of many smart, connected devices. The explo-
sion in connectivity created a larger attack surface area
(Covington and Carskadden 2013). Besides, the IoT field-
devices often operate under dynamic (physical) execu-
tion environments, involving dynamic actuation, but
have limited data delivery and storage facilities. In other
words, uncertainty is inherent in IoT systems. We are
very much interested in examining the landscape of pat-
terns and architectures being applied for the IoT domain,
whose security (and privacy) challenges are huge. How
have the existing security patterns been applied in tack-
ling 10T security challenges? Are there any new security
patterns that have been specifically introduced to address
new security challenges in IoT?

To make sense of the research landscape of method-
ologies around patterns for security and privacy in IoT,
we have conducted a systematic literature review (SLR)
following the most popular guidelines from Kitchen-
ham et al. (2011), Kitchenham and Charters (2007),
Petersen et al. (2015) and Wohlin (2014). Our SLR has
three fundamental objectives. First, we need to find out
the approaches around patterns and architectures for
IoT security and privacy, called the primary studies of
our SLR. Second, by analyzing the primary studies, we
can perceive gaps in the state-of-the-art of patterns and
architectures for IoT security and privacy. We are par-
ticularly interested in how advanced patterns and archi-
tectures are, and their approaches to address IoT security.
Third, based on the results, we identify the gaps to sup-
port security and privacy in modern IoT systems and
propose further research to fill the gaps. The main contri-
butions of this work are our responses to the accompany-
ing research questions (RQ)s.

« RQ1 What are the publication statistics of the
research on patterns and architectures for IoT security
and privacy?

+ RQ2 What are the technical details of these security
patterns and architectures for addressing loT security
and privacy?

+ RQ3 What are the ‘gaps” to make security patterns
and architectures more applicable for IoT?

From thousands of candidate papers initially found
in our search process, we have systematically dis-
tinguished and analyzed 36 papers that have been
published around patterns and architectures for IoT
security in the last decade. Our analysis results show
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the trend of an increasing number of published papers
in this research area in three recent years. We have per-
formed our analysis based on a taxonomy that we built
for this research area. Our analysis sheds some light on
the state of the art around patterns and architectures
for IoT security and the current limitations. Based on
our analysis, we provides some suggestions for a way
forward of this research topic. Specifically, the contri-
butions in this paper include:

+ We have an exhaustive database search process.
Moreover, we manually conducted snowballing
(backward and forward as suggested in Wohlin
2014). We identified and included six new primary
studies from this snowballing process. Therefore,
our final set of primary studies reported in this
paper is 36 (see “Our systematic literature review
approach” section).

+ We have defined a clear taxonomy (see “Taxonomy
of the research area” section) and provided in-
depth analyses on the architectures and patterns
from the primary studies (see “Technical aspects
of the primary studies (RQ2)” section). For exam-
ple, we summarize all the patterns from the pri-
mary studies and also discuss how the architectures
from the primary studies cover the seven layers of
the IoT World Forum Reference Model of the IoT
architecture (Juxtology 2018).

+ We have provided discussion on the existing gaps
and limitations in “Gaps and limitations (RQ3)”
section. For example, we discuss the gaps in the
research contributions from the primary studies
regarding how they handle the different issues pre-
sented by the OWASP IoT top ten vulnerabilities
list (OWASP 2018). Last but not least, we explicitly
discuss the possible threats to validity of our study
in “Threats to validity” section to give readers more
insights in this work.

In the remainder of this paper: “Background” section
gives some background definitions. In “Our systematic
literature review approach” section, we present our SLR
approach. To facilitate data extraction and comparison,
“Taxonomy of the research area” section describes our
classification schemes for the primary studies. We pre-
sent the results of our SLR in “Results” section. Related
work is discussed in “Related work” section. In “Threats
to validity” section, we analyze possible threats to the
validity of this work. Finally, we conclude the paper
with summarizing the main findings in “Conclusions”
section.
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Background

We give the definitions of SLR in the “Systematic lit-
erature review” section, (security) design patterns in
the “Design pattern” section, and security architecture in
the “Security architecture” section that were used to
define the scope of this work.

Systematic literature review

A SLR is a study that “reviews all the primary studies
relating to a specific research question’, and “uses a well-
defined methodology to identify, analyze and interpret all
available evidence related to that specific research ques-
tion in a way that is unbiased and (to a degree) repeat-
able” (Kitchenham et al. 2011)

Design pattern

The primary understanding for a design pattern is that it
is a reusable solution for a typical occurring issue in soft-
ware design. A pattern is ordinarily abstract with the goal
that it may be reused, and it is a proven solution for solv-
ing a software design problem. A design pattern is not a
complete implementation that can be executed and uti-
lized, but more a plan or template for how to take care of
an issue that can serve in various circumstances/contexts
(Gamma et al. 1994; Fernandez-Buglioni 2013).

According to Schumacher et al. (2013), “a security
pattern describes a particular recurring security prob-
lem that arises in specific contexts, and presents a well-
proven generic solution for it. The solution consists of a
set of interacting roles that can be arranged into multiple
concrete design structures, as well as a process to create
one particular such structure”

Note that there are key security patterns such as from
Schumacher et al. (2013), Fernandez-Buglioni (2013)
and Steel and Nagappan (2006) that provide guidance at
the architecture level. These patterns may also be called
security architectures but yet they are design patterns
and should be considered as patterns. In other words, we
clearly call architectural patterns as patterns, not archi-
tectures. This definition means that we only consider an
architecture as a pattern if it is explicitly described as a
pattern. Any architecture for IoT security that is not a
pattern is called “security architecture” in this paper.

Security architecture

The term sofware architecture typically refers to the
structure of a software system, including software ele-
ments and the relationships between them. Within our
SLR, we want to include architectures for IoT security
or architectures that were specifically designed with
IoT security concerns in mind. When architectures are
not formalized as a pattern, we call them IoT security
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Fig. 1 The process of planning, conducting, and reporting a SLR (Kitchenham and Charters 2007)

architectures, as opposed to architectural patterns.
When a security architecture is generic enough to be
used in different contexts, it is called an IoT security ref-
erence architecture. It is worth discussing the relation-
ship between IoT security reference architectures and
IoT security patterns: (1) IoT security patterns can be
extracted from an IoT security reference architecture,
and (2) an IoT security reference architecture can lever-
age and be composed of one or several patterns, includ-
ing IoT security patterns. By analyzing not only security
patterns but also security architectures, our study aims
to cover security aspects encompassing not only only one
layer of IoT systems but also multiple layers when archi-
tectures are key to address.

Our systematic literature review approach
We conducted our SLR using the most popular guide-
lines from Kitchenham et al. (2011), Kitchenham and
Charters (2007), Petersen et al. (2015) and Wohlin (2014).
Three main phases of an SLR are: Planning the Review,
Conducting the Review, Reporting the Review (see Fig. 1)
(Kitchenham and Charters 2007).

We map the stages associated with planning our SLR
with where we present them in this paper:

o Identification of the need for a review: In the “Intro-
duction” section, we have presented the motivation
of our SLR.

Specifying the research question(s): the “Research
questions” section.

Developing a review protocol: Our review protocol is
developed according to the guidelines in Kitchenham
and Charters (2007). The main parts of our review
protocol are the research questions (“Research ques-
tions” section), the inclusion and exclusion crite-
ria (“Inclusion and exclusion criteria” section), the
search and selection strategy (“Search and selection
strategy” section), and the taxonomy for data extrac-
tion and synthesis (“Taxonomy of the research area”
section).

The stages associated with conducting our SLR:

Identification of research: Search and selection strat-
egy (“Search and selection strategy” section).
Selection of primary studies: Search and selection
strategy (“Search and selection strategy” section).
Study quality assessment: We only selected peer-
reviewed papers with enough details as the primary
studies of this SLR (“Inclusion and exclusion criteria”
section).

Data extraction and monitoring: We extracted data
based on the taxonomy defined in “Taxonomy of the
research area” section.

Data synthesis: We synthesized the extracted data to
answer our research questions in “Results” section.
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The stages associated with reporting our SLR:

o Specifying dissemination mechanisms: We specified
the journal to publish the results of our SLR.
« Formatting the main report: This paper.

With the particular context and motivation displayed in
“Introduction” section, we introduce our RQs for this
paper in “Research questions” section. In “Inclusion and
exclusion criteria” section, we explain the criteria for
choosing primary studies to explicitly portray the scope
of our SLR and diminish possible bias in our selection
procedure. “Search and selection strategy” section shows
our search strategy to locate the primary studies for
answering the RQs.

Research questions

This SLR aims to answer the three RQs presented
in “Introduction” section. Each is extended with
sub-questions.

RQ1 includes three sub-RQs. RQ1.1 In which year(s)
are the primary studies published? Answering this ques-
tion allows us to know when this research topic became
fascinating as well as how recent the research on this
topic is. It could give an indicator of how much atten-
tion security patterns and secure architectures for IoT
get from the research community. RQ1.2—What are
the types (i.e., Journal, Conference, Workshop) and target
domains (e.g., IoT, Network, Cloud and Software Engi-
neering (SE)) of the venues where the primary studies were
published? Answering this question allows us to recog-
nize the target domain for each paper. Note that security
patterns are presented in publications across a few related
research areas, e.g., IoT, Cloud, SE, Network. The type of
paper can give a few hints on the maturity of the primary
study. Journal papers should report more mature studies
than conference papers. RQ1.3—How is the distribution
of publications in terms of papers affiliated with industry
and the academic? We classify a paper as academic if all
the associated authors are with a university or a research
institute. Moreover, we group papers as industrial if all
related authors are with an industrial organization, and
characterize the papers as both if there is a coordinated
effort of both academia and industry. Answering RQ1.3
will display the collaboration effort between industry and
scholar communities. It also demonstrates the interest
and needs of [oT security patterns in the industry.

RQ2 has three sub-RQs. RQ2.1—What type (e.g., secu-
rity pattern, architecture) of contribution do the primary
studies create or use, and how the distribution is between
them? Answering RQ2.1 shows how the distribution of
patterns and architectures are, as well as how the contri-
bution is used or for what purpose. RQ2.2—How well do
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the patterns and architectures cover security and privacy
issues? Answering this RQ shows what security patterns
and architectures focus on IoT systems’ specific secu-
rity and privacy concerns. It also shows us what current
security and privacy concerns are most covered today.
RQ2.3—What application domains have been addressed
by the security patterns and architectures? This RQ can
help us to see what application domains have got more
attention in the application of security patterns and
architectures.

RQ3 also has two sub-RQs. RQ3.1—What are the cur-
rent limitations of the IoT security patterns and architec-
tures research? RQ3.2—What research directions could
be recommended for tackling the current limitations?
These RQs help to express and suggest the current issues
and possible directions for future work.

Inclusion and exclusion criteria

Considering the RQs and the basis of our study intro-
duced in “Introduction” section, we predefined the
inclusion and exclusion criteria to decrease bias in our
methodology of search and selection of primary studies.
The primary studies must meet ALL the accompanying
inclusion criteria (IC):

1 (IC1) Contain patterns or architectures (one or more)
in some form relevant for IoT systems.

2 (IC2) Be specifically within the area of I0T, either in a
generally applicable domain or in a specific applica-
tion domain of IoT.

3 (IC3) Present security (or privacy) concerns explicitly
in system design, architecture, or infrastructure.

4 (IC4) Have a minimum length of four pages in dou-
ble-column format or six pages in single-column for-
mat.

Moreover, when a single approach is presented in more
than one paper describing different parts of the approach
(e.g., approach itself, empirical study, evaluation), we
include all these papers, but still consider them as a sin-
gle approach (study). When encountering more than one
paper describing the same or similar approaches, which
were published in different venues, we only include the
most recent one that has the most complete description
of the approach.

We excluded papers that are not written in English,
non-peer-reviewed papers (e.g., “grey” literature, white
papers in industry), and papers that are only accessible
as extended abstracts, posters, or presentations (not full
version). We also did not include multivocal surveys as
primary studies because they are secondary studies. We
do discuss the surveys on related topics as related work
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in “Related work” section. We also mainly focused our
review for the publications in the duration 2010-2020
(see “Search and selection strategy” section).

Search and selection strategy

The search strategy utilized is a blend of various kinds,
to thoroughly scan for IoT security pattern and architec-
ture papers. The objective is to locate the most relevant
papers and, along these lines, discover as many essential
IoT security pattern and architecture papers as possible.

Database search

Using online inquiry components of popular publica-
tion databases is the most notable approach to scan for
essential primary studies when directing supplemental
studies (Kitchenham and Charters 2007). We used five
of the popular publication databases IEEE Xplore,” ACM
Digital Library,® ScienceDirect,’ Web of Knowledge
(IS1),® and Scopus’ to search for potential primary stud-
ies. Scopus and ACM DL already index SpringerLink'°
(Tran et al. 2017). The five picked databases contain peer-
reviewed articles, which give advanced search capacities.
Following the guidelines from Kitchenham and Char-
ters (2007), based on the research questions and key-
words utilized in some related articles, we have defined
our search keywords. The search query was adopted to
fit each of the search engines of the five publication data-
bases. Note that we did not include “misuse pattern” in
the search query because misuse patterns (from the point
of view of the attacker) are out of scope of this study.

(“Internet of Things” OR “IoT” OR “Cyber Physical Sys-
tems” OR “Web of Things”)

AND

(“Security Pattern” OR “Design Pattern” OR “Security
Design Pattern” OR “Privacy Pattern” OR “Security
Architecture” OR “Secure Architecture”)

During our database search process, we did conduct
many rounds of testing the search query on the search
engines. On the one hand, this testing process helped us
to improve our search query and customize it for bet-
ter fit the search features. On the other hand, we also
saw very few hits returned by the search engines for the

% https://ieeexplore.ieee.org.

6 https://dInext.acm.org.

7 https://sciencedirect.com/.

8 http://apps.webofknowledge.com.
° https://scopus.com.

10 https://www.springer.com.
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duration 2000-2010. Therefore, we mainly focused our
review for the publications in the duration 2010-2020.

For every candidate paper, we originally reviewed the
paper’s title and abstract, trailed by skimming through
the contents. On the off chance that an applicant paper
shows up in more than one database, we show them in
the other database results. When merging to the first set
of primary studies, we consolidate the outcomes, so we
get the right number of papers without copies. It is por-
trayed step by step in Fig. 2.

Manual search
It is unrealistic to guarantee the database search results
can cover all IoT security patterns and architectures
in our study. We have, therefore, attempted to supple-
ment the database search by doing a manual search. We
started by manually searching through published papers
from previous journals and conferences. The conferences
and journals we went through to find papers were: The
International Conference on the Internet of Things,11
Pattern Languages of Programs (PLoP),'> EuroPLoP,'?
IEEE ICIOT,"* ACM Transactions on Internet of Things
(TIOT)" and IEEE Internet of Things Journal.'® We also
manually did snowballing (backward and forward) on all
the primary studies found as suggested in Wohlin (2014).
In the wake of looking through these journals and con-
ferences as well as doing snowballing, we concluded that
most of the relevant papers posted or found from our
manual search were earlier discovered from the database
search, or they did not satisfy our criteria. The papers
from the manual search were checked against the auto-
matic results, and vice versa. In the end, we had found six
more primary studies from the manual search process.
Note that any candidate paper in doubt was kept for
evaluation and cross-checked among the reviewers at
each phase of our search and selection process. Our gath-
ering conversations have finally yielded a set of 36 pri-
mary studies for data extraction and synthesis to answer
the RQs'".

Taxonomy of the research area

In this section, we define a taxonomy for IoT security
patterns and architectures. This taxonomy helps us to
extract and synthesize data from the primary studies

' https://iot-conference.org/iot2020/.

12 https://hillside.net/conferences.

13 https://www.europlop.net/.

!4 https://conferences.computer.org/iciot/2019/.
15 https://dl.acm.org/journal/tiot.

16 https://ieee-iotj.org/.

17 Our search and selection process for the primary studies concluded in
December 2020
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for answering the RQs. We applied a top-down strategy
to process data from the literature around IoT, security
patterns, IoT architectures, and design patterns to create
a first version of the taxonomy. We also tried to validate
and enrich the taxonomy by a bottom-up approach. The
bottom-up approach is for extracting data from a test set
of primary studies. This test set consists of the initial ten
primary studies chosen. It helped us to characterize and
determine the significant methods and terminology uti-
lized in the primary studies.

Domain specificity

We characterize the domain specificity in the same man-
ner as (Washizaki et al. 2020) with minor tweaks. It is
essential to examine the applicability and reusability of
each IoT security pattern.

1 General 10T security design patterns, and security
architectures, which apply to any IoT system and
software.

2 Specific IoT security design patterns, and security
architectures that address specific problem domains
(such as healthcare) and technical domains (such as
the brain-computer interaction).

Categorization of security pattern research

We classify security patterns according to the main cat-
egories presented in Yskout et al. (2006). First, we dis-
tinguish security patterns based on how they affect the
software application or the environment (e.g., infrastruc-
ture, middleware) in which the application will eventually
be deployed.

« Application architecture (AA): A pattern’s introduc-
tion can affect an extensive part of the application,
e.g., by introducing new components in the applica-
tion, or modifying existing components.

+ Application design (AD): A pattern’s introduction
only has local implications. For example, a pattern
can introduce some form of encapsulation of security
data.

+ System (S)/Execution environment: A pattern’s
introduction only affects the environment in which
the application will be deployed.

We classify the (security, privacy) objectives of the pat-
terns as presented below in “Security and privacy con-
cerns” section. More importantly, we detail the patterns
by their main properties from the software design pattern
template by the Gang of Four (Gamma et al. 1994):
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+ Intent: What (in what context) is the pattern used
for? What is the purpose of the pattern?

+ Problem: What problem that the pattern can
address. This may also include the different forces
(and context) that lead to the problem.

+ Solution: A description of the solution provided by
the pattern.

We also characterize patterns by purpose, method, and
research implementation, which is similar to how Washi-
zaki et al. (2018) did in their paper.

C1 purpose: This part includes the topics addressed
by the research, software life-cycle, and the intended
users.

C2 method: This part refers to the methodology and
modeling methods to define the pattern’s structure
and design.

C3 research implementation/validation: This part
includes where, how and if the contributions were
implemented and tested/validated, and in which con-
text. It also includes analysis of a test case or scenario.
Whether the results are automated and encapsulated
in a tool, and whether case studies or experiments
are conducted to evaluate the results relevant to the
original research purpose.

loT architecture

Many IoT architecture exist in the literature, all decom-
posed in a different number of layers. In our taxonomy,
we leverage the IoT World Forum Reference Model of the
IoT architecture (Juxtology 2018). This architecture pro-
vides a fine-grained granularity over the different layers
that typically compose an IoT system. It has recently been
adopted in many large scale IoT systems, for instance, as
indicated in Create-IoT (2018), all of the H2020 IoT large
scale pilots at the exception of one, have adopted this
architecture. It consists of the following seven layers:

L1 physical devices and controllers: Physical layer
consisting of devices or “things” of the IoT. The
“things’, sensors, and Edge Node devices are classi-
fied within this layer.

L2 connectivity: Connectivity spans from the “mid-
dle” of an Edge Node device up through transport
to the Cloud. This layer maps data from the logical
and physical technologies used, the communication
between the physical layer and the computing layer,
and above.

L3 edge computing: Layer that brings computation
and data storage closer to the location it is needed.
Protocol conversion, routing to higher-layer soft-
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ware functions, and even “fast path” logic for low
latency decision making will be implemented at this
layer.

L4 data accumulation: Intermediate storage of
incoming storage and outgoing traffic queued
for delivery to lower layers. Pure SQL is what the
layer is implemented with, but it may require more
advanced solutions, i.e., Hadoop & Hadoop File
System, Mongo, Cassandra, Spark, or other NoSQL
solutions.

L5 data abstraction: Data is made clear and under-
standable, centers around rendering data and its
storage in manners that enable developing more
straightforward, performance-enhanced applica-
tions. This layer speeds up high priority traffic
or alarms, and sort incoming data from the data
lake into the appropriate schema and streams for
upstream processing. Likewise, application infor-
mation bound for downstream layers is reformatted
appropriately for device communication and queued
for processing.

L6 application layer: At the application layer, infor-
mation interpretation of multiple IoT sensors or
measurements occur, and logic is executed. Moni-
toring, process optimization, alarm management,
statistical analysis, control logic, logistics, consumer
patterns, are just a few examples of IoT applications.
L7 collaboration and processes: Application pro-
cessing to its users, and data processed at lower lay-
ers are integrated with business applications. This
layer consists of human interaction with all the layers
of the IoT system, and economic value is delivered.

Another simpler IoT architecture largely adopted in
the literature consists of three layers: perception (L1),
network (grouping L2 and L3), and application (group-
ing L4, L5, L6, L7, and L8). We map how the contribu-
tions of today fit in both the IoT World Forum Reference
Model of the IoT architecture and the three-layer IoT
architecture.

Security and privacy concerns

We analyze the primary studies according to the follow-
ing security and privacy concerns: confidentiality, integ-
rity, availability (CIA), accountability, and privacy (Ross
et al. 2016; Kuhn et al. 2001; Yskout et al. 2006). These
concerns are what we consider essential to IoT systems
and devices. We also classify security mechanisms such
as authentication and authorization when such infor-
mation are available in the primary studies. We want to
see what patterns and architectures uphold and protect
against these security and privacy concerns. Their defini-
tions are as follows.



Rajmohan et al. Cybersecurity (2022) 5:2

« Confidentiality: Ensures the property that informa-
tion is not made available or disclosed to unauthor-
ized individuals, entities, or processes.

+ Integrity: Maintains and ensures the accuracy and
completeness of the data during its life-cycle.

+ Availability: The information/service is available
when needed.

+ Authentication: The system/device can verify a
claim of identity.

+ Authorization: The system can determine what
resources the entities that have been identified and
authenticated can access and what actions they can
perform within/on the system.

+ Accountability: Enables the tracing of important (or
all) actions performed on the system back to a par-
ticular user, usually by means of logging.

« Privacy: The data collected is legally collected and
stored, how data is shared, and follow regulatory
restrictions from the GDPR (mostly EU), and HIPAA
(Office for Civil Rights 2013), GLBA (Federal Trade
Commission 1999) (mostly in the US).

Results

This section presents the main results of our SLR and
how our research questions are answered. Table 1 shows
an overview of the primary studies that have been found
in this review regarding patterns and architectures for
IoT security and privacy. Based on the taxonomy in “Tax-
onomy of the research area” section, we have extracted
and synthesized the primary studies’ data to answer the
RQs. “High-level statistics (RQ1)” section shows high-
level statistics that help us to answer RQ1. Then, we pre-
sent low-level details of the primary studies in “Technical
aspects of the primary studies (RQ2)” section that help us
to answer RQ2. Based on our answers to RQ1 and RQ2,
we discuss the gaps and limitations as our answer to RQ3.

High-level statistics (RQ1)
In this section, we provide our answers to the RQ1-What
are the publication statistics of the research on patterns
and architectures for loT security and privacy?
Answering RQ1.1 In which year(s) are the primary
studies published? Fig. 3 shows a rise in the number of
conference (C) and journal (J) publications related to
IoT security patterns and architectures in the recent
three years (2018: 7C, 2019: 5C, 4] and 2020'%: 5C, 5J).
This spike shows that security patterns and architectures
are gaining more focus over the years and that there is

18 Our search and selection process covers the period until December 2020.
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a demand for IoT security pattern and architecture
research.

Answering RQ1.2 What are the types (i.e., Journal,
Conference, Workshop) and target domains (e.g., IoT, Net-
work, Cloud and Software Engineering (SE)) of the venues
where the primary studies were published? Research on
the IoT, with its heterogeneous nature, traverses through
various important research areas, among which we per-
ceived Software Engineering (SE), Cloud, Blockchain,
Network, and recently specialized IoT research (Borgia
et al. 2016). Figure 4 shows the research focus areas of
the publication venues where the primary studies have
been published. The main research areas that we found
are between IoT: 36, Cloud: 4, Network: 7, Blockchain: 7.
Note that publication venues often have several research
areas in their calls for papers, e.g., IoT, network. There-
fore a portion of the papers could be classified in sev-
eral research areas at the same time (e.g., 0T, network).
These numbers do reflect the different dimensions of
IoT research, with IoT research domain getting progres-
sively more visible. In other words, IoT-oriented confer-
ences and journals are becoming more popular and have
attracted research contributions on patterns and archi-
tectures for IoT security and privacy.

The number of primary studies that are published as
conference papers are more than double the number of
primary studies published in journals. From the num-
ber of publications found, we distinguished the distribu-
tion of conference papers (~ 69%) and journal papers (~
31%). It is reasonable that conference papers tend to be
published more often and quickly. But, we also see that
the number of journal papers has increased since our last
study (Rajmohan et al. 2020). We do, however, believe
and encourage a continued increase of journal papers
around this topic. Especially seeing that the growth of
IoT is increasing rapidly and that journal papers contrib-
ute to more detailed and elaborated contributions.

Answering RQ1.3 How is the distribution of publica-
tions in terms of papers affiliated with industry and the
academic? Because I0T systems and devices are broadly
utilized and growing in the industry and consumer mar-
ket, we explored how the affiliations of the authors are
dispersed from the primary studies. Would the affilia-
tions of the authors have any implication on the pub-
lication of security patterns and architectures for IoT?
From our analysis, we see that a significant amount of
the authors who have published results on IoT secu-
rity patterns or architectures are from academia (~
75%). While there are no contributions exclusively from
industry, authors working in industry do publish in joint
efforts with co-authors from academia. In this work, we
call the papers that have such joint efforts of academia-
industry collaboration as “joint papers” We discovered
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Table 1 Overview of the primary loT security pattern and architecture studies

Paper # Year Title (click to open the corresponding publication) v f

Vijayakumaran et al. (2020) 2020 A reliable next generation cyber security architecture for industrial internet of things environ-  C A
ment (https://www.scopus.com/record/display.uri?eid=2-52.0-85073370260&origin=resul
tslist&sort=plf-f&src=s&st1=A+reliable++next+generation+cyber+security+architecture+
for+industrial+-internet+of-things+environment&st2=_&sid=6def2778e8748aeeae 199dcd2
4e81ae5&sot=b&sdt=Db&sl=115&s=TITLE-ABS-KEY%28A+reliable4+-next+generation+
cyber+-security4architecture4for+industrial+internet+of+things+environment%29&
relpos=0&citeCnt=2&searchTerm=)

Vithya Vijayalakshmi and Arockiam (2020) 2020 A secured architecture for loT healthcare system (https://www.scopus.com/record/display.uri? C A
eid=2-52.0-85083648091&origin=resultslist&sort=plf-f&src=s&st1=A+Secured+Architectu
re++for+loT+Healthcare+System&st2=_&sid=6def2778e8748aeeae199dcd24e81ae5&s0t=
b&sdt=b&s|=63&s=TITLE-ABS-KEY%28A+Secured+Architecture+for+loT+Healthcare+
System%29&relpos=0&citeCnt=1&searchTerm=)

Portal et al. (2020) 2020 An edge decentralized security architecture for industrial loT applications (https://ieeexplore.  C A
ieee.org/document/9221176)
Karaarslan et al. (2020) 2020 Design and implementation of SDN-based secure architecture for loT-Lab (https://www. c A

scopus.com/record/display.uri?eid=2-s2.0-85083427175&origin=resultslist&sort=plf-f&src=
s&st1=Design+and+Implementation+of+SDN-Based+Secure+Architecture+for+loT-Lab&
st2=&sid=6def2778e8748aeeae199dcd24e81ae5&s0t=b&sdt=b&s|=85&s=TITLE-ABS-KEY%
28Design+and-+Implementation+of+SDN-Based+-Secure+Architecture+for+loT-Lab%29&
relpos=0&citeCnt=0&searchTerm=)

Perera et al. (2020) 2020 Designing privacy-aware internet of things applications (https://www.sciencedirect.com/ J A
science/article/pii/S0020025519309120)

Dhieb et al. (2020) 2020 Scalable and secure architecture for distributed loT systems (https://ieeexplore.ieee.org/ c A
document/9140108)

Koo et al. (2020) 2020 Security architecture for cloud-based command and control system in loT environment J A

(https://www.scopus.com/record/display.uri?eid=2-52.0-85081588195&origin=resultslist&
sort=plf-f&src=s&st1=Security+Architecture+for+Cloud-Based+Command-+and+Contr
ol+System+in+loT-+Environment&st2=_&sid=8baa12fe1401019180971c95019fe27a&sot=
b&sdt=Db&sI=98&s=TITLE-ABS-KEY%28Security+Architecture+for+Cloud-Based+Comma
nd-+and+Control4-System-+in+loT+Environment%29&relpos=0&citeCnt=1&searchTerm=)

Robles Enciso et al. (2020) 2020 Security architecture for defining and enforcing security profiles in DLT/SDN-based loT J A
systems (https://www.scopus.com/record/display.uri?eid=2-52.0-85082792671&origin=resul
tslist&sort=plf-f&src=s&st1=Security+architecture4for+defining+and+-enforcing+secur
ity+profiles+in+DLT%2fSDN-based-++loT+systems&st2=&sid=8baa12fe 1401019180971c950
19fe27a&sot=Db&sdt=Db&s|=110&s=TITLE-ABS-KEY%28Security+architecture+for+defin
ing+and-enforcing-security+profiles+in+DLT%2fSDN-based+-IoT+systems%29&relpos=
0&citeCnt=1&searchTerm=)

Park (2020) 2019 Security architecture for secure multicast COAP applications (https://ieeexplore.ieee.org/ J A
document/8974263)

Koshy et al. (2020) 2020 Sliding window blockchain architecture for Internet of Things (https://ieeexplore.ieee.org/ J A
document/8974263)

Attia et al. (2019) 2019 An loT-blockchain architecture based on hyperledger framework for healthcare monitoring C A

application (https://ieeexplore.ieee.org/document/8763849)

Pape and Rannenberg (2019) 2019 Applying privacy patterns to the Internet of Things' (loT) architecture (https.//www.scopus. J P
com/record/display.uri?eid=2-s2.0-85054572626&origin=resultslist&sort=plf-f&src=s&st 1=
Applying+Privacy+Patterns+to+the-+Internet+of+Things+Architecture&st2=_8&sid=94e75
9f4e7106d7f9b416c4471289e65&sot=b&sdt=b&s|=79&s=TITLE-ABS-KEY%28Applying+
Privacy—+Patterns+to+the+Internet+of+Things+Architecture%29&relpos=18&citeCnt=0&
searchTerm=)

Fysarakis et al. (2019) 2019 Architectural patterns for secure loT orchestrations (https://ieeexplore.ieee.org/document/ c P
8766425/)

Tiburski et al. (2019) 2019 Lightweight security architecture based on embedded virtualization and trust mechanisms J A
for loT edge devices (https://ieeexplore.ieee.org/document/8647115)

Zhang et al. 2019) 2019 Overview of loT security architecture (https://ieeexplore.ieee.org/document/8923665/) CcC A

Karmakar et al. (2019) 2019 SDN enabled secure loT architecture (https://ieeexplore.ieee.org/document/8717819/) c A

Durresi et al. (2019) 2019 Secure communication architecture for internet of things using smartphones and multi- J A

access edge computing in environment monitoring (https://link.springer.com/article/10.
1007/512652-018-0759-6)
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https://ieeexplore.ieee.org/document/8766425/
https://ieeexplore.ieee.org/document/8647115
https://ieeexplore.ieee.org/document/8923665/
https://ieeexplore.ieee.org/document/8717819/
https://link.springer.com/article/10.1007/s12652-018-0759-6
https://link.springer.com/article/10.1007/s12652-018-0759-6
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Table 1 (continued)

Paper # Year Title (click to open the corresponding publication) v f

Jerald et al. (2019) 2019 Secured architecture for integrated loT enabled smart services (https://www.scopus.com/ J A
record/display.uri?eid=2-52.0-85073499499&origin=resultslist&sort=plf-f&src=s&st1=Secur
ed-architecture+for+integrated+loT+enabled+smart+services&st2=_&sid=4c4a3ce906
27aab79cc656fe0eed1fc2&sot=b&sdt=b&s|=77&s=TITLE-ABS-KEY%28Secured-archi
tecture+for+integrated+loT+enabled-+smart+services%29&relpos=0&citeCnt=0&searc
hTerm=)

Petroulakis et al. (2019) 2019 SEMIoTICS architectural framework: end-to-end security, connectivity and interoperability for  C A
industrial IoT (https://ieeexplore.ieee.org/document/8766399/)

Syed et al. (2018) 2018 A misuse pattern for DDoS in the loT (https://dl.acm.org/doi/abs/10.1145/3282308.3282343) C P

Witti and Konstantas (2018) 2018 A secure and privacy-preserving Internet of Things framework for smart city (https://dl.acm. C
org/doi/abs/10.1145/3301551.3301607)

Pahl et al. (2018) 2018 An architecture pattern for trusted orchestration in loT edge clouds (https:/ieeexplore.ieee. c P
org/document/8364046)

Zhu and Badr (2018) 2018 Fog computing security architecture for the Internet of Things using blockchain-based social  C A
networks (https://ieeexplore.ieee.org/document/8726571)

Schuf et al. (2018) 2018 loT device security the hard(ware) way (https://dl.acm.org/doi/abs/10.1145/3282308.3282329) C P

Alphand et al. (2018) 2018 loTChain: a blockchain security architecture for the Internet of Things (https://ieeexploreijeee. C A
org/document/8377385)

Pacheco et al. (2019) 2018 Security framework for loT cloud services (https://ieeexplore.ieee.org/document/8612808/) CcC A

Lee and Law (2017) 2017 A case study in applying security design patterns for loT software system (https://ieeexplore. ~ C P
ieee.org/document/7988402/)

Ye and Qian (2017) 2017 A security architecture for networked Internet of Things devices (https://www.scopus.com/ Cc A
record/display.uri?eid=2-s2.0-85046455493&origin=resultslist&sort=plf-f&src=s&st1=A+
Security+Architecture+for+Networked-Internet+of+Things+Devices&st2=&sid=69f79
eb51b98090742db2d001e68b1e9&sot=b&sdt=b&s|=79&s=TITLE-ABS-KEY%28A+Security+
Architecture+for+Networked+Internet+of+Things+Devices%29&relpos=12&citeCnt=4&
searchTerm=)

Pacheco et al. (2018) 2017 loT security framework for smart water system (https://ieeexplore.ieee.org/document/83084 C A
38/)

Ntuli and Abu-Mahfouz (2016) 2016 A simple security architecture for smart water management system (https://www.sciencedir ~ J A
ect.com/science/article/pii/S1877050916302721)

Pacheco et al. (2016) 2016 loT security development framework for building trustworthy smart car services (https://ieeex C A
plore.jeee.org/document/7745481/)

Lessa dos Santos et al. (2015) 2015 A DTLS-based security architecture for the Internet of Things (https://ieeexplore.ieee.org/ c A
document/7405613/)

Vucinic¢ et al. (2015) 2015 OSCAR: object security architecture for the Internet of Things (https://ieeexplore.ieee.org/ J A
document/6918975)

Ur-Rehman and Zivic (2015) 2015 Secure design patterns for security in smart metering systems (https://ieeexplore.ieee.org/ c P
document/7579841/)

Garcia-Morchon et al. (2013) 2013 Securing the IP-based internet of things with HIP and DTLS (https://dl.acm.org/doi/abs/10. c A
1145/2462096.2462117)

Goncalves et al. (2013) 2013 Security architecture for mobile E-health applications in medication control (https:/ieeex c A

plore.ieee.org/document/6671901/)

“Venue type: J = Journal (11), C = Conference (25)
frocus:P = pattern (7), A = Architecture (29)
* sorted by year of publication

some papers of this type (~ 25%). The percentage of joint
papers here is not high, but still remarkable compared to
less than 10% of joint papers as primary studies reported
in another review on security for cyber-physical systems
(Nguyen et al. 2017).

Joint papers tend to have more usage examples and
illustration contrasted with papers purely from academia.
We saw in our study that 89% of the joint papers had

graphical illustrations of their contribution in terms of
architectural structure or pattern usage areas. The num-
ber of joint papers among academia and industry shows a
promising collaboration level. We trust that this number
continues to grow. The collaboration is win-win for the
state of the art and practice, which can lead to the utili-
zation of patterns and architectures proposed to improve
products, production process, and internal processes
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that use IoT devices or systems further. We would be
intrigued to see more implementations or examples of
security patterns or architectures used by industry in the
future.

Technical aspects of the primary studies (RQ2)

All the patterns and architectures in Table 1 have been
examined according to our taxonomy (“Taxonomy of
the research area” section), to give us meaningful infor-
mation as well as pinpoint how the papers are relevant
and where they contribute. The taxonomy was used to
ensure that the primary studies have information rel-
evant to this study. We can draw out some key examples,
such as papers (Vijayakumaran et al. 2020; Vithya Vijay-
alakshmi and Arockiam 2020; Jerald et al. 2019; Pacheco
et al. 2018), which are the ones who cover most security
concerns (“Security and privacy concerns” section). We
based on the (more fine-grained) data extracted from
the primary studies to answer RQ2: What are the techni-
cal details of these security patterns and architectures for
addressing loT security and privacy?

Answering RQ2.1 What type (e.g, security pattern,
architecture) of contribution do the primary studies create
or use, and how the distribution is between them? After
finalizing the primary studies set, we found that the pri-
mary studies’ main contributions are either architectures
(~ 81%) or patterns (~ 19%). These contributions are
mostly solution proposals, where some have proper test-
ing and validation (~ 57%) of their concept. Other papers
have use case examples (~ 23%) in some form, and some
papers even have implementations of their concept (~
20%). As we presented in “Security architecture” sec-
tion, papers describing frameworks are categorized as
architectures (not patterns, if patterns are not explicitly
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mentioned). Therefore, we see a more significant con-
tribution and more focus on architectures compared to
patterns.

Claiming security solely based on a good architecture
can be inadequate because it is typically not enough for
end-to-end IoT security. We have seen other cases where
architectures are not enough to solve the specific issues
regarding e.g., user verification on the devices, firmware
manipulation, and an attacker disconnects the devices
upon will. Such issues are hard to handle only with secu-
rity architecture solutions. The lack of security patterns
is a result of its youth within the domain and security not
being the main priority when developing IoT systems.
Certain areas of an IoT system may need more attention
than others regarding security, and architectures may not
solve those issues. From our experience and information
gathering, we have seen that the architecture solutions
for IoT security have focused a lot on the whole system
and all its layers (e.g., Cloud, Edge, IoT devices Juxtology
2018), more general system issues, and can target specific
domains, but are very seldom enough to solve a specific
problem. The architectures tend to focus on multiple lay-
ers (e.g., Cloud, Edge Juxtology 2018) and are harder to
address a single layer issue or an issue in a small part of
one of the architectural layers, where some specific secu-
rity patterns may apply well.

As mentioned, a good architecture is only part of the
solution and can be inadequate if we encounter specific
security issues for a smaller area rather than the whole
system, e.g., the breach on a casino’s thermostat in a fish
tank to access customer data (Williams-Grut 2018). This
breach shows the challenge to ensure end-to-end security
for IoT systems, especially at their weakest links, e.g., a
thermostat. Therefore, it would be exaggerating to tackle
security only at the architectural level. A more straight-
forward solution would have been a security pattern for
authentication of users or networks not to allow external
communication to pass through IoT devices or verify the
device when communication is sent. A more complete
solution would be to employ suitable specific security
patterns in a well-designed architecture. In other words,
a high-level architecture supporting IoT security is only
one side of the coin. The other side of the coin is to
address specific IoT security challenges at any weak links
such as IoT devices where some specific security patterns
can help.

Table 2 shows which concerns regarding security and
privacy for IoT are addressed by each of the 36 primary
studies. When we compare the number of primary stud-
ies to the number of candidate papers we first found
while doing the automatic search, there is a big difference.
This means that security and IoT are popular keywords in
many publications but “security patterns” for IoT is not.
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However, we still believe 36 is a reasonable amount, yet
it ought to be higher with the goal that security patterns
become increasingly frequent and accessible for industry
and users who want to develop secure IoT systems.

Table 2 also shows us the distribution of the speci-
ficity of the various contributions. We see that most
contributions fall under the “Generic” regarding appli-
cation domains (“Domain specificity” section), which
means that a substantial number of papers are adapt-
able for a widespread of IoT systems. These “Generic”
solutions cover the core functionalities of an IoT sys-
tem, which is why we labeled them “Generic” compared
to the domain-specific solutions, which work within
a specific domain for a specific purpose (e.g., smart
cars, smart meters, and healthcare systems). As we can
see, most of the contributions cover authentication,
which is a crucial aspect of any system. One may link
the amount of authentication coverage to the fact that
several smart devices have been hacked due to a lack of
authentication (Wright 2020). Even though authentica-
tion is the most focused concern in the primary stud-
ies, more efforts are needed for end-to-end security,
including weak links in IoT systems. We would like to
see more of such solutions and solutions for IoT press-
ing problems, e.g., communication, compatibility, inte-
gration, and scalability.

Answering RQ2.2 How well do the patterns and archi-
tectures cover security and privacy issues?

Table 2 shows a more detailed list of the concerns men-
tioned previously and what type of application domain
the contributions have. We marked the concerns with an
“x” if the concern was directly mentioned in the paper.
The concern regarding privacy was only marked if it was
explicitly mentioned, and not if they handle only the
security concerns even they can contribute to privacy
coverage.

Figure 5 displays the mapping of our security concerns
based on the contribution. We weight how much each
(security or privacy) concern was addressed in the pri-
mary studies compared to each other. We do so by simply
calculating the percentage of how many times a concern
was addressed compared to the total number of the times
that all concerns were addressed. Note that as shown in
Table 2, most primary studies address more than one
concern. As Fig. 5 shows, there is a widespread of focus
between the security concerns (Confidentiality ~ 16%,
Integrity ~ 19%, Availability ~ 8%, Authentication ~ 25%,
and Authorization ~ 17%). Privacy (~ 15%) is relatively
focused comparing to the security issues in terms of cov-
erage within the primary studies. The low coverage for
the availability concern could come from a lack of explicit
explanation in the primary studies or availability was not
considered in their solutions at all. In the first case, this is



Rajmohan et al. Cybersecurity (2022) 5:2 Page 14 of 29

Table 2 Application domains and security & privacy concerns from the primary studies

Primary study #* f Domain Security P
C | Av AuthN AuthZ

Vithya Vijayalakshmi and Arockiam (2020) A Healthcare X X X X X X

Portal et al. (2020) A Industrial Environments X X X X X

Karaarslan et al. (2020) A Laboratorium X X X

Koshy et al. (2020) A Smart Home X X X

Attia et al. (2019) A Healthcare X X X

Pacheco et al. (2019) A Cloud Services X X

Pacheco et al. (2018) A Smart Water System X X X X

Ntuli and Abu-Mahfouz (2016) A Smart Water System X

Pacheco et al. (2016) A Smart Car X X X

Goncalves et al. (2013) A Healthcare X X X

Ur-Rehman and Zivic (2015) P Smart Metering X X X

Vijayakumaran et al. (2020) A Generic X X X X X

Perera et al. (2020) A Generic X

Dhieb et al. (2020) A Generic X X X

Koo et al. (2020) A Generic X X X X

Robles Enciso et al. (2020) A Generic X X X X X

Park (2020) A Generic X X X

Tiburski et al. (2019) A Generic X X X

Zhang et al. (2019) A Generic X X X

Karmakar et al. (2019) A Generic X X

Durresi et al. (2019) A Generic X

Jerald et al. (2019) A Generic X X X X X

Petroulakis et al. (2019) A Generic X X

Witti and Konstantas (2018) A Generic X X X X X

Zhu and Badr (2018) A Generic X X

Alphand et al. (2018) A Generic X X X

Ye and Qian (2017) A Generic X X X

Lessa dos Santos et al. (2015) A Generic X

Vucini¢ et al. 2015) A Generic X X X X

Garcia-Morchon et al. (2013) A Generic X X X X

Pape and Rannenberg (2019) P Generic X

Fysarakis et al. (2019) P Generic X X X X

Syed et al. (2018) P Generic X X

Pahl et al. (2018) P Generic X X X

SchuB3 et al. (2018) P Generic X X X X

Lee and Law (2017) p Generic X X

Number of patterns and architectures that

address the corresponding quality characteristic 19 22 10 29 20 18

*The paper number is referenced from Table 1
f, focus; P, pattern; A, architecture
C, confidentiality; |, integrity; Av, availability; AuthN, authentication; AuthZ, authorization; P, privacy

comprehensible as availability is a concern whose scope  a variable amount of underlying resources (Ferry et al.
is broader than the only security domain. Indeed, pre-  2014). It is a core concern when engineering and design-
serving the availability of a system is tightly coupled to  ing complex system, and, as a result, many design pat-
the ability of scaling it. Load scalability is the ability of a  terns, including architectural patterns, have been defined
service to sustain variable workload while fulfilling qual-  in the literature from other fields (e.g., Big data, Cloud
ity of service (QoS) requirements, possibly by consuming  computing, large-scale systems, middleware).
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@ Confidentiality @ Integrity
@ Availability @ Authentication
Authorization ~ @ Privacy

Confidentiality

Privacy 16 %

15 %

Integrity.

19'%

Availability
Authentication 8 %
25 %

Fig.5 Security concerns based on the contribution

Table 2 can give a closer look on how many contri-
butions of patterns and architectures focusing on the
various concerns. For patterns, we see that only two
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papers out of seven security pattern papers cover the
whole CIA (Confidentiality, Integrity, and Availability)
triad, while security architecture papers have two out
of 29 papers. Availability is the least covered concern in
the primary studies. We are unsure if it is because the
contributions focus mostly on authentication, but since
many of these systems process or share information, we
would argue that the basic CIA triad should be focused.
Figure 6 illustrates the different security considerations
and privacy, and shows which ones are more focused
on in the papers found. Authentication is most focused
by the primary studies. This point is understandable
because authentication is often the foundation for
building other security mechanisms such as for author-
ization, confidentiality, or privacy. But, the low focus on
availability is something that should be drawn attention
to because availability is crucial in many IoT systems,
especially critical ones.

Another thing to notice is that privacy is considered
in 18 out of the 36 papers. This number shows that pri-
vacy has gained nearly as much attention as security
concerns in the primary studies. As mentioned previ-
ously, some papers and concerns may contribute indi-
rectly to privacy, e.g., concerns such as authentication
and authorization that verify and provide the correct
access to users, which can be one way to preserve users’

Number of papers

Confidentiality

Integrity

Fig. 6 Architectures and patterns with focus on each security concern

Availability
Security Concerns

W Pattern

Authentication  Authorization Privacy
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privacy. But, we only count for privacy if a primary
study does mention privacy explicitly.

Table 3 shows the IoT security and privacy patterns
that are presented in the primary studies. It is worth
to note that there is one primary study (Pape and Ran-
nenberg 2019) dedicated to IoT privacy patterns. There
are seven patterns for IoT privacy presented in Pape
and Rannenberg (2019), which describe different pos-
sibilities of privacy violation and the corresponding
solutions. We summarize these patterns according to
the main elements of security pattern in Table 3. There
is another paper that even presents a misuse pattern
(Syed et al. 2018). Paper Syed et al. (2018) shows a mis-
use pattern for Distributed Denial of Service (DDoS) in
IoT. They specify appropriate countermeasures for mit-
igating it, contributing to a specific problem in many
IoT systems. Paper Fysarakis et al. (2019) discusses a
pattern-driven framework solution to encode depend-
encies between the security concerns mentioned in
“Security and privacy concerns” section. More specifi-
cally, paper Fysarakis et al. (2019) presents orchestra-
tion models required for IoT and IIoT applications to
guarantee quality properties including security, privacy.
In the same direction but more on the trustfulness,
paper Pahl et al. (2018) proposes an architecture pat-
tern based on blockchain to ensure the identity of hard-
ware devices and software applications, the origin and
integrity of data and the contractual nature of orches-
tration. There is only one paper (Schufl et al. 2018) that
proposes a pattern at the hardware layer for 10T secu-
rity. Schuf} et al. (2018) show a pattern to secure the
device through hardware, by implementing exchange-
able cryptographic co-processors. This paper provides
security features that can be implemented to a general
IoT system, but it requires changes or additions to the
hardware. The hardware-based approach in Schufl et al.
(2018) aims at allowing even constrained devices to uti-
lize state-of-the-art cryptographic functions.

While the papers mentioned so far present IoT-spe-
cific patterns, the last two papers (Lee and Law 2017;
Ur-Rehman and Zivic 2015) in Table 3 focus more on
how generic security patterns can be applied for IoT. For
example, both of them show how the well-known Secure
Logger pattern can be used in IoT. Paper Lee and Law
(2017) shows multiple patterns in which they describe
and explain some usage areas, but they do not show
results in these usage areas. It is more for cataloging
purposes including other generic security patterns such
as Secure Directory, Secure Adapter Pattern, Exception
Manager Pattern, and Input Validation Pattern. Paper Ur-
Rehman and Zivic (2015) presents the patterns that are
adopted for smart metering systems. The Secure Remote
Readout pattern is presented in details in Ur-Rehman
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and Zivic (2015). The other patterns are name checked
only such as Secure Logger, Key Manager, Wakeup Ser-
vice, and Transport Layer Security.

As mentioned in the previous section, patterns target
more specific parts of an IoT system, which also makes
it easier to implement a pattern for that section of the
system. In most cases, architectures are harder to imple-
ment/adopt because they propose a solution for mul-
tiple parts or the whole system but often lack security
details for specific parts. We discuss some representative
examples of the papers we found that explicitly address,
propose, or use security architectures such as Vithya
Vijayalakshmi and Arockiam (2020), Witti and Konstan-
tas (2018) and Pacheco et al. (2018). Paper Vithya Vijay-
alakshmi and Arockiam (2020) discusses an architecture
that protects the data security at all the layers of data
flow, the transmission of data is essential in this contri-
bution. Paper Witti and Konstantas (2018) shows archi-
tectures in use-cases where they apply and discuss how
they are used and the results. Paper Witti and Konstantas
(2018) also explains how architecture can help securing a
smart city while preserving citizens’ privacy in that city.
A good example of security architecture can be found
in paper Pacheco et al. (2018) by Pacheco et al. (2018),
which proposes a security framework for a smart water
system. That paper displays security issues at most of the
IoT layers and proposes security algorithms for these
issues to make developers consider security early rather
than an ad-hoc or afterthought manner.

Answering RQ2.3 What application domains have
been addressed by the security patterns and architectures?
From Table 2 we see that nine primary studies have pre-
sented the application of IoT security patterns/archi-
tectures for some specific IoT application domains. The
specific IoT application domains can help our analysis in
the way they elaborate on the issues and how to mitigate
them. Explicitly mentioning IoT application domain has
the tendency to show that the patterns can be applied
in the domain and can address the requirements in this
IoT domain. Some patterns could be more important for
some specific domains. For example, for smart city appli-
cations, patterns for scalability is important. For e-health,
patterns for privacy are important. The primary studies
that do explicitly present IoT application domains would
address more clearly the IoT-specific requirements or
challenges. The domain-specific solutions are created for
the domains mentioned, but they may still be applicable
in other domains. However, these domains usually take
the initiative to incorporate IoT, which explains why these
areas have specific solutions before others. We also saw
that many of these domain-specific studies had graphical
figures describing their contribution to show how they
work or the different layers of their architectures.
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Fig. 7 Difference between academic-only and joint papers in terms of security and privacy concerns

We consider that domain-specific contributions may
not necessarily have a more significant impact on IoT
security, but it is better portrayed when having a real case
scenario or issue. Both the generic and specific domain
contributions cover approximately three security con-
cerns per paper, so they both stand approximately equally
strong in security concerns coverage. We believe these
domain-specific contributions are getting more attention,
but it may still not be a better solution than the general
solutions that can apply to more systems or handle more
generic issues. It is still good to see more security pat-
terns and architectures in real cases to better grasp the
contribution and the issues around these domains.

Table 2 can give us some ideas on any difference
in terms of addressing security and privacy concerns
between the papers by academic authors and the papers
authored by both academia and industry. The joint
papers on average cover ~ 3,2 concerns per paper, while
the “academic-only” papers on average cover ~ 3,3 con-
cerns per paper. We see that both types of paper cover
at least over half of our security concerns on average. To
better compare the difference between academic-only
papers and joint papers in terms of addressing security
and privacy concerns, we visualize the number of papers
addressing each concern in Fig. 7. The first glance at Fig. 7
may give us an impression that the papers from academia
have a broader coverage than the joint. This impression
makes sense because academic-only papers are nearly
three times more than joint papers. However, the num-
ber of academic-only papers addressing privacy (15)
is five times the number of joint papers addressing pri-
vacy (three). Would this comparison imply that privacy
(compared to other concerns) has gained more focus in
academic-only papers than in industry-oriented papers?

On the other hand, the number of academic-only papers
addressing availability (eight) is four times the number
of joint papers addressing availability (two). Would this
comparison imply that availability has also gained more
focus in academic-only papers than industry-oriented
papers? The data that we have so far is not significant to
make any strong statement to answer these questions. As
previously mentioned, we do, however, want to highlight
joint papers as more practical for industry. If we compare
the amounts of academic and joint papers, we see that
the number of joint papers is still low. We hope the num-
ber of joint papers will grow in the years to come with the
current trend.

In terms of validation, implementation and execution
testing, five (Portal et al. 2020; Karaarslan et al. 2020;
Koshy et al. 2020; Attia et al. 2019; Pacheco et al. 2016)
out of the nine domain-specific contributions do test-
ing to verify their contribution in some form, while the
generic domain contributions have 16 out of 24 papers
doing testing, or some form of validation or analysis of a
case. These numbers can be found in Table 4 represent-
ing “Categorization of security pattern research” section
and “IoT architecture” section and by “testing’, we are
referring to item C3 (research implementation/valida-
tion). We also see from this table that there are limited
number of papers that discuss their purpose with their
contribution. Four papers from the domain-specific cat-
egory and 12 from the general domain category speci-
fied their purpose (item C1). However for describing
their work with figures and diagrams we found 30 con-
tributions (10 specific, 20 general) where in average the
domain-specific studies have a higher ratio of including
figures (item C2).
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Table 4 List of papers cross referenced from “Categorization of security pattern research”section and “loT architecture” section

Primary study # Categorization of security  loT architecture
pattern research

Perception Network Application

1 c2 c3 L1 L2 L3 L4 L5 L6 L7
Vijayakumaran et al. (2020) v v v v v
Vithya Vijayalakshmi and Arockiam (2020) v v v v v v
Portal et al. (2020) v v v v v
Karaarslan et al. (2020) Ve v N v v
Perera et al. (2020) v v
Dhieb et al. (2020) v v v v v
Koo et al. (2020) v v v v v v v v
Robles Enciso et al. (2020) v v v v v v
Park (2020) v v v
Koshy et al. (2020) v v v v v
Attia et al. (2019) v v v v v
Pape and Rannenberg (2019) v v v v v v
Fysarakis et al. (2019) v v v v v
Tiburski et al. (2019) v v v v
Zhang et al. (2019) v v v v
Karmakar et al. (2019) Ve N v N
Durresi et al. (2019) v v v v v
Jerald et al. (2019) v v v v v v v
Petroulakis et al. (2019) v v v v
Syed et al. 2018) v v v v v
Witti and Konstantas (2018) v v v v v
Pahl et al. (2018) v v v
Zhu and Badr (2018) v v v v v v
SchuB et al. (2018) v v
Alphand et al. (2018) v v v v v v
Pacheco et al. (2019) v v v v
Lee and Law (2017) v v v v v v
Ye and Qian (2017) v v v v
Pacheco et al. (2018) v v v v
Ntuli and Abu-Mahfouz (2016) v v v v v
Pacheco et al. (2016) v v v v v v v
Lessa dos Santos et al. (2015) v v v v
Vucinic et al. (2015) v v v v v
Ur-Rehman and Zivic (2015) v v v v v v v
Garcia-Morchon et al. (2013) v
Goncalves et al. (2013) v v
Total (v): 16 30 21 28 31 11 5 4 21 3

*The paper number is referenced from Table 1
V' = the contribution specifies the items from the taxonomy

Table 4 also shows where the primary studies operate  been almost completely covered by the different primary
in the different layers of the 10T architecture presented studies. However, the seven-layer IoT World Forum Ref-
in “IoT architecture” section. If we look at the numbers  erence Model of the IoT architecture can offer a closer
from the three-layer IoT architecture point of view, all  view. We can see that the studies that explicitly address
three layers perception, network, and application have specific IoT application domains again have a higher
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average (4,33 layers per contribution) when it comes to
layer coverage while general papers display a lower num-
ber (2,96 layers per contribution). In total, we see the
coverage of 3,3 layers per contribution, which seems a lit-
tle low considering there are seven layers in the architec-
ture from the World Forum Reference Model (Juxtology
2018). In particular, we found that most of the primary
studies do not work in all the layers, but rather operate
in the Physical Devices and Controller (L1), Connectiv-
ity (L2), and Application (L6) layers. There are four layers
that have lower coverage in terms of the number of pri-
mary studies addressing IoT security challenges in those
layers: Edge Computing (L3), and especially, Data Accu-
mulation (L4), Data Abstraction (L5), Collaboration and
Processes (L7).

Gaps and limitations (RQ3)

This section gives our answers to the RQ3.1 and RQ3.2
that are supported by the findings presented above.
RQ3.1—What are the current limitations of the IoT secu-
rity patterns and architectures research? RQ3.2— What
research directions could be recommended for tackling
the current limitations? Although there is a spike in the
number of primary studies on IoT security patterns and
architectures recently as presented in our answer for
RQL.1, our analyses show that IoT security patterns and
architectures research is still in its beginning stages. This
topic is yet to bloom, both in the industrial and academic
universes. There are fundamental gaps and open issues to
be handled.

The last decade was only the beginning of research efforts

One of the main limitations is that research on security
patterns is still relatively “young” for IoT domain and
premature, e.g., in terms of addressing all the different
levels of IoT architecture reference model as presented
in Table 4, proper documentation and usage areas, as
well as usage examples. Before conducting the review,
we expected to see how existing security patterns being
applied/adopted for 10T, and even more if new security
patterns specific for IoT had emerged. But, based on the
results of our review so far, we can say that the last dec-
ade has only marked the beginning of the research effort
in this direction. The lack of evaluation in use cases or
application in case studies as presented in our answer for
RQ2.3 is one of the indicators of the premature work in
most of the primary studies. Most of the contributions
in the primary studies would only be ranked at the low
levels (less than level five) in terms of the technology
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readiness levels (TRL).!” We believe that (empirical) eval-

uations on the application of security patterns in IoT can
make a substantial positive impact if more contributed
to this research area. Empirical studies can provide more
insights for any potential adopters of patterns to create
more secure systems, or at least find a proven solution for
a common problem.

Security patterns have proven to be very valuable for
practitioners, especially non-security experts to adopt
and build secure (IT) systems (Schumacher et al. 2013;
Fernandez-Buglioni 2013). We would expect a similar
impact of using security patterns in building secure IoT
systems. Security patterns can help to mitigate the lack
of knowledge from developers without security exper-
tise, who are often under time-to-market pressure and as
a result may contribute to more breaches and malicious
usage, leading to more catastrophic incidents. Because,
security patterns consist of domain-independent time-
proven security knowledge, and expertise, they should be
helpful, especially for addressing such limitations early in
the development of IoT systems. We believe that security
patterns can continue to be very valuable for practition-
ers, especially non-security experts, in building secure
IoT systems. It would be even more so with a systematic
understanding of different security patterns for address-
ing the heterogeneity of the IoT domain that our study
could be a starting point for more comprehensive IoT
domains. In other words, new research efforts could aim
at building a catalog of security (and privacy) patterns
more specifically and systematically for IoT.

The lack of addressing loT-specific security and privacy
challenges

Compatibility and complexity issues in IoT are other
limitations that make security patterns and architectures
less practical. An IoT system often makes use of multi-
ple devices connected to a system(s) via a network(s). For
example, one device could use a of protocols to commu-
nicate between nearby networks and other protocols to
communicate with the service provider via IP. The het-
erogeneity of various communication protocols often
used in IoT raises more security issues, which even get
worse for complex IoT systems. So far, we have found
patterns and architectures for mostly general issues and
some specific issues that should work for their stated
purposes. However, we have not encountered research
that fulfills both types of issues that security patterns
and architectures handle. In other words, we have not
seen any approach that proposes a (systematic) top-down

19 The use of TRLs in the Horizon 2020 Work Programmes (https://ec.
europa.eu/info/funding-tenders/opportunities/portal/screen/support/faq/
2890).
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Fig. 8 Contributions distributed over the seven layers (Juxtology 2018)

application of security patterns, first at the architectural
level, then to more low-level details for addressing spe-
cific challenges in the heterogeneity of IoT, for example
sometimes ad-hoc network, and weak links caused by
tiny IoT devices.

From the results (see Table 2), we found that the quan-
tity of security pattern approaches is less than the num-
ber of security architectures for IoT, and way too few
compared to the initial numbers of the search results
displayed in Fig. 2. The quantity of existing papers that
directly address security patterns for IoT is very low
comparing to the explosion of the IoT as estimated by
Gartner.”” From the papers found, very few had charac-
terized the patterns or architectures accordingly to the
taxonomy categorization we constructed or character-
ized clearly in what layers of the IoT World Forum Refer-
ence Model®! the contribution tackles (Fig. 8). We would,
therefore, recommend that further research that should
address thoroughly and systematically security pattern
aspects for IoT systems.

The status of addressing the top ten most common
vulnerabilities within loT

We also accumulated how the research contributions in
the primary studies handle the different issues presented
by the OWASP IoT top ten vulnerabilities list (OWASP

% Gartner, November 2018 (https://www.gartner.com/en/newsroom/press-
releases/2018-11-07-gartner-identifies-top-10-strategic-iot-technologies-and-
trends).

2 Juxtology - IoT: Architecture (https://www.m2mology.com/iot-trans
formation/iot-world-forum/).

2018) as shown in Table 5. This extraction was done to
highlight more of this topic’s gaps to see how the exist-
ing contributions handle the top ten most common vul-
nerabilities within IoT (OWASP 2018). As we see from
the extraction, vulnerabilities such as Insecure Network
Services (I2), Insecure Ecosystem Interfaces (I3), and
Insecure Data Transfer and Storage (I7) are the most cov-
ered vulnerabilities by the contributions. This spread of
coverage is fair in terms of what the contributions pre-
sent. Most of the solutions found are either in the com-
munication part of the system or when interacting with
multiple devices/systems. Most of the contributions
are also descriptions proposing high-level architectural
solutions and not detailing actual (physical) IoT prod-
ucts or devices. The other types of vulnerabilities, such
as Weak, Guessable, or Hardcoded Passwords (I1), Inse-
cure Default Settings (I9), Lack of Physical Hardening
(I10), and so forth were not visible in the contributions
of the primary studies. 12, I3, and 17 are appropriate vul-
nerabilities that these contributions should mitigate,
however Insufficient Privacy Protection (I6) and Lack
of Device Management (I8) should be more highlighted
due to its natural occurrence within security patterns and
architectures.

The need for new security patterns specifically for loT

Other directions we recommend is to keep up the
research on existing patterns and architectures, but
also find out new security patterns specifically for IoT.
The dominance of academia-only and a few joint col-
laboration in IoT security pattern research (see our
answer to RQ1.3) suggests that there should be even


https://www.m2mology.com/iot-transformation/iot-world-forum/
https://www.m2mology.com/iot-transformation/iot-world-forum/
https://www.gartner.com/en/newsroom/press-releases/2018-11-07-gartner-identifies-top-10-strategic-iot-technologies-and-trends
https://www.gartner.com/en/newsroom/press-releases/2018-11-07-gartner-identifies-top-10-strategic-iot-technologies-and-trends
https://www.gartner.com/en/newsroom/press-releases/2018-11-07-gartner-identifies-top-10-strategic-iot-technologies-and-trends

Rajmohan et al. Cybersecurity (2022) 5:2

Table 5 List of issues compared to the OWASP IoT top ten
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Vijayakumaran et al. (2020)

Vithya Vijayalakshmi and Arockiam (2020)

Portal et al. (2020)

Karaarslan et al. (2020)

Perera et al. (2020)

Dhieb et al. (2020)

Koo et al. (2020) v
Robles Enciso et al. (2020)

Park (2020)

Koshy et al. (2020)

Attia et al. 2019)

Pape and Rannenberg (2019)

Fysarakis et al. (2019)

Tiburski et al. (2019) v
Zhang et al. (2019)

Karmakar et al. (2019)

Durresi et al. (2019)

Jerald et al. (2019)

Petroulakis et al. (2019) v
Syed et al. (2018)

Witti and Konstantas (2018) v
Pahl et al. (2018)

Zhu and Badr (2018) v
SchuB et al. (2018) v

Alphand et al. (2018) N
Pacheco et al. (2019) v
Lee and Law (2017) v

Ye and Qian (2017) v
Pacheco et al. (2018) v
Ntuli and Abu-Mahfouz (2016) v
Pacheco et al. (2016)

Lessa dos Santos et al. (2015)

Vucini¢ et al. (2015) v
Ur-Rehman and Zivic (2015)

Garcia-Morchon et al. (2013) v
Goncalves et al. (2013) v v
Total papers that

handle the issue (v): 7 24 29
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*The paper number is referenced from Table 1
v/ = handles the issue
X = lack of description about how it is handled

= not mentioned

more collaboration between academia and indus-
try. Especially since the IoT market is blossoming
and making the industry more aware, there should be
approaches that are more practical and closer to the
needs in the industry. This research should be both of

research nature but should also aim to create an inter-
est for industry and business owners. This way, we can
get more test cases, gain more knowledge, and spread
awareness around IoT security patterns in general.
However, the ultimate goal of promoting IoT security
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patterns is to make it easier to improve and imple-
ment security features early in the development of IoT
systems.

Related work

There have been some recent surveys focusing on dif-
ferent aspects of IoT engineering, from the deployment
support (Nguyen et al. 2019) to actuation conflict man-
agement (Lavirotte et al. 2020). In Nguyen et al. (2019),
the authors present the state of the art of IoT deployment
approaches in which most approaches do not properly
support software deployment and orchestration at the
tiny IoT device level. Besides, trustworthiness aspects
including security were not addressed properly in the
existing approaches for IoT systems deployment and
orchestration. The new challenges in the IoT domain can
also be seen in the physical layer of IoT actuators. The
SMS in Lavirotte et al. (2020) brings attention to the risk
of actuation effects to safety and trustworthiness, and
analyzes approaches for actuation conflicts management.
However, these two recent surveys do not focus on secu-
rity patterns for IoT.

There exist some other surveys that have addressed IoT
security and IoT patterns, but none has systematically,
specifically investigated security pattern approaches for
IoT. Oracevic et al. (2017) surveyed IoT security. They
want to shed light on this topic and spread awareness,
with examples of IoT security solutions. The authors pro-
vide different measures on different levels to secure the
systems but do not go into details. They also do not offer
any form of architectures or patterns to solve common
recurring problems for IoT security. Nguyen et al. (2015)
has also reviewed security patterns-based approaches
for new systems design and development. However, the
reviewed approaches are not specific for IoT systems,
which the focus of this work.

Washizaki et al. (2020) present a collection of papers
that either describe IoT architectures or design pat-
terns, or both. They also classify the patterns that are
being used in detail as well as in which paper. They pre-
sent a security column and specify which papers from
their study have patterns that cover security. We looked
through these papers, but not all of the papers did meet
our criteria described in “Inclusion and exclusion crite-
ria” section. The papers from Washizaki et al. (2020) that
we analyzed and included as primary studies are Pape
and Rannenberg (2019), Pahl et al. (2018), Lee and Law
(2017)) and Ntuli and Abu-Mahfouz (2016).

Reinfurt et al. (2016) give details of IoT patterns by
investigating a large number of production-ready IoT
offerings to extract recurring proven solution principles
into patterns. These patterns show and describe how to
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help other individuals to understand different aspects of
10T, and also make it easier.

Qanbari et al. (2016) elaborates on how to design, build,
and engineer applications for IoT systems and have cre-
ated patterns to do these steps in an IoT system. They do
not highlight security as one of their focus points, which
is our main concern for this paper.

In general, these studies’ results not only address the
functional aspects of IoT patterns but also some qual-
ity aspects, such as security and development, that we
even considered in our work. However, they were not
systematically and explicitly conducted to analyze the
patterns and architectures for IoT security similar to
our work. Note that we have clearly defined the scope
of our SLR, which only considered peer-reviewed pub-
lications, not white papers from the industry. Thus,
our SLR reports state of the art in IoT security pat-
tern research, not including the state of practice in the
industry.

Threats to validity

We mainly found the primary studies of this work from
the database search process. The search features pro-
vided by the five online publication databases are very
different from each other. We had to adapt our search
string to make use of the provided search features of
the publication databases. We tried to use the key-
words and built search strings that were not too strict
to obtain as many relevant papers as possible. However,
it would be impossible to have perfect search strings for
the database search process.

There is a possibility that we missed some studies that
should have been included in the final set of primary
studies. We have tried to mitigate possible missing
primary studies of the database search process by the
manual search process. While doing snowballing, we
saw again some primary studies that we already found
from the database search process. Removing the dupli-
cates, we managed to get six more new primary stud-
ies that have not been found from the database search
process. There were some other relevant papers from
snowballing, but they finally did not pass our selec-
tion criteria. These few studies may have fulfilled our
criteria but may have failed to detail what they did or
did not detail enough to include them according to our
criteria confidently. We ended our search and selec-
tion process in the beginning of December 2020, which
means that our review does not completely cover all the
publications in 2020, but a major part of them.

The primary studies that passed our selection cri-
teria could still have limitations that make their con-
tributions unreliable or flawed. Because many of the
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contributions do not have test cases or examples, it can
be hard to know if the patterns and architectures do
what they are supposed to. It also creates uncertainty
regarding how good the patterns preserve or contain
the security in already existing systems. To mitigate
this risk, we conducted cross-checks between at least
two reviewers for some papers in doubt to remove any
papers that do not have enough scientific contributions
according to our selection criteria.

Conclusions

In this paper, we have presented our systematic review
on patterns and architectures for IoT security. After
systematically recognizing and reviewing 36 primary
studies out of thousands of relevant papers in this
domain, we have discovered that there is a slight rise in
the number of publications addressing security patterns
and architectures in the two recent years. However, our
analysis has shown that security patterns are relatively
“young” for the IoT domain and we have found more
papers with main contributions categorized as archi-
tectures rather than patterns. This indicates that more
efforts are needed in terms of formalization, proper
documentation and adoption. We have not seen any
approaches that combine architectural patterns or even
IoT security reference architectures with other design
patterns. Similarly, we have not seen architectural pat-
terns or IoT security reference architectures referring
to any design pattern they would be composed of. This
includes patterns at the IoT “weak links”: the network
and IoT devices levels. Most of the primary studies
do not work in all the seven layers of the IoT World
Forum Reference Model for IoT architecture. They
mainly operate in the Physical Devices and Controller
(L1), Connectivity (L2), and Application (L6) layers.
There are four layers that have little coverage in terms
of patterns and architectures for addressing IoT secu-
rity challenges: Edge Computing (L3), Data Accumu-
lation (L4), Data Abstraction (L5), Collaboration and
Processes (L7). We also accumulated how the research
contributions in the primary studies handle the differ-
ent issues presented by the OWASP IoT top ten vulner-
abilities list.

New IoT systems development should concentrate
more on tending to security, which can be improved
with progressively relevant security patterns to apply
and reuse. In other words, we need to promote the uti-
lization of patterns for IoT security (and privacy) by
design. To make security patterns for IoT approaches
more viable, we consider the research collaboration
between academia and industry is key in this domain.
Security patterns in literature can be researched
and applied in developing secure IoT systems with
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industrial context. Vice versa, experiences gained from
securing industrial IoT systems can help to improve
existing security patterns for IoT, or even new ones can
emerge.

Abbreviations
loT: Internet of Things; RQ: Research questions; SLR: Systematic literature
review.
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