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Abstract—DeepFake face swapping presents a significant threat
to online security and social media, which can replace the source
face in an arbitrary photo/video with the target face of an
entirely different person. In order to prevent this fraud, some
researchers have begun to study the adversarial methods against
DeepFake or face manipulation. However, existing works focus
on the white-box setting or the black-box setting driven by
abundant queries, which severely limits the practical application
of these methods. To tackle this problem, we introduce a practical
adversarial attack that does not require any queries to the facial
image forgery model. Our method is built on a substitute model
persuing for face reconstruction and then transfers adversarial
examples from the substitute model directly to inaccessible black-
box DeepFake models. Specially, we propose the Transferable
Cycle Adversary Generative Adversarial Network (TCA-GAN)
to construct the adversarial perturbation for disrupting unknown
DeepFake systems. We also present a novel post-regularization
module for enhancing the transferability of generated adver-
sarial examples. To comprehensively measure the effectiveness
of our approaches, we construct a challenging benchmark of
DeepFake adversarial attacks for future development. Extensive
experiments impressively show that the proposed adversarial
attack method makes the visual quality of DeepFake face images
plummet so that they are easier to be detected by humans
and algorithms. Moreover, we demonstrate that the proposed
algorithm can be generalized to offer face image protection
against various face translation methods.

Index Terms—DeepFake, black-box, adversarial attack, substi-
tute model.

I. INTRODUCTION

EEPFAKE, a portmanteau of “deep learning” and “fake”,

has drawn broad attention in recent years. This bur-
geoning technique can replace the source face in an existing
image or a video with the targer face of an arbitrary identity.
However, the abuse of this intriguing technology may result in
an underlying hazard to social media and online security. For
instance, it can be maliciously used to blackmail individuals
or to bypass the authentication mechanism [[1].

Although these subtle DeepFake artifacts confuse human
vision, several forgery detection methods can precisely distin-
guish these manipulated images [2H4]]. However, there exists
a time delay between the publishing of forged images and
their corresponding detection results, which may damage per-
sonal reputation by impersonating the victim on social media
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Fig. 1. Illustration of the taxonomy of adversarial attacks against the target
Deep Neural Network (DNN). “Training and inference Backward Propagation
(BP)” are corresponding to the accessibility to backward gradients of the target
model, which are related to training and inference of our adversary generative
model (threat model). “Query” indicates the availability of inference outputs
of the target model.

platforms. Another way to defend against this malicious face
manipulation is to disrupt the generation stage of DeepFake
face swapping, i.e., to distort generated face swapping im-
ages. This straightforward method eliminates the complicated
forgery detection, which can tackle these DeepFake issues
from the root thoroughly.

Deep Neural Networks (DNNs) have made spectacular
progress in various computer vision tasks [SH7]. Nonetheless,
DNNs are especially vulnerable to some tailored examples
synthesized by attaching imperceptible perturbations to orig-
inal images. These visually unconscious examples with the
added perturbation are also regarded as adversarial examples
[8]]. Adversarial examples can drastically mislead the inference
of DNNs to output wrong (or even specific) results, which
poses a significant challenge to current deep learning appli-
cations [9H11]. A plausible reason for the emergence of the
adversarial example is the linear behavior in high dimensional
feature spaces of DNNs [[12]. Thus, researching on adversarial
examples helps explain the learned feature of DNNs and shows
a path to attack the improper usage of DNN mechanisms
like DeepFake. Significantly, the attack scenarios are various
according to the accessible information of the target model
and its output results, as shown in Fig. [l The white-box
adversarial attack has the complete information of the target
model. Nevertheless, the semi-whitebox setting [13] focuses
on training a DNN to generate adversarial examples, which
do not need the backward gradients at the inference stage.
However, these two types of attacks are impractical in de-



IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY

Advers:

Perturbation ?
Adversarial

DeepFake

Disrupted DeepFake

Fig. 2. Comparison of DeepFake face swapping between the legitimate
and the adversarial example. DeepFake aims to replace the source face in
the original image with the fake face of the target identity. The adversarial
example can be easily obtained by adding a visually undetectable adversarial
perturbation (magnified for visibility) to the original image. Note that this
tailored adversarial example is visually indistinguishable from the original
example in the human vision, but can result in a strong disruption to the
output face-swapped image.

fending against unknown tampering. The black-box adversarial
attack can only gain the DNN output. In contrast, the restricted
black-box adversarial attack is built on an entirely black
box with the inaccessible output of the target DNN model,
which means that we can not conduct even a single query to
the black-box model. Therefore, this attack is more applicable
to real-world scenarios. To achieve general applications, we
consider the restricted black-box adversarial attack, which can
defend the immutability of our photos from DeepFake face
swapping or other face editing systems.

In this paper, we consider constructing a substitute model to
simulate the process of face reconstruction, which is achieved
by a deep autoencoder network. The main reason is that we
consider DeepFake face swapping, face style manipulation,
etc. as approximations of face reconstruction. Then, we con-
duct adversarial attack towards the accessible substitute model
and then transfer adversarial examples to other unknown face
manipulation models. Specifically, we innovatively build the
Transferable Cycle Adversary Generative Adversarial Network
(TCA-GAN) to generate adversarial perturbations against un-
known DeepFake face swapping systems. The training proce-
dure is mainly based on adding and removing the adversarial
perturbation to simulate both the adversarial attack and de-
fense. In the application stage, TCA-GAN can generate the
adversarial perturbation against the unknown face swapping
model from a single face image. The generalizable adversarial
example can be obtained by adding the adversarial perturbation
to the input legitimate face image, which can disrupt the
DeepFake face swapping or even other face manipulation
models. For better generalization results, we also apply a novel
post-regularization on the generated adversarial example to
enhance its generalizability. We show an illustrated example
of DeepFake face swapping with respect to the original image
and the adversarial example in Fig. 2]

To comprehensively validate our proposed method, we
build a benchmark of DeepFake adversarial attacks for future
research. Moreover, We evaluate the face swapping results on
both referenced and non-referenced image quality assessments.
Extensive experiments impressively show that the proposed
method can degrade the visual quality of DeepFake face
images effectively so that they are easier to be identified by
human eyes and DeepFake detectors. We also demonstrate
that the proposed method can be well generalized to offer
protection against several face translation methods with nearly
no cost.

Overall, our main contributions can be summarized as
follow:

o To the best of our knowledge, we are the first to
successfully construct a practical restricted black-box
attack against DeepFake face swapping. Specifically, we
build the face reconstruction autoencoder as the substitute
model for producing adversarial examples that can be di-
rectly transferred to unknown face manipulation models.

e« We design TCA-GAN to generate powerful adversarial
examples against DeepFake systems. Moreover, the post-
regularization module is proposed for better transferabil-
ity. Extensive experiments show that our method can be
generalized to various face attribute editing models with
nearly no cost.

e We construct strong benchmarks on disrupting DeepFake
systems when simulating a real-world scenario of arbi-
trary face swapping. In addition to disrupting the visual
quality of generated fake images, we demonstrate that the
disruption can further enhance the performance of several
image-level DeepFake detection methods.

II. RELATED WORKS

A. Automatical Face Swapping

Face swapping consists of replacing the face of a person
with another face of a different identity. This tricky technique
was first conducted in [13], which applies a 3D morphable
model fitting algorithm on both exchanging faces. Bitouk et al.
[16] presented a fully automatic face swapping by replacing
the source face with the candidate face image from a face
gallery. Nevertheless, the target identity of this face swapping
is uncontrollable and time-consuming. Korshunova et al.
regarded the face swapping problem as style transfer to ac-
complish designated face swapping, which is conducted by a
deep convolutional neural network with efficient preprocessing
and postprocessing. Especially, Bao et al. [18] disentangled
the identities and attributes of face images and proposed an
identity preserving GAN-based network for open-set face syn-
thesizing. Modern deep learning-based face swapping methods
eliminate several fussy face editing steps and synthesize photo-
realistic face images [19-21]]. The most popular technique
of these is DeepFake [1I], which induces a plethora of fake
public scandals. However, numerous researches have been ex-
plored on DeepFake detection. We consider a straightforward
approach to disturbing DeepFake face swapping.
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Fig. 3. The flow chart of our proposed method. Due to the accessibility to the substitute model in the training stage, we train TCA-GAN to produce the
adversarial perturbation against the substitute model according to the input face image. In the application stage, we append a post-processing module to
regularize the generated adversarial example for better transferability. The application stage simulates a real-world scenario of attacking DeepFake, while we

can not obtain the face-swapped output or any details of DeepFake.

B. Adversarial attacks against classifiers

As demonstrated by [8], the reason for adversarial examples
is the discontinuities of DNNs. Alternatively, Goodfellow et
al. [12] argued that adversarial examples are results from the
linearity in high dimensional space in DNNs and presented the
Fast Gradient Sign Method (FGSM). The iterative strategy is
also exerted into FGSM to build more powerful adversarial at-
tacks [22, 23]]. Moosavi-Dezfooli et al. [24] extend adversarial
attack to an universal (image-agnostic) scenario, i.e., making
wrong prediction for each input image with high confidence.
Especially, Su et al. [25] considered an extremely confined
scenario and proposed a one-pixel adversarial perturbation
generative method based on differential evolution. In addition,
Croce et al. [26] introduced a Fast Adaptive Boundary (FAB)
attack to find minimal adversarial perturbation in distinct norm
constraints. Particularly, Xiao et al. [[13] proposed AdvGAN
to generate more effective adversarial examples against the
classification with GANs. Our method also focus on the
same GAN-based adversary generation. However, we extend
it to attacking generative models in the restricted black-box
setting via constructing a robust cycle-consistent GAN. Zhang
et al. [27] studied the optimization on the manifold of the
classification boundary and introduced boundary projection to
obtain low adversarial perturabtion. Zhong et al. [28] proposed
a novel surrogate model to enhance the transferability of
adversarial attacks against face recognition models. Likewise,
our goal is to enhance the transferability of adversarial exam-

ples, while we mainly focus on adversarial examples against
DeepFake face swapping to protect in the restricted black-box
scenario. While our focus is not limited to adversarial attacks
against malicious face swapping to protect the security of per-
sonal photos, it yields supportive generalization performance
on attacking several face manipulation models as well.

C. Adversarial attacks against generative models

Although adversarial attacks towards classification models
have achieved satisfactory performance, few studies have
focused on adversarial attacks against generative models.
Tabacof et al. [29] first investigated adversarial attacks for
autoencoders with latent representation. They indicated that
generative models do not have a definite decision boundary
as classification models and thus are more difficult to disrupt.
Kos et al. [11] attached an auxiliary classifier to the encoder
of the target generative models to obtain classification-based
adversarial attacks. Recently, applying adversarial examples to
disturb image-translation models receives heavy investigations
[30H32]. Particularly, Dong et al. [33]] demonstrate impressive
results on disrupting DeepFake face swapping in white-box
circumstances. In contrast, we explore the restricted black-
box scenario. Sun et al. [|34] described a white-box adversarial
attack to disturb the facial landmark extraction, thus can induce
the misalignment on DeepFake face swapped images. Their
method mainly focuses on the preprocessing of DeepFake face
swapping, while we concentrate on a universal way to disturb
the process of face swapping. Ruiz et al. [31] first construct a
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multi-query based adversarial attack against image-translation
models in the black-box scenario. Nevertheless, their black-
box scenario is conducted through numerous queries, which
is impractical to defend the malicious face swapping in real-
world conditions. In comparison, our method considers a more
practical restricted black-box setting, with no need for queries
to the target face swapping model.

III. METHOD
A. Preliminaries

1) Brief review of DeepFake: Original DeepFake consists
of one shared encoder and two separate decoders to two face
swapping identities respectively. The shared encoder converts
the input face image into a latent representation. Then the
decoder transforms the latent representation to a face image,
whose identity is according to the selected decoder. In the
training stage, DeepFake conducts face reconstruction with
the decoder that is consistent with the input identity. For face
swapping, DeepFake decodes the latent variable with the other
decoder to obtain face swapping images and vice versa. Note
that these input face images have already been trained for
robust face swapping. Hence, it is also challenging to disrupt
DeepFake face swapping. In this paper, we mainly focus
on attacking this original type of DeepFake face swapping
mechanism.

2) Notation: In this paper, we intend to build generalizable
adversarial examples against DeepFake face swapping in the
black-box scenario. We denote the adversarial example as
2% = g+, where z is the legitimate input face image, and
r is the appended adversarial perturbation. Let DF' : X — Y
stand for the inaccessible DeepFake face swapping model,
which maps the input face image = € X to a face-swapped
output DF (z) € Y. Note that X and Y are corresponding to
the domain of source images and face-swapped rarget images,
respectively. The substitute model S (-) = Sy (Se (+)) is com-
posed of a downsampling encoder S, (-) and an upsampling
decoder Sy ().

Our goal is to find a transferable adversarial perturbation
to disrupt the target DeepFake model simultaneously with
no accessing to the DeepFake model. More pertinently, we
expect to enhance the difference between face-swapped images
generated by the legitimate example and the adversarial ex-
ample respectively. We first formulate the pursued adversarial
perturbation as follow:

F[DF (x),DF (z + )]

st [r]| <€ (1

max
r

where F' is the metric to measure the distance between the
face-swapped images, € is the infinity norm bound to restrict
the adversarial perturbation.

B. TCA-GAN against the substitute model

As aforementioned, query-based black-box adversarial at-
tack is limited by abundant query times to the black-box model
during inference stage, which need to have the access to the

target black-box model. However, we can not conduct multiple
query to black-box models or even access the output of them
in some real-world scenarios. Consequently, we consider a
restricted black-box adversarial attack with no access to the
target DeepFake model. According to the transferability of
adversarial examples [12], we distinctly build a substitute
model for generalizable adversary generation. More specif-
ically, we obtain adversarial examples from the substitute
model and expect to transfer them to the unknown DeepFake
face swapping model. Here, the adversarial example is com-
posed of a legitimate image and the adversarial perturbation
that is generated by TCA-GAN with the prior of legitimate
image. Then we apply a post-regularization on the adversarial
example to enhance the transferability. The flow chart of our
adversarial attack is shown in Fig. E} On the whole, we
acquire the adversarial example against the substitute model
through TCA-GAN. Afterward, we can transfer it to the target
DeepFake face swapping model.

Motivated by [35], we extend the substitute model to the
generative model to simulate the black-box DeepFake model,
which is much more harder then the classification model
that has an absolute classification boundary. Considering that
DeepFake and other face manipulation models can be virtually
regarded as rebuilding the objective face, we employ a DNN
autoencoder accomplishing face reconstruction to build the
substitute model. Then the adversarial example disrupting
the substitute model can also be transferred to perturb face
manipulation models such as DeepFake. The optimization
procedure can be formalized as bellow:

ACrecons :||S($>_x||1+”‘s(§j)_§:”1 (2’)

where 7 is a slightly wrapped version of the input face image
z. This wrapping operation comprises randomly rotation, scal-
ing and shifting. The reason we take the wrapped face image
into consideration is that the substitute model should possess a
certain extent of robustness towards some subtle perturbations.
Therefore, the adversarial example that produced against the
substitute model can present a better transferring performance
on the target model.

After getting the trained substitute model, we then construct
TCA-GAN to generate the adversarial perturbation to fool
this model. TCA-GAN is a cyclic structure, which mainly
consists of two generative modules and two corresponding
domain discriminators. These two cycle-consistent adversary
generators separately produce and remove the adversarial
perturbation. Note that the generated adversarial perturbation
can be further added to the original image to get the adver-
sarial example. Respectively, two domain discriminators and
are utilized to distinguish the legitimate example = and the
adversarial example 2°?. The mechanism of TCA-GAN is
presented in Fig.

The forward adversary generation part is to produce an
adversarial perturbation to combine with the input face image,
disrupting the reconstruction of the substitute model. The
generated adversarial examples not only disrupt the ultimate
reconstruction of the substitute model but also perturb the
latent variable in the substitute model. This intuition is based
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Fig. 4. Tllustration of the training mechanism of TCA-GAN, including two generators and two domain discriminators. These two generators are utilized to
produce and remove the adversarial perturbation. The corresponding discriminators differentiate both legitimate examples and adversarial examples.

on the observation that adversarial perturbations against DNNs
are transferable [36]. The similarity between the components
of DNNs incur similar feature representations between differ-
ent DNNs. Hence, the obtained adversarial example is prone to
be transferred to attack the unaccessible DeepFake model. The
loss function of disturbing the reconstruction can be written
as below:

Laisr =exp {—||Se () = Se (Gp (x) + 2)[| }

+exp {—[|S(z) — S(Gp (z) +z)|l; } ®

where Gp (-) is the generator to produce the transferable
adversarial perturbation with the prior of an legitimate face
image. Eq. [3| can also be considered as maximizing the
reconstruction results between the adversarial example and
the legitimate example. Oppositely, the reversed adversary
removal part is to get rid of the appended adversarial per-
turbation from an adversarial example, i.e., to extract the
adversarial perturbation from the input example. Here, we
establish a cycle-consistent structure with the two-way adding
or removing the adversarial perturbation. More formally, we
opt to optimize:

ﬁcyc = ||GR (33 +Gp (x)) -Gp (33)”1 4)

where G (+) is the generator to remove the adversarial pertur-
bation from an input adversarial example. The intuition behind
this mechanism is that the adversarial perturbation generated
to append and remove should be as closer as possible. Hence,
it can bring richer supervision on generating puissant adver-
sarial perturbations. This cycle-consistent structure can further
enhance the generalizability performance of the adversarial
examples.

To balance generators relatively, we construct two domain
discriminators to distinguish adversarial examples and legit-

imate examples. The adversarial loss function of our GAN
structure can be formalized as follow:

Eadv = DL(xad'u) - DL((E)
+ DA(xadv - GR(madv)) - DA(xadv)

where Dy (-) denotes the discriminator of the domain on
legitimate examples and D (-) represents the discriminator
of the domain on adversarial examples. For brevity, .4, =
2+ G p(z) is the adversarial example created by the adversary
generator. Consequently, the adversarial reaction will further
enhance the performance of generators until Nash equilibrium.
Overall, the total objective of TCA-GAN can be formalized
as below:

(&)

L= £adv + )\cycﬁcyc + Adisr‘cdisr (6)

where M.y and Ag;5, manage the relative significance of
the objective function. We conduct the GAN mechanism
via solving the min-max game, in which we minimize the
objective function when training the generator and maximize
it when training the discriminator.

C. Post-regularization

In order to further enhance the transferability of our adver-
sarial examples, we append a post-regularization to weaken
their specificity on the substitute model. Inspired by the
observation from [33} 137]] that the more specific adversarial
examples targeting against the deep learning model, the less
generalizable they become. We then slightly shift the attention
of generated adversarial examples away from the substitute
model, which means that we aim at obtaining a second-best
adversarial example towards the substitute model for better
generalization.
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One effective way to regularize the off-the-shelf adversarial
example is to make a distillation. As aforementioned, we
disrupt the substitute model by increasing the discrepancy
of latent variables between the legitimate example and the
adversarial example. We first initialize the new adversarial
example by appending random noise to e the non-smooth
vicinity of the original example. Then we guide this new
adversarial example to approximate the adversarial example
generated by TCA-GAN. The corresponding optimization can
be written as follow:

max
Tradv

s.t.

[Se(Tradv) — Se(S(7))] 0 [Se(Tadw) —

_xHoo <e€

Se(S(x))]

eradv

(7
where x,.,4, represents the regularized adversarial example
and o is the hadamard product. Note that the consequent
term in Eq. [/| is served as a weight on increasing latent
discrepancy during the optimization. As aforementioned, the
post-regularization can be regarded as a distillation from
the adversarial example generated from TCA-GAN. Due to
the consistency before and after the reconstruction of the
autoencoder, we adopt to maximize the feature-level distance
between regularized adversarial examples and reconstructed
examples. The reason why we choose to involve reconstructed
examples but not original examples is that reconstructed exam-
ples can be viewed as an augmentation of original examples.
Thus we can obtain more generalizable adversarial examples
through attacking against both original example and their
augmented versions simultaneously. This optimization can
also induce the regularized adversarial example to be more
robust to small transformation. Furthermore, the regularized
adversarial example is optimized to keep the same high
latent discrepancy. To simplify this optimization procedure, we
adopt an iterative gradient ascent strategy on the regularized
adversarial example. Afterward, we project the regularized
adversarial example to a restriction to limit its magnitude. The
overall procedure is shown in Algorithm |1} where Clip. and
Clipimage_range represents the clipping in the e-ball and the
image range, respectively. Note that the randomization in the
initial stage of adversarial examples can further prevent the
label leaking and gradient masking problem.

IV. EXPERIMENTS

In this section, we first introduce the proposed benchmarks
on disrupting DeepFake face swapping and the measurement
of our experimental results. Next, we make a comparison with
other transferrable adversarial attack methods and conduct an
ablation study on the component modules. To further explore
the effectiveness of our method, we verify that the perturbed
face-swapped images can facilitate DeepFake detection. Com-
prehensively, we also apply our method on several face ma-
nipulation models to validate the generalization performance.

A. Experimental Setup

1) Dataset: Following [33], we construct a larger Deep-
Fake face swapping dataset of 6274 images, including 40

Algorithm 1 Post-regularization
Input:
Adversary generator of TCA-GAN Gp;
Original face image x;
Substitute model S;
Adversarial perturbation bound ¢;
Iterative number V;
Iterative step size «;
QOutput:
Regularized adversarial perturbation x,qq.;
I: Zagy = ¢+ Gp(x);
2: Randomly initialize .44, from the neighborhood of x4, ;

Trec = S(Z)

W = Se(xadv) - Se(xrec)

for k=1,...,N do
L = [(Se(Tradv) — Se(Trec)) o W] / ]l 3
r = Clipc(Trad — « + asign(Va,, .. L));
Lradv = Clipimage_range (SC + ’I’)

end for

10: return x,qqy-

R I A A

man identities and 38 woman identities. To support future
development of DeepFake adversarial attacks, we also train
the corresponding DeepFake face swapping models on the
proposed dataset. Note that in order to simulate the real-world
application scenario, the database to train both the substitute
model and TCA-GAN is disjoint with the database on disrupt-
ing DeepFake face swapping. Moreover, CelebA [38]] dataset
is utilized for verifying the transfer-based adversarial attack
on other face manipulation models.

2) Metrics: To comprehensively evaluate our proposed
method, we conduct both referenced and non-referenced image
quality assessments on the face-swapped images. Structure
SIMilarity (SSIM) [39] index and Feature SIMilarity (FSIM)
[40] are measured on both pairs of input face images and face
swapped images in terms of legitimate examples and adver-
sarial examples. Besides, Blind/Referenceless Image Spatial
QUality Evaluator (BRISQUE) [41] is also utilized to assess
the image quality. A smaller BRISQUE score represents better
visual quality.

3) Implementation Details: For the purpose of simulating
the practical adversarial attack scenario, the generated adver-
sarial examples will be further resized to the original size.
Consequently, they will be resized and randomly transformed
before entering the target DeepFake model. In this paper, the
image value is normalized to [0,1]. To obtain the visually
undetectable adversarial perturbation, we restrict the bound
e to be 0.03. We run the post-regularization for 10 iterations
with a 0.006 iterative step size.

B. Experimental Results

To begin with, we present several face swapping examples
in Fig. [5] depending on the input of legitimate images and
adversarial images. We perform a sequence of experiments to
provide empirical evidence of our method on attacking against
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TABLE 1
REFERENCE IMAGE QUALITY ASSESSMENT ON
DISRUPTING DEEPFAKE FACE SWAPPING IN THE
BLACK-BOX SETTING. THE BEST PERFORMANCE IS
MARKED IN BOLD.

Method || Source Face swapping
| ssMt | Fsivt | ssivy | FsiMy

FGSM [12] || 0953 | 0975 | 0811 | 0917
PGD 0947 | 0969 | 0788 | 0.899
DIM [22] || 0952 | 0973 | 0756 | 0.881
TIM 095 | 0978 | 076 | 0.883
ILA 0943 | 0967 | 0752 | 0.879
APGD [#] || 0939 | 0965 | 075 | 0874
ours || 0951 | 0974 | 0731 | 0873

DeepFake face swapping. Note that all experiments in this
section are conducted in the restricted black-box scenario, i.e.,
the target DeepFake model is inaccessible until the completion
of adversary generation. Moreover, the produced adversarial
examples are directly fed in the target DeepFake face swapping
models. The comparison with other adversarial attack methods
is reported in Table [I}

The disruption against DeepFake face swapping is evaluated
through the similarity between face-swapped images that are
generated from legitimate examples and adversarial examples,
respectively. Due to the infinite norm restriction on the ad-
versarial perturbation, there remains only a tiny gap in the
visual distances between legitimate examples and adversarial
examples during the comparison. According to the table, we
can observe that our method presents an effective perturbation
on DeepFake face swapping while preserving the adversarial
perturbation visually imperceptible. Moreover, we evaluate the
non-referenced image quality assessment BRISQUE as shown
in Table Note that our goal is to obtain inferior face-
swapped images that are induced by adversarial examples
while keeping the image quality of input adversarial examples
high. Both the referenced and non-referenced image quality
assessments demonstrate that our methods can effectively give
rise to a facial distortion on DeepFake face-swapped images.

C. Ablation study

In this section, we analyze the effectiveness of each com-
ponent module in our proposed method. On account of only
possessing the single field of legitimate examples, our cycle-
consistent loss considers the unidirectional adversary circula-
tion. The unidirectional generation maintains the consistency
between legitimate examples and reconstructed images that
are generated through two generators in TCA-GAN, respec-
tively. Furthermore, the bidirectional cycle-consistent version
of TCA-GAN considers the cycle reconstruction of adversarial
examples on the basis of the unidirectional one. Besides,

(b) ()

Fig. 5. Examples of both original and disrupted face swapping in the restricted
black-box scenario. DeepFake model generates original face-swapped images
(b) and disrupted face-swapped images(d) with input of legitimate examples
(a) and adversarial examples (c), respectively.

these adversarial examples against the substitute model are
regenerated by PGD [23] per iteration. The comparison of the
different versions of cycle-consistency is presented in Table
It is worth mention that we mainly focus on perturbed
face-swapped images. We can observe that TCA-GAN with
the unidirectional cycle-consistency conducts much better than
the one with bidirectional cycle-consistency. The main reason
is that the obtained adversarial examples are excessively biased
towards the substitute model, which is hard to transfer to other
DNN models. On the contrary, our goal is to acquire a sub-
optimal adversarial example and then generalize it to other
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Fig. 6. Exemplary results for StarGAN with the input of legitimate face images and adversarial face images. The generated adversarial example is applicable

to arbitrary style translation (Hair color, Gender, and Aged).

Input

Input

(a) Original face translation

(b) Disrupted face translation

Fig. 7. Exemplary results for AttGAN with the input of legitimate face images and adversarial face images. The generated adversarial example is applicable

to arbitrary style translation (Hair color, Gender, and Glasses).

face manipulation models like DeepFake. As a consequence,
the guidance of an excessively powerful adversarial example
may lead to an opposite effect to adversary transferring.

Concerning the main design of our proposed framework, we
also discover the effect of component modules. Concretely,
we mainly assess the disruption on face-swapped images in
terms of the cycle-consistency, the latent variable disruption,
and the post-regularization. The conducted ablation results are
reported in Table [[V] Note that the latent variable disruption
denotes that we induce a disruption on the latent variable of

the substitute model when training TCA-GAN. As the table
presented, the latent variable disruption shows a beneficial
impression on enhancing the transferred adversary disruption.
Moreover, we can derive a 3.1% SSIM performance enhance-
ment with the latent variable disruption. The disruption on
latent variables of the substitute model can be regarded as
disturbing the facial feature during the face reconstruction.
This also demonstrates that the perturbation towards the latent
representation is more likely to generalize to other DNN
models. Remarkably, the post-regularization presents a 3.9%
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TABLE II
NON-REFERENCE IMAGE QUALITY ASSESSMENT BRISQUE oON
RELATED IMAGES. THE BEST PERFORMANCE IS MARKED IN BOLD.

TABLE V
THE ACCURACY (%) OF SEVERAL DEEPFAKE DETECTION METHODS ON
BOTH ORIGINAL AND DISTORTED FACE-SWAPPED IMAGES.

Source images Face-swapped images

Method ‘ ‘

H Original | Adversarial | Original | Adversarial
FGSM [12] 22.93 38.33
PGD [23] 25.28 40.74
DIM [42] 24.17 44.82
k=2 23.58 35.68
TIM [43] 24.22 44.17
ILA [37] 27.04 44.63
APGD [44] 24.12 44.26
ours || 23.97 47.13
TABLE III

ABLATION STUDY ON THE CYLE-CONSISTENCY TYPE IN TCA-GAN.
THE BEST PERFORMANCE IS MARKED IN BOLD.

Cyclic type | ssmMy | FsIM| | BRISQUEt
w/o cycle-consistency 0.752 0.878 45.43
w/ bidirectional cycle-consistency 0.738 0.876 46.07
w/ unidirectional cycle-consistency 0.731 0.873 47.13
TABLE IV

ABLATION RESULTS FOR COMPONENT MODULES. THE BEST RESULT IN
EACH COLUMN IS BOLD.

CC LVD PRM || SSIM{ | FSIM| | BRISQUE?

v 079 | 0.903 40.95
2 v 0783 | 0.896 42.11
v 0764 | 0.887 4327

4 v v 0761 | 0.884 43.94
v v 0752 | 0878 45.43

6| v v 0755 | 0882 45.18
71 v v vl 03t | 0873 | 4713

CC means the cycle consistency mechanism.
LVD means the latent variable disruption.

PRM means the post-regularization module.

SSIM performance boosting result. This post-processing can
further help to distill the generated adversarial examples from
TCA-GAN, meanwhile keeping a long discrepancy on the
latent variables in terms of legitimate examples and regu-
larized adversarial examples. Likewise, the result supports
that the sub-optimal adversarial example has a more robust
generalization performance than the optimal adversarial ex-
ample. The proposed modules and the integration of them
are demonstrated to be valid to disrupt the DeepFake face
swapping mechanism. In summary, there is a large room for
performance improvement on our proposed DeepFake face
swapping dataset.

Method H Original accuracy | Distorted accuracy
Xception [2] 67.1% 71.4%
MesoNet [3] 71.9% 73.3%

Capsule-forensics [4] 60.5% 65.4%

EfficientNetB4Att[45] 69.8% 73.6%

CNNDetection[46)] 78.3% 79.7%
TABLE VI

QUANTITATIVE RESULTS OF IMAGE QUALITY
ASSESSMENT ON THE DISRUPTED FACE STYLE
TRANSLATION IMAGES.

Method | ssIML | FSIM| | BRISQUE?
StarGAN [47] 0591 | 0.806 49.51
GANImation [48] | 0796 | 0.898 4227
SaGAN [49] 0.864 | 0919 39.23
AtGAN [30] 0.841 | 0.908 43.76

D. Enhancement on DeepFake detection

Concurrently, DeepFake detection is also served as a solid
mechanism to defend against DeepFake face swapping. Mean-
while, we explore several DeepFake detection methods to
verify the detection facilitation of our methods. To be spe-
cific, we compare the detection success rate of original face-
swapped images and disrupted face-swapped images. The
comparison results of both original and distorted face-swapped
image on our proposed dataset is presented in Table [V] The
table demonstrates that the distortion on face-swapped images
can enhance the DeepFake detection performance. Moreover,
it also shows the effectiveness of our DeepFake disruption
method. The main reason behind the facilitation is that these
DeepFake detection methods are focused on the imperceptible
abnormal area of the input face images, while adversarial
examples can enlarge the corresponding distortion of output
face-swapped images.

Note that under the disturbance of cross domain DeepFake
examples, these DeepFake detection methods present a slightly
poor performance on our DeepFake face swapping dataset.
This also demonstrates the significance of our method to
prevent malicious face swapping from the generation stage.
Apart from distorting face-swapped images, our DeepFake dis-
ruption method can also be served as assistance for DeepFake
detection.

E. Generalization to face translation methods

In order to investigate the generalizability ability of our
method on other face manipulation models, we transfer our
adversarial attacks against several face image translation mod-
els in the restricted black-box scenario. With respect to Star-
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GAN [47] and AttGAN [50], the corresponding face image
translation results of both legitimate examples and adversarial
examples are shown in Fig. [6] and Fig. [7} It is clear that
adversarial examples are nearly the same in human vision,
yet they can strongly distort the face translation with respect
different attributes. Note that different perturbed image trans-
lation results are all induced by the same input of adversarial
example. In other words, the generated adversarial perturbation
is image-agnostic against these face style translation models,
thus can be adapted to arbitrary face images.

To further quantity the visual distortion caused by restricted
adversarial examples, we present image quality assessments
on the disrupted face translation results as shown in Table
Note that the face style translation is conducted on the
CelebA [38] dataset. Moreover, we follow the same setting as
the DeepFake disruption in the restricted black-box scenario.
In consideration of the fixation of the adversarial perturbation
upper bound, we mainly focus on the disturbance on face style-
translated images. The generalization to face style translation
models also represents that our proposed method can be served
as an effective way to defend from face manipulation.

V. CONCLUSION

In this paper, we extensively explore the practical DeepFake
defense scenario with a restricted black-box adversarial attack.
We design the TCA-GAN method to generate transferrable
adversarial perturbation via attacking a substitute model. Af-
terward, we adapt a novel post-regularization on the synthe-
sized adversarial example to further enhance the generalization
ability, which can induce intense disruption on DeepFake face
swapping. For ease of subsequent researches on DeepFake dis-
ruption, we construct a DeepFake face swapping benchmark,
including the face swapping models. To comprehensively eval-
uate the disruption induced by our adversarial examples, we
conduct experiments on both referenced and non-referenced
image quality assessments. Notably, we also show that our
method can enhance the performance of DeepFake detection,
which is more beneficial to defend against malicious face
swapping. Subsequently, the extension to other face manip-
ulation methods can further demonstrate the generalization
performance of our method. We hope our work can shed
light on protecting personal photos from unauthorized face
manipulation in the real-world scenario.
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