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Guest Editorial
Introduction to the Special Section on Security
and Privacy for AI Models and Applications

RTIFICIAL Intelligence (AI) is constantly changing

our lives and has been applied to broad areas. When Al
algorithms play a crucial role in bringing too much conve-
nience to our society, they are also vulnerable to attacks. Al
systems hacked by attackers may lead to incorrect classifica-
tions, property loss, and bad decision-making. The privacy
issues of Al have also received more and more attention.
Data used by Al models may reveal personal privacy, such as
our consumption habits, medical information, and online
transactions. Given Al models’ increased use in safety-critical
and security applications, it is essential to ensure that such
algorithms are robust to malicious adversaries and privacy-
preserved. Some research has been conducted on how to
harden neural networks against these kinds of attacks and miti-
gate the harm caused by attack samples. However, current
work cannot meet the security requirement for applications.

This special section focuses on the security and privacy of
Al models and related applications. Thanks to the extensive
efforts of the reviewers, the great support from the former Edi-
tor-in-Chief Dr. Dapeng Oliver Wu, and the current Editor-in-
Chief Dr. Jianwei Huang, we were able to accept 5 contributed
articles covering several important topics, from the verifiable
and auditable federated learning, to the privacy-preserved
neural network training, to the security framework of data col-
lection, to the steganography and the adversarial samples
detection.

The feature article of this special section, by Peng er al.,
“VFChain: Enabling verifiable and auditable federated learn-
ing via blockchain systems,” used a blockchain system to
design a verifiable and auditable federated learning frame-
work. This paper proposed the VFChain system that can pro-
vide the verifiability and auditability for the training
procedure to improve the security of federated learning. The
authors also designed a specific optimization scheme to sup-
port multiple-model learning tasks. Specially, an integrative
audit layer was designed to aggregate independent audit pro-
cedures to further improve the performance of model
verification and audit. The evaluation results on the popular
deep learning model and the public real-world dataset show
that VFChain can effectively provide verifiability and audit-
ability for federated learning. This work will help federated
learning be more robust against attacks and to meet the secu-
rity requirements for real-world applications.
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Zhang et al. in “SecureTrain: An approximation-free and
computationally efficient framework for privacy-preserved
neural network training” proposed SecureTrain to achieve
privacy-preserved DL model training efficiently and with-
out accuracy loss. SecureTrain enables joint linear and
non-linear computation to carry out approximation-free
non-polynomial operations, to achieve training stability
and prevent accuracy loss. Meanwhile, it eliminates the
time-consuming Homomorphic permutation operation and
features an efficient piggyback design by carefully devising
the shared set and exploiting the data flow of the whole
training process.

Liu et al. in “ITCN: An intelligent trust collaboration net-
work system in [oT” established an Intelligent Trust Collabo-
ration Network System(ITCN) to collect data with mobile
vehicles and UAVs for IoT. First, a deadline-aware data col-
lection collaboration network framework is proposed by col-
laboration with mobile vehicles and UAVs. Then, an active
and verifiable trust evaluation approach is proposed to obtain
the trust of the data participants, which ensures the security
and privacy of the system. Lastly, a trust joint Al-based UAV
trajectory optimization algorithm is proposed to collect as
much baseline data as possible.

Coverless image steganography(CIS) is proposed to select
images containing desired secrets. However, the current meth-
ods’ maximum hidden capacity is only 18 bits. Therefore, Chen
et al. in “Novel coverless steganography method based on image
selection and StarGAN” proposed a new CIS method based on
image selection and StarGAN, in which a traditional CIS method
is used to select a natural image from database to represent the
first part of the secret information, and then a mapping is estab-
lished between the rest of the secret information and the face
attributes. Finally, the StarGAN is used to generate a high-qual-
ity image with the mapping.

In “Detecting adversarial samples for deep learning models:
A comparative study,” Zhang et al. considered the evaluations
of adversarial samples detection methods to be fragmented
and scattered in separate literature. Therefore, they conducted
a comprehensive study on the performance of five mainstream
adversarial detection methods against five major attack mod-
els on four widely used benchmark datasets. They found that
the detection accuracy of different methods interleaves for dif-
ferent attack models and datasets. Besides detection accuracy,
they also evaluated the time efficiency of different detection
methods.

2327-4697 © 2021 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.



172 IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. 9, NO. 1, JANUARY/FEBRUARY 2022

In summary, the collected articles offer innovative application Francesco CHirl, Guest Editor
scenarios and shed light on the underlying principles of security Department of Information Engineering
and privacy for Al Models. We hope that this timely special sec- University of Florence
tion will trigger more future work in the emerging area. 50121 Florence, Italy

(e-mail: francesco.chiti @unifi.it)
BN X1a0 t Edit .
» Gues tor MonaMMAD HossEIN MANSHAEL, Guest Editor

Department of Computing . . .
Department of Electrical and C ter E
The Hong Kong Polytechnic University, China cpartiment of Blec rli“T(a)lrizI; Intzrmnggoeilral I[ljg;?ve:rrslﬁi

(e-mail: csbxiao@comp.polyu.edu.hk) Miami, FL 33199 USA

Fan WU, Guest Editor (e-mail: hossein.manshaei @ fiu.edu)

Department of Computer Science and Engineering
Shanghai Jiao Tong University

200240 Shanghai, China

(e-mail: fwu@cs.sjtu.edu.cn)

GIUSEPPE ATENIESE, Guest Editor
Department of Computer Science
Department of Cyber Security Engineering
George Mason University

Fairfax, VA 22030 USA

(e-mail: ateniese @gmu.edu)

Bin Xiao (Senior Member, IEEE) received the Ph.D. degree in computer science from The University of Texas at Dallas, Richardson, TX, USA.
He is currently a Professor with the Department of Computing, The Hong Kong Polytechnic University, Hong Kong. He has authored or coauthored more
than 180 technical papers in international top journals and conferences. His research interests include Al and network security, data privacy, and blockchain
systems. He is currently an Associate Editor for the IEEE INTERNET OF THINGS JOURNAL, IEEE TRANSACTIONS ON CLouD CoMPUTING, IEEE TRANSACTIONS ON
NETWORK SCIENCE AND ENGINEERING, and Elsevier Journal of Parallel and Distributed Computing. He is the Vice Chair of IEEE ComSoc CISTC Committee.
He is the Symposium Co-Chair of IEEE ICC 2020, ICC 2018, and Globecom 2017, and the General Chair of the IEEE SECON 2018.

Fan Wu (Member, IEEE) received the B.S. degree in computer science from Nanjing University, Nanjing, China, in 2004, and the Ph.D. degree in computer
science and engineering from the State University of New York at Buffalo, Buffalo, NY, USA, in 2009. He is currently a Professor with the Department
of Computer Science and Engineering, Shanghai Jiao Tong University, Shanghai, China. He visited to the University of Illinois at Urbana-Champaign,
Champaign, IL, USA, as a Postdoc Research Associate. His research interests include wireless networking and mobile computing, algorithmic game theory
and its applications, and privacy preservation.

Francesco Chiti (Senior Member, IEEE) received the Laurea degree in telecommunications engineering from the University of Florence, Florence, Italy, in
2000, and Ph.D. degree in 2004. He is currently an Assistant Professor of telecommunications with the University of Florence. He is also with the Department
of Information Engineering. His research interests include software defined Internet of Things, B5G systems and mobile Ad Hoc and sensor networks, with
a focus on networking architectures and protocols design.

Mohammad Hossein Manshaei (Member, IEEE) is currently a Visiting Faculty with the Department of Electrical and Computer Engineering, Florida
International University, Miami, FL, USA. He is also an Associate Professor with the Department of Electrical and Computer Engineering, Isfahan University
of Technology, Isfahan, Iran. He is Leading Game Theory and Mechanism Design Research Laboratory and the Institute of Artificial Intelligence.

Giuseppe Ateniese (Member, IEEE) is currently a Professor, Eminent Scholar of cybersecurity, and CCI Faculty Fellow with the Department of Computer
Science and with the Department of Cyber Security Engineering, George Mason University, Fairfax, VA, USA. He was the Farber Endowed Chair of computer
science and the Department Chair with the Stevens Institute of Technology, Hoboken, NJ, USA. He was also with the Sapienza-University of Rome, Italy,
an Assistant or Associate Professor with Johns Hopkins University, Baltimore, MD, USA, and one of the JHU Information Security Institute founders.
He is currently working on cloud security and machine learning applied to security and intelligence issues.


mailto:
mailto:
mailto:
mailto:
mailto:


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


