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Small- and medium-sized enterprises are an important part of my country’s national economy. Among the small- and medium-
sized enterprises, scientific and technological small- and medium-sized enterprises account for a considerable proportion and play
an extremely important role. Compared with large enterprises, technology-based small- and medium-sized enterprises have small
scale and weak financial strength. In R&D activities, they will encounter external environmental risks such as market change risks
and government policy restrictions. At the same time, the internal technical strength and management ability of enterprises will
also affect the development effect of enterprise R&D work. Therefore, this paper will study the risk of small- and medium-sized
high-tech enterprises in the start-up period through Markov model and design and experiment the feasibility and accuracy of the
risk prediction model. Markov model is a probabilistic model about time series, which is used in many fields such as speech and
behavior recognition and fault diagnosis. The risk prediction in this paper can play a key role. In the experiment, the accuracy of
environmental risk assessment and analysis reached 74.4%, which will greatly help enterprises make reasonable development
strategies to deal with the pressure from different periods and places.

1. Introduction

Today, with the rapid development of science and technol-
ogy, the overall scale and scientific research strength of
small- and medium-sized scientific and technological enter-
prises are constantly increasing, and they occupy an impor-
tant position in the national economic structure [1]. The
market economy is destined that competition is the main
theme of the survival and development of enterprises, and
the continuous development of economic globalization
makes the competition in the international market more
intense [2]. In order to survive, develop, and remain invinci-
ble in the international competition, an enterprise must rely
on its own research and development capabilities to produce
competitive products [3]. Under the macro background of
building an innovative country, scientific and technological
small- and medium-sized enterprises are an important driv-
ing force for China’s economic development. Specifically, it
refers to the management process of setting up the corre-

sponding institutions and personnel of enterprise risk man-
agement, identifying, measuring, evaluating, and dealing
with enterprise risks with the help of enterprise risk manage-
ment plans and control measures, so as to prevent the occur-
rence of enterprise risk events or minimize the loss and
impact of risk events after the occurrence of enterprise risk
events, so as to protect the survival and sustainable develop-
ment ability of enterprises and maximize the economic ben-
efits of enterprises [4]. However, as most of the technology-
based SMEs are in the growth stage, the characteristics of
“small amount of capital, large proportion of technology,
and high financing risk” determine that it is difficult for
banks and other financial institutions to establish their trust
in them and obtain loan support from banks, which has a
certain impact on the rapid development of technology-
based SMEs.

Venture capital is closely integrated with the industriali-
zation of scientific and technological achievements, and
there is a huge financial and economic value behind it:
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venture capital provides high-tech small- and medium-sized
enterprises with financing arrangements, production, and
management support, which accelerates the speed of scien-
tific and technological industrialization and is conducive to
cultivating entrepreneurship and the development of an
entrepreneurial economy [5]. The occurrence of any kind
of risk in R&D activities may cause risk consequences such
as failure of R&D decision, extension of R&D cycle, R&D
expenses exceeding the planned expenditure, and R&D
income failing to reach the expected goal, which will bring
huge losses to enterprises [6]. Small- and medium-sized sci-
entific and technological enterprises are representatives of
knowledge-intensive enterprises. The ownership of indepen-
dent intellectual property rights is not only related to the
development fate of enterprises but also related to the inno-
vation ability of industries, regions, and countries and the
ability of core competition [7]. In various industries and var-
ious enterprises, technology-based SMEs have relatively high
innovation efficiency and relatively low trial and error costs,
which are the foundation of national innovation [8]. In
recent years, these risk problems have aroused the general
concern and attention of governments, business circles,
and academic circles in various countries. Many scholars
have conducted risk management research on them, and
the state has continuously introduced new policies, giving
strong support to technological innovation, especially
R&D, of small- and medium-sized scientific and technolog-
ical enterprises, thus reducing the risk of technological inno-
vation [9]. Since the Markov model was proposed, its
application has been widely used in speech recognition,
automatic part of speech tagging, voice word conversion,
probabilistic grammar, natural language processing, and
other application fields. Its main function is to meet the pre-
diction function under different needs by constructing the
transition probability matrix, and the core is the construc-
tion of the transition probability matrix.

The real-time risk assessment method based on Markov
model classifies the running state of the system and
expresses it as a hidden state. The real-time alarm data
obtained from the intrusion detection system is processed
to get the corresponding observation value as input, and
the probability of being in a certain state at present is
obtained according to the probability of state transition
[10]. In the process of analyzing the Markov model, this
paper found that the establishment of most of the initial
parameters of the model is based on experience, the subjec-
tive consciousness is too strong, and there are some draw-
backs in the traditional Markov model and algorithm [11].
Therefore, a more scientific method for establishing the ini-
tial parameters of the Markov model is proposed, which
solves the problem that the initial parameters of the model
are too subjective and improves the accuracy of the Markov
model [12]. However, for small- and medium-sized scientific
and technological enterprises, how to use Markov model
analysis to improve the risk assessment and warning in the
start-up period is not in place in the model design. In the
start-up period, especially when the initial investment of
small- and medium-sized scientific and technological enter-
prises is small, the final risk assessment is inaccurate due to

the complexity of capital chain and enterprise management
[13]. Therefore, this paper puts forward the following inno-
vations when designing the processing model:

(1) In the research of the risk assessment model based
on Markov method, comprehensively consider the
influencing factors of the enterprise risk state transi-
tion process, and construct the transition probability
matrix with errors. When improving the risk assess-
ment model, the occurrence of threat events in the
risk is considered, and the repair of the risk state is
taken into account according to the actual situation,
so that the state transition process can reduce the
deviation

(2) In addition, it is difficult to obtain the optimal
parameters of BP neural network situation assess-
ment model, which leads to the problem of low
assessment accuracy. By combining the theory to
fuse and filter the risk elements and combining the
algorithm to optimize the structure and parameters
of BP neural network, a BP neural network situation
assessment model based on algorithm optimization
is constructed

The chapters of this paper are arranged as follows: the
first chapter of this paper is the introduction, which dis-
cusses the background and significance of the topic selection
and expounds the innovation of the article. The second
chapter is the main body of this paper. It mainly combines
the research results of domestic and foreign Markov models
in the field of risk assessment of technology-based SMEs in
the entrepreneurial period and proposes innovative results
and research ideas of this paper. The third chapter of this
paper is the method part, which deeply discusses the appli-
cation and principle of related algorithms and proposes a
new risk assessment model based on the previous research
results and the innovation of this paper. The fourth chapter
of this paper mainly discusses the experimental part of the
application of the algorithm. Through the experimental
results, on the basis of sorting out the data, a risk assessment
model is established. The fifth chapter is the summary part,
which summarizes the research results and shortcomings of
this paper, as well as the prospect of follow-up research.

2. Related Work

Thalmann and Hertig put forward a qualitative analysis
method based on quantitative analysis, that is, the risk
reduction method of technological innovation: first, deter-
mine the evaluation index, and use analytic hierarchy pro-
cess to select a number of innovative projects; second,
analyze the risk factors of the selected project; third, deter-
mine the sensitivity of the project objectives to various sen-
sitive factors; fourth, extract the most sensitive factors;
fifth, implement control measures for sensitive factors [14].
Lofgren believes that it is very important to establish a rea-
sonable and effective risk sharing mechanism to effectively
prevent and manage its risks. It is a necessary condition
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for enterprises to achieve their own healthy development,
and it is also a way for banks, guarantee institutions, and
evaluation institutions to explore new businesses. At the
same time, it is a practical exploration of the use of intellec-
tual property rights by the state [15]. The research of Osibajo
et al. shows that based on the massive alarm information
and network performance index of intrusion detection sys-
tem, using hierarchical structure, combined with the impor-
tance of service, host itself, and the organizational structure
of network system, a hierarchical security situation assess-
ment model from bottom to top, part to whole, is proposed
[16]. Arshad et al. think that static risk assessment is to
assess the risk of a system in a relatively short period of time
or at a certain point in time. The assessed system is regarded
as a relatively static object, and the assessment process is not
continuous in time [17]. Jo and Park believe that under cer-
tain conditions, the risk-free rate of return can be used to
discount the asset value in the future. However, the real mar-
ket is full of uncertainty, thus forming the risk of assets. At
this time, investors’ risk preference is different, and the
trade-off between risks and returns is also different [18].
By improving the algorithm of hidden Markov model,
Zhang X et al. can help network security managers more
accurately identify the current network security situation in
complex cyberspace, so as to provide more accurate
decision-making basis for network security managers when
deploying security in the network environment [19]. Civelek
et al.’ research shows that at present, a large number of
small- and medium-sized scientific and technological enter-
prises in China have some problems in financial risk man-
agement, such as poor awareness of risk prevention and
control, insufficient management ability, lack of identifica-
tion ability, and prevention and control management ability
to deal with the financial risks existing or faced by enter-
prises. The existence of these problems is the key factor that
affects the survival, development, stability, and security of
small- and medium-sized scientific and technological enter-
prises in China and leads to severe financial risk challenges
for enterprises [20]. Sandu et al. think that of course inde-
pendent innovation is not an idle innovation, it is not a
single-handedly refusing to introduce and apply other peo-
ple’s technology or a cooperative model, it can be innovation
based on self-development, or it can be based on others.
Technological improvement or secondary research and
development can also be jointly developed and innovative
with other subjects [21]. Soliman and Adam pointed out that
there is insufficient research on the technological innovation
risk of scientific and technological small- and medium-sized
enterprises, especially the R&D activities of scientific and
technological small- and medium-sized enterprises, but the
risk is an important feature of the R&D activities of scientific
and technological small- and medium-sized enterprises, and
a consensus has been formed. However, the research on the
risk factors and risk avoidance of R&D activities is still in an
imperfect stage [22]. Chuk et al. divided the new product
development into six stages: innovative ideas, investigation
and evaluation, research and development, pilot test, mass
production, and marketing. Each stage has technical risks,
financial risks, production risks, and policy risks and puts

forward the idea of controlling various risks based on differ-
ent stages [23]. Zabashta believes that dynamic risk assess-
ment methods are divided into two categories: one is a
model-based assessment method, which uses environmental
information encountered in the operation of the system to
assess network risks; the other is to follow the static risk
assessment idea to assess assets and threats. Vulnerability
is assessed online to obtain the dynamic value-at-risk of
the network [24]. The Morris and James knowledge inno-
vation is the most significant technical feature at this stage.
The start-up period is the stage for enterprises to develop
products and realize industrial production. At this stage,
enterprises need to invest a lot of human and material
resources in the process of realizing enterprise organiza-
tion construction and industrialization of early scientific
and technological achievements, and the capital demand
is also significantly higher than that in the seed stage
[25]. In Theriou N et al., from the risk point of view,
the risk of small- and medium-sized science and technol-
ogy enterprises in the seed stage is high, but the capital
flow is almost zero, so there is a big financing risk. How-
ever, the products of the start-up enterprises are still in the
market development stage and have not yet been fully rec-
ognized by the market, with less cash inflow, making it
difficult to achieve a balance between input and output,
and even less likely to be profitable [26].

On the basis of the above-mentioned research work, this
paper determines the positive role of Markov model in the
field of risk model of small- and medium-sized high-tech
enterprises, constructs a Markov model with a combination
of various algorithms, and makes a deep analysis and
research on the acquired and collected data by using Markov
model, so as to make more effective use of the data, mine the
valuable knowledge hidden behind the data, and find out the
potential problems that affect the risks of small- and
medium-sized high-tech enterprises.

3. Methodology

3.1. Related Theoretical Analysis and Research

3.1.1. Markov Model Analysis and Application. A Markov
model is a mathematical model. It is a probabilistic model
of time series, which is used in many fields such as speech
and behavior recognition and risk judgment. The analysis
and processing of Meng and Xiu in the field of enterprise
risk based on Markov model is very relevant [27]. Markov
model is used to describe the process of randomly generating
an unobservable state random sequence from a hidden Mar-
kov chain and then generating an observable random
sequence from each state. Its main work is to determine
the corresponding probability and state-containing sequence
from an observable state sequence and, finally, identify and
predict the state at this stage, so as to get the final result. It
is composed of a general stochastic process and a Markov
chain, which is a double stochastic process. The stochastic
process part uses the observation value probability to
describe the statistical correspondence between the observa-
tion value and the state, and the Markov chain part uses the
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transition probability to describe the transition between each
state. Figure 1 shows the frame structure of the basic risk
assessment method.

The Markov model is a model built on the Markov deci-
sion process and used to solve sequence decision problems.
When the Markov model is applied to risk assessment, com-
bined with the temporal characteristics of data, the assess-
ment results have better real time and pertinence, and
dynamic assessment of risks can be realized. Among the
above methods, the main Bayesian network is a quantitative
analysis method. Bayesian network is composed of point set
and edge set to form a directed acyclic graph structure.
When using analytic hierarchy process for risk assessment,
decision-makers can directly participate in decision-
making. However, this method largely depends on people’s
experience and is greatly affected by subjective factors. Hier-
archical situation assessment method mainly divides risks
into different levels according to expert’s qualitative knowl-
edge, assigns different weights, evaluates subnets of each
level separately, and then comprehensively obtains the over-
all risk security situation value, which has low computational
complexity. However, depending on expert’s knowledge to
stratify risks, it will lead to a certain delay and lack of time-
liness; that is, the evaluation value of risk situation cannot
reflect the real-time risk security situation.

3.1.2. Entrepreneurship Risk Research. At present, the
research on entrepreneurship mainly focuses on the second
and second board market of enterprises, the generation pro-
cess of enterprise entrepreneurship, the generation mecha-
nism, and mode of enterprise entrepreneurship. The
research on enterprise risk mainly focuses on venture capi-
tal, risk control theory, risk control of banks and finance,
and risk management of projects. Because of the connota-
tion characteristics of small- and medium-sized scientific

and technological enterprises, their entrepreneurial develop-
ment process is different from that of ordinary small- and
medium-sized enterprises. These characteristics determine
the growth process of small- and medium-sized scientific
and technological enterprises and their own unique develop-
ment laws. In China, the life cycle of small- and medium-
sized scientific and technological enterprises is generally
divided into five stages: seed stage, start-up stage, growth
stage, expansion stage, and mature stage. The identification
of scientific and technological enterprises is mainly based
on two standards: first, professional and technical personnel
account for a high proportion. Generally speaking, a scien-
tific and technological enterprise should have engineering
researchers with professional degrees. Second, the propor-
tion of reinvestment for research and development in sales
revenue is high, and the reinvestment for risk should gener-
ally account for 5%-15% of sales revenue. These two stan-
dards both emphasize that scientific and technological
enterprises must have knowledge-intensive characteristics,
which is also the main characteristic that distinguishes scien-
tific and technological enterprises from traditional enter-
prises. Generally, there are six risk factors in the venture
period: environmental risk, market risk, technical risk, man-
agement risk, capital risk, and talent risk. These risk factors
may have different degrees of impact on the subsequent risk
decision-making of the enterprise. After identifying the cor-
responding risk, it is very important to take corresponding
preventive measures, so that the risk decision can be imple-
mented smoothly. Figure 2 shows the risk research model.

Although there are different definitions of entrepreneur-
ship, they all emphasize that entrepreneurship is a process.
The reason why entrepreneurship is called a “process” is that
entrepreneurship is not just a matter of opening up. Entre-
preneurship has been going on before it develops into a
mature enterprise. Even after the enterprise matures, if the

Quantitative
assessment

Comprehensive
assessment method

Qualitative Evaluation
Method

Grey system theory

Bayesian network

Decision tree

Risk Matrix Method

Support Vector Machines

Analytic Hierarchy Process

Hidden Markov Model

Risk assessment
method

Figure 1: Framework structure diagram of basic risk assessment method.
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product market or management problems get into trouble, it
still needs to be revived through the second venture. From
the perspective of risk, the inclusiveness of government
financial funds means that it has a high level of risk toler-
ance, but its support for technology-based SMEs has a
screening mechanism. Therefore, the risk tolerance of gov-
ernment financial funds is lower than that of own funds.
Entrepreneurial activity is a market-driven behavior process
based on opportunities. It is an opportunity pursuit and
management process under the premise of lack of controlla-
ble resources. It is a highly comprehensive management
activity. It is manifested in the behavior process that entre-
preneurs seize opportunities and finally realize the survival
and growth of new enterprises based on the concept of per-
ceiving entrepreneurial opportunities and identifying inno-
vative products or services that can bring new value to the
market.

3.2. BP Neural Network Theory and Principle. It is divided
into different kinds of neural networks according to different
layers and different connection modes. It can be understood
as a kind of operation related model, which is composed of
many neurons connected with each other. Every node in
other layers except the input layer simulates an output func-
tion, which is called activation function. As the research of
neural network continues to deepen and explore, it is found
that it has good processing ability in pattern recognition,
mathematics, and economics, showing its excellent perfor-
mance. BP neural network is a kind of feedforward neural
network. Its important characteristics are the forward trans-
mission of network signal and the backward propagation of
error. When the network signal is transmitted forward, it
goes through the input layer, hidden layer, and output layer
in turn. The neural network state of each layer changes only
with the change of the node state of the upper neuron.
Figure 3 is the basic model diagram of three-layer BP neural
network.

Because the initialization neural network parameters can
be randomly generated, this paper sets the full-time param-
eters of input layer-hidden layer and hidden layer-output
layer as wijand wjk. The thresholds of the hidden layer and
the output layer are represented by θj, φk. Therefore, when
the risk sample data is obtained, it is input into the neural
network, and the information is propagated forward. In the
node of the hidden layer, the output formula is

dj = f U j

� �
, j = 1, 2,⋯, h, ð1Þ

where U j =∑iWijxi + θj and wij are the weights between the
input layer and the hidden layer. Therefore, the output of the
output layer node can be calculated as

Qk = f Skð Þ, k = 1, 2,⋯,m, ð2Þ

where Sk =∑jW jkdk + φk and wjk are the weights between
the hidden layer and the output layer. From this, it is possi-
ble to calculate the error formula between the actual output
of each node in the output layer and the expected output Rk

Entrepreneurial Risk
Factors

Envirnmental factor

Market factors

Technical factors

Financial factor

People factor

Risk decision
feasibility

Risk prediction

Risk prevention

No or little
impact

Significant
impact

Reduce
risk

Management factors

Figure 2: Risk research model.
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Figure 3: Basic model diagram of three-layer BP neural network.
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and the error formula of the hidden layer:

αk =Qk Qk − Rkð Þ 1 −Qkð Þ, ð3Þ

βj =Qk 1 −Qkð Þ ⋅〠
k

αkWjkβj =Ok 1 −Okð Þ ⋅〠αkWjk:

ð4Þ
The core of BP neural network updating weight and

threshold algorithm is gradient descent method. Analogous
to a two-dimensional surface, the error function surface
has many uneven areas, and the lowest point of each depres-
sion represents a minimum value. Only when the error func-
tion is a strictly convex function, there will be only one
depression in the whole surface. At this time, the lowest
point of the depression is the global minimum.

3.3. Algorithmic Content and Optimization of Model Design.
Markov risk assessment theory has been widely recognized.
For risk management, the HMM method first defines that
each host in the network has N states, expressed as

S = S1, S2,⋯, SNf g: ð5Þ

The sequence of states for the risk is

X = x1, x2,⋯, xTf g: ð6Þ

Therefore, this paper holds that there are four states of
risk: G, P, A, C, which represent good, perceived, evaluated
,and dangerous, namely,

S = G, P, A, Cf g: ð7Þ

It is represented in the form of triples by HMM, where I
represents the initial state distribution, that is, the probabil-
ity that the risk is in each state at the initial moment, and T
represents the state transition matrix, that is, the probability
of the host transitioning between states. For example, use Tij

to represent the probability that the risk state changes from t
to t + 1 from time Si to time Sj, namely,

Tij = P xt+1 = Sj xt = Sij� �
, ð8Þ

where 1 ≤ i, j ≤N and O represents the observation matrix,
that is, the probability of being impacted when the risk is
in a certain state, and Omn represents the probability that
the risk is in t state and attacked by Sn at am moment, which
is expressed as

Omn = P yt = am xt = Snjf g, ð9Þ

including 1 ≤ n ≤N , 1 ≤m ≤M. Therefore, the distribution
probability formula of the risk state will be obtained, and
at the same time, the vector will be introduced. According
to the significance of the vector in algebra, when complex
and intractable complex numbers or complex expressions
are generated in the establishment of mathematical models,
the vector can be quoted to be a more flexible and conve-

nient expression. Through the calculation of the above tri-
ples, the state values of risk pairs in four states can be
expressed:

Rt =〠rici: ð10Þ

To calculate the current risk, we should not only con-
sider the external environment but also consider the corre-
sponding impact of the daily operations of internal
management on risk management. Normal and standard-
ized operations will reduce or not increase the risks faced
by risk management and control, while wrong decisions
and operational operations will improve the risks faced by
technology-based small- and medium-sized enterprises in
their entrepreneurial period. Through the optimized BP
neural network algorithm and risk prediction algorithm
designed in this paper, it has a good role in risk prediction
for scientific and technological small- and medium-sized
enterprises in different situations and has a benign effect
on the development of enterprises.

4. Result Analysis and Discussion

Establishing a scientific, accurate, and practical evaluation
index system is the premise and foundation for correctly
evaluating the venture risk of small- and medium-sized sci-
entific and technological enterprises. Therefore, the princi-
ples of integrity, comparability, scientificity, and
practicality should be followed when establishing the evalu-
ation index system. This paper designs an evaluation model
for the venture period risk of technology-based small- and
medium-sized enterprises and will analyze the important
aspects of technical risk, management risk, financial risk,
market trade risk, and environmental risk. Let A, B, and C
be the three influencing factors of technical risk and man-
agement risk, which can be obtained through the calculation
and analysis of the model, as shown in Figures 4 and 5.

In the above figure, it can be found in the experiment
that the prediction performance of the model between
dimensions 2 and 3 is low in the sample number quantifica-
tion process, which may be due to the risk fluctuations gen-
erated when the samples belong to the case where there are
not many samples. Because of the technical uncertainty
and the complexity of internal and external management,
the prediction will be vague when the sample size is not very
prominent. However, with the continuous increase of the
sample size, it can be found that the corresponding predic-
tion indicators will basically have a good effect, and the risk
prediction rate caused by technology and management is as
high as 84.6%, which will avoid great risk obstacles for enter-
prises in the initial stage of starting a business. Let Q and W
be the two dimensional indicators of financial risk and mar-
ket trade risk, as shown in the analysis charts in Figures 6
and 7.

It can also be seen from the figure that the financial risk
in the early stage of the company’s business venture con-
tinues to rise. This is also an obvious weak point of the initial
company. However, most financial risks can be effectively
avoided through a model that is not tenderly designed, and
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the company’s financial risk can be reduced, causing adverse
development of the enterprise. In the establishment stage,
the company was unable to raise enough R&D and entrepre-

neurship funds and finally adopted partnership. At the same
time, it applied for financial support such as national inno-
vation, entrepreneurship fund, and angel investment. It can
also design financial supervision departments to supervise
the financial situation of the enterprise. These measures
can improve the financial environment of the enterprise. In
addition, in order to avoid the risk of low-cost performance
of products, in the process of research and development, the
cost of future products should be fully considered, and
appropriate feasibility study on cost reduction should be
made. The company should combine the development strat-
egy, according to the requirements of the target market and
according to the external environmental factors, make the
most effective use of its own human, material, and financial
resources, formulate the best marketing mix strategy of the
enterprise, and play a role in mitigating market risks to the
greatest extent. Figure 8 shows the risk prediction of the
model under two different environments of high pressure
and low pressure.

Generally, the environment of an enterprise is mainly
divided into high pressure and low pressure. It can be seen
from the above figure that the model fluctuates greatly
between indicators 5-9. The reason is that it is in the middle
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of the enterprise’s start-up, and all aspects of its business vol-
ume and management level have been significantly
improved. Therefore, different risk predictions will be made
when it comes to the pressure from internal and external sit-
uations, which will lead to the volatility. Because of the high-
pressure and low-pressure knowledge range, there are few
accurate values of two extreme channels. Therefore, it
should be vaguely dealt with in the evaluation and research
of environmental risks, and the prediction should be more
reasonable and accurate on the basis of grasping the trend,
and the model designed in this paper is also based on this
idea. The accuracy rate of environmental risk assessment
and analysis reached 74.4%, which will greatly help enter-
prises formulate reasonable development strategies and cope
with the pressure from different periods.

5. Conclusions

This paper takes the entrepreneurial risk of scientific and
technological small- and medium-sized enterprises as the
research object, establishes the evaluation index of entrepre-
neurial risk of scientific and technological small- and
medium-sized enterprises through the method of pattern
design experimental analysis, verifies the reliability and
validity of the index system, evaluates the risk factors by
using BP neural network method and Markov model, and
confirms the key risk factors affecting enterprise R&D
decision-making and the corresponding influence degree.
According to the analysis of the risk factors, this paper
believes that the current external environment for entrepre-
neurship of technology-based SMEs is more favorable and
the risk is small; but the internal factors have a large impact
and the risk is large. When evaluating the risks of small- and
medium-sized scientific and technological enterprises, the
risks should be divided into technical risks, production risks,
market risks, financial risks, management risks, personnel
risks, and environmental risks, so as to be more conducive
to risk evaluation. The HMM model in the enterprise entre-
preneurial risk model is established, and the factors in the
risk prediction are mapped to the HMM parameters. Using
this model, the unobservable risk state can be obtained,
which solves the unobservability of the enterprise’s risk state.
Moreover, in the experiment, the accuracy of environmental
risk assessment and analysis reached 74.4%, which will
greatly help enterprises make reasonable development strat-
egies to deal with the pressure from different periods and
places.

Data Availability

The figures and tables used to support the findings of this
study are included in the article.
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