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INTRODUCTION

Traditional businesses in India are being disruptgl the advent of new digital technologies vizobile
device technologies, cyber security, social medlaud, analytics, machine learning, internet ofngfs and
connecting legacy system through integration ptatfo This transformation has given ample opporiemito
redefine the way engineering and manufacturingistoday (Rekha Kodali, 2018). These businessesxaected
to spend 80 per cent of their incremental expeasgschnology and it is estimated to grow to aln$gstrillion in
total addressable technology market by 2025 (Nass2018). Every human being on earth is expectetb gix
devices (excluding computer system and mobile phaslebe connected to the internet which links adlpects of
the physical world by 2025. This scenario generatese demand for 10T enabled products and equipsne
Establishing IloT framework and producing IoT emabbevices to meet out this demand is a big tasknfmy
engineering and manufacturing industries. IloT @stdal Internet of Things) is an emerging techggldor the
manufacturing industry, which provides an oppotiutd operate more safely and productively in agaorsation.

Toya Peterson (2016) stated that “the entire ntgtasicle from smart sensors and gateways to claadlytics in
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manufacturing space are using its solutions thirda the diverse needs of customers across thig'wdoT provides a
number of ways that can extend manufacturing arginemring to bring them fully to make industry five future.
Manufacturers and industrialists in every sectaeha significant opportunity at hand where they eanonly monitor, but
also automate many of the complex process invoimadanufacturing. lloT technology provides comptietails to the

manufacturers which could not be made availablb egtse in the legacy systems.
REVIEW OF LITERATURE

A recent executive survey conducted by Forbes Ihtsifdound that the biggest challenge in building T
capabilities is the quality of 10T technology. Mangmpanies are facing problems with the adoptioindbistrial loT
during identification of automated process for aghig highest effectiveness (Raj Ven, 2018). AdaptioT technology
in the manufacturing industry is one of the shoysveor getting competitive advantages and it hépsreate enterprise
value in the process (Toya Peterson, 2016). Prelksase of loT Analytics (2018) said that the 4thlustrial
revolution(14.0) employs a combination of multigkchnologies that manufacturers are implementingeédize key use
cases for improving efficiencies, generating reesnand reducing risks. The product and service ehaok 14.0
is predicted to grow to $310 billion by 2023. Asrfike survey conducted by the Accenture, Busineseléer & SAP
(2015) of 1400 owners of business, 60 percent efglobal manufacturers will use connected deviceanalyse and
optimize processes, 36 per cent of the businestetsaunderstand 10T, out of this, only seven pemtcare able to
implement it. Also it is found that $70 billion wimlibe capitalised by manufacturers in IloT by 20&@d product

development and assembly costs can be reducedpernt.
OBJECTIVES

Industry 4.0 is the emerging trend of the indubtréavolution and fast-growing network of increadingmart
connected devices, equipment/machines and physhjatts (Paul Daugherty, 2015). It denotes the afstdustrial
Internet of Things (1loT) in manufacturing. lloT pimses on the use of cyber-physical systems totanathie physical
factory processes and make data-based automatésiodsc The aim of this article is to provide infaation to the
company executives in the manufacturing industryualthe possible use of Industrial 10T and the wapfluences the

process and operation. The study was conductedtmétfollowing objectives.
e To study the benefits of ll0T in engineering anchofacturing industries.
e To analyse the various challenges on lloT
e To identify the ways to overcome the challengedadif

RESEARCH METHODOLOGY

[loT is in the middle of a massive transformatidrengineering and manufacturing industries. Jefireg (2017)
estimated that the number of connected devices ¢goof0 billion in 2020 from 8 billion in 2017. Thisew model of
connected devices helps to create innovative bssimaodels such as automated real-time decision ngaki
products-as-a-service. At present, manufacturingpamies need an loT strategy to success in the @itrop market
(https://iot-analytics.com/product/white-paper-gitategy-primer/). This paper analyses how lloateqy facilitates to
increase customer value, creates different oppitigarfor competitive advantage, and transformthsiness process to

increase profit in industries. In order to achidgke objectives of the study, secondary data wetieated from web
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sources and journals to identify the benefits amhdllenges on implementation of lloT in the engiiegrand
manufacturing sectors. Interviews with industry entp were conducted during October 2018 to identiir opinions
towards employment of 10T and IloT technology ie #ngineering industries. As this paper concergtrady on bringing
out the possibilities of implementing 10T in engering and manufacturing industries, this studiasically done as an

exploratory research.
oT Vs lloT

Internet of Things (I0T) is an emerging trend amadvrit is one of the key elements of Digital Tranmsfiation
drive the world in various ways. 10T (Internet dfifigs) and IloT (Industrial Internet of Things) aeactly the same thing
(Jeffrey Lee, 2017) but it has a least differentedverage of its operation. 10T can be used fdustrial, manufacturing,
and agricultural applications whereas [l0oT emphasesmproving connectivity between devices, saving, efficiency
optimization, and other possible benefits. It playsignificant role in day-to-day impact on bussessand its safety.
The term “loT” includes all functionalities of Ilo@nd in addition consumer use-cases such as s technologies
and wearables for 10T. The focus of 10T is ‘consuperspective’. It uses in smart home applianceshenuse automation
projects. Amazon Alexa, an loT-enabled device almverything in house from locking doors, chanding temperature,
lights on or off with voice commands etc. Someha examples for smart home automation projectdviaitbox 2.0, an
loT enabled mailbox that provides real-time noéfion for when letters and packages arrive; Holodramp rises up and
gives you light when we wave hand; A Wi-Fi secuggmera that takes pictures and streams videonebaapplication;
A Fitbit device for wearable device; Apple’s smaatah connect internet, communicate to phone and ssssages to
other devices; Lobot 2.0 a wearable Headgear fonnoonication with web page; Mango, a wearable defarethe
visually impaired for obstacle-detection and GP&geation; Mimo Baby Monitor: The Mimo Baby Monitanonitors the
baby's respiration and sent the information to plheent's smartphones. IloT focus workers safetgdypctivity and
monitors activities and conditions with remote cohfunctions ability such as oil pipelines monédrby drones, chemical
factories, excavators, drilling equipment monitolgdsensors, developing smart cities with mix ofnceercial and 0T
(Sandeep Raut, 2017).

0T is the sub category of IoT. lloT is the use lofl technologies in manufacturing and industriatter.
In manufacturing and production, lloT incorporates technologies such as machine learning, big, dsasor data
harnessing, automation and machine-to-machine (M2idinmunication. The primary thought behind the &8
that smart machines are better than humans ataebyrconsistently capturing and communicatingad&urther, these
data can be used for empowering organizations teptaie the task in lesser time, solve the problesage money and
support business intelligence efforts. Sandeep R0O17) specified the difference between CloT adod kthat if home
appliance refrigerator is connected to the Interrist called as Consumer IoT (CloT) whereas, the
manufacturing/automobile/factory equipment havesseen connected to the internet is called as In@dlidoT (lloT).
In manufacturing specifically, 1loT holds great ewotial for creating eco-system, quality control,stainable
and green practices, supply chain management amclbefficiency. IloT facilitates the operatiorathvironments of the
industry in two ways: i) it integrates smart cortleeicmachines and manufacturing assets with thespidad enterprise
which help to create more efficient and flexiblevieonmentii) improving asset performance through positioning of
cost effective wireless sensors, easy cloud coivitgcand data analytics. Data are gathered froffeint field and

converted into actionable information in real tiresulting in improved business processes.
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Companies like Particle offer a fu-integrated loT platform that provideserything such as necessary hardw
software and cloud infrastructure to the clientchdeploy an IoT produ Particle devices are connected to the Par
device cloud which provides scalable and relialsiteway betweethe client’'s devices anthe web. In October 2018, the
company has introduced tmext generation 10T products such as IoT Rules - a drar-and-drop loT application
builder to accelerate the time to market; Workbefiagdveloper Preview), a free, -in-one offering to develc, program,
and debug professiongtade apps for the Particle platform; Mesh SOMss{@y on Modules), an enterpigrade,
productionscale version of Particle Mesh (Source: https://wpasticle.io/. This allows consumers to add IloT i

capabilities taheir home automation projec

Industrial Internet of Things (IloT) is a rapidlyqgressing sector accounting for the maximum shmatiee globa
IoT spending (Newgenapps, 201According to International Data Corporation (IDC)SA and Systems Applitions
and Products (SAP) in 2017, sixty per cent of maciufrer. at global levelvill use analytics data trackeding connected
devices to examine processes andertairoptimization possibilities. Figure shows the spending on Internet of Thing
global level in 2015 and 2020.

45 7 40 40 40
40 A
35
30 A
25
20
15
10

Spending in Billion I8 Dollar

A4 \.}*sl' Source: BCG
Statista 2018

Figure 1. Spending on loT at Global Level
BENEFITS OF IloT IN MANUFACTURING

The usage of lloT irngineering ar manufacturing sector is inevitabletire near futur. Companies are starting
to use lloT providesin unprecedented level of visibility throughout supply chainloT embedded devices and softw
to manage their vehicle fleets, keep track theiiales,and correct their paths if it goestte wrong direction. Using loT
to track “things” on the filel is called as'asset tracking’ where the companies are allowed to track and getiaeir
inventory.In other words, it can be used to track more vebieind monitor raw materials or containers in aehanse
10T helps to predict maintenance and ayse’ the situation when equipment is about to Sensors notification will be
sent out to maintenance teams grablem arises or the equipment reaches its exjaitg This system helps the organit
to find how often these notification failurhappened, create maintenance timelines, servicegthipment before it fail
[loT enables new sources elistome value. Most of the value stands in powerfnalytic: and cross-ecosystem
collaboration. It leads to long-teradvantag over the competition through several soundges unique data sets, superior

algorithms and exclusive partnershipie following are the benef of lloT in engineering and manufacturing industi
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Digitally Connected and Remote ManagementtoT enabled tools and machines digitally conneetphrtners
like user, equipment manufacturers and field erggm¢hat can transmit operational information aochmands.
This will help the managers and process headsetatifg the key result areas and remotely managdatttery
units to take advantage of process automation ptichization.

Facility Management: The application of 0T sensors in manufacturingipoent/machines enables condition-
based repair and maintenance alerts. Many crititathine tools in a factory are designed to functigthin
temperature constraint and vibration ranges. llefissers can monitor these machines and communivatalert
message when the machine/equipment deviates fremprieéscribed parameters. Using this alert data,

manufacturers can preserve energy, reduce costinalease operational efficiency.

Auto Supervision: IloT helps to monitor the production flow activiiestarting from the refining process to the
packaging of final products reach to consumerss Téwl-time monitoring process provides better rganaent of
operational cost and thus eliminating wastes antecgssary work in progress inventory. 10T supptatgo-
supervise’ the activities known as ‘process2devivéodrkers can transfer the workload to the machiegces

which are embedded with sensors and actuators teelngo-supervise internal and external processes.

Real-Time Asset and Inventory ManagementlloT sensors help to locate and monitor key asseisk and
trace the inventory, events across the supply ciraihthe clients are informed of any significantidéons from
the plans. Digitization has opened up untappedsaeaptimize production costs and agility by givencomplete
view of logistics, inventory levels, market demaett;. (Rekha Kodali, 2018). IloT applications pes cross-
channel visibility into inventories, so that thealistic estimates of the available material, afritime of new
material and work in progress can be performedhgyrhanagers. This process helps to optimizes sy

reduces shared costs in the value chain.

Plant Safety and Security: I0T enables workers to communicate with machined BT device apps and
monitors the Key Performance Indicators of healtid safety, providing a real-time view of the onsypi
activities, property damage or loss during operatime, the number of injuries and iliness ratesarrailures,
absences in different terms, vehicle incidents &aoch communication helps in predicting mishaps and
responding to emergencies in time (Toya Petersdh6l Il0T associated big data analysis helps forave the

overall personnel’s safety, health, and securithéfactory.

Quality Control: 10T enables the manufacturers to collect aggeegadduct data relates to raw materials used
and its composition, heat and temperature in tbfg field, working environment, waste manageméansmit
of products and its impact, customer feeling omgigheproduct etc. on the final products. Thesa dan be

utilized for solving various quality related issw@w correct them.

Reduced Downtime:lloT enables the operation managers to monitorireeméal-time manufacturing process,

allowing them to assess the quality and efficieoicgach machine and equipment, ultimately redudmgntime.

Manufacturing Insight and Packaging Optimization: loT sensors in products/packaging help the
manufacturers can gain insights into the usageeait product handling of multiple customers, trpceduct
deterioration during transit, impact of weathemdand other environment variables on the proditot. sensor

data helps the manufacturer to improve their perforce in packaging and customer experience. loibtass
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manufacturers to connect machines and control mgstmgether, allowing them to get deep insight itite

manufacturing process (Toya Peterson, 2016).

Data Analysis Data are always collected from all the machirtergugh the 10T sensor device, it can be further

analysed using Big Data for significant and effeetilecision making.

Proactive Maintenance: Continuous assessment of machine operation andeit&es becomes easy with it.

It helps manufacturers determine the time to regadr take proactive maintenance to ensure seapriedsction.

Return on Investment: IoT has great potential to augment the produqgpiatess and to step the industry to the
next level of success in manufacturing. loT enalthes manufacturer to generate significant businegse
through innovation and provide scope for high metoan investment (ROI) by connecting an increasingploer of

devices, machinery and/or equipment in an intefligetwork.

Logistics and Supply Chain Optimization: IloT can provide access to real-time supply chaiforimation.
Materials, equipment, and products are easily ®dckas they move through the supply chain.
Vehicles, containers, pallets, cases and everréiffétems can be furnished with auto identificatiags and tied
to GPS-enabled connections to continuously updaetation and movement (Sandeep Raut, 2017). Alptrges
connected with supply chain can trace interdeperiden material movement and manufacturing cyclestim
This will facilitate on-time delivery report to mafacturer, reducing the potential capital experditand cost of

inventory (Marlon Luz, 2014).

Integrated Operations Dashboard:Different silos of manufacturing, supplier, andikiigs operational data can
be grouped using contextualized key performanceators (KPIs) into unified, real-time dashboarbattwill
ultimately support companies to make faster antebelecisions, identify problems more quickly antbiove
performance(RekhaKodali, 2018).

Scalable 10T Operations Management:Emergence of numerous loT solutions in the engingeand
manufacturing industry have opened up a requirerf@ninformation technology developer teams to jmev
special focus in creating a highly scalable sysi@nemploying large number of products, big datej aperating
in an heterogeneous environment. It also enabledeteelop rapid IoT application for getting compest

advantage in the engineering industry.

Perform better Data Analytics: An outpouring amount of data is being generatetth wonnected devices,
sensors, and business systems, that helps in ncamirfig insights, optimizing business processesraatising
innovative opportunities. 10T Hub is used to mantdgetwo-way communication between the cloud andcés.
Advanced analytics is applied on data collectedliszlose new business insights and these are dedvito
action through intelligent applications viz. Comammachine learning, Power Bl etc. Finally the attpf
analytics is stored in software like Azure Tablagure SQL, Azure Blobs, HD Insight, Azure Data Ladte.
(Rekha Kodali, 2018). The various uses of lloT iamafacturing fields are listed in Figure 2.
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Benefits of Industrial IoT in Engineering and Manufacturing Industries
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Figure 2: Uses of Industrial 1oT

The term Industry 4.0 has become a global termetciibe the fourth industrial revolution. Indudises and
Manufacturers are already taking part in this ratioh by integrating both new and existing InforiroatTechnology (IT)
and Operational Technologies (OT) and realizing Usy cases such as advanced digital product emigigeaugmented
operations, data-driven inventory optimization, lamrobot collaboration, predictive or proactive ntanance,
everything-as-a-service business models, additi@dystion, data-driven quality control, remote adesting and remote
service that are improving efficiencies, creatiegvirevenue streams, and reducing risks (IoT Aredy2018). One of the
key elements of 14.0 is supporting technologieshsas additive manufacturing, drones, augmentedvanaal reality,
collaborative robotics and connected machine visihile implementing these technologies in indestriengineers and

industrialists are facing many challenges and theselescribed below.

» Security Issues Security issue is the primary challenge on ll@thnologies. Dr. Irene Petrick, Director of
Industrial Innovation, Intel's l1oT group stated thaapid growth in smart technologies such as cotekec
machines, globalised computer technologies, robetsrt devices and real-time data analytics in lénger
manufacturing system expected from IloT need toresid potential challenges and the security issnes i
implementation. Non-existence of comprehensive cyeeurity solutions is the main challenge of lasgale
engineering industries. The biggest concern asithations affects individuals as well as compaagceptible to
financial and operational risks. As engineering amghufacturing sectors using a variety of l1loT #ohs, they
are open to security concerns, cyber risks assstiafth information technology and operational tembgy
convergence, and insider threats. Appling IloT tedtbgy will be challenged until it has a concreezigity

feature.
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« lloT Integration : Integrating information technology (IT) and op@aal technology (OT) is another critical
challenge faced by the companies during Industaal implementation. Atmost care should be takenlevhi
integrating these technologies and ensure thadadtee are communicated without any loss and vulil@sabloT
integration require huge amount for implementatiod logistically unpractical for several operatiomasinesses.
Normally 10T devices are developed as independehitisns and it is adopted into the engineering and
manufacturing process to become a part of the wéydeem. However, integration of IT and OT lackeative

connectivity and synchronization.

e Connectivity and Visibility: Another complicated challenge during implementatafnlloT is the lack of
connectivity between different components and mezhmanagement. Frequent troubles are incurred in
synchronizing as a result of internet outages, pdess, manual and technical errors. This will eaus the
removal of connected devices from the digital nekwaffects the entire production process and regextra cost
in damages. It is necessary to inspect connectetlimes and equipment in real time and engineergldtemsure
that those machines are working with optimum preéidaccapacity. Monitoring the life of the machinasd
insight into it is also critical in order to findubanomalies and solve the issues before they ododr will add

additional challenges as you scale it universally.
Overcome the Challenges of Industrial IOT

Engineering and manufacturing companies facing Illghallenges today may seem overwhelming.
Implementation of quality of 10T technology, invesnt of huge amount in industry infrastructure diod framework
can be the solution for the challenges of IloT #mas provide a new opening for business to incr@asductivity and
growth for those industries. Joseph Zulick (2018pidts that “Industries that hold a systematic apph of employing
contemporary intelligent data management and anslgystems will get more worth with IloT. In thevolution of 14.0,
embedding I0oT sensors in a new and legacy mackigegment using in factories connected by an IResdq deliver
alert messages to the decision makers”. At presegineers and designers are facing a challengeawiew task that how
to identify value and communicate the benefitsloT Itechnology adoption for consumers and compariibe following

are the various viewpoints to overcome the cha#éergf l1loT by the manufacturers.

» Decentralization of Activities: During transformation of traditional system to nBafT system, many tasks like
service delivery, handling production, fulflmenhda maintenance of equipment are the additional wafrk
machine devices. It will become the task of engisi¢e spend time for calculating, analyzing, argpacting how
loT devices can be integrated to make free timéabla for other tasks. Decentralisation of managenenables
manufacturers to overcome the challenges of lloGtivities like developing program scripts for pratiag
damages, replacing the machines, creating archrectand user-friendly interfaces can also be curated

during decentralisation process.

» Industrial IoT Gateway: Integration of IoT gateway with the existing infragture of the company is one of the
solution to meet the challenge of lloT. It providesecure connection to any industrial infrastmecand helps to
solve the issues of interoperability and commuitgeatwvith machine-to-machine. For example, MayurtePa
(2017) stated that “Industrial 0T gateway can amwinthe industrial Supervisory Control and Data
Acquisition(SCADA)/Distributed Control Systems (DCSlirectly with the Cloud using industrial serial
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communication protocols such as MODBUS, InternatidBociety of Automation (ISA) Wireless Technology,
Open Platform Communication (OPC), Process Field RROFIBUS) for edge to gateway connectivity and
most promising many-to-many IoT protocol ‘Message@ Telemetry Transport (MQTT)’ and one-to-one loT

protocol ‘Constrained Application Protocol (CoAR)I gateway to cloud connectivity”

Edge Computing Market: Edge computing performs the computation functiondistributed device nodes
known as smart or edge devices (Rohan Shrama, 201¢lps to reduce transmission costs, reducndst
faster fault response time and increase user expmri by transferring data at the edge of networks.
Edge computing helps to transfer the data quicklgh performs real-time data analysis. Boosting thegé’
computing market is a modern trend which solvespitublem of 0T challenges through real time reimay.

It transfers relevant data instead of sending ldta on the cloud. During this computing procesisster of

gateways is formed through the connection of a rermobgateways, which lead to distributed edge aging.

Implementation of Perception, Terminal and NetworkModule: Manufacturers can resolve security issues by
implementing ‘Trusted Perception, Network and TehiModule’. Rohan Shrama, 2017 said that encrygegd
can be transferred by using“data-centric secuatytens”viz. web application firewall, secure wghteway and

application delivery controller etc.

Clustering of IoT Gateway: loT Gateway clustering helps to solve the probleswurred during the integrations
of IT systems (ERP and CRM) with OT systems (SCAB#d MES) and guarantee the continuity of cloud

communication and data storage.

CONCLUSIONS

Automation of engineering and manufacturing industeates a new evolutionary breakthrough withsiaevice

of Internet of Things. Though 1loT benefits throughrious ways, the manufacturers are facing mamjleges while

implementing it in their industries. This exploxatistudy will be helpful to the manufacturers talerstand about the

challenges of IloT implementation and provide theotutions to overcome it. In order to gain competibidvantage in the

market, manufacturers should take the necessatiativé to differentiate their products in the matrkand perform

adequate steps to meet price wars. At the same pnoelucing quality goods using Industrial 10T teclogy is also

mandatory in the Industry revolution 4.0. This studill provide the scope for further studies in theeas like the

challenges faced by the Il0T service providersniifieation of problems faced by the company persds during the

implementation of Industrial IoT in their indussiand the study of efficiency level in productidteathe implementation

of lloT.
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