PsychNology Journal, 2016
Volume 14, Number 2-3, 87 — 98

Biometric Authentication Methods on Smartphones:
A Survey

Riccardo Spolaor’, QianQian Li', Merylin Monaro', Mauro Conti?, Luciano
Gamberini® and Giuseppe Sartori®

! University of Padua * Dept. of Mathematics ® Dept. of General Psychology
(Italy) University of Padua University of Padua
(Italy) (Italy)
ABSTRACT

Nowadays, users are starting to develop a symbiotic bound with their smartphones. Users
continuously carry these devices and use them for daily communication activities and social
network interactions. On the other hand, a smartphone is equipped with sensors that can
infer not only information about the context (e.g., location), but also about its owner. Since
smartphones handle a huge amount of private information, recent techniques rely on those
sensing capabilities to authenticate the user, measuring her biometric features. In this paper,
we survey the most relevant biometric authentication methods on smartphones proposed in
the literature. We categorize such methods by the nature of biometrics used, by their
temporal features and by the sensing capabilities they rely on. Moreover, we draw some
future directions in this promising research topic.
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1. Introduction

In recent years, lots of researchers put their effort in understanding users’ behavior
using mobile devices. Smartphones have become daily used personal devices. People

use them for both managing personal data and handling private communications. The
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pervasiveness of such devices is generating a symbiotic bound between the user and
her smartphone. According to the participants surveyed in a TIME’s Mobility Poll (Gibbs,
2012), most of the participants stated that they could not live a single day without their
smartphones. In detail, 91% of the participants say that their smartphones are very
important and, for 60% of them, even more important than coffee.

Unfortunately, there are many privacy issues related to smartphone usage because of
the huge amount of sensible data they can store. For example, an unauthorized user
can steal a smartphone and gain the access to photos, contacts and even bank
accounts. For this reason, authentication methods are fundamental to prevent the
access to unauthorized users. Non transparent methods (e.g., password, PIN) are the
most commonly used approaches. However, these methods require an aware
interaction by the user and a predefined secret, which can be easily uncover by an
attacker. Furthermore, even when in place, these methods often do not prevent a
malicious user to get access to the phone, e.g., answering to an incoming call (Conti,
Zachia-Zlatea & Crispo, 2011). For this reason, researchers focused their efforts on
designing authentication methods more precise, more usable and less prone to
attackers. Biometric authentication methods move to this direction. Instead of relying
on a secret, biometric authentication methods rely on physiological and behavioral
characteristics of the user.

Smartphones manufacturers (e.g., Samsung) have already expressed their interests in
biometric authentication (Samsung GRO, 2014). Moreover, some company (e.g.,
BioCatch, 2008) commercializes software products based on cognitive traits (e.g.,
typical of eye-hand coordination, behavior patterns, usage preferences, device
interaction patterns), physiological factors (e.g., left/right handedness, press size, hand
tremor, arm size, muscle usage) and contextual factors (e.g., device location).

The main contribution of this paper is to survey biometric based authentication
methods in the literature. In particular, we first elicit these methods into categories and
then we summarize the most important features of each one of them. Finally, we
discuss some possible future research directions in the field of biometrics

authentication methods on smartphones.

88



Biometric Authentication Methods on Smartphones: A Survey

2. Biometric Authentication Methods

Authentication methods protect smartphones from being accessed by unauthorized
users. Common authentication methods that are already deployed on smartphones
leverage a secret information which should be known only by the authorized user.
These methods include passwords, Personal Identification Numbers (PIN) and unlock
patterns. In recent years, researchers proposed a lot of authentication methods based
on biometric features. We categorize the biometric authentication methods in the
literature by the way they perform the user authentication. Firstly, we can classify such
methods according to the nature of the biometric features that are measured by

smartphone sensors (also schematized in Figure 1):
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Figure 1. Physiological and behavioral biometrics authentication on smartphones

— Physiological biometrics authentication methods rely on users’ body characteristics
(e.g., fingerprint, face) to authenticate users.

— Behavioral biometrics authentication methods rely on the way the user behaves
with her mobile device (e.g., keystrokes dynamics, gait).

Secondly, biometrics authentication methods can also be divided into two main
categories according to time required to collect data from users and authenticate them:

— One-time authentication requires the user to perform a specific task for a limited
period of time (e.g., input a PIN). In order to not affect the user experience, a one-time
authentication method needs to be as fast as possible, but at the same time it must
reach a high accuracy. For the same reason, such authentication is performed only on

privacy sensitive phases (e.g., unlock the smartphone, access to bank account).
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— Continuous authentication can involve the collection of data from sensors for a long
period of time. Practically, a continuous authentication method performs two tasks at
the same time: (i) incrementally builds a behavioral profile of the user adding new
observations from sensors, (ii) verifies that the current observation matches with the
behavioral profile of the user built from the past observations (e.g., gestures, gait).

At the best of our knowledge, all physiological biometric-based authentication
methods in the literature belong to one-time authentication category.

Another distinction that could be done is the one between implicit (or transparent) and
explicit (or non transparent) authentication methods. On one hand, explicit
authentication methods require the user to perform a specific task, so the user is aware
of when the authentication method is taking place. On the other hand, implicit ones do

not require the user to perform any specific task to be authenticated.

2.1 Physiological Biometrics
Several authentication methods that rely on physiological biometrics are already
deployed on smartphones. As a first example of physiological biometric, manufacturers
recently started to embed on high-end smartphones a specific biometric sensor for
digital fingerprints (Ricknas, 2015). As another example, authentication systems use
the frontal camera in order to recognize the face or the eyes of the owner. The study
by Hadid, Heikkila, Silvén and Pietikainen (2007) proposes a face and eye detection
and authentication for mobile phones. For the face detection, there are two
approaches: color based (fast but prone to illumination and background changes) and
Haar-like/AdaBoost based (slow but accurate).
Raja, Raghavendra, Stokkenes and Busch (2014) propose a standalone modular
biometric system according to periocular information to authenticate users on
smartphones. In the first stage, users have to capture a probe periocular image with
rear or front camera and store it into a database for features extraction. The extracted
features are compared to the reference templates in the database, in order to obtain a
comparison score which decides upon the access to the device.
Fahmi et al. (2012) propose an authentication method that relies on the uniqueness of
the shape of human ear. Using the frontal camera, the method is able to authenticate
the user by the shape of her ear while she is taking a call.
Despite the prototype was not originally deployed on smartphones but it can be
extended also on them, Rasmussen, Roeschlin, Martinovic and Tsudik (2014) propose

a pulse-response biometric authentication method. Pulse-response biometric relies on
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the property that each human body exhibits a unique response to a signal pulse
applied at the palm of one hand, and measured at the palm of the other.

Other researchers rely on a set of physiological biometrics at the same time. Kim,
Chung and Hong (2010) propose an enhanced authentication method using multi-
modal personal information. The proposed approach collects information from face,
teeth and voice from smartphone sensors, and authenticates users using these three

traits simultaneously.

2.2 Behavioral Biometrics

In this section, we report the most relevant authentication methods that use
behavioral biometrics. Some of them are not strictly designed for smartphones but they
can be extended to work also on mobile devices. We first describe one-time
authentication methods, then we proceed with continuous time ones.

One-time authentication methods: In the literature, some researchers rely on
behavior of the user while she inputs information on touchscreen. Specifically, some
authentication methods are based on the analysis of keystroke dynamics when typing
on a mobile phone (Clarke & Furnell, 2007; Clarke, Karatzouni & Furnell, 2009;
Karatzouni & Clarke, 2007; Nauman & Ali, 2010; Zahid, Shahzad, Khayam & Farooq,
2009). Giuffrida, Majdanik, Conti and Bos (2014) propose a sensor-enhanced
keystroke dynamics authentication method. In other words, while users input the
password, the system authenticates them using both motion sensors and taps on the
touchscreen. The effectiveness of this authentication method is also proved to be
secure even against the statistical attacks (Stanciu, Spolaor, Conti & Giuffrida, 2016).
The authentication method proposed by Zheng, Bai, Huang and Wang (2014) is similar
to the method proposed by Giuffrida et al. (2014), but it combines four features (i.e.,
acceleration, pressure, size, and time) extracted from smartphone sensors while the
user is typing her PIN. Another method proposed by De Luca, Hang, Brudy, Lindner
and Hussmann (2012) performs an implicit authentication where users are
authenticated by the way they perform the unlock pattern on touchscreen. Zheng et al.
(2014) proposed a method where users draw shapes (or perform gestures) on the
front and the back of smartphones to enter tap-based passwords. The sequence and
the way users draw the shape password is one kind of authentication which is robust
against shoulder surfing pan (De Luca et al., 2014) and it is also easy and fast to use.
This method also uses the habit they switch sides of the smartphones as

authentication; this feature increases the security while authentication speed stays

91



R. Spolaor, Q. Li, M. Monaro, M. Conti, L. Gamberini, G. Sartori

relatively fast. Another example of authentication with touchscreen is proposed by
Saevanee and Bhatarakosol (2008), where the authors use the finger pressure on a
touchscreen to authenticate the user.

Other work in this direction uses motion sensors to authenticate implicitly the user
when she is answering or placing a phone call (Conti, Zachia-Zlatea & Crispo, 2011),
also called phone-to-ear gesture.

Continuous authentication methods: An example of behavioral biometric is the
user's gait (i.e., the way she walks). Mantyjarvi, Lindholm, Vildjiounaite, Makela and
Ailisto (2005) tested subjects’ gait while they wear an accelerometer sensor placed on
the belt. Similarly, the method proposed by Derawi, Nickel, Bours and Busch (2010)
assumes that the smartphone is placed at the hip of each volunteer to collect gait data.

Regarding the user interaction with the touchscreen, Frank, Biedert, Ma, Martinovic
and Song (2013) propose a continuous authentication method based on user
interaction with smartphones touch-screen (i.e., up-down and left-right scrolling).
Similar to the one-time method (Giuffrida et al., 2014), Gascon, Uellenbeck, Wolf and
Rieck (2014) proposed a continuous authentication method that analyzes typing-
motion behavior of users on smartphones. The authors asked participants to enter
short sentences on touchscreen while all available sensor events were recorded to
build a typing-motion behavior profile of the user.

Some other methods consider the context and location in which a mobile device is
used. Shi, Niu, Jakobsson and Chow (2010) proposed an implicit continuous
authentication method that uses multiple observations related to user behavior. The
method considers a rich set of information, such as location, motion, communication,
and usage of applications. The authors collected users’ behavior data from their
smartphones for two weeks in order to prove to the effectiveness of their proposal.
Another example of context inferring technique is CR&PE (Conti, Crispo, Fernandes &
Zhauniarovich, 2012), a framework for enforcing fine grained context-related policies,
which can recognize the context in which a mobile device is used, continuously
monitoring the environment via phone sensors. This framework supports both physical
contexts (e.g., location, time), which are associated to physical sensors (e.g., GPS,
clock, Bluetooth), and logical contexts, which are defined by functions over physical

Sensors.
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3. Future Research Directions

Some possible future directions on continuous authentication methods can rely on
cognitive games or other sources of information such as external devices and side-
channels.

Cognitive games: A possible future direction in one-time behavioral authentication
consists of measuring the behavior of the user while she solves cognitive games.
Existing cognitive game easily extendable for this purpose are cognitive CAPTCHAs
for touchscreen-enable devices, such as Capy (Capy, 2010) Puzzle and
CAPTCHaStar (Conti, Guarisco & Spolaor, 2016).

External devices: Additional sources of information to improve the reliability of
existing authentication methods could be external or wearable devices, such as
smartwatches, fitness wristbands or Google Glass devices (Chauhan, Asghar, Kaafar
& Mahanti, 2016). In fact, such devices are embedded with sensors, thus they could
be a source of valuable information to infer behavioral patterns. In this paper, we do
not consider biological biometrics such as blood and DNA. This because such
biological measurements require specific hardware that are not commercially available
at the time of writing, but it is reasonable to consider that such hardware could be
embedded into smartphones in a near future.

Side-channel analysis: A side-channel is an observable source of information that is
the result of the way the user interacts with a device. Network traffic is an example of
side-channel and it could be relied to build a behavioral profile of a user. Indeed, some
recent work shows that it is possible to infer from the encrypted network traffic the set
of apps installed (Taylor, Spolaor, Conti & Martinovic, 2016) and even the actions the
user performs within an app (Conti, Mancini, Spolaor & Verde, 2016). Moreover, since
Conti, Nati, Rotundo and Spolaor (2016) proved that it is possible to recognize a user
from the energy consumption of her laptop, we can reasonably consider this side-
channel on smartphones as a valuable source of information for a user authentication
method.

We strongly believe that it is possible to build an authentication method combining
multiple behavioral biometrics and evaluating their impact on authentication
dynamically, with an approach based on the context of usage. We also believe that, in
the future, biometric authentication methods will significantly improve both the security

and the usability of smartphones.
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4. Conclusion

In this paper, we surveyed the state of the art of authentication methods on
smartphones that are based on user biometrics. Firstly, we categorized authentication
methods in the literature according to the nature of the biometric features, which are
measured by smartphone sensors, into behavioral and physiological biometric
categories. Physiological biometrics are related to body characteristics of the user,
while behavioral biometrics are related to the way a user interact with her smartphone.
Secondly, we divided the behavioral authentication methods into two categories
according to time required to collect data from users and authenticate them (i.e., one
time and continuous authentication). Finally, we discussed some possible future

research directions in the field of biometrics authentication methods on smartphones.
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