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ABSTRACT

Privacy and interpretability are two of the important ingredients

for achieving trustworthy machine learning. We study the inter-

play of these two aspects in graph machine learning through graph

reconstruction attacks. The goal of the adversary here is to recon-

struct the graph structure of the training data given access to model

explanations. Based on the different kinds of auxiliary information

available to the adversary, we propose several graph reconstruction

attacks. We show that additional knowledge of post-hoc feature ex-

planations substantially increases the success rate of these attacks.

Further, we investigate in detail the differences between attack

performance with respect to three different classes of explanation

methods for graph neural networks: gradient-based, perturbation-

based, and surrogate model-based methods. While gradient-based

explanations reveal the most in terms of the graph structure, we

find that these explanations do not always score high in utility. For

the other two classes of explanations, privacy leakage increases

with an increase in explanation utility. Finally, we propose a de-

fense based on a randomized response mechanism for releasing the

explanations which substantially reduces the attack success rate.

Our anonymized code is available at xxxxxxxxx.
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1 INTRODUCTION

Graphs are highly informative, flexible, and natural way of repre-

senting data in various real-world domains. Graph neural networks

(GNNs) [15, 19, 34] have emerged as the standard tool to analyze

graph data which is non-euclidean and irregular in nature. GNNs

have gained state-of-the-art results in various graph analytical tasks

ranging from applications in biology and healthcare [1, 5] to rec-

ommending friends in a social network [9]. GNNs’ success can be

attributed to their ability to extract powerful latent features via

complex aggregation of neighborhood aggregations [13, 42].

However, these models are inherently black-box and complex,

making it extremely difficult to understand the underlying rea-

soning for their predictions. With the growing adoption of these

models in various sensitive domains, efforts have been made to

explain their decisions in terms of feature as well as neighborhood
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Figure 1: The importance scores for the features as provided

by an explanation can be exploited to infer the graph struc-

ture. Here, we provide an example of binary explanation

where a score of 1 indicates that the corresponding feature

is part of the explanation.

attributions. Model explanations can offer insights into the inter-

nal decision-making process of the model which builds the trust

of the users. Moreover, owing to the current regulations [24] and

guidelines for building trustworthy AI systems, several proposals

advocate for deploying (automated) model explanations [14, 27].

Nevertheless, releasing additional information such as expla-

nations can have adverse affects on the privacy of the training

data. While the risk to privacy due to model explanations exists for

machine learning models in general [30], it can have more severe

implications for graph neural networks. For instance, several works

[6, 23] have established the increased vulnerability of GNNs to

privacy attacks due to the additional encoding of graph structure

in the model itself. We initiate the first investigation of the effect

of releasing feature explanations for graph neural networks on the
leakage of private information in the training data.

To analyze the information leakage due to explanations, we take

the perspective of an adversary whose goal is to infer the hidden

connections among the training nodes. Consider a setting where

the user has access to node features and labels but not the graph

structure among the nodes. For example, node features could be

part of the public profile of various individuals. The graph structure

among the nodes could be some kind of social network which is

private. Now, let’s say that the user wants to obtain a trained GNN
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on her data while providing the node features and labels to a central

authority that has access to the private graph structure. We ask

here the question: how much do the feature-based explanations leak
information about the graph structure used to train the GNN model?
We quantify this information leakage via several graph reconstruc-

tion attacks. A visual illustration is shown in Figure 1. Specifically,

our threat model consists of two main settings: first, where the ad-

versary has access only to feature explanations, and second, where

the adversary has additional information on node features/labels.

Note that we only focus on feature-based explanations for GNNs

in this work. For other explanation types such as node or edge

explanations, as the returned nodes and edges belong to the node’s

neighborhood, it becomes trivial to reconstruct the graph structure.

1.1 Our Contributions and Findings

Ours is the first work to analyze the risks of releasing feature expla-

nations in GNNs on the privacy of the relationships/connections

in the training nodes. We quantify the information leakage via

explanations by the success rate of several graph reconstruction

attacks. Our attacks range from simple explanation similarity-based

attack to more complex attacks exploiting graph structure learning

techniques. Besides, we provide a thorough analysis of information

leakage via feature-based explanations produced by three classes

of GNN post-hoc explanation methods including gradient-based,
perturbation-based and surrogate model-based.

To analyze the differences in the robustness of the explanation

methods to our privacy attacks, we investigate the explanation util-

ity in terms of faithfulness and sparsity. We find that the gradient-

based methods are the most susceptible to graph reconstruction at-

tacks even though the corresponding explanations are least faithful

to the model. In other words, have low utility. This is an important

finding as the corresponding explanations could release a large

amount of private information without offering any utility to the

user. The perturbation-based approach Zorro and its variant show

the highest explanation utility as well as a high success rate of

the attack, pointing to the expected trade-off between privacy and

explanation utility.

We perform our study over three types of datasets with varying

properties. For instance, our first dataset has a large number of

binary features but the feature space is very sparse. Our second

dataset has fewer but denser features. Our final dataset has a very

small number of features. We find that the information leakage

varies with explanation techniques as well as the feature size of the

dataset. The dataset with the smallest feature size (8) is the most dif-

ficult to attack. All baseline attacks which rely on knowledge of only

features and labels perform no better than a random guess. In such

a case, explanation-based attacks provide an improvement, though

not very huge, in inferring private graph structure information.

Finally, we develop a perturbation-based defense for releasing

feature-based explanations. Our defense employs a randomized

response mechanism to perturb the individual explanation bits. We

show that our defense reduces the attack to a random guess with

a small drop in the explanation utility. Our anonymized code is

available at xxxxxxxxx.

2 PRELIMINARIES

2.1 Graph Neural Networks

Graph neural networks (GNNs) [15, 19, 34] are a special family

of deep learning model designed to perform inference on graph-

structured data. The variants of GNNs, such as graph convolutional

network (GCN), compute the representation of a node by utilizing

its feature representation and that of the neighboring nodes. That

is, GNNs compute node representations by recursive aggregation

and transformation of feature representations of its neighbors.

Let 𝐺 = (𝑉 , 𝐸) denote a graph where 𝑉 is the node-set, and 𝐸

represents the edges or links among the nodes. Furthermore, let

𝒙 (ℓ)
𝑖

be the feature representation of node 𝑖 at layer ℓ , N𝑖 denote
the set of its 1-hop neighbors and 𝜽 is a learnable weight matrix.

Formally, the ℓ-th layer of a graph convolutional operation can be

described as

𝒛 (ℓ)
𝑖

=AGGREGATION
(ℓ)

({
𝒙 (ℓ−1)
𝑖

,

{
𝒙 (ℓ−1)
𝑗

| 𝑗 ∈ N𝑖
}})

(1)

𝒙 (ℓ)
𝑖

=TRANSFORMATION
(ℓ)

(
𝒛 (ℓ)
𝑖

)
(2)

Then a softmax layer is applied to the node representations at the

last layer (say 𝐿) for the final prediction of the node classes C

𝒚 ← argmax(softmax(𝒛 (𝐿)
𝑖

𝜽 )), (3)

GNNs have been shown to possess increased vulnerability to pri-

vacy attacks due to encoding of additional graph structure in the

model [6, 23]. We further investigate the privacy risks of releasing

post-hoc explanations for GNN models.

2.2 Explaining Graph Neural Networks

GNNs are deep learning models which are inherently black-box

or non-interpretable. This black-box behavior becomes more crit-

ical for applying them in sensitive domains like medical, crime,

and finance. Consequently, recent works have proposed post-hoc

explainability techniques to explain the decisions of an already

trained model. In this work, we are concerned with the task of node

classification where the model is trained to predict node labels in a

graph. For such a task, an instance is a single node. An explanation

for a node usually consists of a subset of the most important fea-

tures as well as a subset of its neighboring nodes/edges responsible

for the model’s prediction. Depending on the explanation method

the importance is usually quantified either as a continuous score

(also referred to as a soft mask) or a binary score (also called a hard

mask). In this work, we consider three popular classes of explana-

tion methods: gradient-based [2, 25, 28], perturbation-based [13, 42],

and surrogate [17] methods.

Gradient-based methods. These approaches usually employ the

gradients of the target model’s prediction with respect to input

features as importance scores for the node features. We use two

gradient-based methods in our study, namely Grad[31] and Grad-

Input (Grad-I) [32]. For a given graph 𝐺 and the trained GNN

model 𝑓 (𝑿 ,𝐺, 𝜃 ) (where 𝜃 is the set of parameters and 𝑿 is the

features matrix), Grad generates an explanation E𝑋 by assigning

continuous valued importance scores to the features. For node 𝑖

and 𝒙𝑖 is its features vector, The score is calculated by
𝜕𝑓
𝜕𝒙𝑖

. Grad-I

xxxxxxxxx
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transforms Grad explanation by an element-wise multiplication

with the input features (𝒙𝑖 ⊙ 𝜕𝑓
𝜕𝒙𝑖

).

Perturbation-based methods. Perturbation-based methods ob-

tain soft or hard masks over the features/nodes/edges as expla-

nations by monitoring the change in prediction with respect to

different input perturbations. We use two methods from this class:

Zorro [13] and GNNExp [42]. Zorro learns discrete masks over

input nodes and node features as explanations using a greedy al-

gorithm. It optimizes a fidelity-based objective that measures how

the new predictions match the original predictions of the model

by fixing the selected nodes/features and replacing the others with

random noise values. This returns hard mask for the explanations.

GNNExp learns soft masks over edges and features by minimizing

the cross-entropy loss between the predictions of the original graph

and the predictions of the newly obtained (masked) graph. We also

utilize the Zorro variant that provides soft explanation masks

called Zorro-S. Zorro-S relaxes the argmax in Zorro’s objective

with a softmax, such that the masked are retrievable with stan-

dard gradient-based optimization. Together with the regularization

terms of GNNExp, Zorro-S learns sparse soft masks.

Surrogate methods Surrogate methods fit a simple and inter-

pretable model to a sampled local dataset corresponding to the

query node. For example, the sampled dataset can be generated

from the neighbors of the given query node. The explanations from

the surrogate model are then used to explain the original predic-

tions. We use GraphLime[17] which we denote as GLime from this

class. As an interpretable model, it uses the global feature selec-

tion method HSIC-Lasso [41]. The sampled dataset consists of the

node and its neighborhood. The set of the most important features

returned by HSIC-Lasso is used as an explanation for the GNN

model.

Remark: Please note that in this work, we assume that only

feature-based explanations are released to the user. In the presence

of node/edge explanations, an adversary can trivially reconstruct

large parts of the neighborhood as the returned nodes/edges are

part of the node’s original neighborhood.

2.2.1 Measuring explanation quality. We measure the quality of

the explanation by its ability to approximate the model’s behav-

ior which is referred to as faithfulness. As the groundtruth for

explanations is not available, we use the RDT-Fidelity proposed

by [13] to measure faithfulness. The corresponding fidelity score

measure how the original and new predictions match by fixing the

selected nodes/features and replacing the others with random noise

values. Formally, the RDT-Fidelity of explanation E𝑋 corresponding

to explanation mask 𝑀 (E𝑋 ) with respect to the GNN 𝑓 and the

noise distribution N is given by

F (E𝑋 ) = E𝑌E𝑋 |𝑍∼N
[
1𝑓 (𝑋 )=𝑓 (𝑌E𝑋 )

]
, (4)

where the perturbed input is given by

𝐼E𝑋 = 𝑋 ⊙ 𝑀 (E𝑋 ) + 𝑍 ⊙ (1 −𝑀 (E𝑋 )), 𝑍 ∼ N , (5)

where ⊙ denotes an element-wise multiplication, and 1 is a matrix

of ones with the corresponding size.

Sparsity. We further note that by definition, the complete input is

faithful to the model. Therefore, we further measure the sparsity of

the explanation. A meaningful explanation should be sparse and

should only contain a small subset of features most predictive of the

model decision. We use the entropy-based sparsity definition from

[13] as it is applicable for both soft and hard explanation masks.

Let 𝑝 be the normalized distribution of explanation (feature) masks.

Then the sparsity of an explanation is given by the entropy 𝐻 (𝑝)
over the mask distribution,

𝐻 (𝑝) = −
∑︁
𝑓 ∈𝑀

𝑝 (𝑓 ) log𝑝 (𝑓 ).

Note that the entropy here is bounded by log( |𝑀 |), where𝑀 corre-

sponds to the size of feature set. The lower the entropy, the sparser

the explanation. We will utilize these two metrics used in measur-

ing explanation quality to argue about the differences in the attack

performance.

3 THREAT MODEL AND ATTACK

METHODOLOGY

3.1 Motivation

We consider the setting in which the features and graph (adjacency

matrix) are held by different data holders in practice. Specifically,

the central trusted server has access of the graph structure and

trains a GNN model using the node features and labels provided

by the user. The user can further query the trained GNN model

by providing node features. As the features are already known to

the user, revealing feature explanations for the prediction might

be considered a safe way to increase the trust of the user in the

model. We investigate such a scenario and uncover the increased

privacy risks of releasing feature explanations even if the original
node features/labels are already known to the adversary.

As an example of such a scenario, consider a GNN model trained

on a SWIFT (Society for Worldwide Interbank Financial Telecom-

munication) [33] financial network spanning several financial insti-

tutions to detect malicious users. For the sake of transparency, each

financial institution in the network has the capability of querying

a GNN model trained with all the SWIFT data to easily identify

malicious transactions by inputting the message/account number

(node features) and the model returns a label indicating whether

the transaction is malicious or not (node classification task). In

addition, the central server returns a feature explanation for the

model’s prediction. Assuming that there exists an attacker (insider

of a financial institution with malicious intentions) and has some

messages (node features). She is interested in knowing if there was

a transaction between two customer accounts (target nodes). Such

leakage will put the different customers at risk of estimating their

financial worth or publicizing their relationships.

3.2 Threat Model

We consider two scenarios: first, in which the adversary has access

to node features and or labels and obtains additional access to

feature explanations, and second, in which the adversary has access

only to feature explanations. The goal of the adversary is to infer

the private connections of the graph used to train the GNN model.

Corresponding to the above settings, we categorize our attacks

as explanation augmentation (when explanations are augmented

with other information to launch the attack) and explanation-only
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attacks. Through our five proposed attacks, we investigate the

privacy leakage from the explanations generated by six different

explanation methods.

Our simple similarity-based explanation-only attack already al-

lows us to quantify the additional information that the feature-based

explanation encodes about the graph structure. Our explanation

augmentation attacks are based on the graph structure learning

paradigm which allows us to effectively integrate additional known

information in the learning of the private graph structure. Besides,

our explanation augmentation attacks also result in a successfully

trained GNN model without the knowledge of the true graph struc-

ture offering an additional advantage to the adversary.

3.3 Attack Methodologies

Here, we provide a detailed description of our two types of attacks.

We commence with the explanation-only attack in which we utilize

only the provided explanation to launch the attack followed by

the explanation augmentation attacks in which more information

such as node labels or/and features are exploited in addition to the

explanation. The taxonomy of our attacks based on the attacker’s

knowledge is presented in Table 1.

Explanation-onlyAttack.This is an unsupervised attack inwhich

1
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Figure 2: ExplainSim attack. Each node is assigned a fea-

ture explanation vector where blue (1) and red (0) indicate

whether the feature is part of the explanation or not. The

attacker then assigns an edge by computing the pairwise

similarity represented as 𝑑 (𝑛𝑜𝑑𝑒𝑖 , 𝑛𝑜𝑑𝑒 𝑗 ) between nodes’ ex-

planation vectors. We show the representation of Zorro’s

explanation for easier visualization.

the attacker only has access to the explanations and does not have

access to the features or the labels. The attacker measures the dis-

tance between each pair of explanation vectors and assigns an edge

between them if their distance is small. The intuition is that the

model might assign similar labels to connected nodes which lead

to similar explanations. We experimented with various distance

metrics but cosine similarity performs best across all dataset. We

refer to this similarity-based attack as ExplainSim. This attack is

illustrated in Figure 2.

Explanation Augmentation Attack. Towards explanation aug-

mentation attacks, we leverage the graph structure learning para-

digm of [10]. In particular, we employ two generator modules for
generating graph edges corresponding to features and explanations,

respectively. The generators are trained using feature/explanation

reconstruction-based losses as well as the node classification loss.

We commence by describing the common architecture of the attack

model followed by its concrete usage in the four attack variations

in Section 3.3.1.

Generators. The two generators take the node features/explanations
as input and output two adjacency matrices. We employ the full

parameterization (FP) approach to model the generators similar

to those used in [10, 12]. In other words, each element of the re-

constructed adjacency matrix
˜𝑨 is treated as a separate learnable

parameter. The adjacency matrix is parameterized using Bernoulli

distribution. Let the output adjacency matrix function be given as

˜𝑨 = G𝐹𝑃 (𝑿 ;𝜽G) = 𝜽G where 𝜽G ∈ R𝑛×𝑛 and G𝐹𝑃 (·; ·) denotes the
generator function. To obtain a symmetric adjacency matrix with

all positive elements, we perform the following transformation

𝑨 = 𝑫−
1

2

(P[0,1] ( ˜𝑨) + P[0,1] ( ˜𝑨)𝑇
2

)
𝑫−

1

2 ,

where P is a non-negative function defined by

P[0,1] [𝑥] =


0 𝑥 < 0,

1 𝑥 > 1,

𝑥 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒.

The final adjacency matrix is computed by adding the matrices

corresponding to two generators. Any element greater than one is

trimmed to 1. The final graph is then generated by sampling from

the learnt Bernoulli distributions.

Trainingwith self-supervision andnode classification loss.
The parameters of the generator/adjacency matrix are trained using

a supervised loss as well as feature reconstruction losses. For su-

pervised training, the graph sampled from the generator is fed to a

graph convolution network (GCN) to predict node labels. Note that

the GCN used here is not the target model. We use the cross-entropy

loss (𝐶𝐸) between the predicted labels (𝑌̃ ) and the ground-truth

labels (𝑌 ), L𝐶 = 𝐶𝐸 (𝑌, 𝑌̃ ).
For self-supervision, we employ denoising graph autoencoders

which aims at reconstructing node features and explanations given

as input noisy features/explanations and the learnt graph structure.

We represent our self-supervised task models asMDAE andMDAEEX
for the node features and explanations respectively. They take 𝑿̃
(
˜E𝑋 ), the noisy node features (explanations) as input and produces

a denoised version of the features (explanations) with the same

dimension. The noise is added to random indices, represented by

idx, of the node feature (explanation). Let 𝑿𝑖𝑑𝑥 (E𝑋𝑖𝑑𝑥
) be the true

values of the indices, we minimize the following objectives for the

node features and explanations respectively:

L𝐷𝐴𝐸 = L(𝑿𝑖𝑑𝑥 ,MDAE (𝑿̃ ,𝑨𝑋 ;𝜽MDAE )𝑖𝑑𝑥 ) (6)

L𝐷𝐴𝐸E𝑋
= L(E𝑋𝑖𝑑𝑥

,MDAEEX
( ˜E𝑋 ,𝑨E𝑋 ;𝜽MDAEEX

)𝑖𝑑𝑥 ) (7)

where 𝑨𝑋 and 𝑨E𝑋 are the generated adjacency matrices corre-

sponding to the node features and explanations respectively and L
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Figure 3: Overview of GSEF. The generator takes node features and explanations as input and outputs an adjacency matrix

which may be non-normalized by the adjacency normalizer. The normalized adjacency matrix is used in predicting both

the class labels and reconstructing the node features (explanations) by the denoising autoencoders. The final reconstructed

adjacency is the one that minimizes the reconstruction error on each of the node features and explanations, and the loss of

the class label prediction.

is either the binary cross entropy loss or the mean squared error

depending on the dataset.

The final training loss for private graph extraction is then given

by

L = L𝐷𝐴𝐸 + L𝐷𝐴𝐸E𝑋
+ L𝐶 .

Choice of noise and L. For binary datasets and hard masking

explanation (Zorro), we use the binary cross entropy loss as L.
We randomly flip 𝑟 = 20 percent of the indices whose values are

1 to 0. For datasets and explanations with continuous values, we

add independent Gaussian noise to 𝑟 = 20 percent of the indices

to each of the features or explanations. The loss in this case is the

mean-squared error.

We refer to the above attack framework as Graph Stealing with

Explanations and Features (GSEF) and the schematic diagram is

given in Figure 3. Besides, we have three attack variations which

employs a single generator module as described below.

Table 1: Attack taxonomy based on attacker’s knowledge of

node features (𝑿 ), labels (𝒀 ) and feature explanations (E𝑋 ).

Attack 𝑿 𝒀 E𝑋
ExplainSim ✗ ✗ ✓

GSEF ✓ ✓ ✓

GSEF-concat ✓ ✓ ✓

GSEF-mult ✓ ✓ ✓

GSE ✗ ✓ ✓

3.3.1 Attack variations. Besides GSEF, we have three attack vari-

ations that employ explanations (i) GSEF-concat in which we

concatenate the node features and explanations and feed the con-

catenated input to a single generator module (ii) GSEF-mult in

which we perform element-wise multiplication between the fea-

tures and the explanations and feed them into a single graph gener-

ator module. This is equivalent to assigning importance to the node

features which emphasize the essential characteristics of the nodes.

Similar to GSEF-concat, we reconstruct the adjacency matrix us-

ing one generator of Figure 3 and (iii) GSE in which the attacker

only has access to the explanations and labels. Here, we also employ

only one generator with explanations as input.

4 EXPERIMENTS

In this section, we present the experimental results to show the

effectiveness of explanation-based attacks. Specifically, our experi-

ments are designed to answer the following research questions:

RQ 1. How does the knowledge of feature explanations influence
the reconstruction of private graph structure?

RQ 2. What are the differences between explanation methods with
respect to privacy leakage?

RQ 3. What is the additional advantage of the adversary (for exam-
ple in terms of the utility of the inferred information on a downstream
task) on explanation augmentation attacks?

RQ 4. How much does the lack of knowledge about groundtruth
node labels affect attack performance?

4.1 Experimental Settings

4.1.1 Attack baselines without explanations.

FeatureSim. In this unsupervised attack, the attacker com-

putes the pairwise similarity between pairs of the actual features

to reconstruct the graph. Specifically, an edge exists between two

nodes if the distance between their feature representation is low.

We use the cosine similarity as a measure of similarity because it

performs better than other distance metrics.

Lsa [16]. Lsa (Link stealing attack) is a black-box attack that

assumes that the attacker has access to a dataset drawn from a

similar distribution as that of the target data (shadow dataset).

Additionally, LSA knows the architecture of the target model and

can train a corresponding shadowmodel that replicates the behavior

of the target model. The goal of the attack is to infer sensitive links

between nodes of interest. We compare our results with that of their

proposed attack-2 where an attacker has access to the node features

and labels. They trained a separate MLP model (reference model)

using the available target attributes and their corresponding labels

to obtain posteriors. Then, LSA computes the pairwise distance
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between posteriors obtained from the target model and that of the

reference model for the nodes of interest. We use cosine similarity

as the distance metric.

GraphMI [44]. GraphMI is a white-box attack in which the

attacker has access to the parameters of the target model, node

features, all the node labels, and other auxiliary information like

edge density. The goal of an attacker is to reconstruct the sensitive

links or connections between nodes. The attack model uses the

cross entropy loss between the true labels and the output posterior

distribution of the target model along with feature smoothness

and adjacency sparsity constraints to train a fully parameterized

adjacency matrix. The graph is then reconstructed using the graph

autoencoder module in which the encoder is replaced by learnt

parameters of the target model and the decoder is a logistic function.

Slaps [10]. Since our attack model is built on top of the graph

structure learning framework of SLAPS, we performed an experi-

ment using the vanilla SLAPS. Given node features and labels, the

goal of SLAPS is to reconstruct the graph that works best for the

node classification task.

4.1.2 Target GNN model. We employ a 2-layer graph convolution

network (GCN) [19] as our target GNN model. We use a learning

rate of 0.001 and trained for 200 epochs.

4.1.3 Evaluation metrics. Following the existing works [16, 44],

we use the area under the receiver operating cost curve (AUC) and

average precision (AP) to evaluate our attack. For all experiments

(including baselines), we randomly sample equal number pairs of

connected and unconnected nodes from the original graph and the

predicted graph for evaluation. We measure both the AUC and the

AP on these randomly selected node pairs. All our experiments were

conducted for 10 different instantiations using PyTorch Geometric

library [11] on 11GB GeForce GTX 1080 Ti GPU, and we report the

mean values across all runs.

4.1.4 Datasets. We use three commonly used datasets chosen

based on varying graph properties such as their feature dimen-

sions and structural properties. The task on all datasets is node

classification. We present the data statistics in Table 2.

Cora. The Cora dataset [29] is a citation dataset where each

research article is a node and there exists an edge between two

articles if one article cites the other. Each node has a label that shows

the article category. The features of each node are represented by a

0/1-valued word vector which indicates the presence or absence of

the word from the abstract of the article.

CoraML. In CoraML dataset [29], each node is research article

and its abstract is available as raw text. In contrast to the above

dataset, the raw text of the abstract is transformed into a dense

feature representation. We preprocess the text by removing stop

words, web-page links and special characters. Then, we generate

Word2Vec [21] embedding of each word. Finally, we generate the

feature vector by taking the average over the embedding of all

words in the abstract.

Bitcoin. The Bitcoin-Alpha dataset[20] is a signed network of

trading accounts. Each account is represented as a node and there

is a weighted edge between any two accounts which represents

Table 2: Dataset statistics. |𝑉 | and |𝐸 | denotes the number

of nodes and edges respectively, C, X𝑑 , and deg denotes the

number of classes, size of feature dimension and the average

degree of the corresponding graph dataset.

Cora CoraML Bitcoin

|𝑉 | 2708 2995 3783

|𝐸 | 5429 4113 14124

X𝑑 1433 300 8

C 7 7 2

deg 3.9 2.75 7.5

the trust between accounts. The maximum weight value is +10,

indicating total trust and the lowest is -10 which indicates total

distrust. Each node is assigned a label which indicates whether the

account is trustworthy or not-trustworthy. The features vector of

each node is based on the rating by other users such as the average

positive or negative rating. We follow the procedures in [35] for

generating the feature vectors.

4.2 Result Analysis

4.2.1 Analysing the information leakage by explana-
tions (RQ1). The detailed results of different attacks are provided
in Table 3. Our results show that the explanation-only (ExplainSim)

and explanation augmentation (GSEF) attacks for all explanation

methods other than GLime and GNNExp outperform all baseline

methods and by far reveal the most information about the private

graph structure. We attribute the superior performance of GSEF to

the multi-task learning paradigm that aims to reconstruct both the

features and explanations. Our results also supports our assumption

that a graph structure that is good for predicting the node labels is

also good for predicting the node features and explanations.

In the following we provide an indepth result analysis.

◦ Baseline methods. Among the baseline methods GraphMI is

the best performing attack. This is not very surprising as GraphMI

has white-box access to the target GNN in addition to access to

node features and labels. On the contrary, the FeatureSim attack

which only uses node features shows competitive performance.

This highlights the fact that the features alone are very informa-

tive of the graph structure of the studied datasets (except Bitcoin

in which all baseline attacks almost fail with an AUC score of

close to 0.5).

◦ Comparison of the privacy leakage via explanations with

that of features. Figure 4 compares the performance of two

similarity-based attacks using explanations (ExplainSim) and

features (FeatureSim) respectively. Note that these attacks do not

use any other information except explanations and features re-

spectively. Hence, allowing us to compare their information con-

tent. We note that except for GLime and GNNExp, ExplainSim

outperforms FeatureSim for all datasets except Bitcoin. More-

over, for Bitcoin, both of these attacks fail (with AUC close to

0.5) except for gradient-based explanation methods.

◦ Explanation augmentation with features and labels. Next,

we compare the explanation augmentation attack GSEF with
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Table 3: Attack performance and baselines. The best performing attack(s) on each explanation method is(are) highlighted in

bold, and the second best attack(s) is(are) underlined.

𝐸𝑥𝑝 Method Cora CoraML Bitcoin

AUC AP AUC AP AUC AP

B
a
s
e
l
i
n
e

FeatureSim 0.796 0.822 0.736 0.776 0.536 0.476

Lsa [16] 0.794 0.829 0.728 0.759 0.530 0.500

GraphMI [44] 0.859 0.834 0.815 0.810 0.583 0.515

Slaps [10] 0.716 0.757 0.682 0.738 0.590 0.557

G
r
a
d

GSEF-concat 0.694 0.733 0.685 0.749 0.447 0.476

GSEF-mult 0.692 0.749 0.683 0.762 0.266 0.381

GSEF 0.947 0.955 0.902 0.832 0.700 0.715

GSE 0.870 0.893 0.689 0.761 0.254 0.376

ExplainSim 0.983 0.980 0.900 0.904 0.694 0.656

G
r
a
d
-
I GSEF-concat 0.700 0.755 0.703 0.753 0.522 0.526

GSEF-mult 0.665 0.702 0.710 0.743 0.228 0.363

GSEF 0.914 0.917 0.802 0.842 0.710 0.725

GSE 0.872 0.900 0.725 0.790 0.256 0.377

ExplainSim 0.983 0.978 0.908 0.911 0.690 0.651

Z
o
r
r
o

GSEF-concat 0.823 0.860 0.735 0.786 0.575 0.529

GSEF-mult 0.723 0.756 0.681 0.697 0.399 0.449

GSEF 0.884 0.880 0.776 0.820 0.537 0.527

GSE 0.779 0.810 0.722 0.777 0.596 0.561

ExplainSim 0.871 0.873 0.806 0.829 0.427 0.485

Z
o
r
r
o
-
S GSEF-concat 0.881 0.913 0.751 0.804 0.602 0.586

GSEF-mult 0.752 0.784 0.710 0.727 0.536 0.524

GSEF 0.921 0.918 0.797 0.801 0.595 0.572

GSE 0.891 0.916 0.774 0.818 0.560 0.561

ExplainSim 0.912 0.932 0.732 0.804 0.480 0.489

G
L
i
m
e

GSEF-concat 0.634 0.685 0.627 0.664 0.536 0.538

GSEF-mult 0.517 0.529 0.563 0.570 0.238 0.362

GSEF 0.769 0.800 0.681 0.740 0.548 0.542

GSE 0.559 0.588 0.503 0.565 0.262 0.371

ExplainSim 0.513 0.535 0.522 0.515 0.502 0.498

G
N
N
E
x
p GSEF-concat 0.600 0.639 0.649 0.677 0.418 0.459

GSEF-mult 0.703 0.750 0.661 0.720 0.391 0.451

GSEF 0.790 0.808 0.700 0.732 0.605 0.573

GSE 0.514 0.540 0.461 0.494 0.322 0.406

ExplainSim 0.517 0.513 0.498 0.499 0.539 0.523

Summary of attack comparisons

• The amount of information contained in the

explanation alone for the graph structure

can be quantified using the ExplainSim at-

tack.

• Explanation only (ExplainSim) and expla-

nation augmentation (GSEF) attacks for all

explanation methods other than GLime and

GNNExp outperform all baseline methods.

• Among the baseline approaches, the white-

box access-based attack, GraphMI, per-

forms the best followed by FeatureSim.

• The relatively good performance of Fea-

tureSim in datasets points to a high correla-

tion of node features with node connections

in all datasets other than Bitcoin.

• The information leakage for Bitcoin is lim-

ited by small feature size.

• For GLime and GNNExp, we observe that

the explanation contains little information

about the graph structure. The reason be-

hind this is further revealed in the fidelity-

sparsity analysis of the obtained explana-

tions.

the vanilla graph structure learning approach Slaps which only

uses node features and labels. GSEF outperforms Slaps (Figure

6) which points to the added utility of using explanations to

reconstruct the graph structure.

◦ Explanation augmentation attack variants. In Figure 5, we

compare the performance of GSE which have no access to the

true features with Slaps which utilize the true features. We ob-

serve that on most datasets, the attack performance significantly

outperform Slaps. This emphasizes that explanations encode

the feature information albeit the importance. Comparing the

performance of GSEF-concat and GSEF-mult with GSEF on all

dataset shows that independently extracting the adjacency ma-

trix from the features and explanations respectively and then

combining the two adjacency matrix is better than combining

the features and explanations at input stage.

◦ Attack on Bitcoin.We observe that all baseline attacks fail for

Bitcoin. We attribute this to the very small feature size (=8) and

the small number of labels (=2). The attacks are not able to exploit

the little information exposed by a small set of features/labels.

Explanation-based attacks especially in the case of gradient-based

explanations are more successful than baselines but less than for

other datasets. The reason can be again attributed to the small

feature size. Even though the explanations provide additional
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Figure 4: Performance of explanation-only attack (ExplainSim) on the different datasets. The adopted baseline is FeatureSim

which performs the pairwise similarities using the true node features.

information, the number of revealed bits in the explanation is

equal to the feature dimension which is quite small as compared

to other datasets.

4.2.2 Differences in privacy leakage (RQ 2). All explana-
tion method leaks significant information via the reconstruction

attacks except for GLime and GNNExp. We observe that for GLime

and GNNExp, the explanation-based attacks do not perform better

than the baselines which do not utilize any explanation. Moreover,

gradient-based methods are most vulnerable to privacy leakage. To

understand the reason behind these observations, we investigate

the explanation quality. We measure the goodness of the explana-

tion by its ability to approximate the model’s behavior which is also

referred to as faithfulness. As the groundtruth for explanations is

not available, we use the RDT-Fidelity proposed by [13] to measure

faithfulness. The results are shown in Table 4. We further note that

by definition, the complete input is faithful to the model. Therefore,

in addition, we measure the sparsity of the explanation. A meaning-

ful explanation should be sparse and should only contain a small

subset of features most predictive of the model decision. We use

the entropy-based sparsity definition from [13] as it is applicable

for both soft and hard explanation masks. The results are shown

in Table 4. We analyse the tradeoffs of privacy and explanation

goodness in the following.

• First, we observe that GNNExp has the lowest sparsity (the

higher the entropy, themore uniform is the explanationmask

distribution i.e. higher the explanation density). In other

words, almost all features are marked equally important.

Hence, it is not surprising that it shows a high fidelity. This

is the main reason why ExplainSim fails because there is no

distinguishing power contained in the explanations.

• Second, we observe that gradient-based explanations (Grad

and Grad-I) contain the most information about the graph

structure though they have low fidelity, i.e., they do not

reflect the model’s decision process. It appears that these two

methods provide themost similar explanations for connected

nodes. This is really the worst case when the explanations

are not useful but leak maximum private information about

the graph structure.

• Third, GLime has the highest sparsity and lowest fidelity.

GLime runs the HSIC-Lasso feature selection method over a

local dataset created using the node and its neighborhood.

HSIC-Lasso is known to output a very small set of most

predictive features [4] when used for global feature selection.

But for the current setting of instance-wise feature selection,

i.e., finding the most predictive features for decision over

an instance/node, GLime’s explanation turns out to be too

short which is neither faithful to the model nor contains any

predictive information about the neighborhood.

• Finally, the explanations of Zorro and Zorro-S show the

highest fidelity and intermediate sparsity pointing to their

high quality. The GSEF attack also obtains high AUC scores

for two datasets pointing to the expected increased privacy

risk with an increase in explanation utility.

Table 4: RDT-Fidelity and sparsity (entropy) of different ex-

planation methods. For fidelity, the higher the better. For

sparsity, the lower the better

𝐸𝑥𝑝 Cora CoraML Bitcoin

Fidelity Sparsity Fidelity Sparsity Fidelity Sparsity

Grad 0.23 3.99 0.22 5.24 0.83 0.64

Grad-I 0.19 3.99 0.20 5.30 0.82 0.64

Zorro 0.89 1.83 0.96 3.33 0.99 0.37

Zorro-S 0.98 2.49 0.84 2.75 0.95 0.96

GLime 0.19 0.88 0.20 0.98 0.82 0.13

GNNExp 0.74 7.27 0.55 5.70 0.90 2.05

4.2.3 Adversary’s advantage in terms of trained GNN
model (RQ 3). Here, we formalize a quantitative advantage mea-

sure that captures the privacy risk posed by the different attacks.

The attacker is at an advantage if she can train a well-performing

model (on a downstream task) using the reconstructed graph. As
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Figure 5: Average AUC and AP of GSE attack on the different datasets. The adopted baseline is Slaps which use the true node

features.
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Figure 6: Average AUC and AP of GSEF attack on the different datasets. The adopted baseline is Slaps which use the true node

features.

the attack models based on graph structure learning implicit trains

a GNN on the reconstructed graph, we quantify the attacker’s

advantage by the performance on the downstream task of node

classification.

Hypothesis 1. If the explanations and the reconstructed graph can
perform better on a downstream task with high confidence, then the
reconstructed adjacency is a valid representation of the graph structure.
Hence, the attacker has an advantage quantified by Equation 8.

We define the attacker’s advantage as

𝐴𝑑𝑣𝑎𝑛𝑡𝑎𝑔𝑒 = R(𝑓 (E𝑋 ;𝐴𝑑 𝑗𝑟𝑒𝑐 ;𝜃𝑊 ), 𝑦), (8)

where 𝑓 is a 2-layer GCN model parameterized by 𝜃𝑊 , E𝑋 is the

explanation matrix, 𝐴𝑑 𝑗𝑟𝑒𝑐 is the reconstructed graph by the at-

tacker, 𝑦 is the groundtruth label and R is a advantage measure

that compares the predictions on 𝑓 and the groundtruth label. We

use accuracy as the choice of R.
We compare the results to that of Slaps that use the actual fea-

tures and groundtruth label for learning the graph structure, and

the original performance (denoted by 𝑀𝑎𝑥) in which the model

is trained with true features, labels, and graph structure. We analyze

the attacker’s advantage corresponding to four attacks GSEF-concat,

GSEF-mult, GSEF, and GSE. The intuition is that if the attacker’s

advantage is not better than Slaps, then the best advantage an

attacker can have is similar to having the actual feature and per-

forming a graph structure learning. Also, if the attacker’s advantage

is greater or equal to𝑀𝑎𝑥 , then the attacker has an equivalent ad-

vantage as she would have by possessing the actual feature and

graph. An example use case of the attacker’s advantage is shown

in Figure 7. Specifically, if a model trained with say Jane’s full data

(true features and graph) and another trained only with her expla-

nations (no graph or true features), both models will make the same

prediction about Jane. The detailed results for attacker’s advantage

are plotted in Figure 8. We observe that on Cora, the attacker ob-

tains highest advantage for Grad, Grad-I, Zorro and Zorro-S

explanations. On CoraML, the highest advantage is obtained with

Grad and Zorro-S explanations. Usually, the attacker’s advan-

tage is positively correlated with the success rate of corresponding

attacks for both Cora and CoraML. On Bitcoin, the attacker’s

advantage for all explanation methods is usually high. This is sur-

prising as the success rate for attacks is relatively lower than for
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Model A

GNN


Jane's true data

(Feature and graph)


Jane has cancer

Model B

GNN

Jane's Explanation

(No feature, no graph)


Jane has cancer

Figure 7: An example use case of the attacker’s advantage

other datasets. This might imply that the reconstructed graph has

the same semantics as the true graph, if not the exact structure.

4.2.4 Lack of groundtruth labels (RQ 4). We relax the as-

sumption that the attacker has access to groundtruth labels. Instead,

she has black-box access to the target model. This is made possible

with the popularity of machine learning as a service (MLaaS) where

a user can input a query and get the predictions as output. There-

fore, the "groundtruth" label is the one obtained from the target

model. As representative explanations, we show the performance

on Grad and Zorro on all datasets.

As shown in Table 5, on the Grad explanation, we observe a

3% gain in attack performance on GSEF-concat when the attacker

has access to the target model on the Cora and CoraML dataset.

On the Bitcoin dataset, we observe a decrease of 2% in AUC and

an increase of 6% in AP. The corresponding performance on Zorro

follows the same with no significant change in the performance on

CoraML and a 2% decrease in performance on Cora.

The performance of GSEF-mult andGSEF attack decreases across

all datasets with Bitcoin having the worst performance reduction

of up to 29% on Grad. However, on Zorro, there is a 2% gain on

Cora, 4% decrease on CoraML, and upto 36% decrease on Bitcoin.

We observe performance drop on GSEF and GSE on all datasets

across both explanations except for GSE on Grad, which has up

to 5% gain in performance on the Cora and CoraML datasets. It

is important to note that the Bitcoin dataset has the least perfor-

mance across all attacks even when the true groundtruth label is

used. Therefore, the large disparity in performance when the label

is generated from the trained black-box model is not surprising.

Summary. For Cora and CoraML dataset, on GSEF-concat

and GSE attacks, having black-box access to the target model per-

forms better than the attacker having access to the groundtruth

label. For GSEF-mult and GSEF attacks, it is better to have access

to groundtruth label to achieve the best attack success rate. For Bit-

coin dataset, the groundtruth labels performs better than blackbox

access to target model on all attacks.

5 DEFENSE

Explanation perturbation. To limit the information leakage by

the explanation, we perturb each explanation bit using a random-

ized response mechanism [18, 37]. Specifically for 0/1 feature (ex-

planation) mask as in Zorro, we flip each bit of the explanation

with probability that depends on the privacy budget 𝜖 as follows

𝑃𝑟 (E ′𝑥𝑖 = 1) =
{

𝑒𝜖

𝑒𝜖+1 , if E𝑥𝑖 = 1,
1

𝑒𝜖+1 , if E𝑥𝑖 = 0,
(9)

where E𝑥𝑖 and E ′𝑥𝑖 are true and perturbed 𝑖𝑡ℎ bit of explanation

E𝑥 respectively. Note that our defense mechanism satisfies 𝑑𝜖-local

differential privacy.

Lemma 1. For an explanation with 𝑑 dimensions, the explana-
tion perturbation defense mechanism in Equation 9 satisfies 𝑑𝜖-local
differential privacy.

Proof. Note that for an explanation corresponding to two graph

datasets𝐷 and𝐷 ′ differing in a single edge, the ratio of probabilities
of obtaining a certain explanation can be bounded as follows.

𝑃𝑟 [E𝑋 (𝐷) = 𝑆]
𝑃𝑟 [E𝑋 (𝐷 ′) = 𝑆] =

𝑑∏
𝑖=1

𝑃𝑟 [E𝑥𝑖 (𝐷) = 𝑆𝑖 ]
𝑃𝑟 [E𝑥𝑖 (𝐷 ′) = 𝑆𝑖 ]

≤
𝑑∏
𝑖=1

𝑒𝜖

𝑒𝜖+1
1

𝑒𝜖+1
= 𝑒𝑑𝜖 .

□

Defense evaluation.Weevaluate our defensemechanism on ExplainSim

attack as it best quantifies the information leakage due to the ex-

planations alone. All other attacks assume the availability of other

information such as features and labels. We use two datasets: Cora

and CoraML. As evaluation metrics, we use the AUC score and

AP to compute the attack success rate after the defense. Besides,

we measure the utility of the perturbed explanation in terms of

fidelity, sparsity and the percentage of 1 bits that is retained from

the original explanation (intersection).

Defense results. As shown in Figure 9, the explanation pertur-

bation based on randomized response mechanism clearly defends

against the attack. For instance, at a very high privacy level 𝜖 =

0.0001 which gives 𝑑𝜖 = 0.14, the attack performance drastically

dropped to 0.56 in AUC and 0.59 in AP which is about 36% decrease

over the non-private released explanation. As expected, the attack

performance decreases significantly with increase in the amount

of noise (𝜖 decreases). In Table 6, we analyse the change in expla-

nation utility due to our perturbation mechanism. We observe that

on Cora, with lowest privacy loss level, there is a drop of 5.61% in

the fidelity when the attack is already reduced to a random guess.

The entropy of the mask distribution increases, in other words the

explanation sparsity decreases. For Zorro, this implies that more

bits are set to 1 than in the true explanation mask. Even though

this decreases explanation utility to some extent, we point out that

74.68% of true explanation is still retained. Moreover, the sparsity

is still lower than achieved by GNNExp explanations even without

any perturbations.

While quantitatively, the change in explanation sparsity seems

to be acceptable, more application dependent qualitative studies

would be required to evaluate the change in utility of explanations.

Nevertheless, we provide a promising first defense for future devel-

opment and possible improvements. We obtain similar results for

CoraML which are provided in Appendix A.

Defense variant for soft explanation masks. Note that Equa-

tion 9 is only applicable to explanations that returns binary values.

For explanations with continuous values, we can adapt the de-

fense as follows. Keeping the original value (Ex𝑖 ) when the flipped

coin lands heads but when it lands tail, replace (Ex𝑖 ) with E𝑥 ′𝑖
where E𝑥 ′𝑖 is a random number drawn from normal distribution

(Ex ′𝑖 ∼ N(0, 1)).
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Figure 8: Accuracy of reconstructed graph on a downstream node classification task by all models on different datasets. Blue

line is the original accuracy using the true features and edges while the yellow line is the Slaps accuracy.

Table 5: Performance comparison of relaxing the availability of groundtruth labels (𝑌 ) assumption. Here, the attacker has a

black-box access to the target model (M). We perform the experiment on the Grad and Zorro explanation method on all

datasets. Δ is the percentage difference. Negative value implies that the groudtruth labels are preferred over black-box access.

Dataset Method YGrad MGrad ΔGrad YZorro MZorro ΔZorro

AUC AP AUC AP AUC AP AUC AP AUC AP AUC AP

Cora

GSEF-concat 0.694 0.733 0.717 0.744 3.3 1.5 0.823 0.860 0.779 0.810 -2.8 -5.7

GSEF-mult 0.692 0.749 0.671 0.705 -3.1 -5.8 0.723 0.756 0.740 0.772 2.4 2.0

GSEF 0.947 0.955 0.926 0.935 -2.2 -2.1 0.884 0.880 0.871 0.881 -1.5 0.1

GSE 0.870 0.893 0.891 0.923 2.4 3.3 0.779 0.810 0.814 0.849 4.5 4.9

CoraML

GSEF-concat 0.685 0.749 0.707 0.780 3.2 4.1 0.735 0.786 0.738 0.792 0.4 0.8

GSEF-mult 0.683 0.762 0.666 0.723 -2.5 -5.1 0.681 0.697 0.653 0.692 -4.1 -0.7

GSEF 0.902 0.832 0.808 0.852 -10.4 2.4 0.776 0.820 0.751 0.796 -3.2 -2.9

GSE 0.689 0.761 0.725 0.788 5.3 3.6 0.722 0.777 0.713 0.759 -1.2 -2.3

Bitcoin

GSEF-concat 0.447 0.476 0.435 0.504 -2.7 6.0 0.575 0.529 0.523 0.517 -9.0 -2.3

GSEF-mult 0.266 0.381 0.208 0.365 -21.7 -4.1 0.399 0.449 0.255 0.369 -36.1 -17.8

GSEF 0.700 0.715 0.497 0.540 -29.1 -24.5 0.537 0.527 0.312 0.412 -41.8 -21.7

GSE 0.254 0.376 0.200 0.352 -21.3 -6.4 0.596 0.561 0.491 0.503 -17.6 -10.3

6 RELATEDWORKS

Private graph extraction attacks. Given a black-box access to

a GNN model that is trained on a target dataset and the adversary’s

background knowledge, He et al. [16] proposed link stealing attacks

to infer whether there is a link between a given pair of nodes in the

target dataset. Their attacks are specific to the adversary’s back-

ground knowledge which range from simply exploiting the node

feature similarities to a shadow model-based attack. Wu et al. [39]

proposed an edge re-identification attack for vertically partitioned

graph learning. Their attack setting is different from ours and is
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Table 6: Fidelity, sparsity and percentage of 1 bits in the

true explanation that is retained in the perturbed explana-

tion (intersection) after defense for different 𝜖 on the Cora

dataset for Zorro explanation.∞ implies no privacy.

𝜖 Fidelity Sparsity Intersection

0.0001 0.84 5.91 74.68

0.001 0.84 5.91 74.70

0.01 0.84 5.89 75.03

0.1 0.84 5.80 75.10

0.2 0.83 5.71 75.60

0.4 0.82 5.49 76.45

0.6 0.81 5.25 77.16

0.8 0.81 5.00 78.66

1 0.81 4.73 80.10

∞ 0.89 1.83 100
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Figure 9: Privacy budget and corresponding attack perfor-

mance of ExplainSim for Zorro explanation on the Cora

dataset.∞ implies that no perturbation is performed.

applicable in scenarios where the high-dimensional features and

high-order adjacency information are usually heterogeneous and

held by different data holders. GraphMI [44] aims at reconstructing

the adjacency matrix of the target graph given whitebox access to

the trained model, node features and labels.

Other inference attacks and defenses onGNNs. Several other
attacks such as membership inference [7, 23] and model extraction

attacks [38] have been proposed to quantify privacy leakage in

GNNs. In membership inference attack, the goal of the attacker is

to infer whether a node was part of the data used in training the

GNN model via black-box access to the trained model. In model

extraction attack, the attacker aims to steal the trained model’s

parameter and hyperparameters to duplicate or mimic the func-

tionality of the target model via the predictions returned from

querying the model[38]. Recently, several defenses against these

attacks have been proposed which are mainly based on differential

privacy. Olatunji et al. [22] proposed a method for releasing GNN

models by combining knowledge-distillation framework with two

noise mechanisms, random subsampling, and noisy labeling. Their

centralized setting approach trains a student model using public

graph and private labels obtained from a teacher model trained ex-

clusively for each query node (personalized teacher models). Their

method, by design, defends against membership inference attacks

and model extraction attack since only the student model (which

has limited and perturbed information) is released. Sajadmanesh

and Gatica-Perez [26] proposed a locally differentially private GNN

model by considering a distributed setting where nodes and labels

are private, and the graph structure is known to the central server.

Their approach perturbs both the node features and labels to ensure

differential privacy guarantee. However, all attacks and defenses

are not applicable to explanations.

Membership Inference attack and explanations. On euclidean
data such as images, Shokri et al. [30] analyzed the privacy risks

of feature-based model explanations using membership inference

attacks which quantifies the extent at which model predictions and

their explanations leak information about the presence of a data-

point in the training set of a model. We emphasize that the goal of

Shokri et al. [30] differ from ours in that we focus on reconstructing

the entire graph structure from feature-based explanations. Also

their investigations are limited to non-graph data and the corre-

sponding target and explanation models.

Adversarial attacks and GNNs. Another line of research fo-

cuses on the vulnerability of GNNs to adversarial attacks [3, 36,

40, 43, 45, 46]. The goal of the attacker is to fool the GNN model

into making a wrong prediction by manipulating node features

or the structural information of nodes. A recent work [8] used

explanation method such as GNNExplainer as a method for de-

tecting adversarial perturbation on graphs. Hence, acting as a tool

for inspecting adversarial attacks on GNN models. They further

proposed an adversarial attack framework (GEAttack) that exploits

the vulnerabilities of explanation methods and the GNN model.

This allows the attacker to simultaneously fool the GNN model and

misguide the inspection from the explanation method. Our work

differs significantly from this work in that first, we aim to recon-

struct the graph from the explanations and secondly, to quantify

the privacy leakage of explanations on GNN models.

7 CONCLUSION

We initiate the first investigation on the privacy risks of releasing

post-hoc explanations of graph neural networks. Concretely, we

quantify the information leakage of explanations via our proposed

five graph reconstruction attacks. The goal of the attacker is to

reconstruct the private graph structure information used to train

a GNN model. Our results show that even when the explanations

alone is available without any additional auxiliary information, the

attacker can reconstruct the graph structure with an AUC score

of more than 90%. Our explanation-based attacks outperform all

baseline methods pointing to the additional privacy risk of releasing

explanations. We propose a perturbation-based defense mechanism

which reduces the attack to a random guess. The defense leads to a

slight decrease in fidelity. At the lowest privacy loss, the perturbed
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explanation still contains around 75% of the true explanation. While

quantitatively, the change in explanation sparsity seems to be ac-

ceptable, more application dependent qualitative studies would be

required to evaluate the change in utility of explanations.

We emphasize that we strongly believe in transparency of graph

machine learning and acknowledge the need of explaining trained

models. At the same time, our work points out the associated pri-

vacy risks which cannot be ignored.We believe that our work would

encourage future work on finding solutions to balance the complex

trade-off between privacy and transparency.
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APPENDIX

A RESULTS FOR DEFENSE ON CORAML

The attack performance for different values of 𝜖 is plotted in Figure

10. For the lowest privacy budget, we observe that the attack is

reduced to a random guess (with AUC score close to 0.55). The vari-

ation in explanation utility and intersection with true explanation

is shown in Table 7. Here also, the perturbed explanation is able

to retain around 75% of the 1 bits of the true explanation. While

there is a drop in fidelity and the explanation becomes denser, we

note that the perturbed explanation still shows higher fidelity and

sparsity than other explanation methods (c.f. Table 4).
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Figure 10: Privacy budget and corresponding attack per-

formance of ExplainSim for Zorro explanation on the

CoraML dataset.∞ implies no privacy.

Table 7: Fidelity, sparsity and percentage of 1 bits in the true

explanation that is retained in the perturbed explanation

(intersection) after defense for different 𝜖 on the CoraML

dataset for Zorro explanation.∞ implies no privacy.

𝜖 Fidelity Sparsity Intersection

0.0001 0.86 4.53 74.96

0.001 0.86 4.53 74.98

0.01 0.86 4.53 75.12

0.1 0.87 4.46 75.08

0.2 0.87 4.39 75.20

0.4 0.87 4.24 75.70

0.6 0.87 4.08 77.07

0.8 0.88 3.95 78.70

1 0.89 3.81 80.75

∞ 0.96 3.33 100
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