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Abstract

Today is the world of Internet Technology. Internet technology becomes our part of life and making many changes of our
real life. Most of the people have smart phones and they are using various applications like Whatsapp, Facebook, Paytm,
Phone Pay, Twitter etc. in their daily routine life with the help of Internet Technology. All these types of applications needs
some form of information transfer between two persons or between one person and server. As the various applications are
used for information sharing, so the risk of various attacks and unwanted access by some person also increases. To avoid
these types of attacks and authorized access information hiding is very crucial concept. In the today scenario, information is
shared in digital form. So, to protect this digital information is quite crucial. Information Hiding is the technology of
camouflaging the vital data which uses cover file, digital image processing, cryptography, signal processing, compression
techniques etc. for the safety of information. In this paper, we will do the analytical study the various approaches of image
steganography in the present scenario.

Keywords: Image, Steganography, Cryptography.

1. Introduction
The secure way of information sharing over the network is the need of time for commercial purpose, military
purpose, industries, copyright protection etc. So, to find some way to communicate covertly over the network
is the need of the time. So, to fulfill this demand, the concept of Steganography is very important which is
based upon the concept of hiding the existence of message [ Rodrigues et al. (2004)].
Steganography is the technique which hides any type of information within some cover media. The word
Steganography is combination of two Greek words “Steganos” and “Graph”. Steganos means “hidden or
covered” and Graph means “to write” [Gutub and Fattani (2007)]. So, we can say that Steganography means
hidden or covered writing. Steganography has also been used in the ancient times by the use of invisible ink,
microdots, lime or any other citrus liquids, some meaningful paragraph whose every fixed letter sequence form
the secret message etc. [ Norman (1973), Kahn (1973), Johnson et al. (1998)]. The example of steganography
is given below:

SIVAM AND ADISH DINED HAPPILY.
If receiver extracts the second letter of each word of the above message then he will get the secret message
“INDIA” [Eugene and Edward (1999)].
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We can also obtain the secret communication in Steganography by using image file, audio file or video file and
inserting the message in carrier media such that the alteration in carrier media is not seen by human eye in
open environment [Amirtharajan et al. (2010a)]. Simmons was the person who initially describes this concept
in 1983[Simmons (1983)]. This concept was further described in detail by Anderson in [ Anderson (1996a) ].
Cryptography is also used for secure communication but it somewhat different from Steganography. Both
Steganography and Cryptography is used for secure transfer of information between two nodes. Cryptography
is the technique that changes the meaning of message such that it is not understandable by intermediate person
whereas Steganography is the technique which hides the information itself within some cover media like image
file, audio file, and video file etc. so that this information is not visible to the third party [ Anderson and
Peticolas (1998)]. We can achieve highly secure communication if we use blend of Cryptography and
Steganography for information transfer.

Image file is the excellent cover media for hiding the information. There are many image steganography
techniques that have been developed for secure information transfer [Johnson et al. (2001)]. Firstly, if we apply
some cryptography approach to alter the plain file into cipher file and after that the cipher file is transferred
using some steganography technique then we will get very good result which provide dual layer security to our
information [ Abbas (2010), Amritharajan et al. (2010b), Amritharajan et al. (2010c), Bender et al. (1996),
Peter (2002)]. The steganographic model is given in Figure 1. Here, the cover file is file in which data is
concealed. Cover file may be text file, video file, audio file and image file. The message is inserted in the
cover file using insertion algorithm. The message is inserted using stego key which is shared between sender
and receiver only. The cover file after the insertion of message becomes the stego file. The retrieval algorithm
is applied on the stego file at the receiver end to get the original information. There will be very minute
alteration between cover object and stego object so that human eye cannot detect the difference between them.
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Fig. 1. Steganography Model.
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2. Information Hiding Techniques
We can divide information hiding techniques into three categories:

Information
Hiding
Technigues

Sleganography Walermarking FingerprinLing

Fig. 2. Information Hiding Techniques

2.1 Steganography

Steganography is the technique which hides the any type of information within some cover file like image
object, video object, audio object and text object. The word Steganography is combination of two Greek words
“Steganos” and “Graph”. Steganos means “hidden or covered” and Graph means “to write” [Gutub (2007)].
So, we can say that Steganography means hidden or covered writing.

2.2 Watermarking

Watermarking is the process in which we insert some type of vital message like owner details (name, age,
company detail, address) in the digital object so that its authentication can be done properly and the copyright
of the owner is protected. Watermarking is the very crucial technique for protection of the digital data present
on the network [Hartung and Kutter (1999)].

2.3 Fingerprinting

Fingerprint is the impression given by human finger on some paper or other media [Lindkvist (2000)]. In today
scenario, it is used for marking attendance, secure authentication, aadhaar verification, banking purpose etc. It
is used for removing the forgery attacks on the owner of some valuable thing [Brassil (1994)]. It is also very
crucial that we should protect the fingerprint data. It is also very challenging to protect the fingerprint data in
today scenario as it is available on the server and can be accessed by third party over the network.

3. Steganography Vs Cryptography

Today life is going at the fast rate and the reason behind this fast life is the use of technology specially
internet. Everyone is looking to move at rapid rate due to the use of internet in his life. Everyone is affected by
the internet either directly or indirectly. Digital data play very crucial role in this era of internet. Today, digital
data is used at the tremendous level, so the security of digital data also becomes very critical issue. There are
two types of techniques which solve our problem of secure digital data up to some extent. These two
techniques are known as Cryptography and Steganography. Both provide solution to the problem of secure
information transfer but there is difference between both the technologies. Cryptography is the technique that
changes the meaning of message so that it is not understandable by intermediate person whereas
Steganography is the technique which hides the information within some cover object so that this information
is not visible to the attacker [Anderson and Peticolas (1998)]. Steganography is better than cryptography
because steganography decrease the chances of suspicion over the data transfer. Steganography protects both
information and source of information whereas cryptography protects information only [Stalling (2005)]. We
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can achieve highly secure communication if we use blend of Cryptography and Steganography for information
transfer [Judge (2001), Krenn (2004)].

4. Image Steganography Techniques

The digital steganography has been used since 1998 in the modern era. The most popular and traditional
approach for using steganography in recent time is LSB which hides the message in last bits of every pixel of
the images. There are many techniques that have been invented since LSB. In this section, we will explore
some techniques of image steganography from 2016 to 2020.

[ Subhedara and Mankarb (2016)] suggested new method of data hiding in the frequency domain. This
technique uses the concept of QR factorization and redundant discrete wavelet transform (RDWT) for
concealing the message. RDWT allows avoiding various problems that occurred in energy level change in the
input signal. QR factorization decreases the computational complexity of the algorithm. This technique
improves the efficiency in the form of imperceptibility, hiding capacity and robustness.

[ Zhou et al. (2016)] proposed new approach of image steganography. This approach uses blend of
cryptography and steganography. The RSA algorithm of cryptography is used in combination of improved
LSB method for providing two layer of security. It also uses the concept of digital security and secure key for
providing additional level of security. It will provide higher value of PSNR than classical LSB method.

[ Son (2016) ] proposed new method for image steganography which is based on 2k correction method and
Canny Edge detector. It also uses the Huffman coding table as secret key which is shared with receiver party.
Canny edge detector selects the edge pixels of the image where the data is to be inserted. The selected pixels
are then sorted in some order. After that Huffman coding and 2k correction method is applied for achieving the
target. It provides better imperceptibility, hiding capacity and less alteration in the image.

[ Dadgostar and Afsari(2016) ] offered new method of image steganography which is depends upon fuzzy
system and modified LSB method. The method suggests that the insertion of message in edge areas is better as
compared to the plain areas because the change in edge pixels is unnoticeable as compared to the plain areas.
Fuzzy based edge detector system find the edge pixels where the message is to be inserted and modified LSB
method to covert the message in the cover file.

[Jiang et al. (2016)] suggested two new approaches of image steganography in collaboration with quantum
physics. This approach gives us new idea of quantum steganography. In quantum steganography, the data
would be hidden in quantum slices or quantum images. This paper gives two new techniques for hiding the
data in quantum slices. In one approach, the data is hidden by using tradition LSB method and in another
approach data is hidden using block of pixels. It gives balance between embedding payload data and stego
image quality.

[Jain and Lenka(2016)] proposed new approach of hiding the patient sensitive information in medical
images. This technique also uses blend of cryptography and steganography for providing duplex layer of
security. This technique uses classical LSB method for hiding the patient information. Various analyses have
also been done on the basis of PSNR, MSE and Histogram. This approach shows its importance in the field of
biomedical.

[Bhasme et al. (2016)] proposed another approach for securing the e- Payment System using combination
of cryptography and steganography. Blowfish Algorithm is used for achieving the target of cryptography. It is
helpful for reducing the risk of Phishing and can provide very high security in E-Commerce.

[Kaur et al. (2016)]proposed new method of image steganography which depends upon hybrid approach. It
modifies the traditional LSB method of secure communication. It increases the data capacity to be hidden in
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the image. It uses the LZW compression scheme to compress the data that is to be hidden in the cover file. It
provides very minute alteration in the cover object so that the change is not visible by HVS.

[Swain (2016a)]suggested two new approaches of data hiding in spatial domain. In one approach, he hide
one bit in one pixel whereas in another approach he hide two bits in one pixel. He used the concept of flipping
of pixels bits group. After flipping of pixel bits groups, the property of cover image does not change a lot. The
final analysis shows the improvement in security features.

[Makwana and Chudasama(2016)] developed another technique which is based on dual steganography. In
this technique, both cryptography and steganography is used for securing the data. It provides duplex layer of
security. It provides good value of PSNR value. Its implementation is complex.

[Thenmozhi and Devi (2016)] offered another new approach for hiding the data within cover image. This
technique uses the blend of the compression and steganography. Compression of the message is to be hidden
has been done by using SPIHT. After compressing of the data, it is embedded using LSB method. PSNR and
MSE analysis is also done in the result analysis part.\par

[Setiadi et al. (2017)] proposed a new approach of image steganography in frequency domain for securing
the banking transactions. It uses both the cryptography and steganography collectively for dual security.
Cryptography techniques One Time Pad and Vernam, Chiper is used by author in conjunction with Discrete
Cosine Transform (DCT) . Result analysis includes PSNR, MSE and NCC analysis. The author also claimed
that it is resistant to compression process.

[Muhammad et al. (2017a)] offered another technique for secure communication through image as cover
file. It uses adaptive LSB substitution method for insertion and retrieval of the message. It uses multi level
encryption algorithm (MLEA) on secret message before hiding the message in image. The two level encryption
algorithm (TLEA) is also applied on the secret key for better results. The results shows better level of security,
good hiding capacity, less computational complexity and less distortion in image quality.

[Debnath et al. (2017)] offered another approach in the field of image steganography using quantum
physics. It uses the concept of quantum dot cellular automata (QCA). It uses the reversible procedure for
encoding and decoding of the message to be hidden. Feymen Gate is also used in this technique for achieving
reversible features. Traditional LSB method is used for hiding the data. MATLAB is used for giving the input
to QCA circuit. MSE, SNR and PSNR have also been calculated to show its effectiveness.

[Muhammad et al. (2017)] suggested new approach of concealing information using image steganography.
Mortan Scanning LSB Method is applied for converting the data within the cover object. The data is concealed
in | plane of cover image in HSI form. The three layer encryption algorithm (TLEA) is also applied on the
secret data before camouflaging it in the cover object for providing supplementary layer of security. Results
shows gain in performance with respect to the state of art approaches.

[Rajendran and Doraipandian (2017)] proposed another method of image steganography on the basis of
Chaotic Map and classical LSB Method. One dimensional Logistic System is used to generate the chaotic map
for concealing the data. The pixels for insertion of the message is chosen randomly for increasing the security
of the data. PSNR and Histogram analysis has been done in the result part of the paper. The proposed method
shows the improvement over the other traditional methods.

[Ardiansyah et al.(2017)] suggested a new approach for data hiding in the cover file. The approach uses the
coupling of cryptography with steganography. It uses 3 DES for changing the plaintext message into cipher
text message. Discrete Wavelet Transform (DWT) is used to convert the cover image into 4 subbands. The data
is hidden in the three subbands LH, HL, HH using classical LSB method. Inverse DWT is applied at the
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receiver end to extract the required message. PSNR, MSE and NC analysis have been done in the last to show
the strength of the proposed approach.

[Heidari et al. (2017)]offered another approaches of hiding the data within RGB image using quantum
processing and traditional LSB approach. The author proposed three approaches on RGB image. The first
algorithm hides the data in one channel using classical LSB method, the second algorithm hide the data using
LSB and Xor operation. The third algorithm hides the data within two channels of the cover image. The result
analysis include MSE, PSNR, BER and Histogram analysis.

[Chakraborty et al. (2017)] proposed a new approach in the field of image steganography. It uses modified
median edge detector (MMED) to select the parts of the image where the data can be inserted without
unnoticeable alteration in the cover file. It provides higher data payload with very less distortion in the image.
It also increase the security features of the image. Results shows the improvement over the classical
approaches.

[Miria and Faezb (2017)] suggested a new approach for hiding the information in cover image using
Genetic Algorithm and Transform Domain. GA and Transform domain select the areas where the information
is to be hidden. The message would be inserted using the classical approach of LSB. The encryption is also
used in coupling with steganography for providing dual layer of security. It will show very less distortion in the
image quality.

[Soleymani and Taherinia (2017)] offered another approach of hiding the scanned document image into
another cover object. The halftoning algorithm is used for converting the scanned document image into sparse
matrix of binary sequence. This binary sequence is hidden in the cover image pixels three LSBs. The pixels
which are sensitive to HVS is not chosen for insertion of message. The approach shows the better embedding
rate.

[Mohammed et al. (2018)] suggested new method which uses seven segment display pattern is used as
secret key. The message is inserted on the basis of seven segment display pattern. This approach depends upon
LSB Technique but offered a novel approach for camouflaging the secret information by generating a highly
secure secret key constructed from any available digital object. It provides high imperceptibility and full
capacity embedding of covert data.

[Mukherjee et al. (2018b)] suggested a new method which is based on the uses Mid Position Value and
Arnold Transform. The covert communication is achieved by using Arnold Transform. It also uses the middle
value of picture element for insertion and retrieval of the secret code. It promotes high embedding capacity and
imperceptibility.

[Joshi et al. (2018)] proposed a new technique for covert communication in spatial domain. This technique
is based on 7th bit of pixel for insertion and retrieval of the message. The maximum variation in the picture
element value of cover image will range from +2 to -2. This technique embeds two bits in each pixel. It will
take two things into account, one is current pixel value and one is its successive value. It provides finer value
of PSNR value than some traditional methods like LSB Method, SCC Method, PIT Method, FMM Method etc.
The author has also shown the histogram analysis of cover object and stego object which shows very less
deviation in picture element values of cover image.

[Kasapbas and Elmasry (2018)] proposed another method for securing the information over the internet.
This is color image based steganography technique. This technique make use of LSB method and encryption
method at the same time. Compression of the message to be concealed is also being done before applying
cryptography and steganography. CRC — 32 checksum, Gzip compression, AES, Chi - Square analysis used in
this technique. This approach improves the visual features of stego image.
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[Swain (2018b)] suggested a new approach of concealing the information by using image as cover media.
This approach uses the blend of LSB technique and PVD technique. It will provide higher data capacity and
less distortion in the image quality. Pixel Difference Histogram (PDH) analysis is applied in this technique for
evaluating the performance the proposed technique for secure communication.

[Hu et al. (2018)] suggested another approach in the field of image steganography. This technique uses the
concept of neural network. Two neural networks generator and extractor are used for achieving the goal of
steganography. The message to be inserted is mapped into the noise vector. This vector is inserted in the host
image using generator neural network without any alteration in the image. The extractor neural network
extracts the message from stego image. The result shows the improvement over the state of art approaches.

[Muhammad et al. (2018c)] offered another approach of image steganography which makes use of adaptive
LSB method. The secret message is passed through image scrambler which converts it into encrypted secret
message. Iterative magic matrix encryption algorithm (IMMEA) is used for the purpose of encryption of the
message. The cover image is converted into HSV Color space. The encrypted message is inserted in the V
plane of the color space. The result shows the effectiveness of the approach with respect to the state of art
techniques. It will increase the imperceptibility level and decrease the chances of deviation by open eye.

[Zhang et al. (2018)] proposed another approach of image steganography in frequency domain. It uses the
latent dirichlet allocation (LDA) topic classification and discrete cosine transform. LDA topic classification
classifies the images from image database. The selected images from one group are applied for DCT. The
message to be inserted is converted into binary sequence and classified into the different segment. The cover
object from the group which matches with the segment of message is selected for insertion of the message. The
result shows the robustness of the technique against various steganalysis attacks.

[Gaurav and Ghanekar (2018)] suggested another technique of image steganography which is based on
Canny edge detection, dilapidation morphological operator and XOR operation. Canny edge detection selects
the edge pixels for insertion of the message. Dilapdation morphological operator optimizes the selected pixels.
Finally XOR technique is used for alteration in the LSB of the selected pixels. The results shows the better
hiding capacity, imperceptibility, robustness and less computational complexity.

[Liao et al. (2018)] proposed another approach of image steganography using reference table. Traditional
methods using reference table uses the concept of Two Dimensional reference table for insertion of the
message. The author has proposed two methods using x-dimensional reference table. First method uses cubic
reference table for its implementation. The second method uses cubic reference table and pixel value difference
method for its implementation. The result shows the effectiveness of the proposed techniques with respect to
traditional techniques.

[Younus and Hussain (2019)] offered new method which uses Vigenere Cipher and Huffman Coding for
achieving the covert communication. Huffman Coding is used for devising the insertion and retrieval
algorithm. It also uses compression and encryption of the data for securing the data. It provides Better PSNR
Value and high embedding capacity.

[Li et al. (2019)] suggested new method which automatically generates steganography features of image. It
uses image caption model for generating the features of image in natural language automatically. Dynamic
Synonym Substitution algorithm is used for generating the alternate words with their synonyms for the
generation of sentence. Subjective evaluation is also being done for this approach. Some popular metrices also
being used for image description evaluation like BLEU, METEOR, ROUGE etc. It increases capacity and
provide security against the Steganalysis.
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[Liu and Lee (2019)] suggested a new method which uses three neighbor pixels for insertion of message.
The intermediate picture element value in the block is subtracted from the maximum and minimum picture
element value. The required bits are inserted in the maximum pixel value and minimum pixel value as per the
deviation with the middle picture element value. At the receiver end, the specified pixels are read in row and
column order and the difference are calculated. If the difference is maximum while reading in rows, it is
recorded as 1. If the difference is maximum while reading in column it is recorded as 0. It provides better
PSNR value.

[Sarmah and Kulkarni (2019)] offered a new approach which is based on frequency domain for achieving
covert communication. This technique uses improved Cohort Intelligence for secure communication. Cohort is
used in this technique which is collection of candidates. Each candidate is expressed by number of factors.
Every candidate also monitors another candidate for its respective properties. Its computational time is less. It
has very less embedding capacity.

[Kaw et al. (2019)] suggested a new method which is used for hiding patient information in the image. It
prevents unauthorized access to client’s sensitive data. The original patient information image will act as cover
image. Patient information is secured in the medical images using data algorithm. This algorithm is
combination of two parts pixel permutation and pixel replacement. OPR i.e. Optimal Pixel Repetition is also
used in this technique for insertion and extraction of the sensitive data within medical image.

[Maniriho and Ahmed (2019)] suggested a new approach which firstly the cover object is divided into
blocks of size 2x1. Then, calculate the deviation between picture element in each block i.e. d=z-y. Identify all
values which satisfy the first condition (i.e 0<d<=2) and second condition (i.e -1>=d>=-2). Now, the trace
table is generated. Assign value 0 to the pair if above conditions satisfy. If the pairs are unchanged then assign
the value 1. Find modified difference d’=d+b where b is the secret bit. Compute z’=d’+z where z’ is the stego
pixel. At the receiver end, the message is extracted by modulus function. Calculate d’’=z’-y’, If TRT= 0 then
message bit is d’” mod 2 else message bit is not present.

[ Zhang et al. (2019)] offered another approach of covert communication. This technique uses Joint
Distortion Measurement for insertion and retrieval of the message. It works only on binary image. Distortion
Measurement measures the flipping effect of pixels. It means that if we change the neighbor pixels then what
affect occurs on image. If we measure the flippability of the pixel precisely then the encoder can flip the
suitable pixel smartly such that all LSB of the specified pixels by secret key will be secret message. At the
receiver end, the LSB of all the specified pixels are extracted which will be the required message.

[Li et al. (2019)] suggested another new method of data hiding which is based on reversible data hiding
(RDH) approach. This method will depend on bidirectional shifting and double-way prediction. This approach
also uses prediction error histogram. The peak point bins are selected from prediction error histogram for
insertion and retrieval of the camouflaged data. The message would be inserted in the peak point bins so that
there would be very less unnoticed distortion in the image. The technique increases the embedding capacity but
reduces the PSNR value a little bit.

[Parmar et al. (2019)] offered another approach of data hiding which works on RGB images. It is based on
odd and even based steganography. The pixel shifting process is applied on the selected cover object. The
image is preprocessed and converted into different RGB plane. Then the message is inserted into the different
components using odd and even parts. The improved LSB approach is used to achieve the data hiding. It
improves some image steganography metrices.

[Ahmed et al. (2019)] proposed another method in the field of image steganography using quantum theory.
This new method uses the S—boxes in integration with quantum walks. Quantum walks Substitution boxes
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(QWSsSB) are used in this approach. QWSsSB control the functioning of insertion and reterival algorithm. Result
analysis shows the better security, hiding capacity and good visual stego image.

[Qu et al. (2019)] proposed another approach of quantum based image steganography. This approach hides
the data in quantum images. This approach provides two methods for secure communication. First method uses
single pixel for embedding and coding (1, 3, 2). It is called SPE (1, 3, 2) coding. It will insert two qubits in
three LSBs of carrier image. The second method uses multiple pixels for embedding and coding (1, 3, 2). It is
called MPsE(1 ,3 ,2) coding. Result analysis shows better imperceptibility, hiding capacity and security.\par

[Biswas and Bandyapadhay (2020)] suggested new method of data hiding in images. This technique is
based on frequency domain and also uses the concept of Genetic algorithm. This technique also uses the
concept of Hash Algorithm and Encryption technique. It will decompose the every bit stream of each plane of
cover image into 4 bits each. Random multiple bits are used to embedding of the data. Genetic algorithm is
used to increase the robustness of the algorithm. The distortion in the stego image is very less using this
technique.

[Liao et al. (2020)] proposed another method of image steganography in RGB images. Embedding Channel
Payload Probability is used for analyzing different channels for RGB image. The modification probability of
all the three channels is increased for getting better performance. It also uses the concept of clustering of
embedding impacts on different channels. This technique provides better resistance against steganalysis attacks
on color images.

[Liu et al. (2020a)] suggested another method of image steganography which is based on halftone image.
The pairs of halftone images are selected for data hiding. The pixels pairs are swapped in such a way that there
would be very less change in the image. The distortion measurement is also proposed to measure the deviation
in the stego object. Further, syndrome-trellis code (STC) is used to minimize the deviation in the stego object.
The results show finer imperceptibility, hiding capacity and high security.

[Kadhim et al. (2020)] proposed another method of image steganography in frequency domain. It uses the
concept of machine learning and dual tree complex wavelet transform (DT- CWT). The DT- CWT will
generate the different bands of the cover image. Machine learning technique is used to minimize the retrieval
error during extraction of the message. Result analysis includes Retrieval Error, PSNR, SSIM, Bits per Pixel,
CF and Histogram Analysis. It will provide better imperceptibility and hiding capacity.

[Gutub and Ghamdi (2020)] offered new method for multimedia image steganography. It will give
emphasis on improving the counting based secret sharing for great shares. It will remove some defects of share
reconstruction phase by introducing new distribution model. Key size of 64 bits, 128 bits and 256 bits are used
in this technique. It is simple and fast technique. It provides reliability and robustness of stego image.

[Sahu and Swain (2020)] suggested another reversible image steganography technique. It hides the data
using dual layer approach. It also uses the modified LSB approach for insertion of the message. In the first
layer, the method hides two bits in the pixel using modified LSB method and generates intermediate pixel pair
(IPP). In the second layer, four bits are hidden using IPP. It provides the better value of universal image quality
index (QI) and structural similarity index (SSIM). It will provide better hiding capacity and imperceptibility.

[Shankar et al. (2020)] proposed another approach of image steganography in conjunction with
cryptography. It also uses the concept of Discrete Wavelet Transformation (DWT). At the first step, the cover
image is transformed using DWT. DWT creates many sub bands of the image. This process creates many
shadows of the image. These shadows will be encrypted and decrypted using optimal Homomorphic
Encryption technique. It will provides better security when compared with other techniques.

©2022, IJICSMA All Rights Reserved, www.ijcsma.com 9

This work is licensed under a Creative Commons Attribution 4.0 International License.




o4

LUCShMA
Ravi Saini et al, International Journal of Computer Science and Mobile Applications,
Vol.10 Issue. 6, June- 2022, pg. 1-18 ISSN: 2321-8363

Impact Factor: 6.308
(An Open Accessible, Fully Refereed and Peer Reviewed Journal)

[Liu at al. (2020b)] proposed another method of image steganography in frequency domain. It uses Discrete
Wavelet Transform and deep learning of neural network. Dense Set Neural Network Model from deep learning
is used to select the images from image dataset. This dataset are applied for DWT which generate the DWT
coefficients. These DWT coefficients are applied for Zigzag scan which generate the feature sequence. The
secure message is also divided into different segments of length feature sequence. The information segments
are inserted in the image with the same length of feature sequence. It provides better robustness and security
than state of art methods.

[Subhedar and Mankar (2020)] suggested another approach of image steganography which is based on
machine learning and framelet wavelet transformation. Singular Value Decomposition (SVD) of Machine
Learning is used to select the image group from image set. After that image group is transformed by framelet
wavelet transformation. It will generate the various framelet coefficients in which the secret message sequence
is inserted. It provides better robustness and imperceptibility.

[Kadhim et al. (2020)] proposed another way of data hiding in images in frequency domain. It uses the
concept of dual tree complex wavelet transform and machine learning techniques. DT — DWT converts the
cover image into various wavelet coefficients. The machine learning classifier selects those wavelet
coefficients which meet with the property of secret message. The super pixel algorithm hides the secret
message in the selected coefficients. This method provides good hiding capacity, better imperceptibility,
robustness and security.

[Pak et al. (2020)] suggested another method of image steganography using traditional LSB method.
Improved 1 D Chaotic Map is used in this approach for generating various features of cover image. Secret
message is hidden in the color image using classical LSB method. The proposed method is analyzed using
logistic map, sine map and simulation evaluation. It provides better performance than some other methods.

[Luo et al. (2020)] proposed another method of image steganography in frequency domain. It uses the
concept of deep learning, real time images and DCT. The real time images are searched online by using deep
learning. The images which meet some specific features are searched by deep learning. These searched images
are transformed by DCT for generating different coefficients. The message is inserted by using hash sequence
generation. This approach provides better hiding capacity, robustness and higher retrieval accuracy.

5. Analysis of Related Work

There are generally five parameters on the basis of which we assess any steganography technique. These
parameters are hiding capacity, robustness, tamper resistance, perceptual transparency and computational
complexity. In this section, we assess the various techniques of image steganography that we have studied in
the last section on the basis of these five parameters. The hiding capacity, robustness and tamper resistance
should be high for a good algorithm. The perceptual transparency and computational complexity should be less
for a good algorithm. We will rate three parameters of hiding capacity, robustness and tamper resistance, by
three categories, Excellent, High and Normal. We will analyze perceptual transparency and computational
complexity by three categories, low, normal and high. We will also analyze the types of different studied
technique. We will classify them into four types, spatial domain, frequency domain, quantum steganography
and dual steganography (Coupled with cryptography). Table 1 shows the various techniques with their types
and parameters. Figure 3 shows the details of various domains used in various papers by using graph in three
dimensional. Figure 4 shows the number of paper reviewed year wise.
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Table 1. Various Image Steganography Techniques with various Parameters

Author Name Type Hiding | Robustness | Tamper Perceptual | Computational
Capacity Resistance | Transparency | Complexity
Subhedara (2016) | Frequency | High High Normal Low Normal
Zhou (2016) Dual Normal Normal Normal Low High
Son (2016) Frequency | Excellent | Normal Normal Low High
Dadgostar(2016) Frequency | Normal Normal Excellent Low Normal
Jiang (2016) Quantum Excellent | Excellent Normal Low High
Jain (2016) Dual Excellent | Normal Excellent Normal Normal
Bhasme (2016) Dual Normal Excellent Excellent Normal High
Kaur (2016) Frequency | Excellent | Normal Normal Low Low
Swain (2016) Spatial Excellent | Normal Excellent Normal Low
Makwana (2016) Dual Excellent | Normal Normal Normal High
Thenmozhi(2016) | Spatial Excellent | Normal Normal Low Low
Setiadi (2017) Dual Normal Normal Excellent Normal High
Muhammad(2017) | Dual Excellent | Normal Normal Low Low
Debnath(2017) Quantum Normal Excellent Normal Low Normal
Muhammad(2017) | Dual Excellent | Normal Normal Low High
Rajendran(2017) Spatial Excellent | Normal Normal Low Normal
Ardiansyah(2017) | Dual Excellent | Excellent Normal Low High
Heidari(2017) Quantum Excellent | Normal Normal Normal Normal
Chakraborty(2017) | Frequency | Normal Excellent Excellent Normal Normal
Miria(2017) Dual Excellent | Normal Excellent Low High
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Soleymani(2017) Spatial Excellent | Normal Normal Low Normal
Mohammed(2018) | Spatial Excellent | Normal Normal Low High
Mukherji(2018) Frequency | Excellent | Normal Normal Low Normal
Joshi(2018) Spatial Excellent | Normal Normal Low Normal
Kasapbas(2018) Dual Normal Normal Normal Low Normal
Swain(2018) Spatial Excellent | Normal Normal Low High
Hu(2018) Frequency | Normal Excellent Normal Low Normal
Muhammad(2018) | Dual Normal Excellent Excellent Low High
Zhang(2018) Frequency | Normal Excellent Normal Normal Normal
Gaurav(2018) Frequency | Excellent | Excellent Normal Normal Low
Liao(2018) Spatial Normal Normal Normal Low Normal
Younus(2019) Dual Excellent | Normal Normal Low Normal
Li(2019) Spatial Excellent | Excellent Excellent Normal Normal
Liu(2019) Spatial Normal Normal Normal Low Normal
Samrah(2019) Frequency | Normal Normal Normal Low Low
Kaw(2019) Spatial Normal Excellent Normal Low Normal
Maniriho(2019) Spatial Excellent | Normal Normal Low Normal
Zhang(2019) Spatial Excellent | Excellent Normal Low High
Li(2019) Spatial Excellent | Normal Normal Normal High
Parmar(2019) Spatial Excellent | Excellent Normal Normal High
Anmed(2019) Quantum Excellent | Excellent Normal Low Normal
Qu(2019) Quantum Excellent | Excellent Excellent Low High
Biswal(2020) Frequency | Normal Excellent Normal Low High
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Liao(2020) Spatial Normal Normal Excellent Normal Normal
Liu(2020) Spatial Excellent | Excellent Normal Low High
Kadhim(2020) Frequency | Normal Excellent Excellent Low Normal
Gutub(2020) Spatial Normal Excellent Excellent Low Low
Sahu(2020) Spatial Excellent | Normal Excellent Low High
Shankar(2020) Dual Normal Excellent Excellent Low High
Liu(2020) Frequency | Normal Excellent Excellent Low Normal
Subhedar(2020) Frequency | Normal Excellent Excellent Normal High
Kadhim(2020) Frequency | Excellent | Excellent Excellent Low High
Pak(2020) Spatial Excellent | Normal Normal Low Low
Luo(2020) Frequency | Excellent | Excellent Excellent Normal High
Subhedara 2016) Frequency | High High Normal Low Normal
Zhou (2016) Dual Normal Normal Normal Low High
Son (2016) Frequency | Excellent | Normal Normal Low High
Dadgostar(2016) Frequency | Normal Normal Excellent Low Normal
Jiang (2016) Quantum Excellent | Excellent Normal Low High
Jain (2016) Dual Excellent | Normal Excellent Normal Normal
Bhasme (2016) Dual Normal Excellent Excellent Normal High
Kaur (2016) Frequency | Excellent | Normal Normal Low Low
Swain (2016) Spatial Excellent | Normal Excellent Normal Low
Makwana (2016) Dual Excellent | Normal Normal Normal High
Thenmozhi(2016) | Spatial Excellent | Normal Normal Low Low
Setiadi (2017) Dual Normal Normal Excellent Normal High
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Muhammad(2017) | Dual Excellent Normal Normal Low Low
Debnath(2017) Quantum Normal Excellent Normal Low Normal
Muhammad(2017) | Dual Excellent Normal Normal Low High
Rajendran(2017) Spatial Excellent | Normal Normal Low Normal

Table 1. Various Image Steganography Techniques with various Parameters

Quantum

Frequency

Spatial

Fig. 3. Various Domains of Image Steganography.
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Fig. 4. Yearwise Reviewed Papers.
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6. Conclusion and Future Scope

In this paper, we have done analytical study of various techniques of image steganography in the present
scenario. We have studied fifty four techniques from year 2016 to 2020 in various domains. All the above
techniques revolve around the various parameters of steganography. All these techniques are designed to
optimize the various parameters. We have also analyzed these techniques on the basis of various parameters.
We have also used the graph by using MATLAB for visualizing the various techniques. In the future, we will
work to develop some contemporary technique which will enhance various steganography parameters.
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