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Abstract

In recent years, the landscape of computing paradigms has witnessed a gradual yet remarkable shift from monolithic computing
to distributed and decentralized paradigms such as Internet of Things (IoT), Edge, Fog, Cloud, and Serverless. The frontiers of
these computing technologies have been boosted by shift from manually encoded algorithms to Artificial Intelligence (AI)-driven
N autonomous systems for optimum and reliable management of distributed computing resources. Prior work focuses on improving
A\ existing systems using Al across a wide range of domains, such as efficient resource provisioning, application deployment, task
(O placement, and service management. This survey reviews the evolution of data-driven Al-augmented technologies and their impact
O\l on computing systems. We demystify new techniques and draw key insights in Edge, Fog and Cloud resource management-related
) uses of Al methods and also look at how Al can innovate traditional applications for enhanced Quality of Service (QoS) in the
—5 presence of a continuum of resources. We present the latest trends and impact areas such as optimizing Al models that are deployed
on or for computing systems. We layout a roadmap for future research directions in areas such as resource management for QoS
— optimization and service reliability. Finally, we discuss blue-sky ideas and envision this work as an anchor point for future research

on Al-driven computing systems.

Q Keywords: Al, Edge Computing, Fog Computing, Cloud Computing, Deployment, Scheduling, Fault-Tolerance.
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In the past decade, the evolution of our digital lives has ac-
«— celerated across multiple facets, including efficient computa-
= tion [1l], communication [2] and transportation [3]], making our
1 lives simpler and more convenient. This evolution has been
O driven by several factors such as the rising concern for cli-
mate change and sustainable computing [4], the expected end
(O of Moore’s law for silicon-based compute systems [5)] and the
m recent lifestyle-changing pandemics [6] to name a few. With
) changing user demands and application scenarios, novel tech-
N
Q\

07

niques are required to fuel further growth for high fidelity and
scalable computation. There are two trends at the center of this

. growth: Artificial Intelligence (AI) and the Internet of Things
»== (I0T). In the context of resource management, the field of Al
aims to build intelligent entities that automate the process of dy-

a namically making various design decisions for industrial com-
putational deployment. The shift from relying on hand-encoded
algorithms and human domain experts to Al or Machine Learn-

ing (ML) agents has enabled computation on scale and facili-
tated servicing the computational needs of the rising world pop-
ulation [1]]. The other field, IoT, promises ubiquitous connectiv-

ity across various computational and networking devices using

the Internet. It presents a broad spectrum of computational re-
sources, ranging from resource-limited devices at the Edge of
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the network [7] to the heavy physical or virtual machines in the
Cloud [8]], all connected to the users via gateway devices. Fog
computing devices connect Edge and Cloud resources, giving
rise to a paradigm that holistically considers the entire contin-
uum of resources from Edge to the Cloud, often referred to as
Fog Continuum [9].

The convergence of Al and Fog Continuum, presents a mas-
sive opportunity for research and enterprise. Technological re-
search organizations, such as Gartner, predict that in the com-
ing years, Al-augmented computing will be at the forefront of
technical advancements in Internet and Communication Tech-
nologies (ICT) [10]. When deploying Al-based applications
on Fog continuum or leveraging Al to manage running applica-
tions, novel resource management issues arise corresponding to
the maintenance of optimal Quality of Service (QoS). As part
of this paper, we explore the latest trends in the domain of Al-
augmented resource management and the challenges it presents
to deliver upon the promise of improving QoS of existing and
next-generation computational infrastructures.

1.1. Motivation of Research in AI-Based Augmentation

A typical Fog environment consists of two computational
layers: broker and worker (see Figure [T). The worker layer
consists of generic compute nodes that execute incoming appli-
cations by processing incoming data from the users and return
the results via gateway devices [8]. The broker layer consists of
compute nodes that monitor and manage the back-end infras-
tructure, including the worker nodes. This includes deciding
where to deploy/place incoming applications as tasks or migrate
running tasks to optimize system performance. Recent research
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Figure 1: Al on and for the Fog continuum.

in Al has shown some promise in the direction of improving
QoS of Fog systems, thanks to their higher inference speeds and
accuracy compared to classical techniques [11]]. Al research for
Fog systems has spanned diverse categories including (1) clas-
sical Al that covers informed and uninformed search methods,
(2) machine learning that encompasses unsupervised, super-
vised and semi-supervised methods, (3) reinforcement learning
that includes tabular and deep reinforcement methods, and (4)
deep learning that uses deep neural networks as function ap-
proximators to model complex relationships across data in Fog
systems [[12, [13]. A brief taxonomy from [12] is presented in
Figure2]

Al-based augmentation of Fog systems has traditionally been
in two major directions. First, where Al models have replaced
conventional applications, for instance Deep Neural Networks
(DNNs) have replaced prior methods in domains such as traffic
surveillance using computer vision, chat bots using natural lan-
guage processing and smart homes using robotics [2, 14 [13],
giving fast, scalable and accurate results. This entails augment-
ing the workloads that are run on the Fog worker nodes, and
hence we call this domain Al on Fog. Al on Fog has been a key
driving factor many Al based practical deployments, such as
self-driving cars, smart-cities and automated surveillance sys-
tems [[16]]. Second, where the AI models are used to determine
optimal workload placement, service level schedules and fault
remediation steps. This augments the resource management
services at the broker layer for decision making, and hence we
call this domain Al for Fog. This domain has been crucial for
efficient resource management for modern distributed services
such as Netflix and cloud platforms [17,[18]. We elucidate the
challenges presented by each paradigm below.

Al on Fog. This domain is primarily concerned with the
applications running on the worker layer of a Fog system.
As modern applications have turned heavily dependent on Al-
based models, specifically those that utilize deep learning, we
observe that DNNs are becoming the backbone of many indus-

trial tasks and activities [[1]]. As the computational capabilities
of devices have improved, new deep learning models have been
proposed to provide improved performance [19,20]. Moreover,
many recent DNN models have been incorporated with mobile
edge computing to give low latency services with improved
accuracy compared to shallow networks, particularly in com-
plex tasks like image segmentation, high frame-rate gaming
and traffic surveillance that require latency in the order of 10-
100 milliseconds [21]]. The performance of such neural models
reflects directly on the reliability of application domains like
self-driving cars, healthcare and manufacturing [1, 22]. The
integration of such Al models with various computational sys-
tems has led to the rise of EdgeAl services, i.e, applications
that utilize Al to process data at the edge. To provide high ac-
curacy, neural models are becoming increasingly demanding in
terms of data and compute power, resulting in many challeng-
ing problems. To accommodate these increasing demands, such
massive models are often hosted as web services deployed on
the public Cloud [23]. On the other hand, mobile edge devices
in typical Fog deployments face severe limitations in terms of
computational and memory resources as they rely on low power
energy sources like batteries, solar, or other energy scavenging
methods [24]. This is not only because of the requirement of
low cost, but also the need for mobility in such nodes [21]]. In
such systems, it is possible to handle the processing limitations
of massive Al models by effective preemption and prolonged
job execution. However, memory bottlenecks are much harder
to solve as shown in prior work [23]]. In a practical distributed
edge environment where storage spaces are typically mapped to
anetwork-attached-media, a large virtual memory imposes high
network bandwidth overheads that make performing large-scale
distributed computations hard [26]. Thus, as part of this paper,
we explore various methods developed to efficiently deploy and
manage Al-based applications on Fog infrastructures by possi-
bly decomposing DNNs and running distributed training and
inference [27].
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Figure 2: A brief taxonomy of AI methods for Fog systems.

Al for Fog. This domain is primarily concerned with re-
source management level decision making at the broker layer
of a Fog system. The problem of efficiently managing Fog re-
sources is hard [28]]. One of the challenges we face in such
a system is the heterogeneity of resources across the Edge and
Cloud [29130,[31]]. Another challenge in industrial settings is to
deliver low latencies for time-critical applications, for instance,
healthcare, robotics and smart-cities. These challenges are ex-
acerbated by modern-day applications, wherein the workloads
are highly dynamic and host machines having volatile resource
capabilities. Furthermore, as applications become more de-
manding and privacy-sensitive, Fog devices have become more
prone to breakdowns, malicious attacks and intrusions [32].
This entails taking recovery steps required to deal with the di-
verse effects of system faults, such as network packet drops,
memory errors or disk failures requiring different remediation
steps. So far, the industrial and research landscape of Fog re-
source management has been dominated by heuristics and clas-
sical optimization-based methods. Such approaches have low
scheduling times and work well for general cases, but due to
steady-state or stationarity assumptions, they provide poor per-
formance in non-stationary heterogeneous environments with
dynamic workloads [28]. To address these challenges, vari-
ous Al methods have been recently proposed that utilize adap-
tive schemes based on evolutionary methods and reinforcement
learning. These methods adapt to changing scenarios and offer
promising avenues for dynamic optimization [33]]. For accurate
and scalable modeling of the Fog environment, such methods
use deep learning-based local search or learning models with
neural networks which approximate an objective function such
as energy consumption or response time [34, 35, 136]. How-
ever, the most accurate Al methods typically have high decision
times or resource footprints, making it hard to deploy them in
budget or resource-constrained settings. Thus, as part of this
paper, we also explore various advancements in AI methods for
efficient resource management in Fog systems [27]].

1.2. Our Contributions

Our primary focus lies at the intersection of the two fields
of Al and Fog, particularly for resource management decision

making to optimize system performance measured using met-
rics like systems QoS. We review a broad range of techniques
developed for optimizing QoS by efficiently deploying Al ap-
plications in Fog systems (Al on Fog), utilizing AI methods for
resource management decision making (Al for Fog), or both of
these together. We partition the entire resource management
domain into three scopes based on the decisions we need to op-
timize: deployment, scheduling and maintenance.

1. Deployment deals with intelligent resource provisioning
and versioning of workloads on Fog infrastructures to op-
timize QoS [17,137]].

2. Scheduling deals with arranging and controlling deployed
workloads on compute infrastructure for QoS efficient exe-
cution [28, 38} [39]].

3. Maintenance aims at securing, preventing and recovering
from failures the deployed and scheduled workloads in a Fog
environment [40) 41]].

We present a comprehensive literature review of the state-
of-the-art approaches in the above three scopes. We devised a
search query based on the formulated research questions: (edge
computing) OR (fog computing) OR (cloud computing) AND
(AI) and (resource management) OR (scheduling) OR (provi-
sioning) OR (fault-tolerance). We classify the reviewed meth-
ods by their essential characteristics and methodologies. We
identify the future directions of Al based augmentation tech-
nologies for Fog platforms.

1.3. Related Surveys

As summarized in Table |1} some previous surveys have al-
ready explored the use of Al for enhancing Fog environments;
however, they do not consider the diverse use cases together
and cover the complexity of the domains to a limited extent.
The first four surveys cover the domain of Al on Fog. Yang
et al. [42] introduce and review Al-based methods for data in-
tegrity, specifically utilizing Blockchain and deep learning tech-
nologies. Wang et al. [43] present an exhaustive review of
methods for efficient deployment and scheduling of DL-based
applications on Edge infrastructures. They discuss several ad-
vancements in Edge hardware for accelerating Al training and
inference. However, these reviews do not include the spe-
cific advancements in DNN models that focus on deployments
in heterogeneous Edge-cloud infrastructures. Liu et al. [44]
present several techniques to deploy massive DNNs in Edge
environments, particularly focusing on model compression and
neural architecture search. Here, we also consider the recent
developments in distributed split neural models. Murshed et
al. [43] consider distributed DNN training and inference for
EdgeAl applications; here, we also cover the impact on the re-
source management back-ends in Edge systems.

Furthermore, there have been some recent studies that in-
vestigate the Al for Fog domain. Varghese and Buyya [18]
discuss various technological advancements in Cloud comput-
ing domain that leverage Al models for task placement and
scheduling. Hasan and Goroya [46] summarize the research in



Table 1: A comparison of our work with existing surveys based on key parameters and domain coverage
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fault-tolerant Cloud computing using Al-based methods. These
works ignore the effects of merging the Cloud paradigm with
Edge nodes. Zhong et al. [47] discuss various methods to
schedule workloads in the form of containers in Edge and Cloud
environments. Similar surveys by Singh ef al. [48] and Nay-
eri et al. [49] describe the methods for provisioning nodes
and scheduling tasks in a Fog environment. Duc et al. [51]]
discuss similar methods for reliable resource provisioning in
Edge-cloud environments. Mampage et al. [50] describe re-
source management techniques for serverless computing en-
vironments. However, these works consider Al as black-box
models and do not discuss the specific advancements in the un-
derpinning Al techniques for QoS improvement in the context
of deployment, scheduling or maintenance. Finally, Deng et
al. [52]] discuss the Al methods for and on Edge platforms, but
only in the context of task allocation and AI model compres-
sion. They do not discuss the use of latest technologies such
as coupled-simulation [28] in solving major challenges faced
when utilizing Al models for efficient resource management.
Further, they restrict their descriptions to edge-only environ-
ments and do not consider the complete fog continuum.

This work builds upon the previous surveys to present a
holistic view of how Al models have augmented Fog systems,
particularly focusing on the overlap among Al on Fog and
Al for Fog methods. We emphasize the diversity and complexity
of QoS aware resource management schemes in the Fog contin-
uum by categorizing the landscape into deployment, scheduling
and maintenance related strategies. Unlike previous surveys,
we present a classification of Al and fog methods that high-
lights the intersection between data-driven models and resource
management distributed systems encompassing Al design, sys-
tem modelling and workload-injection frameworks. Using such
a holistic approach, we consolidate trends to present root-cause
issues that limit the performance of Al or fog systems and share
possible future directions to tackle them.

1.4. Article Structure

The rest of the paper is organized as follows: Section [2] re-
views the computing paradigms of [oT, Edge, Cloud and server-
less and how Fog harnesses them. We describe the various
service architectures and elucidate the main control knobs and
optimization parameters. We discuss state-of-the-art Al meth-
ods in Section [d] This section presents these methods in the
scopes of deployment, scheduling and maintenance. We then
perform a detailed trend analysis and methodological overlap in
Section 5] Such trend analysis facilitates in determining root-
causes for current limitations and possible solutions as future
directions as detailed in Section@ Finally, Sectionconcludes
the survey.

2. Background

In this section, we present the various computing paradigms
that form the Fog continuum, service architectures and param-
eters offered from the systems aspect for AI methods to exploit
and optimize the overall QoS.

2.1. Related Computing Paradigms

We now describe the computing paradigms of Cloud, Edge
and serverless. We mention their merits and limitations to mo-
tivate the need for a continuum of resources.

Cloud Computing. The Cloud computing paradigm consists
of an inter-connected and virtualized pool of resources (com-
puting, storage, network, etc.) that can be dynamically provi-
sioned on-demand, as per user specifications and with minimal
management effort [53]] (see top tier in Figure [T). Cloud re-
sources may be publicly accessible or privately deployed. Tra-
ditionally, workloads are run in Cloud nodes as distinct virtual
machines (VMs), allowing Cloud providers to migrate running
workloads from one Cloud node to another for load balancing
and tuning various QoS parameters. A significant challenge
in the Cloud paradigm is that Cloud datacentres are located
multiple hops away from the IoT devices, which increases the



data transmission time between the devices and the Cloud in-
stances hosting the applications. To overcome these limitations
of Cloud computing, a new paradigm called Edge computing
was introduced to meet the service requirements of large-scale
IoT applications.

Edge Computing. Recently, Edge computing [54] has
grown dramatically. The network edge, defined as the compu-
tational layer that resides closest to the end-user, is where most
data sources are present. Edge computing follows the data grav-
ity principle, i.e., it moves the computational resources close to
the data sources or the network edge (see bottom tier in Fig-
ure[T). This leads to a multitude of benefits [55]]. First, it offers
low response times, possibly in milliseconds, crucial for time-
critical tasks such as flight control, healthcare, autonomous cars
and gaming [20} [1]]. Second, it allows us to build reliable sys-
tems where service resilience is provided at the node level, al-
lowing other compute devices to act as backups and amelio-
rating performance degradation by reducing service downtimes
using failover and fallback mechanisms [56]. A major chal-
lenge at the Edge is that devices have limited computational
capabilities and therefore suffering significantly under stress.
There also exists a vast amount of devices in an IoT system,
giving rise to bandwidth contentions [57].

Serverless Computing. Serverless computing emerged as
a solution for the complexity of Cloud and Edge computing
that hides server usage and runs user codes on-demand auto-
matically with high scalability at the function level, such that
the users are only billed for the code execution time [58]]. It
is agnostic to the specific set of resources we utilize, Edge or
Cloud. Platforms and architectures have been recently proposed
in the literature to extend serverless capabilities to Edge com-
puting [S9, 60]. In serverless, the applications use precisely
the amount of resources needed at any one point in time and
charge accordingly, making the costs proportional to the ex-
act resource usage [61]. Even though the tight integration in
serverless makes it friendly for user, it also makes it hard for
developers to optimize QoS when running serverless applica-
tions due to the lack of data management in serverless. Unlike
containers and VMs that allow independent monitoring of each
running service, serverless frameworks abstract out the active
functions in the system, reducing the viability of tuning them
for performance optimization.

2.2. Shift to Fog Continuum

There are typically several resource-constrained edge nodes
in close proximity to the users and resource-abundant cloud
nodes that are at multi-hop distance. This imposes the chal-
lenge of managing the resource-latency trade-off between edge
and cloud layers, which fog continuum aims to address. None
of the previously mentioned paradigms are ideal for building a
generic computational platform for the end-users. The high la-
tency of Cloud nodes, the unreliability of Edge devices, and the
limited exposure of the resource management level controls of-
fered by serverless frameworks motivate researchers to leverage
all these paradigms in tandem, giving rise to the Fog continuum.

Fog Continuum. Fog is a parallel and distributed computing
paradigm introduced by CISCO in 2012 as an interface between

the Cloud and Edge computing systems to support latency-
critical and resource-hungry application services by providing
an interface between the computation and storage offered by
Cloud and Edge [62]. Fog introduces a hierarchical architec-
ture with an intermediate layer between end-users and Cloud
datacentres which utilizes computational, storage, and network-
ing resources that reside within the path connecting users to the
Cloud [63]. These resources known as Fog nodes include gate-
ways, switches, routers, nano datacentres, Cloudlets, etc. Un-
like traditional fog or mist platforms, fog continuum is an um-
brella term that includes edge only, cloud only and hybrid edge-
fog-cloud resources. As Fog resources are distributed, hetero-
geneous, and resource-constrained compared to Cloud data cen-
ters, efficient resource provisioning and application placement
algorithms are vital for harvesting the full potential of the Fog
continuum.

2.3. Services

We now describe the various architectures utilized by the Fog
continuum to service user requests. Each service architecture
imposes disparate set of constraints on and the control surface
expose to the underlying resource management techniques, pos-
sibly utilizing Al models.

Infrastructure-as-a-Service (IaaS). IaaS provides physical
or virtual hardware resources (i.e., compute, storage, network
infrastructure, etc.) on a pay-for-what-you-use basis. This
eliminates the need for the initial investment in hardware and
provides users with an easy and convenient way to remotely ac-
cess, monitor, and configure infrastructure as a service [64} [1]].
IaaS gives Al-based resource managers control over provision-
ing, scaling of hardware resources, and deploying software on
available hardware resources to maintain required levels of QoS
for their deployed applications without having the responsibil-
ity of managing and controlling the underlying infrastructure.

Platform-as-a-Service (PaaS). PaaS provides consumers
with a development and execution environment that consists
of a set of tools to create and deploy their own applica-
tions [18} 53 165]]. This service simplifies application deploy-
ment by providing only platform level controls and hiding in-
frastructure level controls from the user. However, PaaS al-
lows underpinning Al-based resource management solutions
to control the applications and configurations of the platform
that hosts the applications. A specific type of PaaS, Ma-
chine Learning-as-a-Service (MLaaS), presents ML technolo-
gies such as Deep Learning require large-scale computation
power to be viable. MLaaS abstracts out the deployment as-
pects and is used to describe Fog systems that provide out-of-
the-box support for enabling ML technologies such as data pre-
processing, model training and inference. Such systems aim to
provide ease of use to users who are looking to develop and
deploy their own machine learning applications efficiently.

Software-as-a-Service (SaaS). SaaS provides the highest
level of abstraction by providing consumers with the capabil-
ity to use applications running within Fog or Cloud resources
that the service provider manages [, |53} [18]. This only pro-
vides Al resource managers with limited capability to control



certain application configurations. This is because the underly-
ing architecture and application capabilities are controlled and
managed by the service provider.

2.4. Optimization Parameters

We now describe the various Quality of Service (QoS) pa-
rameters of a Fog system that we expect an Al-based resource
manager to optimize for ideal system performance.

Response Time. This parameter indicates the service deliv-
ery time. Within distributed Fog environments, the response
time of a service depends on multiple parameters such as data
transmission time, propagation time, processing time, and ser-
vice deployment time [66]. Thus, Fog resource provisioning
and application scheduling consider the response time as a vi-
tal parameter for utilizing distributed and heterogeneous Fog
resources, along with remote Cloud datacenters to prioritize
applications/services with stringent latency requirements for
placement within Fog environments. In Cloud and Edge en-
vironments, consumers and providers negotiate these QoS pa-
rameters to establish a Service Level Agreement (SLA) [S3].
SLAs are critical in deadline-oriented tasks such as flight man-
agement systems, self-driving car networks and gaming. As
IoT applications are heterogeneous in their characteristics (e.g.,
time-sensitive healthcare applications, data-intensive surveil-
lance applications, etc.), QoS-aware scheduling mechanisms
are necessary to utilize resource-constrained devices.

Cost. The cost of using Cloud and Edge environments de-
pends on the type of service used by the consumer and the pric-
ing model (i.e., on-demand, reserved or spot pricing) employed
by the service provider. Cloud allows potential cost savings in
case of computation on large-scale. Due to the limited com-
putation capacity of the Fog nodes, novel pricing models are
introduced for Fog environments [67]. Thus, Fog application
placement aims to reach a tradeoft between cost and response
time, to minimize the cost of deployment while satisfying dead-
line requirements of the applications [68]].

Energy. 10T is highly scalable, with a large number of sen-
sors generating a significant amount of data for processing.
This results in higher energy consumption and carbon foot-
print in Cloud datacenters during data transmitting and pro-
cessing [69]. Fog continuum, with its distributed architecture,
has the potential to achieve higher energy efficiency by relying
on low-power edge nodes when possible [1} 166], but is limited
by the energy and computation capacity of the Fog nodes [66].
This motivates resource provisioning and application placement
algorithms to reach a tradeoff between time and energy in an
IaaS or PaaS platform [70]. When utilizing resource-heavy Al
models for resource provisioning in broker nodes, the brokers
themselves can lead to high energy consumption. This makes it
crucial to develop Al methods that are energy efficient also in
terms of their inference.

Reliability. Reliability of Fog systems is quantitatively de-
fined as a probability measure of how frequently a system de-
livers the services it has been designed for. Edge and Fog
nodes are prone to different types of failures, including hard-
ware failures, software failures, network failures and resource

Table 2: The importance level of performance parameters in different industries.

Industry Resp. Time Cost Energy  Accuracy Reliability
Agriculture Medium High Medium  Medium High
Healthcare High Medium  Medium High High
Construction Low High Low Medium Low
Food Medium High Medium  Medium Medium
Transport High Low Medium High High
Textile Low High Medium  Medium High
Gaming High Low Low Medium  Medium
Aviation High Low High High High
Smart Cities Medium Medium High High High

overflow [56]. Dynamic issues such as battery constraints, con-
nection fluctuations, resource availability, and mobility prob-
lems can contribute to the complexity of the reliability of such
systems [71]]. These failures are likely to be more frequent
in Edge and Fog servers due to their geographical dispersion,
distributed deployment, and lack of maintenance and support
from providers. Even a small failure probability per node is
cascaded by the presence of a large number of interconnected
nodes. Therefore, reliable Fog systems must be implemented
that has a low failure rate, and when it does fail, it recovers
quickly.

Accuracy. We use accuracy as a general term to highlight
the performance of an AlaaS/MLaaS service in terms of the
closeness of model output to the true or expected outputs. This
can include classification performance, detection accuracy or
prediction error. Several metrics exist in literature to measure
the performance of an Al model, such as precision, recall, F1
score, confusion matrix and area under the receiver operating
characteristic (AUROC). When deploying Al-based workloads
on Fog systems, it is crucial that the choice of Al models is
based on the accuracy specifications from the user. Some appli-
cation use-cases, such as healthcare, require extremely accurate
results. On the other hand, other scenarios, for instance au-
tonomous systems, need near real-time inference. Al models
have distinct performance and inference times.

2.5. Synergy with Industrial IoT (IloT) Applications

Growth in adoption of various technologies including Indus-
trial Internet of Things (IIoT) and aforementioned computing
systems has been unprecedented in recent years and as a result
several industries are utilizing these technologies to improve
their productivity and services [[72]. We now provide a brief
overview for some important industrial applications and how
they relate to performance parameters including response time,
cost, energy, accuracy and reliability when they adopt Cloud,
Fog and Edge platforms. The overview of this analysis is pre-
sented in Table [2] where the importance level of parameters are
classify as high, medium, and low.

The Agriculture industry widely uses various sensors for
monitoring humidity, temperature, soil moisture to better con-
trol and maintain the plants and trees in the large scale agri-
cultural fields [73]]. Important performance parameters for Fog
systems would be cost and reliability as they have direct im-
pact on the final cost and the quality of the harvest. System



response time, accuracy and energy are in the medium level of
importance. Healthcare leads to the adoption of various sen-
sors for patient monitoring and providing real-time feedback
to the patient and caregivers [74]. Healthcare systems need
low response time with high accuracy and reliability as they
need to provide real-time response. The Construction industry
aims to keep tracking of the projects, and site safety. The most
important metric is cost which is the main decision point for
the adoption of such systems in the construction industry [[75].
Food industry has widely adopted IIoT, Cloud and Al in dif-
ferent stages including production, transport, storage and con-
sumption which led to the proposing of “Internet of Food” [[76]].
The potential Fog system for this industry should be very cost
effective to minimize the overall cost of the food. Transport
industry aim to make travel more efficient by utilizing a large
number of IIoT sensors, especially by the advent of autonomous
vehicles [[77]. Here, reliability, accuracy and response time are
the most important metrics for self-driving cars. Textile indus-
try uses Fog continuum in smart textile for cost effective and
reliable system to curtail supply chain costs. The Gaming in-
dustry is the growing entertainment industries, the quality of
user experience is highly dependent on low latency and reliable
response to the users. The Aviation industry is now leading to
the new evolutionary era called Aviation 4.0 impacting man-
ufacturing, through aircraft operation and air traffic manage-
ment. Reliability is the key importance metrics for such a sys-
tem. This development of Smart cities spans from intelligent
traffic management to trash collection and air quality control.
The main performance metrics for such a system are energy,
accuracy and reliability.

An overview of highly important performance metrics for
Fog continuum systems adopted in industrial applications is il-
lustrated in Fig. [3] which indicated reliability is the most com-
mon metrics in these applications. The rest of the discussion
considers all mentioned metrics used to measure the perfor-
mance of Al based resource management solutions. However,
the specific choice of metrics is subject to the application use-
case and deployment scenario as mentioned above.

3. Al Integration in Systems

Considering the background discussion in Section[2] we have
established the control surface provided by Edge and Cloud
paradigms for resource management. We also present the pa-
rameters optimized by Al models to generate management de-
cisions in Fog systems. This needs extensive integration be-
tween the Fog systems and Al methods. To this end, a plethora
of approaches have been developed, both at simulation and de-
ployment levels, which provide an interface between the two
technologies. We discuss these interfacing technologies in this
section.

3.1. Simulators and Frameworks for Fog Research

We first discuss the tools that allow modeling and testing of
Fog systems.
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Figure 3: Critical performance metrics of Fog continuum in IIoT Applications.

3.1.1. Simulated Platforms

A simulated platform enables researchers to test their meth-
ods at scale quickly. However, as simulators are approxima-
tions of the physical systems, they may provide noisy results or
deviate from observations.

Popular Fog simulators, such as iFogSim, provide a modular,
event-driven simulation platform, created on top of CloudSim,
a widely used simulator for Cloud environment simulations [[78
79]). iFogSim enables simulation of distributed and hetero-
geneous Fog nodes and scheduling of IoT based application
workflows. Prior work [80, [81] 182, [34] uses this simulator to
analyze a wide range of scheduling algorithms such as evolu-
tionary algorithms, machine learning, deep learning and rein-
forcement learning algorithms. Another CloudSim based sim-
ulator, IoTSim-Edge, allows users to test IoT infrastructure
and framework by providing a testbed for deploying IoT Edge
devices as a simulation in a single application [83]]. IoTSim-
Edge also separates the broker and worker layers by explic-
itly defining an Edge Broker that acts as a simulated Fog de-
vice that manages Edge resources, and an Edge Device as sim-
ulated worker nodes. Similarly, PureEdgeSim [84] takes an
edge focused control of Fog systems, particularly used for dis-
ease diagnosis [85] and fuzzy tree based decision making [86].
Others, like SimEdgelntel, provides cross-platform and cross-
language support, thus enabling easy integration of machine
learning-based resource management policies [87]. It sup-
ports mobility modeling, network configuration and implemen-
tation of multiple handover mechanisms. A similar simulator,
Deep FogSim, is designed to support large-scale evaluations of
the delay-energy performance of Conditional Neural Networks
(CDNNS5) within Fog environments [88]]. It provides a software
platform to model computing and network aspects of Fog envi-
ronments and simulates the performance of the inference phase
of CDNNs on top of Edge or Cloud nodes.

ECSim++ is a simulator [89] that extends the OM-
Netpp++ [90]], which presents capabilities of power control and
cache management, making it more realistic than other sim-



ulated devices. RelloT This is a reliability simulator for IoT-
based Fog systems [91]] and presents metrics such as power con-
sumption, execution time, breakdown time and network char-
acteristics such as throughput, delay, network and jitter. Un-
like other simulators, it offers several combinations of reliabil-
ity metrics to measure the fault resilience of a Fog system. Yet
Another Fog Simulator (YAFS) [92] is a simulator that allows
users to monitor network topologies, device resources and net-
work resources. Unlike other simulators, it includes network
path routing and user or device level movement as part of the
control knobs it offers. A serverless simulator, SimFaaS [93]
acts as a platform with serverless functionalities. It contains
out-of-the-box support for simulating essential serverless prop-
erties such as cold/warm starts and auto-scaling. It supports the
stateless/function based programming paradigm and has been
demonstrated to effectively simulate real usage scenarios [93]].
However, it still lacks support for simulating heterogeneous
systems, node failures and large-scale deployments.

Apart from the above simulators, there are also simulators
such as EmuFog [94], FogTorch [95], BigHouse [96] and
Sim4DEL [97]. They are all simulators that focus on other as-
pects of Cloud systems such Fog topologies, storage and sensor
infrastructures, accurate device simulations, streaming systems
and federated deep Edge learning. There are also two Cloud-
based Fog and Edge device simulators: Azure IoT [98] and
AWS 10T device simulator [99]]. These focus on simulating
large-scale IoT systems with support for simulating thousands
of devices, serverless functions within Cloud VMs and integrat-
ing live sensors and actuators. As such, these two can be used
since they provide support using their large pool of back-end
Cloud resources.

3.1.2. Physical Platforms

For credible Al-augmented Fog research, testing developed
solutions on emulators that duplicate industrial deployment sce-
narios on physical platforms is increasingly important.

OpenStack is an open-source platform developed by
Rackspace Inc. and NASA, originally developed for Cloud
environment, but later also extended to support Edge devices,
thanks to its modularized APIs [100]. OpenStack has cus-
tom hypervisor drivers that can support a variety of virtualiza-
tion technologies such as KVM, QEMU, UML, Xen, VMware,
Docker and many more, making it very versatile option for
Edge virtualization. Other platforms, such as KubeEdge [101]
and OpenEdge [102], are based on Kubernetes virtualization
technology [103]. They provide functionalities for efficient
communication between Edge and Cloud as well deployment
of various Al-based applications [[101]]. They also contain APIs
that control assignment of device resources to different work-
loads, which allows for efficient use of resources for the already
resource-constrained Edge devices.

Another framework, FogBus, facilitates loT-Fog-Cloud inte-
gration to run multiple applications using platform-independent
interfaces provided by the platform [8] by following master-
worker topology where master nodes known as Fog Brokers are
responsible for delegating data processing tasks to the worker
Fog nodes. Similarly, EiF i.e., Elastic Intelligent Fog, [[104] is a

Table 3: Comparison of Al based benchmarks for Fog systems in terms of
workload coverage.

Al Al Robotics Vision/ NLP/ Trans-
Search  Filtering ODONES CNN  RNNs formers
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AloTBench [108]

AlBench [109] v
EdgeAlBench [110

EdgeBench [[111] v

TIoTBench [112] v

Benchmark GANs

A NENENENEN

framework that supports Al-based service migration, predictive
network resource allocation and predictive QoS-aware orches-
tration along with support for distributed Al. A recent frame-
work, COSCO, i.e., Co-Simulation based Container Orches-
tration (COSCO) [28], is a framework that presents Al-based
resource management modules to not only utilize the workload
resource utilization characteristics, but also simulated charac-
teristics at a future state of the system. The interleaved execu-
tion of Al models and coupled simulation (referred to as co-
simulation in literature) enables long-term optimization [105]]
and quick adaptation in volatile system settings [[L06} 41]].

3.2. Al Benchmarks for Fog Systems

For research related to Al on Fog, several workload like
benchmarks have been utilized to test the efficacy of Fog sys-
tems, such as Raspberry Pi clusters, when dealing with Al-
based applications. These are summarized in Table [3]

A popular Fog benchmark, DeFog [107ﬂ consists of six
real-time heterogeneous workloads: Yolo, Pocketspinx, Ae-
neas, FogLamp, iPokeMon and RealFD. Yolo uses Convolu-
tion Neural Network (CNN) for object classification in images.
Pocketsphinx is a Natural Language Processing (NLP) based
speech-to-text synthesis engine that utilizes an Al-based search
strategy. Aeneas is a text and audio synchronization tool that
utilizes text to speech tools with Al-based search for minimiz-
ing speech deviation metrics. iPokeMon is an adaptation of the
game Pokemon Go with simulated players and service requests
for network testing in Fog. Fogl.amp is an application that uses
aggregated sensor data and simulated data retrieval requests to
test the storage bandwidth of Fog devices. RealFD uses com-
puter vision for face detection in video streams. Other bench-
marks, such as AloTBench [108ﬂ and EdgeAIBench [1 10ﬂ
are Al-based Edge computing based benchmark suites that
consist of various real-world computer vision application in-
stances. The former consists of CNN neural networks for image
classification. These include three typical heavy-weight net-
works: ResNetl8, ResNet34, ResNext32x4d, as well as four
light-weight networks: SqueezeNet, GoogleNet, MobileNetV2,
MnasNet. The latter includes applications such as ICU patient
monitoring and heart failure prediction using attention-based
LSTMs, surveillance camera video face-detection using CNN

®DeFog: https://github.com/qub-blesson/DeFog,

7 AToTBench: https://www.benchcouncil.org/aibench/
aiotbench/index.html,
SEdgeAlBench: https://www.benchcouncil.org/aibench/

edge-aibench/index.html,
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networks and road-sign detection for autonomous vehicles us-
ing CNNGs.

Another Al benchmarking suite, AIBench [109ﬂ includes
a wide variety of Al applications including image classifica-
tions using CNNs, image generation using Generative Adver-
sarial Networks (GANs), text-to-text translation using recur-
rent neural networks (RNNs), speech-to-text using Gated Re-
current Units (GRUs) and LSTMs, recommendation system us-
ing collaborative filtering and spatial image transformations us-
ing Transformer neural networks. EdgeBench [11 IE includes
audio to text translation using Al search and object recognition
using CNNs. IoTBench [[112] consists of multiple AI models
run simultaneously under the same input workloads. It includes
applications for image classification using CNNs and robotics
workloads related to Simultaneous Localization and Mapping
(SLAM) of robot environments.

Apart from the above mentioned benchmarks, several ex-
ecution traces are used by state-of-the-art Al augmentation
techniques as datasets for simulation based testing. Bit-
brain consists of traces of resource utilization metrics from
1750 VMs running on BitBrain distributed datacenter [113]].
Azure2017 and Azure2019 are collected from Microsoft Azure
public Cloud platform and are representative workload traces
across thirty consecutive days [114]. Google Cluster is an-
other dataset of CPU and memory utilization traces of mul-
tiple nodes in a high-performance cluster in Google Cloud
Platform [115]. Server Machine Dataset (SMD) [116] is a
five-week long dataset of resource utilizations of 28 machines
from a compute cluster. Other request trace datasets include
HDFS [117], MHealth [118|], PlanetLab [[119], Wikime-
dia [120], Bikeshare [121]], Shakespeare [122], SETI [123]],
Crawdad [124]], Traffic [[125], T-Drive [[126], Tutoring [127]],
WfCommons [128] and Yahoo Webscope [129].

3.3. Al Modelling and Engineering

Now that we have described the various simulation and emu-
lation platforms for Fog systems, Al toolkits and benchmarking
suites, we elucidate the challenges faced while training or run-
ning inference using an Al model. Model training is a highly
resource-intensive task due to the large number of parameters
in modern Al and Deep Learning models, and traditionally
requires the use of high-performance clusters, Graphical Pro-
cessing Units (GPUs) or Tensor Processing Units (TPUs). As
such, given that Edge devices usually contain limited resources,
the training overheads are significant and can take significantly
longer time compared to Cloud nodes. Additionally, the hard-
ware resources for Edge devices are used by other applications
in parallel to the training process, giving rise to frequent re-
source contentions. Furthermore, unlike traditional clusters,
Cloud engineers have little to no control over the availability
of the Edge devices, making training a challenging task.

Currently, two mainstream methods of model develop-
ment and training exist: Centralized and Federated Learning

9 AIBench: http://www.benchcouncil.org/AIBench/index!
19EdgeBench: https://github.com/akaanirban/edgebench,

(FL) [130Q]. In a centralized learning system, the Al model,
typically a DNN, with the training dataset is kept in a single
resource-intensive machine with the training framework updat-
ing the parameter updates iteratively until convergence to min-
imize a developer-defined loss function [130]. In a federated
learning setup, the model to be trained is sent to multiple Edge
devices that contain a subset of the training data. The model is
trained locally using the local hardware and the parameter up-
dates are iteratively aggregated into a global copy of the model.
Centralized learning requires a high-end system, but does not
lead to high bandwidth use as in FL. Federated learning requires
nodes to synchronize models iteratively that can lead to network
contentions and increased wait times. However, as only the pa-
rameter updates are shared across the nodes and not the local
data, it ensures data privacy.

4. State of the Art Methods

Given the optimization parameters in Fog systems, infras-
tructure level constraints offered by the simulator/frameworks,
we now review the state-of-the-art methods for the three aspects
resource management: provisioning, scheduling and mainte-
nance to optimize the QoS metrics including response time,
cost, energy, accuracy and resiliency.

4.1. Interface Between Al and Fog

Data sources and inputs for AI models. For any resource
management system in the Cloud, for instance, an Al model,
this paradigm provides multi-modal data sources to analyze
the system. Traditionally, these include workload resource uti-
lization traces in the form of a fraction of CPU, RAM, Disk
and Network bandwidth utilization and host resource capac-
ities in the form of instruction per second (IPS), available
RAM and Disk space and parameters of the network inter-
face [28) 24} [131} 136, 4]. Other parameters include gateway
bandwidths, geographical location of users and Fog nodes [92],
communication latencies and mobility characteristics [132].

Control Knobs and outputs of AI models. We categorize
the state-of-the-art approaches for Al-augmented Fog contin-
uum as per the decisions they aim to optimize.

1. Deployment: This deals with the initial decisions of how
to efficiently execute resource-intensive Al applications on
constrained Fog systems. In Al on Fog, this concerns with
appropriate methods to deploy resource-intensive AI/ML
models on constrained nodes. This entails deciding the
appropriate strategy to compress Al models without com-
promising on performance. We discuss this aspect in Sec-
tion In Al for Fog, this concerns the efficient alloca-
tion of resources for the input workloads. This includes the
provisioning of resources, i.e., allocation of new and deal-
location of existing Fog devices. We discuss this aspect in

Section4.2.2]

2. Scheduling: This deals with scheduling the deployed work-
loads on existing Fog infrastructure. This concerns with
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optimal placement of tasks on Fog nodes to optimize sys-
tem QoS. As we consider a dynamic setting, our schedul-
ing decisions also include task migration decisions, viz, the
relocation of one or a group of tasks from one node to an-
other, allowing the system to adapt to changes in the environ-
ments, workloads or user demands. In Al on Fog setups, if
the incoming workloads have tasks that impose precedence
constraints, such as different layers of a neural network, we
categorize these as workflows and discuss relevant methods
in Section Schedulers for independent tasks are dis-
cussed in Section

3. Maintenance: Even though there are several methods based
on redundancy that have been proposed for Cloud comput-
ing systems [133]], these techniques cannot be directly ap-
plied to Fog systems due to resource limitations. This means
that Fog servers may have less capability to use redundancy
techniques like replication [134]. This leads to higher re-
sponse times and SLA violations that can lead to significant
financial losses [[135]]. Thus, it is critical to develop a mech-
anism for the maintenance of Fog environments. This deals
with detecting faults/anomalies in real-time, discussed in
Section4.4.1} Also, we consider works that develop appro-
priate proactive or reactive recovery mechanisms to prevent
service downtime. They are either related to load-balancing
methods that aim at preventing faults or scaling the Fog in-
frastructure (see Section4.4.2).

Most data-driven methods achieve local optimum. However,
some approaches are developed to avoid getting stuck in such
local optima [136]], although they do not guarantee achieving
global optima. We now describe how data-driven AI methods
can be used to solve the deployment, scheduling and mainte-
nance challenges in fog continuum.

‘We now move to the three aspects of Al augmented resource
management introduced in Section We consider works that
leverage either a physical framework or a simulated environ-
ment.

4.2. Al Augmented Deployment

A summary of all Al augmented deployment methods is pre-
sented in Table E} Here, a benchmark corresponds to the work-
loads used to train and test the presented methods. Infra. col-
umn represents whether the methods utilize Edge (E) or Cloud
(O) or both (E+C). Asterisk with framework/simulator means
that the respective papers utilize a modified version of the base
platforms.

4.2.1. Al Augmented DNN Deployment

Running training or inference procedures for AI/ML mod-
els is computationally expensive. Given that Edge devices
tend to have limited compute resources that are usually shared
across multiple running applications, it is essential to develop
resource-efficient training and inference mechanisms to ensure
short training times and resource load. Several solutions have
been proposed in the past to address this.
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AutoML. For instance, several AutoML (automated machine
learning) techniques run search in the space of neural network
models, i.e., NAS, to find out the optimal DNN model to exe-
cute a task in a given system [137, 190, 20} [138]]. These meth-
ods can be run to find the optimal DNN architecture for a given
set of constraints such as training or inference times, memory
footprint, computational requirements, etc.

Model Pruning. Another direction is to take existing Al
models and prune their parameters to reduce overall local train-
ing cost, for instance, PruneFL [139]. Model pruning is a com-
monly used strategy in ML that intelligently cuts away parts
of the model architecture without compromising the quality of
model inference [141} [142] [143]]. By pruning out parts of the
model, the computational resources required to train or run in-
ference on the model are reduced, making it more amenable
to Edge and Fog systems. Similar model pruning works are
dependent on the DNN design. For instance, Generative Op-
timization Networks (GON) [191]] are generative models in-
spired by GANs that use two neural networks in tandem: gen-
erator and discriminator. Unlike GANs, GONs do not use the
generator and create new samples only using the discrimina-
tor network. Other examples include SimGAN [192]], Gradi-
ent Origin Networks [193] and similar GAN slimming tech-
niques [194]. Similar works exist that perform model prun-
ing for other DNN types, for instance, CNNs [140]. Pruning
reduces both the memory and compute requirements of mod-
els. Similarly methods like BBNet utilize multiple techniques
together, such as model pruning and data compression [[144].
BBNet decides the optimal pruning and compression parame-
ters using local search-based techniques.

Gradient Pruning. In FL systems, all worker nodes need
to send gradient updates of their models over the network,
which generally translates to up to gigabytes of data depend-
ing on the size of the model. To avoid bandwidth con-
tentions, several works discuss solutions to prune the gradient
updates improving memory and network efficiency in feder-
ated setups [195]]. Some approaches, such as Sparse Ternary
Compression (STC) [145] and Deep Gradient Compression
(DGC) [146], employ compression mechanisms to reduce the
communication bandwidth required for distributed training or
inference. Other methods, like FedPaq [147], perform peri-
odic aggregation and quantization to reduce communication
frequency. A similar approach, CMFL [196], intelligently de-
cides which model updates give the maximum boost in per-
formance and only sends the top-performing gradient updates.
Another work, FedBoost [[148]], uses ensemble training to boost
model training efficiency and offload only a small part of the en-
semble to the Edge devices with predefined intervals to reduce
communication overheads. Another work, FEDL [149]], the-
oretically demonstrates the relationship between convergence
rate and energy consumption of an FL system and formulates
the computation and communication models as a non-convex
optimization to optimize the distribution of federated networks.

Low-Precision. Energy efficiency is also one of the major
concerns when designing efficient ML training algorithms due
to FL parties generally being battery-powered devices. Deep
learning is inherently very power-consuming due to the large



Table 4: Summary of state-of-the-art methods for AI augmented deployment. Color scheme as per Table

Decision Category Ref. Method Infra. Benchmark Framework / Merits Limitations
Type Simulator
AutoML [137!1120[138] Policy Gradient Learning E AloTBench F: Custom Fast Execution Generalizability
Model [139]1140] Search E+C AloTBench F: Custom Cost Efficient Accuracy
Pruning [14111421{143] Neural Design E+C AloTBench - Generalizable Overhead
[144]) Search E+C AloTBench F: Custom Cost Efficient Overhead
Gradient [1451146) Search E AlBench F: Custom Low Overhead Accuracy
Pruning [147!114811149] Neural Design E+C Shakespeare S:Custom Low Overhead Accuracy
DNN Low 150/ lSl:j Neural Design E+C - - Generalizable Scalability
Deployment Precision [15211153] Search E+C AlBench* F: Custom | Memory Efficient | Generalizability
Layer [15411155] Search E+C AlBench* S: Bighouse | Energy Efficient | Generalizability
Splitting [156] Linear Programming E - - Fast Execution Scalability
& Early [157:1158!1159] Neural Design E+C AlBench* - Low Overhead Accuracy
Exits [160] Policy Gradient Learning C AlBench* F: AWS IoT | Memory Efficient | Generalizability
[161] Search C AlBench* F: AWS IoT Generalizable Overhead
Splitting [162]1163/164] Neural Design E+C AloTBench* F: Custom High Accuracy | Generalizability
[17] DQN + Multi Armed Bandits E+C AloTBench* F: COSCO High QoS Overhead
[165] Linear Regression E+C - S: Custom Fast Execution Accuracy
[166] Support Vector Regression C Google Cluster S: Custom Memory Efficient Scalability
[167!1168!1169] Gaussian Process Regression E+C Azure2017/19 S: Custom High Accuracy Scalability
Demand [170] Modular Regression E+C - - Scalable Accuracy
Prediction [1711137] ARIMA C Wikimedia S: Custom High Accuracy Scalability
[172] Decision Regression Tree E Bikeshare - Fast Execution Only Univariate
[17311174] CNN E+C Custom - High Accuracy Interpretability
[17511176] LSTM C Custom S: Custom High Accuracy Interpretability
Resource 1177] Ant Colony Optimization E+C Bitbrain S: Cloudsim High util. ratio Scalability
Provisioning| Decision [16811169] Bayesian Optimization E+C Azure2017/19 S: Custom High util. ratio Scalability
Optimization|  [166][178] Particle Swarm Optimization C Google Cluster S: Custom | Memory Efficient Scalability
[179] Genetic Algorithm C - S: Cloudsim High util. ratio Execution Time
[180] Deep Surrogate Optimization E+C | Yahoo Webscope S: Custom Cost Efficient Generalizability
[181] DNN + Dynamic Prog. E+C - - High util. ratio Scalability
Hybrid [182] FCN + Multi Armed Bandits C Custom F: Kafka Fast & Scalable Exposure Bias
Provisioning [183] FCN + Monte Carlo Tree Search C - - High QoS Execution Time
[184!1185!1186] Deep Q Learning E+C Google Cluster S: Custom Scalable Interpretability
[187/11881(189] Policy Gradient Learning E+C - S: iFogSim Low Energy Scalability

amounts of computation that need to be performed. As such,
there has been a relatively large amount of work in energy ef-
ficiency by discrete quantization and using low-precision hard-
ware architectures [150, [197, (151} [198| [199]. This not only
reduces the computational overheads, but also gives significant
gains in terms of memory and energy footprints [197,[191]]. The
level of precision cannot be changed dynamically at test time as
changing precision requires re-training the models. Thus, these
decisions either need to be performed at the setup time or multi-
ple models need to be trained of different precision levels, at the
cost of higher training time, to provide control to the resource
manager to tradeoff between accuracy and memory footprint.
Other optimization methods, such as DeepX [152], focus on
the development of deep learning models on mobile devices by
runtime control of the memory to reduce the layer-wise oper-
ations, such that only the most important operations use larger
bytes. Further, it efficiently identifies unit blocks of a DNN
architecture and allocates them to local or remote memory de-
pending on access frequency, improving memory footprint. A
similar method, FloatPIM [153] provides an interface between
software and hardware by using Processing in-memory (PIM)
to reduce memory usage.

Layer Splitting and Early-Exits. For typical DNNs, it is
possible to run inference without performing operations across
all layers. Methods, such as Neurosurgeon [154] and Deep-
Slicing [[155]], decide the optimal layer partitions of a neu-
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ral network using grid-search at run time to maximize sys-
tem QoS. Others, like SplitComp [[156] model the problem of
deciding the optimal splitting strategy as a Markov Process
and leverage Linear Programming to converge to the optimal
splitting strategy. Further, to reach the best tradeoff between
model accuracy and processing delay, many early-exit strate-
gies have been proposed when the inference is performed only
through a few layers instead of the entire DNN [20} 200, 201]].
Most work in this category aims at segregating these network
splits into different devices based on their computational per-
formance [157, 1158 [159, [155) [154]. Thus, fast and localized
inference using shallow portions of DL models can allow quick
inference, possibly at the cost of poorer resulting accuracy. This
gives a tradeoft between result fidelity and response time. Sev-
eral works have been proposed to leverage this tradeoff for
multi-objective optimization, especially to reduce the frequency
of SLA violations [202, 203]]. Other recent methods aim at ex-
ploiting the resource heterogeneity in the same network layer
by splitting and placing DNNs based on user demands and host
capabilities [204]. Such methods can split DNNs and choose
from different architectural choices to reach the maximum ac-
curacy while agreeing to the latency constraints. Other works
aim at accelerating the model run-times by appropriate schedul-
ing of a variety of DNN models on Edge-clusters [11]. An-
other method, Gillis, uses a hybrid model, wherein it employs
either model-compression or layer-splitting based on the ap-



plication SLA demands [160]. The decision is taken using
a reinforcement-learning model which continuously adapts in
dynamic scenarios. It is a serverless-based model serving sys-
tem that automatically partitions a large model across multiple
serverless functions for faster inference and reduced memory
footprint per function. The Gillis method employs two model
partitioning algorithms that respectively achieve latency opti-
mal serving and cost-optimal serving with SLA compliance.
However, this method cannot jointly optimize both latency and
SLA. Moreover, it does not consider the mobility of devices
or users and hence is ineffective in efficiently managing large
DNNs in mobile Edge computing environments.

Splitting. Two types of splitting strategies exist: data split-
ting and semantic model splitting. Data splitting splits the input
data batch across multiple instances of the neural networks for
parallel inference. Data splitting allows reducing the response
time of inference over input data, at the cost of higher network
overheads [[161]]. Semantic model splitting divides the network
weights into a hierarchy of multiple groups that use a different
set of features. Here, the neural network is split based on the
data semantics, producing a tree structured model that has no
connection among branches of the tree, allowing paralleliza-
tion of input analysis [[164]. Due to limited information shar-
ing among the neural network fragments, the semantic splitting
scheme gives lower accuracy in general compared to unsplit
networks. Semantic splitting requires a separate training pro-
cedure where publicly available pre-trained models cannot be
used. This is because a pre-trained standard neural network
can be split layer-wise without affecting output semantics. For
semantic splitting, we would need to first split the neural net-
work based on data semantics and re-train the model. However,
semantic splitting provides parallel task processing and hence
lower inference times, more suitable for mission-critical tasks
like healthcare and surveillance. Examples of such methods in-
clude ThriftyEdge [162], CLIO [[163]], SplitPlace [17] and Split-
Net [[164,205].

4.2.2. Al Augmented Resource Provisioning

Systematic resource provisioning is central to cost and
resource-efficient computation in Fog systems. Bootstrap-
ping resources, such as Cloud VMs or Edge nodes is time-
consuming for latency-critical tasks; a key challenge is to pre-
dict future workload demands to provision resources to op-
timize QoS. Resource management is a key aspect of re-
source provisioning, which instantiates and deallocates re-
sources based on dynamic workload demands. Most prior work
aims to automate resource provisioning to optimize various
performance measures such as energy consumption, cost, and
task response time [4} [182]]. However, this problem is chal-
lenging due to the non-stationary utilization characteristics of
most workloads [206]], requiring methods to dynamically adapt
their provisioning policies. Most dynamic resource provision-
ing methods decouple the provisioning problem into two stages:
demand prediction and decision optimization [[168]. This is
commonly referred to as the predict+optimize framework in lit-
erature. Thus, we divide prior approaches based on their deci-
sion type.
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Demand Prediction. Methods that forecast demands at a fu-
ture state of a Fog system need data corresponding to historical
workload demands on the same system. Several methods have
been proposed that leverage a forecasting model. For instance,
a class of methods utilize regression models such as Linear Re-
gression (LR) [[165], Support Vector Regression (SVR) [[L66]],
Gaussian Process Regression [167, [168| [169] or modular re-
gression (Prophet) [[L70]]. Others utilize auto-regressive models
such as AutoARIMA [[171}[37] or other ML models like Regres-
sion Tree (RT) [172], time series decomposition (TSDec) [[165]]
or unobserved component model (UCM) [207]] based forecast-
ing. Recent works utilize DNNs to perform forecasting, for
instance, using LSTM neural networks [175], CNNs [173],
convolutional wavelet neural networks [[174] or LSTM based
GAN:Ss [176].

Decision Optimization. Using a demand prediction model,
several previous works optimize the provisioning decision to
minimize execution costs or maximize the utilization ratio.
Conventional methods often use evolutionary search strate-
gies such as Ant Colony Optimization (ACO) [177], which
has been shown to exhibit state-of-the-art QoS scores in re-
cent work [[L69]. Others use Bayesian Optimization (BO) [168|
169]], Particle Swarm Optimization (PSO) [[L66,[178]] or Genetic
Algorithms [179].

Hybrid Provisioning. Other methods, such as Decision-NN,
combine the prediction and optimization steps by modifying
the loss function to train neural networks in conjunction with
the optimization algorithm [180]. This method uses a neural
network as a surrogate model to directly predict optimization
objectives and uses the concept of neural network inversion,
wherein the method evaluates gradients of the objective func-
tion with respect to inputs and runs optimization in the input
space. However, continuous relaxation of the discrete optimiza-
tion problem used in this work has been shown to adversely
impact performance [168]]. A similar method, Semi-Direct, uti-
lizes dynamic programming to find the optimal provisioning de-
cision [181]], but offers limited scalability with workload size.
Similarly, Narya [182] is built for mitigating VM interruptions
in Cloud machines, but can be straightforwardly extended to
resource provisioning. It uses a neural network as a surrogate
model with a multi-armed bandit model to decide provisioning
actions. However, it faces the problem of exposure bias, i.e.,
the neural model is biased to the trends in the training data and
is unable to forecast in unseen cases.

Reactive Provisioning. Recently, RL based methods have
been proposed for reactive provisioning. For instance, Intelli-
gent Resource Allocation Framework (iRAF) [183]] solves the
complex resource allocation problem for the collaborative mo-
bile Edge computing (CoMEC) network using Deep Reinforce-
ment Learning (DRL) with a multi-task objective formulation.
It makes resource allocation decisions based on network states
and other task characteristics such as the computing capabil-
ity of devices, network quality, resource utilization, and latency
requirements. iRAF automatically takes into account the net-
work environment and makes resource allocation decisions to
maximize the performance over latency and power consump-
tion. It uses self-play training where the agent becomes its own



teacher and learns over time in a self-supervised learning man-
ner. Specifically, it uses a fully connected network (FCN) with
Monte Carlo Tree Search (MCTS) to optimize the provision-
ing decision. Some other works, such as DDRM [188], focus
on the integration of IoT and industrial manufacturing systems
(IToT). The authors argue that due to the limitation of comput-
ing capacity and battery, computation-intensive tasks need to
be executed in the mobile Edge computing (MEC) server. An-
other similar work [208]] focuses on optimizing the Fog nodes
by selecting the suitable nodes and proper resource manage-
ment while guaranteeing the QoS requirements of the users.
It designs a joint task offloading and resource allocation con-
trol for heterogeneous service tasks in multi-fog nodes sys-
tems. It applies a deep recurrent Q-network (DRQN) approach
to approximate the optimal value functions and applies an ad-
justed exploration-exploitation method to make the optimiza-
tion process more efficient. Similarly, ReCARL [184] focuses
on Cloud Radio Access Networks (CRANS). It proposes a re-
source allocation scheme in CRANS to improve the objective
of power consumption and SLA violations of wireless users
over a long time period. To do this, it uses DRL to solve a
custom convex optimization problem and apply a Deep Neural
Network (DNN) to approximate the action-value function. It
uses two DRL agents: ReCARL-Basic (requiring limited train-
ing) and ReCARL-Hybrid (requiring deep learning training).
It has been evaluated via extensive simulation to demonstrate
that ReCARL achieves significant power savings in highly dy-
namic settings while meeting user SLA demands. Similarly,
Deep Elastic Resource Provisioning (DERP) [[185] uses Deep-
Q learning to optimize provisioning decisions with utilization
ratio as a reward for the DRL agent. Unlike Q-learning based
agents that utilize a neural network to predict the expected re-
ward for each action [[186]], recent methods also use neural net-
works to approximate the optimal policy. Such approaches are
called policy gradient methods and include [187}[189].

4.3. Al Augmented Scheduling

A summary of recent Al-augmented scheduling methods is
presented in Table[3]

4.3.1. Al Augmented Scheduling of Bag-Of-Tasks

QoS-aware placement of IoT applications requires reaching
a tradeoff among multiple conflicting QoS parameters such as
response time, cost and energy. In the bag-of-task workload
model, each task can be independently scheduled.

MaxWeight-Scheduling. Over the years, many schedul-
ing approaches have turned to utilize MaxWeight based tech-
niques due to its theoretical guarantees and the ability to re-
duce the frequency of resource contention [210, 209]. For
instance, the pessimistic-optimistic online dispatch approach,
POND, is a variant of the MaxWeight approach [210]. POND
formulates the scheduling problem as a constrained optimiza-
tion objective with unknown dispatch, arrival and reward dis-
tributions, such that each Fog node has a virtual queue to track
violation counts. It uses an Upper-Confidence Bound (UCB)
based exploration strategy [234] with the final decisions be-
ing made with the MaxWeight weights as the expected reward
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value of each scheduling decision. However, prior work has
demonstrated that MaxWeight policies suffer from instability
in dynamic workloads, high delays and inefficiency in mod-
eling large-scale Fog networks [235} [236) [237]. MaxWeight
schedulers are also known to have high wait times due to their
inability to adapt to volatile workload settings [28]].

Surrogate Modeling. Most classical research in this area
employs meta-heuristic algorithms with a DNN or regression
model as a surrogate that approximates QoS of a given sys-
tem state. This is due to their generic formulation and ease
of implementation. For instance, prior works have shown that
evolutionary-based methods, and generally gradient-free ap-
proaches, perform well in dynamic scenarios [238], 212} [239]
213]]. Some works use a combination of a DNN surrogate, and
classical optimization techniques such as mixed-integer linear
programming (MILP) [211]. Evolutionary approaches like ge-
netic algorithms (GA) lie in the domain of gradient-free opti-
mization methods. The GA method schedules workloads us-
ing a neural model to approximate the objective value and a
genetic algorithm to reach the optimal decision [212]]. Such
methods use either analytical models[238]], Gaussian Mixture
Model (GMM) or polynomial approximators [213]] or neural
networks [212] to predict system QoS for a given schedul-
ing decision and input Fog state. Typically, such approaches
run a search scheme with non-local jumps, due to cross-over
and mutation-like operations, to converge towards an optimum.
However, gradient-free methods are known to take much longer
to converge [240] and are not as scalable [241] as gradient-
based methods. Moreover, non-local jumps can significantly
change the scheduling decision, leading to a high number of
preemptive task migrations. This entails checkpointing the run-
ning task, migrating it to another Fog node and resuming its
execution on the new node [242]]. This can give rise to high
migration overheads, subsequently increasing the average task
response times and SLA violation rates. Furthermore, prior
work also establishes that neural approximators can precisely
model the gradients of the objective function with respect to in-
put using back-propagation [243]. Now, although such works
use these gradients with respect to input for solving differ-
ential equations, they can also be applied for gradient-based
optimizations. However, even with the advantages of scala-
bility and quick convergence to optima, few prior works use
gradient-based methods as neural approximators are not consis-
tent with the convexity/concavity requirements of such meth-
ods [244]. This problem is alleviated by momentum and an-
nealing in schedulers like GOBI and GOSH [28| [106]]. Such
methods take the scheduling decision and state of the Fog sys-
tem as resource utilization characteristics of workloads and Fog
nodes and output a QoS estimate. Using backpropagation to in-
put, i.e., fixing the neural network parameters and updating the
scheduling decision based on the gradient of DNN output, these
methods find the optimal scheduling decisions. Other sched-
ulers, like HUNTER [4], model the input scheduling decision
as a graph and use Graph Neural Networks (GNNs), facilitat-
ing the inference by capturing the correlations across workloads
and Fog nodes. However, with such models, as they run black-
box optimization steps, the interpretability of their outputs is



Table 5: Summary of state-of-the-art methods for Al augmented scheduling. Color scheme as per Table

Decision Category Ref. Method Infra. Benchmark Framework / Merits Limitations
Type Simulator
Maxweight [209] Maxweight E+C - S: Custom Fast Execution Resp. Time
Scheduling [210] Maxweight E+C Tutoring S: Custom Fast Execution Resp. Time
[211] DNN + Linear Programming E - S: Custom Energy Efficient Accuracy
Surrogate 121 2:J DNN + GA E+C - - Generalizal?le Overhead
Modeling [213J GMM + GA E+C Bitbrain S: iFogSim Fast Execution Overhead
28] DNN + Gradient Opt. E+C DeFog F: COSCO High QoS Interpretability
[4] GNN + Gradient Opt. C DeFog F: COSCO High QoS Exposure Bias
Bag-of-Tasks [214/1215] | Gaussian Process Regression C Google Cluster S: Custom Fast Execution Overhead
Scheduling Stochastic [216]1217] Robust Search C Custom - Energy Efficient Overhead
Modeling [218] DBN + Search E+C - S: Custom Fast Execution Accuracy
[106] NPN + Gradient Opt. E+C DeFog F: COSCO High QoS Interpretability
[21911220] Deep Q Learning E+C Crawdad S: Cloudsim Generalizable Scalability
Reinforcement [221] Minimax Q Learning C Traffic S: Clousim Generalizable Scalability
Learning [222] Policy Gradient Learning E - S: Custom High QoS Adaptability
[13411223] Policy Gradient Learning E Bitbrain S: iFogSim High QoS Adaptability
Co-Simulation 128.1106] FCN + Co-Simulation E+C DeFog F: COSCO Generalizable Overhead
Meta- [224] Particle Swarm Optimization C WfCommons F: AWS IoT Generalizable Low QoS
Heuristic [225] Ant Colony Optimization E+C WfCommons F: AWS IoT Generalizable Low QoS
Methods 70] Ant Mating Optimization E+C | WfCommons S: Custom Energy Efficient Overhead
Surrogate [226J DNN + GA C WfCommons - Generali‘zz.lble Overhead
Optimization [227J DNN + GA C WfCommons S: Cloudsim Cost Efficient Overhead
[105] DNN + Gradient Opt. E+C | WfCommons F: COSCO High QoS Interpretability
Workflow Game Theory [228] Attack-Defense Model C WifCommons | F: Openstack Cost Efficient Overhead
Scheduling [229] Deep Q Learning C Wi{Commons F: AWS IoT Generalizable Scalability
Reinforcement 130] Deep Q Learning C WfCommons S: Clousim* Generalizable Scalability
Learning [230] Policy Gradient Learning E+C - - High QoS Adaptability
[231] Policy Gradient Learning C WfCommons F: Custom High QoS Adaptability
[232] LSTM E+C Custom - Generalizable Scalability
Other [16] Support Vector Regression E - S: Custom Fast Execution Scalability
[233] Gradient Descent Search E+C Custom S: CloudSim High QoS Overhead

low. Further, continuous approximation of a discrete optimiza-
tion problem is known to give sub-optimal decisions in some
cases [245]).

Stochastic Modeling: Another type of models that approxi-
mate system QoS is stochastic surrogate models. These include
Heteroscedastic Gaussian Processes to approximate the distri-
bution of the QoS metrics instead of giving only a static output
for a given input state [214} 215 216]. Similarly, prior works
also predict the mean and variance estimates of system QoS
based on historical data to perform robust and safe decision
optimization [216} [217] or use error-based exploration [214].
Other methods use Deep Belief Networks (DBN) for response-
time predictions, which are used to make prompt offloading de-
cisions under mobility and fluctuating resource demands [218]].
Typically, due to the poor modeling accuracy of Gaussian Pro-
cesses, they cannot perform well in complex environments like
heterogeneous Fog environments. Hence, more sophisticated
models like Bayesian Neural Networks (BNNs) to additionally
model the stochasticity in the QoS metrics [217} [246]. Recent
state-of-the-art methods also rely on Natural Parameter Net-
works (NPNs) that allow using arbitrary exponential family of
distributions to model the weights and parameters of a neural
networks [[106]].

Reinforcement Learning models: Recently, reinforcement
learning based methods have shown themselves to be robust
and versatile to diverse workload characteristics and complex
Fog setups [34} 1219, 36/ 247]]. Such methods use a Markovian
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assumption of state which is the scheduling decision at each
interval. Based on new observations of reward signals, they ex-
plore or exploit their knowledge of the state-space to converge
to an optimal decision. Recent methods, such as DQLCM [219]
and DeepRM [220]], model the container migration problem
as a multi-dimensional Markov Decision Process (MDP) and
use a deep-reinforcement learning strategy, namely deep Q-
Learning to schedule workloads in a heterogeneous Fog envi-
ronment. Another similar method, SDAEM-MMQ [221]] uses
a stacked denoising autoencoder with minimax Q learning for
accurate Q estimates and robust optimization. Policy gradient
methods, such as [222]], train a DNN to directly predict the opti-
mal scheduling decision instead of Q values. A recent method,
Asynchronous Advantage Actor-Critic (A3C), is a policy gra-
dient method that schedules workloads using an actor-critic
pair of DNN agents [34]. This approach uses Residual Recur-
rent Neural Networks (R2N2) to predict the expected reward
for each action i.e., scheduling decision and tries to optimize
the cumulative reward signal. Another similar method, Multi-
Agent Deep Deterministic Policy Gradient (MADDPG) [223]]
formulates the decision optimization problem as a stochastic
game among multiple RL agents to reach to an optimal sched-
ule. However, such methods are still slow to adapt to real-world
application scenarios [28]]. This leads to higher wait times and
subsequently high response times and SLA violations, leading
to poor scalability with workload or the number of nodes in the
Fog system.



Coupled Optimization. Finally, coupled or symbiotic simu-
lation and model-based control have long been used in the mod-
eling and optimization of distributed systems [248| [249| 250].
Many prior works have used hybrid simulation models to op-
timize decision-making in dynamic systems [251, 250]. To
achieve this, they monitor, analyze, plan and execute decisions
using previous knowledge-base corpora (MAPE-k) [1]. How-
ever, such works use this to facilitate search methods and not
generate additional data to aid the decision-making of an Al
model. Recent methods, such as GOBI* [28], use an inter-
leaved decision optimization and co-simulation to run an inter-
active dynamic between the different levels of fidelity, i.e., sim-
ulation and surrogate, to optimize QoS. A similar work [250],
presents the notion of symbiotic simulation that aims to feed in
the resource characteristics related data to a co-simulated model
for optimizing resource management related decisions using
ML techniques. Another similar work, EDSS [248]], uses a co-
simulator to estimate the effects of various resource scheduling
decisions from an ML model and choose the one with highest
QoS. Running a co-simulator gives another estimate of system
QoS, solving two problems at once: the problem of exposure
bias to training data as well as the data saturation problem. The
former arises due to the surrogate models being trained on a set
of pre-collected execution traces, wherein the system charac-
teristics might be different from those at test time. The latter
arises due to the limited diversity in training data such that even
with more datapoints, the performance of the DNN does not
improve.

4.3.2. Al Augmented Scheduling of Workflows

Workflow like applications typically have precedence con-
straints of the form of a DAG that must be adhered to when
scheduling such applications. These workloads could be of
the form of a layer or semantic split neural models (see Sec-
tion4.2.T) or other scientific workflow applications [1].

Meta-Heuristic methods. This class of methods leverages
high-level problem independent algorithms to find the optimal
scheduling decision for the workflows. Most state-of-the-art
approaches belong to this category. Among these, many use
variants of the PSO optimization technique [224]]. One such
technique is the immune-based particle swarm optimization
(IMPSO) method [224]. It uses candidate affinity to prevent
poor candidates from being discarded in subsequent iterations,
allowing it to surpass other PSO-based methods in terms of ex-
ecution costs and average response time. Other techniques, cat-
egorized commonly as list scheduling, use metrics like earliest
finish time, critical path, and dynamic resource utilization lev-
els [252]. However, list scheduling performs poorly in settings
with non-preemptable jobs and heterogeneous requirements or
machines [252]. Others include ACO, such as [225]. Such a
technique starts with several random or heuristically initialized
candidate solutions. Each candidate is iteratively optimized,
moving it slightly in the state-space where the optimization ob-
jective tends to increase. Such methods aim to reach a bal-
ance between makespan-service spread, makespan-energy and
makespan-cost, respectively. Further, novel bio-inspired meta-
heuristic algorithms are also introduced to solve Fog applica-
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tion scheduling simultaneously considering multiple objectives.
For instance, the Ant Mating Optimization (AMO) [70], aims
to minimize the total system makespan and energy consumption
for Fog task scheduling.

Surrogate Optimization. Other recent methods use genetic
algorithms to optimize the scheduling decision, again using a
DNN as a surrogate model [226,,[227]. Again, due to non-local
jumps in the search space, such methods typically lead to bet-
ter QoS estimates, at the cost of higher task migration over-
heads [28]. Recent techniques, such as ESVR [227], initialize
its candidate population using the Heterogeneous Earliest Fin-
ish Time (HEFT) heuristic and optimize using the crossover-
mutation scheme. To account for volatility in the system, ESVR
continuously fine-tunes the neural network surrogate using the
latest workload traces and host characteristics [227]. A simi-
lar technique is DNSGA [226]] that uses a multi-objective opti-
mization method that uses a Pareto Optimal Front (POF) aware
approach that prevents the set of candidates from converging to
the same optima [226]]. Prior work shows that these two meth-
ods out-perform previously proposed genetic algorithms-based
techniques [226} 227)]. However, in the case of long-running
workflows, having a short-term QoS estimate is detrimental to
the system performance as it leads to myopic optimization. To
tackle this, recent methods, such as Monte-Carlo Deep Surro-
gate (MCDS) [105], trains a DNN to generate long-term QoS
estimates by running multiple Monte-Carlo simulations on a co-
simulator. This not only helps in long-term optimization, but
also facilitates stable learning.

Game-Theoretic Modeling. Another recently proposed
workflow scheduling model, namely Closure, uses an attack-
defense game-theoretic formulation [228].  Unlike other
schemes that assume mostly homogeneous resources, Closure
has been shown to efficiently manage heterogeneous devices by
calculating the Nash Equilibrium of the attack-defense game
model. This is crucial in Edge-cloud environments where there
are contrasting resource capacities of Edge and Cloud.

Reinforcement Learning. Some methods constrain the ac-
tion space of the MDP formulation to exclude scheduling deci-
sions that violate the precedence constraints set by the incom-
ing workloads. These include removing infeasible actions from
the action set at each state of the MDP [229] for Deep Q Net-
works (DQN) or masking the policy likelihood scores in policy
gradient methods [231}230]. For instance, DQ-HEFT [30] su-
perimposes the task order over the reward function to ensure
that the Q-learning model converges to an optimal scheduling
decision.

Other. Many prior works utilize other augmentation strate-
gies in tandem with Al For instance, some works optimize the
Fog network. Examples include [131} 253]], which introduce
cognitive Edge gateways that use machine learning (regression
and ensemble models) to automatically learn the best allocation
for each task based on the Fog environment status and perfor-
mance requirements of the tasks. Similarly, other methods [[16]]
propose an intelligent task offloading algorithm to synergisti-
cally run them on Edge and Cloud platforms. Their dynamic
switching algorithm groups applications using a support vector
machine-based approach to improve the performance in terms



of delay and energy consumption. Other methods such as gradi-
ent descent search [233]] has been adopted for hybrid workflow
scheduling in Edge and cloud computing to optimize execution
time and monetary cost.

4.4. Al Augmented Maintenance

In this work, we focus on the aspect of maintaining Fog sys-
tems using resource management techniques, particularly con-
cerned with fault tolerance, resilience and remediation. Re-
silience is crucial when utilizing Al for resource management,
as corrupted computation from failed nodes can lead to ML sys-
tems having erroneous behavior. Such errors can be fatal in
some scenarios, such as autonomous driving and medical pre-
dictions. We measure system resilience with three metrics.

1. Resource Contention: Stressful workloads tend to over-
whelm the resource capacities of the Edge or Cloud nodes,
leading to competition among workloads for resources. This
competition can cause failures due to inefficient resource
scheduling, resulting in outages. The most common way
of mitigating this is by proactive resource provisioning that
ensures sufficient resources are available for incoming work-
loads before they arrive. However, it is crucial to eschew
the over-provisioning of resources to avoid system under-
utilization or resource wastage in Fog systems.

Service Availability: It is possible that the node performing a
crucial computation fails due to hardware or software faults.
This disrupts the service provided to the user and is a critical
metric to measure system reliability. It is usually addressed
by having multiple Fog nodes involved in the processing of
the same application so that one can take over if the other
fails. This resilience concept is known as hot-standby, where
the backup resources are called fallback nodes [287]]. How-
ever, this metric trades off with energy and cost as applica-
tion replication leads to redundant computations, leading to
inefficiency.

3. Security and Privacy: Fog systems must also ensure data re-
silience to ensure that data is not compromised by malicious
attacks [32]]. This includes data integrity, i.e., resilience to
data corruption, and data confidentiality, i.e., sensitive data
remains hidden from malicious entities. To avoid data cor-
ruption and stealing, technologies such as encryption [288]],
differential privacy [289], detection [290] are used.

A summary of resilience methods for Fog systems in presented
in Table

4.4.1. Al Augmented Fault-Detection and Prediction

Several machine learning algorithms have been proposed for
fault detection and prediction in Edge Cloud environments.
They have proposed a framework that includes time-series data
collection and data pre-processing components for the training
of DNNS.

Unsupervised Reconstruction Models. Majority of prior
work proposes reconstruction-based methods that predomi-
nantly aim to encapsulate the temporal trends and predict the
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time-series system data in an unsupervised fashion, then use
the deviation of the prediction with the ground-truth data as
anomaly scores. In such methods, the time-series system
data may correspond to utilization characteristics of the run-
ning workloads in a Fog system. One such method, LSTM-
NDT [254], relies on an LSTM to forecast data for the next
timestamp. This work also proposes a non-parametric dynamic
error thresholding (NDT) strategy to set a threshold for anomaly
labeling using moving averages of the error sequence. A simi-
lar work, Omnianomaly [116], uses a stochastic recurrent neu-
ral network (similar to an LSTM-Variational Autoencoder [14]))
and a planar normalizing flow to generate reconstruction prob-
abilities. It also proposes an adjusted Peak-Over-Threshold
(POT) method for automated anomaly threshold selection that
outperforms the previously used NDT approach. This work led
to a significant performance leap compared to the prior art, but
at the expense of high training times. The Multi-Scale Convec-
tional Recursive Encoder Decoder (MSCRED) [255]] converts
an input sequence window into a normalized two-dimensional
image and then passes it through a ConvLSTM layer. This
method is able to capture more complex inter-modal corre-
lations and temporal information, however is unable to gen-
eralize to settings with insufficient training data. The CAE-
M [256] uses a convolutional autoencoding memory network,
similar to MSCRED. It passes the time-series through a CNN
with the output being processed by bidirectional LSTMs to cap-
ture long-term temporal trends. Such recurrent neural network-
based models have been shown to have high computation costs
and low scalability for high dimensional datasets [262]. The
DAGMM [257] method uses a deep autoencoding Gaussian
mixture model for dimension reduction in the feature space and
recurrent networks for temporal modeling. This work predicts
an output using a mixture of Gaussians, where the parameters
of each Gaussian are given by a deep neural model. How-
ever, it still is slow and unable to explicitly utilize inter-modal
correlations [259]]. The Graph Deviation Network (GDN) ap-
proach learns a graph of relationships between data modes and
uses attention-based forecasting and deviation scoring to out-
put anomaly scores. MTAD-GAT [258]] uses a graph-attention
network to model both feature and temporal correlations and
pass it through a lightweight Gated-Recurrent-Unit (GRU) net-
work that aids detection without severe overheads. Tradition-
ally, attention operations perform input compression using con-
vex combinations where the weights are determined using neu-
ral networks.

Generative Models. More recent works such as
USAD [262], MAD-GAN [260] and openGauss [291] do not
use resource-hungry recurrent models, but only attention-based
network architectures to improve training speeds. The USAD
method uses an autoencoder with two decoders with an adver-
sarial game-style training framework. This is one of the first
works that focus on low overheads by using a simple autoen-
coder and can achieve a several-fold reduction in training times
compared to the prior art. The MAD-GAN [260] uses an LSTM
based GAN model to model the time-series distribution using
generators. This work uses not only the prediction error, but
also the discriminator loss in the anomaly scores. The open-



Table 6: Summary of state-of-the-art methods for AI augmented maintenance. Color scheme as per Table
Decision Category Ref. Method Infra. Benchmark Framework / Merits Limitations
Type Simulator
Unsupervised | [254][116!114] LSTM E+C SMD S: Custom Generalizable Overhead
Reconstruc- [25511256] ConvLSTM E+C Custom S: Custom High Accuracy Scalability
tion 12571 DNN + GMM E+C Custom S: Custom High Accuracy Overhead
Models [25811259] Graph Neural Network E+C SWaT S: Custom High Accuracy Overhead
Fault [260! 2611 Generative Adversarial Nets | E+C SWaT - Fast and Scalable | Exposure Bias
Detec- [262] 263J VAE C - F: Custom Memory Efficient Scalability
tion and Generative [264] 2§5J GNN + LSTM + VAE C HDFS F: Custom High Act-:uracy Execution Time
Prediction Models [2667J LSTM + VAE C - - Generalizable Overhead
[267] Transformers E+C HDES F: Openstack Fast Execution Generalizability
[191] Neural Design E SMD F: COSCO Memory Efficient Overhead
. [268] Few Shot Learning C - F: Openstack Fast Execution Accuracy
Clustering - X !
Methods [269J Fuzzy Clustering . E+C - - Fast Execuqon Accuracy
1270] VAE + Fuzzy Clustering E+C Custom S: Custom Fast Execution Accuracy
1271] Q Learning E+C MHealth - Generalizable Scalability
1272] Deep Surrogate Optimization | E+C MHealth S: iFogSim Cost Efficient Interpretability
Fault-Tolerant [273] Particle Swarm Optimization C - S: Cloudsim* | Memory Efficient Scalability
Scheduling [274] Crow Search C Custom S: Cloudsim Energy Efficient Scalability
1275] Deep Q Learning E+C - S: Custom High Throughput Scalability
[41] Generative Adversarial Nets E DeFog F: COSCO High QoS Data Hungry
[276] Particle Swarm Optimization | E+C - S: iFogSim Fast Execution Scalability
Load 1277] Grey Wolf Optimization E+C | WfCommons S: iFogSim* Cost Efficient Scalability
Fault Balancing [2781 DNN + Search C Google Cluster | S: Cloudsim High Util. Ratio | Interpretability
Remediation 1279] Fuzzy Logic + Search C - F: Openstack Low Overhead Low QoS
182] RNN E+C Custom S: iFogSim Low Overhead Scalability
1280] Decision Tree Regression E+C Custom F: Custom Fast Execution Scalability
[281] NAR Network E+C T-Drive S: iFogSim* Cost Efficient Scalability
Scaling [29] DNN + ARIMA E+C Custom - Cost Efficient Scalability
[282] Fuzzy Logic + Search E+C - S: Cloudsim* | Fast and Scalable Scalability
[1283] Dynamic Bayesian Network E SETI - Fast Execution Interpretability
1284] Bayesian Neural Network E Custom - Fast Execution Interpretability
Straggler [285] Dynamic Bayesian Network E SETI - Fast Execution Interpretability
Analysis [286] VAE + LSTM C PlanetLab S: Cloudsim High QoS Overhead

Gauss approach uses a tree-based LSTM that has lower mem-
ory and computational footprint and allows capturing temporal
trends even with noisy data. However, due to the small window
as an input and the use of simple or no recurrent models, the
latest models are unable to capture long-term dependencies ef-
fectively. A recently proposed HitAnomaly [267]] method uses
vanilla transformers as encoder-decoder networks, but is only
applicable to natural-language log data and not appropriate for
generic continuous time-series data as inputs. Other methods,
such as TopoMAD [264], use a topology-aware neural network
that is composed of a Long-Short-Term-Memory (LSTM) and a
variational autoencoder (VAE) to detect faults. However, the re-
construction error is only obtained for the latest state, limiting
them to using reactive fault recovery policies. Similar meth-
ods use slight variations of LSTM networks with either dropout
layers [263]], causal Bayesian networks [263] or recurrent au-
toencoders [266]. A GAN-based approach that uses a stepwise
training process, StepGAN [261], converts the input time-series
into matrices and executes convolution operations to capture
temporal trends. However, such techniques are not agnostic to
the number of hosts or workloads as they assume a maximum
limit of the active tasks in the system. Moreover, even though
more accurate than heuristic-based approaches, deep learning
models such as deep autoencoders, GANs and recurrent net-
works are adaptive and accurate, but have a high memory foot-
print that adversely affects system performance. To resolve this,
some works have been proposed that have low memory foot-

print, such as GONs [191]].

Clustering Models. Very recent works also propose a few-
shot learning method for fault detection [268]. Other recent
methods utilize deep neural networks to execute fuzzy cluster-
ing [270L1269]. For instance, the Adaptive Weighted Gath-Geva
(AWGG) [270] clustering method is an unsupervised model
that detects faults using stacked sparse autoencoders to reduce
detection times. Such methods train using supervised labels
and do not present a mechanism to recover from faults once
detected, and hence can not be used to develop end-to-end fault
tolerance in Fog systems. Other methods, such as Isolation For-
est [292] in an unsupervised method that is used for anomaly
detection in systems [293]].

4.4.2. Al Augmented Fault Remediation

When Edge servers fail or are unavailable, optimal migration
of the running tasks is crucial. However, it is also important to
ensure that the task placement and scheduling procedures are
fault-aware and aim to minimize system faults to minimize the
overheads of running remediation strategies.

Fault-Aware Scheduling. Recently, several resilience mod-
els have been proposed that leverage Al methods like RL, sur-
rogate or reconstruction modeling. Many of these methods run
proactive scheduling and task placement steps to avoid faults
in a future state. An RL based approach is Load Balancing
and Optimization Strategy (LBOS) [271] that allocates the re-
sources using RL. The reward of the RL agent is calculated as a
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weighted average of multiple QoS metrics to avoid system con-
tention by balancing the load across multiple compute nodes.
The values of the weights are determined using genetic algo-
rithms. LBOS observes the network traffic constantly, gathers
the statistics about the load on each Edge server, manages the
arriving user requests and uses dynamic resource allocation to
assign them to available Edge nodes. However, RL approaches
are known to be slow to adapt in dynamic settings [28]]. Most
other approaches use neural networks as a surrogate model. For
instance, Effective Load Balancing Strategy (ELBS) [272] is
a recent framework that offers an execution environment for
IoT applications and creates an interconnect among Cloud and
Edge servers. The ELBS method uses the priority scores to
proactively allocate tasks to Edge nodes or worker nodes as
brokers to avoid system failures. It uses a fuzzy inference sys-
tem to calculate the priority scores of different tasks based on
three fuzzy inputs: SLA deadline, user-defined priority, and
estimated task processing time. The priority values are gen-
erated by a neural network acting in the capacity of a surro-
gate of QoS scores. The Proactive Coordinated Fault Tolerance
(PCFT) [273]] method uses Particle Swarm Optimization (PSO)
to reduce the overall transmission overhead, network consump-
tion and total execution time for a set of tasks. This method
first predicts faults in the running host machines by anticipat-
ing resource deterioration and uses PSO to find target hosts
for preemptive migration decisions. This approach mainly fo-
cuses on reducing transmission overheads in distributed Cloud
setups but often fails to improve the I/O performance of the
compute nodes. CSAVM [274]] uses another evolutionary Crow
Search scheme to take live migration decisions for the task
queues. The method is used to optimize the power consump-
tion of a compute setup by preventing unnecessary migrations.
DDQP [275]] uses double deep Q-networks to place services on
network nodes. However, such reinforcement learning schemes
are known to be slow to adapt in volatile settings [28]]. Another
such work is PreGAN [41], which uses a GAN to generate pre-
emptive migration decisions and anomaly scores from an in-
put Fog system state. It uses a co-simulator in tandem with a
few-shot anomaly classifier to ensure robust model training and
fine-tunes the model to adapt to dynamic scenarios.

Load Balancing for Tolerance. Load balancing is a concept
that proactively aims to balance the load on different elements
of a Fog infrastructure to avoid a faulty future system state. One
such work, namely DPSO [276]], proposes network gateways
to host the load balancing logic where they monitor the load
across Edge servers and balance the load using evolutionary al-
gorithms. Furthermore, a migration mechanism is also incor-
porated where application modules are rearranged to achieve a
balanced load across Edge servers. Migration is triggered based
on a machine learning-based dynamic threshold. Similarly, FO-
CALB [277]] proposes a hybrid load balancing algorithm based
on Grey Wolf Optimization (GWO) and Ant Colony Optimiza-
tion (ACO), where energy consumption, execution time and im-
plementation cost of scientific workflows are achieved by uni-
formly distributing the workload across Fog devices to optimize
the Fog resource utilization. Similarly, some methdos [279]]
propose a fuzzy logic based weighting scheme to run load-
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balancing task placement. Other methods, like PEFS [278]],
present a prediction-based energy aware fault-tolerant load bal-
ancing scheme that uses a neural network to predict faults in
the system and run load-balancing strategies to ensure a high
resource utilization ratio.

Automatic Scaling. Many methods aim to optimal decide
how to scale the Fog infrastructure to avoid or recover from
faults in the system. Similar to resource provisioning (Sec-
tion .2.7), here too, it is vital to avoid over-provisioning and
under-provisioning of limited Fog resources under dynamic
workloads. An RNN based method [82]] provides a deep learn-
ing based solution to utilize metrics such as resource requests
(i.e., CPU, RAM, etc.) and Fog resource status (e.g., CPU
efficiency, storage utilization, network traffic, active/inactive
resources) to make optimum auto-scaling decisions. More-
over, Al-augmented auto-scaling methods have the potential
to support proactive auto-scaling of containers under dynamic
workload fluctuations. Similarly, [280] presents a predictive
auto-scaling policy using decision tree regression (DTR) model
where a reactive rule-based auto-scaling mechanism is em-
ployed to train the proactive model under multiple hetero-
geneous workloads. Existing works explore the use of Al-
augmented workload forecasting [29] 281]] to make proactive
auto-scaling decisions within Edge/ Fog environments. An-
other method, MADRP [29], uses a hybrid ARIMA and DNN
model to forecast the workloads, whereas a nonlinear autore-
gressive (NAR) neural network is used by [281] to predict
the future demands for the Fog devices. Methods such as
FLBFH [282], propose a fuzzy logic-based method to handle
unpredicted and predicted failures in Fog environments. Such
methods predict two failure scores to decide what actions to
be undertaken to handle failures for unreliable Fog devices.
The first failure score is based on device mobility, device re-
sponse time and device power availability. This score deter-
mines the checkpointing interval as a proactive mechanism for
unpredicted failures. The second score is based on CPU uti-
lization, device mobility, device response time, device power
availability, device communication. This score is used to decide
about preemptive task migration. In some cases where the rate
of unpredicted failure is high, the proposed fuzzy-logic mech-
anism will suggest an application replication. An extension to
this work is the Dependency and Topology-aware Failure Re-
silience (DTFR) algorithm, which considers failure probability,
response time and the number of replicas to schedule services
on Edge servers [283]. DFTR explores the spatio-temporal
failure dependency among Edge servers to develop a dynamic
method with minimum redundancy to enhance the failure re-
silience of services. Other works [284], continue this trend
to estimate the availability level of VMs in Edge Data Centers
(EDCs) based on Bayesian Networks. The probabilistic models
consider dependencies between different failures such as hard-
ware, software, or network failures, and power outage. This
model is utilized to select VMs that can meet the availability re-
quirements in SLA. Another similar method is the Fuzzy-based
Real-Time Auto-scaling (FRAS) [294] technique that leverages
a virtualized environment for the recovery of IoT applications
that run on compromised or faulty Edge nodes. Here, FRAS



executes each IoT application in a virtual machine (VM) and
performs VM autoscaling to improve execution speed and re-
duce execution costs. The VM autoscaling decisions making
involves inference of system QoS using a fuzzy recurrent neu-
ral network as a surrogate model.

Straggler Aware Models. Another common performance
problem in Fog systems is dealing with straggler tasks that are
slow running instances that increase the overall response time.
Such tasks can significantly impact the system’s QoS and the
SLA. Methods, such as JFP [283]], exploit failure dependen-
cies between Edge servers to predict the failure probability of
given service deployment. JFP evaluates the use of replication
in Edge servers based on analyzing historical failure logs of
individual servers, modeling temporal dependencies as a Dy-
namic Bayesian Network (DBN), and predicting the probabil-
ity at which a certain number of servers fail simultaneously. It
also uses two replica scheduling algorithms to optimize failure
probability and the cost of redundancy in an Edge computing
environment. Similarly, other methods such as START [286],
proactively predicts the occurrence of straggler tasks to avoid
adverse impact on system QoS.

5. Classification of State-Of-The-Art

Table[7 classifies the discussed state-of-the-art works in Sec-
tion [ as per the AI methods they use. This facilitates re-
searchers in identifying the class of methods that have been
used in the past and can be utilized to solve one of the scopes
of deployment, scheduling and maintenance for resource man-
agement in Fog systems.

Classical AL This category includes traditional Al schemes
that do not utilize DNNs, such as local and evolutionary search,
regression and meta-heuristic optimization schemes. We also
include neural design, i.e., the application specific design of
neural models to achieve optimal performance or reduced over-
heads. We observe that the search and design based methods are
quite popular in the case of DNN deployment. This is predom-
inantly due to the search-driven DNN design specific improve-
ments required to ensure optimal deployment of large-scale Al
models on constrained Fog nodes. Nevertheless, we see some
overlap across the three domains: deployment, scheduling and
maintenance. For instance, risk-based and robust optimization
has been seen in gradient pruning for DNN deployment [[145],
task scheduling [217} 216] and load balancing [278]]. Similarly,
neural design has been used for splitting DNNs for inference of
resource-constrained Edge nodes [164] and memory-efficient
anomaly detection [191]. Regression models have been popu-
lar across all domains. All kinds of predictions are made using
regression techniques, such as workload demand prediction for
optimal resource provisioning [166} [168 [169], task QoS pre-
diction [214} [213]] and time-series reconstruction for anomaly
detection [257]. Similarly, meta-heuristic optimization strate-
gies have frequently been in use in Fog research. For instance,
PSO optimization has been used for decision optimization of
VM provisioning in Cloud [[166} [178]], workflow scheduling de-
cision [224] and load-balancing [276].
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Reinforcement Learning. This category includes the vari-
ous ways to solve MDP style problems using Al methods, such
as tabular RL (Q and SARSA learning), deep Q learning and
policy gradient methods (A3C, DDPG, etc.). Most state-of-
the-art approaches do not utilize tabular RL due to its poor
scalability of modeling real-life state-action spaces in physical
Fog and Cloud systems with thousands of devices. Thus, re-
searchers tend to rely on neural network-based approximation
of the Q function, which estimates the long-term reward us-
ing a DNN. DQNs have been used to optimize the placement
decisions of neural network-based tasks generated after DNN
splitting [17], QoS aware resource provisioning [185], task and
workflow scheduling [2191[220]229]] and fault-tolerant schedul-
ing [275]. However, in complex Fog scenarios, a richer ac-
tion space might be required to ensure that RL agents do not
get stuck in local optima. As tabular RL and DQNs have de-
terministic action policies, researchers have shifted to utiliz-
ing DNNs for stochastic action prediction, i.e., policy gradient
learning (PGL). These include REINFORCE, Actor-Critic and
other forms of DNNs that predict action probabilities instead of
Q values. For instance, some methods use PGL to decide the
optimal placement of split neural models in a heterogeneous
Edge-cloud setup [[160]. Other methods utilize PGL to opti-
mize metrics such as energy [34] and cost [223]] by using them
as reward signals.

Neural Optimization and Approximation. We consider
another category of optimization that either uses DNNs to ap-
proximate optimization objects (unlike regression in classical
Al) or gradient-optimization to generate optimal decisions (un-
like ACO, PSO, etc. in classical AI). Recently, many meth-
ods use DNNs as QoS surrogates, to optimize provisioning
decision [[180]], scheduling decisions [28 (106, [105] or fault-
tolerant scheduling [272]. Other methods utilize DNNs di-
rectly to take deployment, scheduling or maintenance deci-
sions. For instance, FCNs [182, [183], CNNs [173} [174]
and LSTMs [175, [176] are used for resource provisioning,
FCN [28] and LSTM [232] are used for scheduling, and
CNNs [255, 256] and RNNs [254) [116] 114} 264 265 266] are
also used for reconstruction based fault detection. Fog mainte-
nance related state-of-the-art methods also leverage other DNN
types, including GNNs and GANs [41, 279] 282] 283 284
285]].

6. Trends, Challenges and Future Directions

Existing Al-driven resource management techniques cover
a wide range of decision making problems. We now identify
the key trends in the domain of Al based augmentation for re-
source management in the Fog continuum and elucidate them in
Section [6.1] We also discuss in Section [6.2] the limitations of
the current state-of-the-art works as per the classes identified in
Section@ Stemming from the identified limitations, we discuss
emerging challenges in the field of Al-augmented Fog contin-
uum systems and a series of open opportunities while briefly
proposing new methods for future blue-sky research in applica-
tion areas (Section[6.4) and Al methods (Section [6.3).



Table 7: Classification of state-of-the-art techniques in terms of the used Al methods.
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6.1. Trends tem. However, when the model is applied in a setting with dif-

Shift to Deep Surrogate Models. Recently, there has been
a shift from using regression models, such as linear regression,
support vector regression, Gaussian process regression, to train-
ing a DNN. Regression models allow us to tune the parame-
ters of a function using expectation maximization [12]]. These
models are typically used to generate an estimate of the sys-
tem performance, usually a combination of QoS metrics, with
respect to independent variables like resource management de-
cision [169} [168]]. However, in practice, the data distributions
that these models try to capture may have far more complex
relationships with independent variables that such models can
represent. To combat this, researchers now resort to DNNs
as function approximators and surrogates of QoS metrics such
as energy consumption, average response time and execution
costs [ 180, 28 4]].

Shift to Co-Simulated Digital-Twins. Al models that rely
on DNNs for function approximation, such as deep surrogate
optimization, DQN, and policy gradient methods often face
present issues characteristic of DNNs. For instance, when train-
ing a DNN to predict workload demands in a future state, it is
often trained with historical trace data collected from a Fog sys-

ferent workload traces, the model has poor demand prediction
accuracy as it is never exposed to new data at training time. This
problem is commonly referred to as the exposure bias problem
in DNN training. To tackle this, recent methods now develop
a co-simulated digital twin of the Fog system to solve three
problems [28| 272]. First, for data augmentation, i.e., gener-
ate new traces by random perturbation of the environment or
workload parameters to solve the exposure bias problem. Sec-
ond, to solve the data saturation problem, i.e., increasing the
amount of data does not improve the model performance. Co-
simulation allows us to run A/B tests to generate diverse scenar-
ios to improve model performance. Third, co-simulations allow
the generation of new datapoint for the latest system state, fa-
cilitating fine-tuning DNNS to adapt to non-stationary workload
settings.

Shift to Transformers and Geometric Models. For series
like data, researchers traditionally used recurrent models such
as GRUs and LSTMs. However, training these models is time-
consuming, giving rise to high training costs on public Cloud or
local Edge nodes. The main bottleneck of such models is the re-
quirement of providing sequential data one at a time [297,,293]].
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Recent models, like Transformers, use self-attention to infer
on the complete sequence at once, allowing faster training and
higher accuracy. Further, instead of FCN, CNNs and LSTMs,
researchers are now resorting to composite Al neural networks
that also model the system state as a geometric model, most
often as a graph. These might be used to encode the network
architecture [259] or the input decision [4]. GNNs over graph-
like data allow capturing data correlations to be aware of the
spatial structures.

Shift to Resource Efficient Management. Most Al-based
resource management applications are heavy in terms of re-
source requirements. Thus, broker nodes are typically more
powerful than a common Fog worker [8| [1]. As the number
of devices in the worker layer of Fog architectures increases,
the resource management Al models become more data and re-
source hungry. To scale and allow resilience in the broker layer
of Fog systems, running resource management applications on
worker-like resource-limited devices becomes inevitable. Thus,
systems based Al research is now working to develop more
pragmatic AI models that can be deployed in decentralized and
constrained environments [[191], 27, [192]]. Further, researchers
are developing DNNs that have much lower training times
than before, facilitating quick adaptability in volatile environ-
ments [267]. Another important trends is taking into account
the energy consumption of DNNs while achieving high accu-
racy to have more sustainable machine learning models [4]].

Shift to Unsupervised Models. Traditional methods mainly
rely on manual labeling of important data characteristics, such
as fault indication, through domain experts, which is infeasi-
ble in modern IoT solutions with enormous amounts of log
data [270]. Thus, for large-scale systems, researchers are now
developing unsupervised and semi-supervised models that are
as accurate as supervised models [270, [116]]. The advantage
of unsupervised models is that we do not require labeled data,
allowing us to scale resource management systems to systems
with possibly millions of IoT devices and Fog nodes.

6.2. Limitations

Scalability. Most Al models suffer from the limitation of
having poor scalability. Scalability in Fog systems refers to the
ability to apply an Al model as the number of Fog nodes or
workloads increases without a significant drop in system per-
formance. As the number of IoT devices and users relying on
Fog architectures increases, it makes it crucial to develop scal-
able AI models. This specifically requires developing on top
of existing Al methods that are scalable. For instance, tabular
reinforcement learning (Q/SARSA learning) saves the Q esti-
mate of each state and action pair in an MDP formulation. On
the contrary, DQN utilizes a DNN to capture the interdepen-
dence across states and actions to train a generic model that can
provide accurate Q estimates without needing the same number
of parameters as tabular RL methods. Similarly, other tech-
niques such as geometric modeling (GNNs) and attention oper-
ation further improve scalability.

Generalizability. Generalizability is the ability of an Al
model to perform successfully for unseen inputs. This depends
on the stability, robustness and adaptability of the developed
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model [298]]. Thus, limitations in the above areas result in lim-
iting the generalizability of the model. To improve the general-
izability of the traditional machine learning and deep learning
algorithms within the context of distributed architectures such
as Edge and Fog computing, federated learning is a viable op-
tion. It allows the models to be trained with a sufficient amount
of data when the collection of data at a central location is not
a possible option due to privacy, security or the sheer volume
of data generated. However, conventional federated learning
needs to be further improved to adapt to the challenges of net-
work, computation and storage heterogeneity within Edge/ Fog
environments [31]].

Reliability. Reliability limitations of Al techniques can be
analyzed under two main aspects: stability and robustness. The
former indicates the ability of a model to yield consistent per-
formance across similar yet diverse data inputs. The latter indi-
cates the consistency of the output of the approach under new
data [298]]. IoT data-related issues such as missing data due to
unreliable networks, limited access to sensitive data (for exam-
ple, health data), noisy data and malicious data, cripple the sta-
bility and robustness of the machine learning and deep learning
approaches. Susceptibility of machine learning models, espe-
cially deep learning models to adversarial examples, is critical
within the context of latency and safety-critical IoT applica-
tions where accuracy is paramount [299]]. Meta-heuristic algo-
rithms also face limitations in stability and robustness. As meta-
heuristics are designed to converge towards a near-optimal solu-
tion, stability and robustness limitations occur due to their ten-
dency to converge to local optimum solutions, especially due to
the dynamic changes in Fog environments.

Adaptability. Adaptability is the ability of the Al models to
maintain accuracy when training and test data belong to differ-
ent distributions. However, traditional machine learning and
deep learning approaches operate under the assumption that
both training and test data share the same distribution, which
results in performance reduction in real-world deployments, for
instance, in cases with exposure bias [300]. Insufficient and bi-
ased data (i.e., due to data privacy and security issues in smart
healthcare, I1oT, etc.), outdated training data and inability to use
large data sets in Fog environments due to resource limitations
demand higher adaptability in such use cases [301]. To over-
come this limitation, some machine learning and deep learn-
ing approaches leverage transfer learning, which is a learning
framework that enables knowledge transfer between task do-
mains [300]. Some AI models utilize co-simulators to generate
diverse datapoints and adapt to changing settings [28]. How-
ever, fine-tuning the parameters of DNNs using co-simulators
gives rise to high overheads.

Agility. Agility indicates the ability of a system to adapt and
evolve rapidly with changing Fog environments. This becomes
a prominent requirement in IoT applications, Fog environments
that keep evolving rapidly require high agility not only within
application development and deployment but also for algorithm
development for resource provisioning, application scheduling
and system maintenance. To keep up with this nature, Al mod-
els used within these contexts need to be able to undergo rapid
updates as more data and data sources appear, more service



requirements appear and the nature of the deployment envi-
ronment and its technologies evolve (i.e., updates in commu-
nication technologies, availability of novel Edge/ Fog compu-
tation resources and their hardware or architectural changes
etc.) [302]. But, the data-centric nature of the lifecycle of an
Al model makes the development, testing, deployment cycle
highly experimental and repetitive, thus making agility a major
limitation [303]].

6.3. Emerging Challenges

Legacy Deployment. As research progresses and more ac-
curate and better performing models are developed, it typi-
cally follows the adoption of advanced Al models by industry.
However, more complex Al models are usually more resource-
hungry and need more powerful systems to be deployed on.
To deploy an enhanced AI model, technology based compa-
nies such as Meta, Amazon, Netflix and Google frequently up-
grade their devices, raising many sustainability concerns [1].
Stemming from the scalability limitations of state-of-the-art,
the integration of large-scale DNN models within legacy edge
or cloud machines has become a challenging problem. As re-
search moves in the direction of the neural design of sophis-
ticated AI models, it becomes crucial to ensure that these new
models can be deployed on legacy infrastructures to bring down
deployment costs and carbon footprint of Al

Automated and Generic Modelling. Another challenge be-
ing faced by industrial Al adopters, related to the generaliz-
ability and adaptability of Al models, is the ability to tune
Al models in settings different from the ones tested by re-
searchers [304]. As the performance of Al models is highly
dependent on the proper tuning of a large number of hyperpa-
rameters, these variables need to be re-tuned when deploying a
pre-trained model in a new setting of scheduling or fault detec-
tion in Edge/Cloud. This problem stems from generalizability,
but needs to be solved specifically for each application domain
of deployment, scheduling or maintenance. In such cases, ei-
ther the hyperparameter values of the models need to be de-
cided in an automated fashion, or the neural design needs to be
generic enough to accommodate new Fog settings, with pos-
sibly different number of nodes, workload characteristics and
user demands.

Interpretability. Many state-of-the-art AI methods are be-
ing utilized today as black-box models that give rise to high
QoS in Fog systems, but do not have any transparency on the
process that led to the various resource management level de-
cisions made by an Al agent. This mainly entails explaining
the main reasons for choosing or not choosing certain manage-
ment decisions and exploring the unknown state spaces to en-
sure exhaustive coverage of the decision space. For sensitive in-
dustrial segments, such as healthcare and autonomous vehicles,
it is crucial to expose the underlying patterns and features in
the decision-making process to gain credibility for the end-user.
Building such white-box or explainable models is an emerging
field of research for the use of trustworthy Al models. Many Al
models, such as decision trees, regression algorithms and rule-
based systems allow interpretability, but are not as accurate or
scalable as deep-learning based counterparts.
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6.4. Application Areas

Healthcare. With the rapid increase in connected devices in
hospitals, such as sensors, mobile phones and wearables, the
amount of data generated and their rate of generation is snow-
balling. This results in a massive increase in the volume and
variety of available health data, paving the way for the devel-
opment of more reliable and robust Al models in the areas of
proactive monitoring, disease prevention, and more in smart
healthcare [305)]. However, this results in challenges related
to ensuring data quality and security, especially in the context
of distributed EdgeAl, particularly in the case of handling sen-
sitive healthcare information like patient records. To overcome
these challenges, future research is focusing on the convergence
of Blockchain and Al, where Blockchain is used in solving data
quality and integration issues that enable Al to improve the ac-
curacy of data analytics [306]]. Moreover, low latency com-
munication technologies like 5G/6G enable novel technologies
like Augmented Reality, Virtual Reality and Tactile Internet,
thus improving and expanding services such as robot-assisted
surgery.

Next Generation Networking. Due to the high data rate,
reliability, ultra-low latency, and ultra-low energy consumption
provided by 5G/6G, these wireless communication technolo-
gies are identified as the key enablers of future IoT applications.
However, to support the ever-evolving service requirements of
the IoT services, 5G/6G technologies have to be able to ob-
serve environment variations and dynamically self organize the
network accordingly [307]]. This can be achieved through Al-
empowered management and orchestration of cellular resources
within 5G/6G networks. With the advancements in Software
Defined Networking (SDN) and network function virtualization
(NFV), 5G/6G technologies introduce Network Slicing (NS)
to support this. NS is a mechanism for provisioning virtual-
ized network resources intelligently based on the service perfor-
mance metrics [308]. Learning algorithms such as deep learn-
ing and reinforcement learning can improve the dynamism of
NS through prediction-based proactive resource allocation in
Edge or Cloud architectures with dynamic slice creations for
different applications [309].

Production and Supply Chain. In the coming age of IIoT,
most industrial pipelines are managed by smart devices. Such
devices may utilize Al methods to self-monitor and predict
potential problems in the supply chain to optimize the over-
all service efficiency. The COVID-19 pandemic is an exam-
ple demonstrating the importance of automation in logistics
to avoid service downtimes [310]. Al based forecasting ap-
proaches, such as recurrent neural models and GANs can be
used to predict stock shortage and proactively order additional
stocks to prevent shortage [310]. Similarly, large-scale ML
models can aid the development of smart-manufacturing tech-
nologies that utilize several IoT and Fog devices to collabo-
ratively monitor, control manufacturing and production related
equipment.

Smart Cities. Smart cities aim to utilize IoT to deliver ser-
vices that can enhance the living standards within cities. This
includes a plethora of application domains such as smart gov-



ernance, smart energy, smart transportation, and smart secu-
rity [311]. Advancements in wireless communications such
as 5G/6G enable a massive amount of data to be transmit-
ted towards Edge nodes in real-time. This has resulted in
the rise of novel technologies like crowd-sensing and crowd-
sourcing [312]. Distributed collections and processing of such
massive volumes of data demands future research to focus on
distributed and reliable Al, specifically in data-sensitive appli-
cations at the Edge. At the same time, data security becomes
crucial in future smart city services, with the widespread use of
crowd-sensing and crowd-sourcing for data collection. More-
over, ultra-low latency communication provided future radio
access networks to support services related to hazard avoidance
and safety [313]], which requires Al models with higher relia-
bility, accuracy and lower latency.

6.5. Methods

Self-supervised AI. The self-supervised learning tech-
nique enables learning with unlabeled data by solving pretext
tasks [314]. In contrast to this, supervised learning depends on
the availability of labeled data. Even though a massive amount
of data gets generated by the sensors, the lack of annotated data
poses an obstacle for using supervised learning. This is specifi-
cally applicable in scenarios where fault-detection or workload
scheduling is required for previously unseen workload or de-
vice characteristics in Edge or Cloud platforms. As generating
expert-labeled fault labels or optimal scheduling decisions is
infeasible for large-scale systems, self-supervised learning of-
fers a possible solution for such scenarios. This approach is
capable of generating a more generalizable model by removing
the heavy dependency on labeled data by automatically gen-
erated data annotations, possibly using a co-simulator [314].
Moreover, self-supervised learning has the potential to achieve
higher reliability due to its robustness to adversarial examples,
label corruption, and input corruptions [315].

Model Driven RL. As Fog environments and service de-
mands are dynamic; algorithms should have the capability to
adapt accordingly. IoT applications (i.e., healthcare, smart
cities, etc.) and their enabling telecommunication technolo-
gies (i.e., 5G, 6G) benefit from RL-based intelligence due to
higher adaptability of RL techniques and their ability to learn
without prior knowledge [186]. However, exploration errors,
long learning time and distributed learning within resource con-
straint devices in Edge environments are some of the challenges
in utilizing RL techniques within resource-constrained and dis-
tributed Fog environments. A canonical case is the develop-
ment of RL based methods for deploying large-scale applica-
tion workflows on constrained Edge or Cloud clusters. Ad-
dressing these challenges in future research is vital for the RL-
based approaches to reach their full potential within EdgeAl
scenarios. In an attempt to address these challenges, EdgeAl
research is exploring advanced RL approaches such as model-
based RL [316] and co-simulated RL [[15]].

Analog Al The current implementation of Al is targeted
for digital systems where the values are stored in a binary for-
mat. Herein, the major challenge posed by digital implemen-
tations of DNNS is the linear dependence of memory footprint
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with the number of parameters of the neural model. Upcoming
analog memory-based chips present new ways to perform the
same operations, but with orders of magnitude lower amount
of memory requirement, computational load and energy con-
sumed [317]]. This is particularly useful in memory-constrained
Edge and MEC devices where sophisticated DNNs need to be
executed in Al on Fog setting or decentralized resource man-
agement is required in Al for Fog settings. However, there are
some drawbacks in the loss of precision in computation across
layers within a DNN. The tradeoff offered by such DNN imple-
mentations is similar to model pruning and splitting, but with
possibly more extreme energy/compute benefits. This direction
has been explored to a limited extent and requires further in-
vestigation and software development to efficiently harness the
potential of analog hardware accelerators.

Decentralized Modeling. @ The success of distributed
EdgeAl, by utilizing layer and semantic splitting strategies for
Al deployment (discussed in Sectiond)), shows some promise in
other domains of scheduling and maintenance. For scheduling
applications and maintaining Fog systems at scale, it is possi-
ble to decentralize the training and inference procedures of the
resource management level Al applications across multiple bro-
ker nodes. The decentralized fashion of resource management
has a two-fold benefit. Firstly, there is no single point of fail-
ure in the system as the management steps are run in multiple
broker nodes. Secondly, it allows the distribution of resource
management load across multiple computing devices, facilitat-
ing the scalability of the model.

AI Driven Simulations. A major advantage of co-simulators
in Fog systems is the ability to generate new data points for
tuning Al models and resolving issues like exposure bias and
data saturation [318]. However, another important benefit of
co-simulators is the ability to run multiple simulations concur-
rently and pick the best resource management decisions, allow-
ing interpretable decision-making. This is due to the ability of
co-simulators to generate a complete execution trace, possible
for several future states of the systems and allowing developers
or end-users to visualize the long-term effects of various de-
cisions. They are able to do this much faster than executing
the decisions on a physical infrastructure and waiting for sev-
eral minutes to reflect changes in QoS. This is primarily due
to the discrete event-driven execution style of modern simula-
tors. This is applicable for all three types of resource man-
agement decisions, i.e., deployment, scheduling and mainte-
nance. Simulations can indicate changes in QoS scores for each
model compression or splitting type, application placement or
fault-remediation steps like preemptive migrations. These sig-
nals can facilitate decision making. However, co-simulators are
mere approximations of the entire Fog system and typically fail
to map the entire complexity of real infrastructure. However,
the success of deep surrogate models hints us to build simula-
tors with possibly millions of parameters and utilize DNNs to
estimate optimal parameter values, such that our simulators re-
semble the real systems as closely as possible. An increased
number of parameters could, in principle, give a higher rep-
resentative capacity to our simulators, now being able to map
complex real-life workloads and device characteristics. Thus,



Al-driven simulators could help improve system performance
with the added bonus of interpretable decision making.

Al Driven Co-Design. Currently, almost all resource man-
agement solutions for Fog systems solve only a specific prob-
lem from the three domains of deployment, scheduling or main-
tenance. However, for holistic performance enhancement, it is
crucial to develop Al models that can concurrently take de-
cisions across multiple facets of the management of Fog re-
sources to efficiently exploit the synergy across these decision
domains. Research in Al-based augmentation of Fog systems
may benefit from other efforts in system co-design [319] to im-
prove upon the existing management solutions. This is cru-
cial in Fog systems particularly due to the constraints certain
decision types impose on other resource management control
knobs. For instance, provisioning decision constrains the de-
vices on which incoming tasks can be scheduled on or the active
tasks may be migrated to. There is a need to build end-to-end
Al models that rely on multi-modal data and can take multiple
decision types simultaneously for data privacy and improved
system performance.

7. Conclusions

This work conducts an extensive literature review of the
methods concerned with Al-based augmentation of Fog sys-
tems. We discuss diverse state-of-the-art techniques for Fog
resource management, specifically for optimal Al deployment,
workload scheduling and system maintenance. There is sig-
nificant overlap across different decision domains in terms of
the used Al models. This overlap suggests the importance of
certain design decisions over others and hints at the possible
gaps of current research. We have highlighted the importance
of a more comprehensive research style that not only consid-
ers specific aspects of resource management but distills histori-
cal knowledge gathered from the myriad of Al-based decision-
making methods to develop well informed Al models and eclec-
tic management solutions. The various advances in the field of
computing need to be considered in tandem to bolster Al re-
search and build holistic Al-based methods for emerging appli-
cation areas, future technologies and next-generation users.
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