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Abstract Link prediction, inferring the undiscovered or po-
tential links of the graph, is widely applied in the real-world.
By facilitating labeled links of the graph as the training data,
numerous deep learning based link prediction methods have
been studied, which have dominant prediction accuracy com-
pared with non-deep methods. However, the threats of mali-
ciously crafted training graph will leave a specific backdoor
in the deep model, thus when some specific examples are
fed into the model, it will make wrong prediction, defined as
backdoor attack. It is an important aspect that has been over-
looked in the current literature. In this paper, we prompt the
concept of backdoor attack on link prediction, and propose
Link-Backdoor to reveal the training vulnerability of the exist-
ing link prediction methods. Specifically, the Link-Backdoor
combines the fake nodes with the nodes of the target link to
form a trigger. Moreover, it optimizes the trigger by the gradi-
ent information from the target model. Consequently, the link
prediction model trained on the backdoored dataset will pre-
dict the link with trigger to the target state. Extensive experi-
ments on five benchmark datasets and five well-performing
link prediction models demonstrate that the Link-Backdoor
achieves the state-of-the-art attack success rate under both
white-box (i.e., available of the target model parameter) and
black-box (i.e., unavailable of the target model parameter)
scenarios. Additionally, we testify the attack under defensive
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circumstance, and the results indicate that the Link-Backdoor
still can construct successful attack on the well-performing
link prediction methods. The code and data are available at
https://github.com/Seaocn/Link—-Backdoor.
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1 Introduction

Our lives are surrounded by various graph-structured data
[42,37.138], representing the complex relationships between
objects such as social networks [235], [[1]], biological networks
[L1] and communication networks [6]]. Link prediction is de-
fined to predict the undiscovered or potential links by known
nodes and structural features. It has attracted increasing at-
tention from real-world applications. For example, in bio-
logical networks [34], link prediction can help to discover
currently unknown protein—protein interactions; in transac-
tion networks[28]], link prediction can find potential products
that may be of interest to he/she through his/her purchase
records. Numerous effective link prediction methods have
been proposed [[19]. Similarity-based methods [2], [41] ob-
tain the similarity between nodes through the graph structure.
Path-based methods [[13], [[17] exploit the local structural in-
formation of the graph to predict links. Besides, embedding-
based methods [27], [10], [31] direct their efforts at adopting
random walking to characterize the nodes. With the rapid
development and wide applications of deep learning meth-
ods [16], [18], the graph neural networks (GNNs) methods
have shown promising performance in link prediction [[15]],
[29], [32], [5)]. They take advantage of the nonlinear and
hierarchical nature of neural networks to capture the poten-
tial characteristic vectors of nodes, which makes prediction
accuracy better than non-GNNs based methods.
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The existing GNNs have achieved satisfactory link pre-
diction performance, benefiting from large number of labeled
links in the graph as the training data. However, if the training
data is polluted, or even injected with malicious information,
it will undermine the link prediction model and bring new
security issues. Taking the recommendation system as an
example, when an e-commerce platform uses benign trans-
action information to train the recommender system, it can
accurately recommend the products that clients will be inter-
ested in. However, if a malicious client constructs some fake
transaction records and injects them into the transaction infor-
mation for training, these fake transaction records will leave
a backdoor in the recommendation system as Fig. [T} Then,
the malicious client can use the fake transaction records as
a trigger to achieve targeted products recommended (e.g.,
in Fig. [T} the recommendations to yellow user is what ma-
licious client want to recommend ), to gain illegal profits.
Consequently, the attacker leaves a backdoor in the model
by injecting triggers into the training data, and activates the
backdoor to make the link with trigger predicted as the tar-
get state during the inference stage, which can be defined
as backdoor attack on link prediction model. In this paper,
we focus on backdoor attack on link prediction methods to
explore the vulnerability of them.
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Fig. 1 An illustration of the backdoor attack on link prediction in
the e-commerce scenario. The red malicious client can mislead the
recommendation system by activating the backdoor, leading to the
profitable recommendation.

Several backdoor attacks have been proposed against the
GNNSs on both graph classification [40], [33], [35] and node
classification [40], [35]. Although these backdoor attacks
conduct successful attacks on both tasks, they are all chal-
lenged in link prediction. In specific, the backdoor attacks
on graph classification cannot be applied to link prediction,
since it is aimed at the global information of the graph, but
it cannot affect the local information of graph such as links
in most cases. For backdoor attacks on node classification,
they use specific node features as the trigger to achieve the

backdoor attack. However, the links of graph networks do
not have link features, so this kind of method cannot be used
directly.

In summary, the challenges of implementing backdoor
attack on link prediction are as follows: (i) Information Dis-
semination Limitation: Inappropriate position of trigger does
not effectively affect the target link between the two nodes.
(ii) Attacker Limitation: Modifications of inject node features
and trigger structure are limited for stealthiness. (iii) Benign
Performance Degradation: Data manipulation may degrade
benign performance in the inference stage.

To overcome the above challenges, we propose a novel
backdoor attack on link prediction, denoted as Link-Backdoor.
Specifically, to tackle challenge (i), we utilize a special sub-
graph as a trigger, where the two nodes of the target link
are part of the trigger (e.g., we can generate triggers by con-
structing malicious transaction information around the target
link), thereby taking the nodes of the target link into account
in the trigger, solving the problem that the trigger’s features
cannot be propagated. To address challenge (ii), we use the
method of injecting nodes (e.g., the malicious clients) to
form triggers. Then, we utilize the gradient information to
optimize the structure of the trigger and the features of the in-
jected nodes (e.g., the personal information of the malicious
clients). Due to the utilization of injected node and gradient
information, the modification of benign data could be mini-
mized. At last, to tackle challenge (iii), we use training data
with a small amount of triggers to participate in the training
of the backdoored model, and reduce the impact on benign
performance.

The contributions of this work are summarized as fol-
lows:

o To the best of our knowledge, this is the first work

that formulates the backdoor attack on link prediction.
It reveals the vulnerability of link prediction methods
trained on massively collected data, and analyzes the
possibility of link prediction backdoor attack in practice.

e We design a novel backdoor attack method against link
prediction, denoted as Link-Backdoor. It uses injection
nodes and gradient information to generate and optimize
triggers respectively, thus it is able to build a relation-
ship between any two nodes in the graph to construct a
general attack.

o Extensive experiments on five link prediction meth-
ods over five real-world datasets demonstrate that Link-
Backdoor can achieve the state-of-the-art (SOTA) attack
performance under both white-box (i.e., available of the
target model parameter) and black-box (i.e., unavailable
of the target model parameter) scenarios. Moreover, the
experiments testify that Link-Backdoor is still effective
against possible defense strategy as well.

The rest of the paper is organized as follows. Related

works are introduced in Sectior2] The problem definition
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and threat model are described in Section [3} while the pro-
posed method is detailed in Section 4} Experiment results
and discussion are showed in Section 3] Finally, we conclude
our work.

2 Related Work

In this section, we first briefly review the related work of link
prediction methods. Then, due to the lack of research about
backdoor on link prediction, we review the backdoor attacks
on graph classification and node classification. Finally, we
review the adversarial attack on link prediction and analyze
the difference between link prediction adversarial attacks and
backdoor attacks.

2.1 Link Prediction

Numerous link prediction methods have been proposed. Ac-
cording to the differences in the way of capturing link fea-
tures, these methods can be divided into four categories:
similarity-based methods, path-based methods, embedding-
based methods and GNNs-based methods.

Similarity-based methods. The similarity-based meth-
ods infer whether two nodes are linked by calculating their
similarity. Common neighbors (CN) [24] and resource alloca-
tion (RA) [41] are two classic similarity-based link prediction
methods. They utilize the neighbor information of two nodes
to calculate their similarity. Although these methods are sim-
ple and effective, they neglect the structural similarity of the
nodes in the graph.

Path-based methods. Consider the paths between two
nodes, Katz [13] proposed an index to calculate their simi-
larity. It sums all the paths between two nodes and assigns
more weights to the shorter paths. Liu et al. [[17] utilized local
random walk (LRW) to capture the transition probabilities of
each pair of nodes and used these transition probabilities to
measure the similarity between nodes based on LRW.

Embedding-based methods. Due to the good perfor-
mance of deep learning on natural language processing, Per-
ozzi et al. [27] proposed DeepWalk that adopts the random
walk and the skip-gram model to train the embedding vector
of each node. Based on DeepWalk, Grover and Leskovec [10]]
proposed node2vec, which utilizes a biased random walk to
generate more flexible node sequences. However, DeepWalk
and node2vec only consider the structural information of the
graph while ignoring the feature information of the nodes.

GNNs-based methods. In terms of the nonlinear and hi-
erarchical nature of neural networks, the GNNs-based meth-
ods [l14] [32], [29], [26], [S] adopt graph neural networks to
capture the potential features vectors of nodes. Based on the
local enclosing subgraphs, Zhang and Chen [39]] absorbed
multiple types of information from subgraph structures and

latent node features to learn general graph structure features.
Zou and Lerman [43]] proposed an encoder—decoder model
for graph generation. The encoder is a Gaussianized graph
scattering transform, and the decoder can be adapted to link
prediction. Motivated by cluster information present in the
graph, Mavromatis and Karypis [20] proposed a graph rep-
resentation learning method called Graph InfoClust (GIC),
that seeks to additionally capture cluster-level information
content.

2.2 Backdoor Attacks on GNNs

There are currently several studies of backdoor attacks on
graph, aiming at graph classification and node classification.
Zhang et al. [40] proposed a backdoor attack on graph clas-
sification task, which is based on triggers generated by the
Erdos-Renyi model. It is designed to establish the relation-
ship between label and trigger of the special structure. Xu et
al. [35]] further used GNNExplainer to conduct an explainabil-
ity research on backdoor attacks of the graph classification
and node classification. The other work is graph trojaning
attack [33]], which is a generative based method by using a
two-layer optimization algorithm to update the trigger gen-
erator and model parameters. Addressing to optimize the
random strategy of node selection, Yu et al.[30] proposed a
method to evaluate the importance of nodes by combining lo-
cal and global structural features of nodes and select the most
important nodes to form triggers. Yang et al. [[36] achieved
the first black-box backdoor attack on graph classification by
using a surrogate model to train trigger.

The way they choose triggers cannot be directly migrated
to the link prediction because of the limitation of trigger prop-
agation. Moreover, they are directly modified the existing
link structure or node features of the input data, which is a
challenge more difficult to implement in real-world scenarios.

2.3 Adversarial Attacks on GNNs

Besides the backdoor attacks on GNNs, there are numerous
adversarial attack methods on GNNs. Ziigner and Glinnemann
[44] proposed NETTACK that generates the adversarial graph
iteratively according to the changing of confidence value after
adding perturbations. Based on gradient information, Chen
et al. [4] proposed a fast gradient attack (FGA) method that
can change the embedding of the target node by modifying a
few links. In order to fail the link prediction method, Milani
Fard and Wang [7]] proposed a neighborhood randomization
mechanism to probabilistically randomize the destination of
one link within a local neighborhood.

Although the adversarial attacks and the backdoor at-
tacks both aim to fail the target model, there are still some



Haibin Zheng et al.

significant differences. (i) Attack Stage: The adversarial at-
tack launched through the existing vulnerabilities of the tar-
get model in the inference stage, while the backdoor attack
launched by utilize the learning ability of the target in the
training stage. (ii) Model Affection: The adversarial attack
does not affect the model parameters, while the backdoor
attack will leave a backdoor in the target model, which will
modify the model parameters. (iii) Attack Samples: The back-
door attack can directly utilize preset triggers to achieve
attack, while the adversarial attack needs to optimize their
samples based on the model’s information, such as gradients
[4], output confidence [44], etc.

3 Preliminaries
In this section, we introduce the definition of link prediction
and backdoor attack on link prediction. For convenience,

the definitions of some important symbols used are listed in
Table[T

Table 1 THE DEFINITIONS OF SYMBOLS.

Symbols Definitions
G=(V,E) Input graph G with nodes V' and edges
A X Adjacency matrix, node feature matrix

A X Adjacency matrix / Node feature matrix with triggers

G, G Benign / Backdoored graph

g Trigger subgraph

fo() Benign link prediction model with parameters 0
f3(-) | Backdoored link prediction model with parameters 0
Er, T Target link, attacker-chosen target link state
m, p Number of injection nodes, poison ratio
M(-) Trigger mixture function
Qa,Qx Maximum modifications of links and node features
Geng(-) Trigger generator
Ag, Xg Adjacency / Node feature matrix of the trigger
grada, Link gradient matrix of trigger
gradx, Feature gradient matrix of trigger

3.1 Problem Definition

We represent an undirected graph as G = (V, E), where V is
the node set, F is the link set. G usually contains an attribute
vector of each vertex. Here, we denote the attributes of graph
G as X and A € {0,1}"*"™ as the adjacency matrix whose
element A; ; = 1 if there is a link between node ¢ and node
Jj, otherwise A; ; = 0. In addition, we use G = (4, X) to
represent a graph more concisely.

Definition 1 (Link Prediction) For a given graph G =
(V,E), E is divided into two groups, E, and E,, where
E,NE,=¢and E,U E, = E. E, indicates the set of ex-
isting links that are observable. F, indicates the set of links
that will be predicted. Link prediction aims to predict missing

links F,, based on the information of V' and E,, where the
link prediction method denotes as fj.

Definition 2 (Backdoor Attack on Link Prediction) Given
a graph G and the target link E'r, backdoor attack will gen-
erate the trigger g = (A4, X;) by a subgraph embedded in
training stage. These data with g will participate in model
training and leave a backdoor in the backdoor model f7. In
the inference stage, g is called to make f; predict target link
FEr as the attacker-chosen state T. Meanwhile, f@ can still
maintain correct predictions on benign data. The adversary’s
objective can be formulated as:

{fg (G.Br) =T,
£3(G) = fo(G), M
S.t.é = M(G,g), ‘Agl < QA7 ‘Xg| < QAa

where G is the benign graph and G is the backdoor graph
with the trigger. f7 is the backdoored model. fy is the benign
model. Er is the target link and T is the attacker-chosen
target link state. M (-) is the trigger mixture function. @ is
the maximum number of links in trigger. Q) 4 and @) x are the
maximum modifications of links and node features in trigger.

Intuitively, the backdoor attack on link prediction has two
specified goals: (i) it can misclassify the target link of the
backdoored graph as the attacker-chosen state; (ii) it ensures
that benign and backdoored models are consistent in their
behavior on the benign graph.

3.2 Threat Model

Attacker’s goal. An attacker has two goals. First, the attacker
should make the link prediction model f3 predict the target
link Er to the attacker’s chosen state ZA“, when the target
link is injected with a trigger g. Second, the backdoor attack
should not influence the link prediction model’s accuracy on
benign data, which makes the backdoor attack stealthy.
Attacker’s capability. We assume two attack scenarios based
on the different capabilities of the attacker, including white-
box attack and black-box attack. For white-box attack sce-
nario, the attacker not only can obtain part of training data,
but also can obtain the structure and parameters of the target
model during the training stage. For the black-box attack
scenario, the attacker is only allowed to modify part of the
training data, but does not obtain the structure and parameters
of the target model.

4 Methodology

As mentioned in Section[3.2] the Link-Backdoor launches the
target link backdoor attack on link prediction model by a care-
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Fig. 2 The overall framework of Link-Backdoor attack. Link-Backdoor launches the backdoor attack on link prediction methods through three steps:
1) Adopting the strategy of injecting nodes and nodes of target link to build the trigger, i.e., a well-designed subgraph; 2) Utilizing the gradient
information generate by the link prediction model as a guide to optimize the structure of the trigger and the features of the injected nodes; 3) The
training data with triggers will leave a backdoor in the model during the training stage.

fully designed trigger. In this section, we describe the Link-
Backdoor in detail from three steps, i.e., trigger injection,
trigger optimization and backdoored model implementation.

The overall framework of Link-Backdoor is shown in
Fig. 2] First, we inject nodes into the graph and choose any
two nodes without link as the target link to form the trigger,
and randomly initialize the structure of the trigger. Second,
we utilize the gradient information generated by the link
prediction model as a guide to optimize the structure of the
trigger and the features of the injected nodes. Furthermore,
the backdoored data participates in the training of the target
model, i.e., the backdoored model. It is noted that for the
black-box scenario, the target model cannot be accessed, so
we use a surrogate model to generate the trigger, and inject
it into training data for the unknown target model. Finally,
in the inference stage, the attacker connects the nodes of the
target link and the injection nodes according to the topology
of the trigger to activate the backdoor, so that the link which
is predicted not to exist by the backdoor model is predicted
to exist.

4.1 Trigger Injection

To realize the backdoor attack that does not modify the ex-
isting graph information (e.g., node feature and subgraph
topology), we adopt the strategy of the trigger g consisting of
injection nodes and target link nodes to avoid modifying ex-
isting graph information. Given a benign graph G = (A, X),
where A € RV*N and X € RV*P | we first inject m nodes
into the graph GG and choose two unlinked nodes as the target
link to form the trigger g. Second, we randomly initialize the
structure of the trigger g. It can be formulated as:

g = Gengy(G,m), 2)

where Genyg(-) is the trigger generating function that com-
bines the target link with the injected nodes, m is the number

of injection nodes, and these injection nodes can be repre-
sented as set N;,, ;. Then, we inject the trigger g into the be-
nign graph G, obtaining the backdoored graph G= (ﬁ, X ),
which can be represented as:

G = M(G,yg),

3
st A, < QalX,| < Qx, ®

where M (+) is the trigger mixture function that injects g =
(A,, X,) into a given G, where A, € R(2+m)*(2+m) ang
Xy € R(™*D_ G is the backdoored graph, i.e., the graph
with the trigger, where A € RVEm)x(N+m) anq X ¢
RW+m)xD ) 1 and Q x are the maximum modifications of
links and node features in trigger.

4.2 Trigger Optimization

In order to ensure that the backdoor attack is effective, the
structure and node features of the trigger need to have an
influence on the target link. This means that we need to search
for suitable structure and node features for triggers under
the perturbation limitation. An intuitive idea is to search
through permutation and combination, which is extremely
time-consuming. Inspired by the works [44], [4], they utilize
gradient information to quickly find out nodes or links that
are effective for the optimization objective.

Therefore, to generate the effective trigger, we utilize the
gradient information generated by the link prediction model
to optimize the structure of the trigger and the features of the
injected nodes. The trigger optimization is divided into two
stages: gradient extraction and trigger update.

Gradient Extraction. Specially, given a pre-trained target
link prediction model fy, it already has the ability of link
prediction. Then, the backdoored data G is input into the
link prediction model fy to get the prediction result of the
target link. We utilize L2 to measure the distance between
the predicted state of the target link and the attacker-chosen
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target link state, which acts as the objective loss function. It
can be formulated as:

Lae = % Yoy 1o (G Bx, ) =TI, )

where Er is the target link. /V indicates the number of target
links. 7 is the attacker-chosen target link state and fy is the
target link prediction model. || - ||5 is the L2 distance.

According to this loss function, we can calculate the
partial derivative of L,y the structure and features of the
trigger g. It can be represented as:

g/radAg (4,7, grang (u,v) = 6?41;?3])7 a)?f(%fj;v)’ (5

where A, and X, are the structure and features of the trig-
ger g, and grad a, and gradx, are their gradient matrix in
structure and features of the trigger. ¢ and j are the nodes
in the trigger and at least one is the injection node, i.e.,
(1 U j) N Nyp; # O, uis one of the injection nodes, and
v is a dimension in the node feature. Considering that the
adjacent matrix of an undirected graph is symmetry, we sym-
metrize grad,, to obtain grad 4.

grada, (i,j)+grada, (4,1) . .
e 0 F

grada,(i,j) = { (6)

0 1= ],

where we treat grad 4, as alink gradient matrix of the trigger.
Trigger Update. In the process of backdoor attack, we need
to minimize the loss function L, to let the model predic-
tion close to the selected state. In addition, the positive (or
negative) gradient value indicates that the direction of mini-
mizing the target loss is decreasing (or increasing) the value.
However, since the graph is discrete, we are only allowed to
add or remove links in the trigger. Furthermore, we modify
the structure between the trigger according to the structure
gradient matrix. Particularly, if the gradient value of any two
nodes in the trigger g is positive, we remove the link between
the nodes of the trigger g, otherwise we add the link between
the nodes of the trigger. The optimization of injecting node
features is similar to the optimization structure of the trigger.
The process can be formulated as:

Ax(i

7]) = F(AQ(Z7J) - Sign(gradA§(iaj)))7
X (u,v) =

F(Xy(u,v) — a(sign(gradx, (u,v)))), )
where A} represents the optimized structure of the trigger
g. X is the optimized features of the injection nodes in the
trigger g, « is the rate of feature modification, and o = 1
when the node’s feature is 1 or 0. sign(-) is the function that
determines whether the effect of the gradient is positive or
negative. F'(z) = ReLU(z) — ReLU (x — 1), which is the
function that prevents the final result from exceeding [0, 1].

4.3 Backdoored Model Implementation

In this section, we describe in detail how to generate the
backdoored model and launch backdoor attack for white-box
attack scenario and black-box attack scenario.

For the white-box scenario, we first pre-train the link
prediction model fy with benign data. It ensures that the
link prediction model has correct feedback for the trigger
optimizer. Second, we select NV target links in the graph and
inject the trigger into the target links, i.e., the target links
are connected to the injection nodes in the graph. Moreover,
we modify the predicted state of the link embedded with the
trigger to the attacker-chosen state T. Third, we utilize the
gradient information generated by the link prediction model
to optimize the structure of the trigger and the features of the
injected nodes. Finally, the data with the trigger, i.e., back-
doored data, participates in the training of the backdoored
model fg. Besides, we take into account that the model pa-
rameters will change during the training process, so we will
update the trigger every certain training epoch. The details
of Link-Backdoor are presented in Algorithm|[I]

Algorithm 1: Link-Backdoor

Input: link prediction model fy, training Graph Gtrgin,
trigger set Dyrigger, attacker-chosen state of target link
T, number of model training iterations O, trigger
update interval e, additional nodes m

Output: Backdoored model fp, trigger g

1 Initialization: 6
2 Ep < select link from Grqin
3 go < Geng(G,m) by Equation
4 Add go to Grigger-
5 f@\(;f%GEGtrain
6 for epoch = 11to O do
7 if epoch % e == 0 and epoch > 100 then
8 L1 < calculate the loss of the attack by Equation
9 grada, < calculate the gradient matrix of structure
as Equation[5]
10 grada, < symmetric the gradient matrix of
structure by Equation [§]
1 gradx , < calculate the gradient matrix of feature as
Equation 3]
12 g <— optimizing triggers by Equation
13 G + M(G,g) by Equation
14 Add G to Girain
15 end
16 0« update 0 with Gtrqin
17 end

—

8 return backdoored model f, trigger g.

For the black-box scenario, we implement a black-box
backdoor attack by transferring backdoored data across the
model. First, we adopt one link prediction model as the surro-
gate model fy and train the surrogate model fy with benign
data. Second, as with the white-box attack, we select NV target
links and inject triggers into the target links. Moreover, we
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modify the predicted state of the target link to the attacker’s
chosen state. Third, we utilize the gradient information gen-
erated by the surrogate model to optimize the structure of
the trigger and the features of the injected nodes. Finally, we
train the target model f7 with backdoored data optimized by
the surrogate model.

After the training is completed, the backdoored model f;
is obtained. In the inferring stage, the attacker can activate
the trigger, i.e., the target link is connected to the injection
node in a certain way, to make the backdoored model predict
the target link state as the attacker-chosen state T.

4.4 Theoretical Analysis on Link-Backdoor

In order to illustrate the feasibility of our attack method, we
conducted a certain theoretical analysis of the Link-Backdoor.
We formulate the process by which triggers affect the param-
eters and output of the model. The theoretical proof verifies
that the attacker can leave a backdoor in the model through
the trigger. Please refer to the Appendix for details.

5 Experiments

To evaluate our proposed approach, we conduct an empirical

study of Link-Backdoor on five benchmark datasets and five

SOTA link prediction models. Specifically, our experiments

are designed to answer five key research questions (RQs):

RQ1. Does the proposed Link-Backdoor achieve the SOTA
backdoor attack performance in white-box scenario on
link prediction?

RQ2. Can Link-Backdoor launch successful attack in black-
box scenario by transferable poisoning examples?

RQ3. Can the proposed Link-Backdoor maintain conceal-
ment?

RQ4. Can Link-Backdoor still work well under possible
defense?

RQ5. How do the scale of modified features affect Link-
Backdoor? What is the time complexity?

RQ6. Can Link-Backdoor still attack on non-GNNs meth-
ods?

5.1 Experimental Settings
5.1.1 Datasets

The proposed method is evaluated on five commonly bench-
mark datasets, i.e., Cora [22], Cora_ML [22]], Citeseer [9],
Pubmed [23]] and Computer Science (CS) [21]. The basic
statistics are summarized in Table 2]

Table 2 The basic statistics of five datasets.

Dataset Nodes  Edges Classes Features
Cora [22] 2,708 5,429 7 1,433
Cora_ ML [22] | 2,810 7,981 7 2,879
Citeseer [9] 3,327 4,732 6 3,703
Pubmed [23] | 19,717 44,338 3 500
CS [21] 18,333 327,576 15 6805

5.1.2 GNNs-Based Link Prediction Models

To evaluate the backdoor attack performance of Link-Backdoor,
we choose five SOTA models on link prediction, i.e., GAE
[14], VGAE [14], GIC [20], ARGA [26], ARVGA [26]. We
construct a link prediction model with two-layer GCN (i.e., a
32-neuron hidden layer and a 16-neuron hidden layer, while
GIC is two 32-neuron hidden layers) and an output layer
whose number of neurons is node number. For the rest pa-
rameters of the link prediction model, we retain the settings
described in the corresponding papers. We briefly describe
these models as follows:

o GAE [14]: This method uses a two-layer GCN as the
encoder to obtain the embedding vector, and uses the
inner product as the decoder to obtain the reconstructed
graph. It can be formulated as:

7 = AReLU(AXWo)W1, @®
A=o0(zZT),

where o is the activation function, e.g., Sigmoid, Ais
the reconstructed graph, Wy and W1 are weight matri-
ces. A= D 2AD"z is the symmetrically normalized
adjacency matrix, and D is the degree value matrix.

e VGAE [14]: Compared with GAE, this method adds a
variation process when calculating the embedded vector.
The calculation process can be formulated as:

Z = AReLU(AX W)Wy + diag(z2), ©)

where diag(-) is the function that preserve the diagonal
of the matrix, and logz; = ARe LU (AX W) W,.

e GIC [20]: Based on GAE, this method utilizes clus-
tering information and discriminator to improves link
prediction performance, it can be formulated as:

Di(2i,¢i) = oz ¢i), (10)

where z; is the node embedding vector output by two
layers of GCN, ¢ is activation function, e.g., Sigmoid.
c; = O'(Zle rik k) is the embedding vector of cluster
centers, 7;; is the degree that node n; is assigned to
cluster k, and p15, = %:Ti;’“:

¢ ARGA [26]]: This method adds an adversarial training

process on the basis of GAE. The adversarial model is
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built on a standard multi-layer perceptron (MLP), it can
be formulated as:

D = ReLU(ReLU (xwp)w1 )ws, (11)

where z is the input of the adversarial model, wg, w;
and wy are the weight matrices.

¢ ARVGA [26]: Similar to ARGA, this method adds an
adversarial training process to VGAE. The adversarial
model is the same as the adversarial model of ARGA.

5.1.3 Evaluation Metrics

To evaluate the effectiveness of the attacks, we use two met-

rics. (4) attack success rate (ASR) [3]], which represents the

ratio of the number of incorrectly predicted for the target link

to all correctly predicted by the clean model. A larger value

of ASR indicates better attack performance, as follows:
Number of successful attack link

ASR =
S Number of total attack link ’

12)

and (1) average misclassification confidence (AMC) [33],
which represents the confidence score of the average output
of all successfully attacked links. The higher AMC repre-
sents the better performance, which means there is a higher
probability of a link existence between the two nodes.

To evaluate the attack evasiveness, we utilize the (i) area
under curve (AUC) [12]], which represents the accuracy of the
link prediction model. If among n independent comparisons,
there are n’ times that the existing link gets a higher score
than the nonexistent link and n” times they get the same
score, then the AUC is defined as:

! "
AUC:TL + 0.5n ’
n

13)
and based on the AUC, we define the (i7) benign performance
drop (BPD), which is the AUC difference of two systems
built upon the original link prediction model fy and the back-
doored link prediction model f; with respect to benign inputs.
The lower BPD represents the better performance, which sug-
gests that the backdoor attack has a lesser impact on the main
performance of the backdoored model.

5.1.4 Baselines

Due to the lack of research about backdoor attacks on link
prediction, we first transfer two SOTA backdoor attacks in
graph classification as baselines, i.e., Erdos-Renyi backdoor
(ERB) [40] and graph trojan attack (GTA) [33]], to measure
the effectiveness of the Link-Backdoor. Moreover, accord-
ing to the propagation limitation, we combine the nodes of
target link with other part remaining nodes to construct the
subgraph as the trigger for the two backdoor attacks on link
prediction model.

e ERB [40]: ERB generates the trigger by the Erdos-
Renyi model, where the probability of each pair of nodes
sets 0.8. Then the trigger is injected into the benign
dataset for the target model training.

o GTA [33]: GTA is a generative backdoor attack. It uti-
lizes a bi-layer optimization algorithm to update the
trigger generator, which generates the trigger with sat-
isfying the constraints. Then the trigger is injected into
the benign dataset for the target model training.

Besides, the proposed Link-Backdoor is also compared

with its variants (i.e., Random-Backdoor and particle swarm
optimization backdoor (PSO-Backdoor)) as baselines. Con-
sidering that the topology of the graph is discrete, we choose
a discrete optimization method PSO to optimize trigger and
implement the backdoor attack.

 Random-Backdoor (R-Backdoor): It randomly se-
lects features from existing node features to act as fea-
tures for injected nodes. Then, it randomly generates
the link between the injection nodes and the target link
nodes. The number of trigger links generated by R-
Backdoor is consistent with the number of trigger links
of Link-Backdoor.

¢ PSO-Backdoor (P-Backdoor): It utilizes particle swarm
optimization [8] to modify the injection nodes features
of the trigger and structure of trigger. We adopt a popu-
lation size of 200, 50 iterations per round and learning
factors of 0.5 and 1.5 in the experiment.

For a fair comparison, triggers generated by different

methods participate in the model training process, which is
consistent with Link-Backdoor.

5.1.5 Experimental Settings

Following some previous works [[14]], [20]], we split the data
into training, validation, and test sets with a ratio of 85:5:10.
We set the number of injected nodes to 2, the maximum
number of trigger connections to 5 and the poisoning ratio to
0.1 (m =2, Q =5 andp = 0.1) in the experiment. We employ
the early stopping criterion during the training process, i.e.,
we stop training if the validation loss does not decrease for
100 consecutive epochs. In the experiment, we repeated the
above steps five times and reported the average performance.

5.1.6 Experimental Environment

We implement Link-Backdoor with PyTorch, and our experi-
mental environment consists of 17-7700K 3.5GHzx8 (CPU),
TITAN XP 12GiB (GPU), 16GBx4 memory (DDR4) and
Ubuntu 16.04 (OS).
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Table 3 The performance of the five attack methods on the ASR, AMC and BPD of the five link prediction models. We use bold to highlight best
attack performance. RB, PB, and LB stand for R-Backdoor, P-backdoor, and Link-Backdoor.

AUC(%) ASR(%) AMC(x1072) BPD(%)
Datasets | Target Models Baselines Ours Baselines Ours Baselines Ours
benign | ERB GTA RB PB LB |[ERB GTA RB PB LB |ERB GTA RB PB LB
GAE 90.67 |58.33 49.55 77.38 79.45 81.25 |58.73 5845 59.84 60.95 61.25| 298 5.87 425 142 282
VGAE 90.10 | 61.22 54.61 74.11 79.46 83.22 |58.51 57.92 5936 61.85 63.47|10.92 395 4.77 3.85 4.65
Cora GIC 92.18 |33.38 68.65 34.52 96.72 99.41 | 5523 84.75 57.57 6527 9824 | 1.14 1029 0.73 7.50 9.92
ARGA 92.52 | 54.05 5446 66.07 84.11 92.56 |58.02 58.19 5693 65.71 62.16| 7.61 7.04 840 6.12 1.08
ARVGA 89.77 |71.13 54.02 68.75 69.94 85.25 |59.04 57.89 57.01 5858 59.29| 5.63 4.69 421 224 249
GAE 91.96 |61.59 7591 7241 9031 90.35 |57.27 59.25 5736 63.72 64.01 | 1.38 579 3.73 3.82 3.65
VGAE 89.63 |[82.79 79.17 77.03 85.14 87.54 | 6193 59.23 57.79 6335 63.69| 535 622 441 322 291
Cora_ML GIC 93.51 |42.79 9475 41.98 99.95 100.00 | 5537 91.09 52.67 99.82 99.95| 1.32 16.77 1.7 21.04 18.10
ARGA 93.05 |68.84 69.93 69.56 88.76 89.13 | 57.84 59.81 56.69 62.96 64.19 | 542 8.12 471 486 4.69
ARVGA 90.63 |58.88 71.38 74.64 86.82 88.25 |56.43 59.30 5691 63.32 64.69 | 432 793 568 344 3.37
GAE 89.65 |60.92 54.08 75.60 81.42 82.85 |59.70 56.41 59.74 60.47 61.47| 6.26 9.05 454 7.62 3.13
VGAE 88.59 |57.55 76.84 7574 77.92 89.59 |57.53 59.75 59.23 60.73 63.16 | 6.90 834 8.10 323 8.51
Citeseer GIC 9372 |41.94 502 38.77 99.64 99.86 | 72.54 78.17 77.41 99.73 99.90 | 2.01 11.27 0.30 10.11 9.79
ARGA 89.67 |46.43 6633 61.10 93.14 98.78 | 58.23 58.05 55.32 65.13 71.33| 522 749 853 4.84 497
ARVGA 87.63 5592 77.40 63.67 83.46 81.55 |57.57 59.39 56.11 59.88 60.01| 423 8.13 187 294 1.60
GAE 95.07 |68.06 5324 66.92 66.01 76.80 | 54.49 55.53 54.19 5434 55.54| 542 1125 6.67 227 147
VGAE 89.05 6597 76.62 7643 79.50 85.21 |54.82 57.35 5534 57.39 54.50| 0.55 8.12 336 091 0.20
Pubmed GIC 91.14 |28.81 50.55 29.83 87.22 87.98 |57.72 57.75 59.14 66.11 68.98 | 1.88 7.69 0.55 6.65 10.86
ARGA 94.40 |70.03 54.04 69.60 81.55 83.25 |54.37 5545 543 5643 5537 | 403 10.55 4.53 147 296
ARVGA 90.18 |71.92 8196 75.05 79.51 84.33 |5528 5740 56.41 5643 57.76 | 491 1135 393 047 0.04
GAE 9298 |33.29 40.99 41.22 4148 50.61 | 5547 5523 5552 5471 5585| 3.13 023 3.37 347 1.13
VGAE 93.66 |56.09 63.64 6537 6539 67.26 |55.64 55.73 5558 55.15 5594|273 320 250 5.81 095
CS GIC 93.57 2991 27.11 3391 64.67 65.77 |57.27 5434 5635 57.57 57.62| 130 7.75 0.01 1.05 0.99
ARGA 91.99 |53.14 4573 47.53 62.82 63.52 |52.52 55.52 54.43 53.57 5478 | 6.70 035 7.79 037 0.32
ARVGA 9332 |67.39 6247 57.53 6235 68.67 | 55.96 56.15 56.11 56.19 56.24 | 3.36 4.54 822 343 2.86

5.2 Performance of Link-Backdoor (RQ1)

In the section, Link-Backdoor is conducted on five datasets
and five link prediction models in white-box attack scenarios.
In addition, to explore the effectiveness of nodes injection
on Link-Backdoor, we conduct ablation experiments on the
nodes injection module.

5.2.1 White-box Attack of Link-Backdoor

To evaluate the effectiveness of Link-Backdoor compared
with other backdoor attack methods, we conduct attack ex-
periments on five benchmark datasets and five SOTA link
prediction methods. The attack performance is listed in Table
E} To summarize, we have the following conclusions:

Attack Performance. Link-Backdoor achieves better back-
door attack performance. Take GIC as an example, the ASR
and AMC of the Link-Backdoor reached the highest on five
datasets, and even reach 99.86% on the Citeseer. Under the
same settings, other methods cannot achieve this attack ef-
fect. This is because the gradient information as a guide can
find more efficient structures and node features of trigger
compared to other methods. Therefore, we indicate that Link-
Backdoor can find more effective the trigger for attacking
the target link through the strategy of gradient optimization.
Besides, we found that the ASR and AMC on GIC is in most
cases higher than the ASR and AMC on other models. The
possible reason is that its clustering process aggregates the

target links with triggers into a cluster, which enhances the
attack effect of triggers. Moreover, we observed that the ASR
on Citeseer is higher than the other datasets and ASR on CS
is lower than other datasets. We infer that the effect of trig-
gers is related to the edge density of the dataset, the sparser
the dataset, the higher the ASR.

Benign Performance. Link-Backdoor does not affect the
normal performance of the target model. in Table[3] the Link-
Backdoor can reach the lowest average BPD 4.14% and can
reach the minimum BPD or close to the minimum BPD
in most cases. This is because the strategy of constructing
triggers with injected nodes does not modify the original
node features and link structure, which prevents damage
to the original data. Besides, we observe that the BPD of
GIC is much higher than that of other datasets. We infer
that numerous injection triggers cause the GIC model to not
correctly cluster nodes in the graph, resulting in a significant
drop in the normal performance of the GIC model.

5.2.2 Ablation Study of Link-Backdoor

The strategy of nodes injection makes the Link-Backdoor
more practical in real-world. In addition, we believe that the
strategy of nodes injection can improve the effectiveness of
backdoor attack.

Ablation Strategy. To further explore the effectiveness of
nodes injection, we conduct ablation experiments on the node
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Fig. 3 The ASR value for ablation study of Link-Backdoor on five
datasets. We choose nodes from the original graph to build the trigger
operation to replace the node injection module, expressed as Link-
Backdoor,,o—inj.

injection module. We select nodes from the original graph
to build the trigger operation to replace the node injection
module, expressed as Link-Backdoor,,o—ip;.

Ablation Analysis. As illustrated in Fig. [3] the strategy of
nodes injection has a significant effect on backdoor attack.
For instance, Link-Backdoor,,,_;,; achieves the ASR of
68.31% on average, i.e., in five datasets and five models,
which is 14.72% lower than that of Link-Backdoor. This
can be explained as the topology of the injection nodes was
only curated by Link-Backdoor, without additional redundant
interference structures. It makes the target model better cap-
ture the structure and features of the triggers achieving the
backdoor attack. Besides, we observe that the ASR of Link-
Backdoor is significantly better than Link-Backdoor;,,—
on GAE model. The possible reason for this is the GAE
model learns the features of triggers generated by Link-
Backdoor,,,—;n;, but is disturbed by the features of the trig-
ger neighbor nodes. As a result, it makes the GAE model
fail to learn the features of triggers well. This further demon-

strates the effectiveness of the injection nodes strategy to
launch the backdoor attack.

For RQ1, from the fact that it achieved the highest
average ASR (83.03%), and the lowest average BPD
(4.14%), we can conclude that Link-Backdoor can well
implement an effective and concealed backdoor attack
method in link prediction by injecting nodes and gradi-
ent optimization strategies.

5.3 Black-box Attack of Link-Backdoor (RQ2)

Due to in most practical situations, the attacker may not grasp
the detail of the target link prediction model in prior, it is
more practical to conduct a black-box setting attack, i.e.,
without any structure or parameter information of the link
prediction model.

Attack Strategy. To verify the effect of the Link-Backdoor
under black-box setting, we adopt one link prediction model
as the surrogate model to generate the backdoored data, and
transfer the backdoored data to train other link prediction
models as the target models. The results of the black-box
attack experiment are shown in Fig.[4]

Attack Performance. Link-Backdoor has a satisfactory at-
tack effect in the black-box attack scenarios. Compared with
the white-box scenario, the average ASR in the black-box
scenario drops by 2.77%. We infer that surrogate models
can find efficient triggers through gradient information and
injected nodes. Besides, taking VGAE as the target model of
Link-Backdoor on the Cora_ML dataset, the ASR of GAE,
ARGA and ARVGA increased by 1.86%, 0.69%, and 3.58%,
respectively. We infer that link prediction models with good
performance all have similar prediction capabilities to a cer-
tain extent. Specially, when GIC is the target model and other
models are surrogate models, Link-Backdoor can still main-
tain the original effect or even better on GIC. We infer this
phenomenon for two reasons: first, the utilization of clus-
tering information by the GIC model improves its learning
effect on structures and features of trigger, which makes GIC
vulnerable to link-backdoor attacks even in black-box sce-
nario; second, its complex clustering process results in that
the gradient information cannot effectively guide the opti-
mization of trigger, which causes its own optimized triggers
that are not as effective as other surrogate models.

For RQ2, from the reduction of the average ASR is
only 2.77%, Link-Backdoor can still perform backdoor
attack on the target model through the surrogate model
in black-box attack scenarios, since link prediction mod-
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Fig. 5 The visualization results of graph with the trigger for five
datasets on GAE model. The blue, red and yellow links represent the
existing links in the benign graph, the links added by triggers and the
target links, respectively.

els with good performance all have similar prediction
capabilities to a certain extent.

5.4 Visualization of Link-Backdoor (RQ3)

We utilize gephi to visualize the graph with the trigger gener-
ated for different target links. In detail, we choose to inject
two nodes and three nodes attack strategies to visualize on
three datasets. The visualization results are shown in Fig.
The blue and red dots represent the nodes of the original
network and the nodes injected by the attacker, respectively.
The blue, red and yellow links represent the existing links
in the clean graph, the links added by triggers and the target
links, respectively.

Visualization Analysis. We can observe that the backdoor
attack is realized through Link-Backdoor, and the cost of
triggering the attack in the inference stage is relatively small,
e.g., only need to inject two or three nodes and modify few
links to fool the link prediction models. This shows that Link-
Backdoor can find more efficient trigger structures at minimal
cost by gradient information. In addition, Link-Backdoor
will not destroy the related connections between nodes in the
clean graph, so the graph visualization of the benign graph
and the backdoored graph is similar. This means that from
an intuitive perspective, Link-Backdoor is a covert attack.
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Fig. 6 Defense against Link-Backdoor on five link prediction models. Link-Backdoor represents attack without defense, and Def-Backdoor

represents the Link-Backdoor attack under defense.

For RQ3, from the fact that the trigger only inject
two or three injection nodes, which accounts for aver-
ages 0.05% of the entire graph on the five datasets, it can
be concluded that the Link-Backdoor has a concealment.

5.5 Defense against Link-Backdoor (RQ4)

In the section, we discuss the effectiveness of Link-Backdoor
under possible defenses. Since Link-Backdoor invokes the
backdoor attack through the trigger, we consider destroying
the trigger information to make the backdoor attack fail in
inferring stage.

Defense Strategy. To destroy the trigger information, we add
noise to the features of the injection nodes in the trigger, i.e.,
randomly modify 10% of the features of the injection nodes,
to realize a possible defense method. The defense result on
five dataset and VGAE model is shown in the Fig. [6]
Defense Performance. Link-Backdoor is difficult to defend
by modifying some features of injected nodes in the trigger.
For instance, the ASR of Def-Backdoor is only 5.46%, 7.81%
and 3.80% lower than that of Link-backdoor on the Cora,
Citeseer and Pubmed datasets respectively. This is because

this defense method cannot accurately destroy the node fea-
tures modified by Link-Backdoor and has no effect on the
trigger’s structure. This indicates the defense method, i.e.,
adding noise to the features of the injection nodes in the trig-
ger, is difficult to effectively defend against Link-Backdoor.

For RQ4, from the reduction of the average ASR
is only 8.26%, we can conclude that Link-Backdoor
is difficult to defend by modifying some features of
injected nodes in the trigger. Link-Backdoor only needs
a tiny trigger to attack in the inference stage, but it is
difficult to destroy this tiny trigger.

5.6 Parameter Sensitivity and Time Complexity Analysis

(RQ5)

In this section, we analyze the parameters that affect the
performance of the model, and the time complexity.
Parameter Sensitivity. The performance of Link-Backdoor
will be mainly affected by two sensitive: 1) rate of poison; 2)
pre-training epoch. In the following, we will investigate their
influences on the Link-Backdoor performance.
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1)Rate of Poison: The result shown in Fig. [/|are obtained
by the Link-Backdoor on the VGAE and ARGA model. We
test the ASR with different number of target link in the train-
ing stage to measure its effect on the attack. Fig.[/|shows that,
except for CS dataset, the attack effect of other datasets do
not simply increase with the increase of the poisoning rate,
but reaches a maximum value around 5% and 10%. This may
be because the CS dataset is denser, which leads to these poi-
soning rates do not make the Link-Backdoor optimal, while
for the other four sparser datasets, these poisoning rates are
sufficient to launch an effective attack on the target model.

2)Pre-train Epoch: Since the quality of trigger optimiza-
tion is extremely dependent on whether the pre-trained model
can make predictions correctly. So we tested the ASR of dif-
ferent pre-training time on the VGAE and ARGA model. As
shown in Fig. [/, we can see that when the model training
epoch is too small, the effect of the backdoor attack using the
trigger generated by this pre-training model is poor, because
the pre-training model training is not perfect enough, and it
cannot effectively perform link prediction. The optimization
of triggers does not give a valid indication.

Table 4 Time complexity to update once for different backdoor attack
methods on five datasets.

Datasets Time Per Iteration (s)
ERB GTA R-Backdoor P-Backdoor Link-Backdoor
Cora [0.035 30.195 0.045 19.064 0.441
Cora ML |0.044 64.359 0.113 39.596 0.959
Citeseer |0.056 82.457 0.131 64.105 0.747
Pubmed [2.069 5928.867 0.189 505.537 16.637
CS 1.687 5181.851 1.343 864.833 17.173
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Fig. 7 Hyperparameter sensitivity analysis.

Time Complexity Analysis. The time cost of Link-Backdoor
mainly comes from three parts, including the time cost(Z¢rqin,)
for pre-training the model. The time cost(7,,;) to optimize
the features and structure of trigger, and the time cost (T¢rqin)
for the final model training. Therefore, the time complexity
of Link-Backdoor is:

O(Tptrain) + O(Topt) + O(Ttrain) ~ O(L)7 (14)

where O(Tptrain) and O(Tirqin) are depended on the types
of link prediction models and the size of the training dataset.
O(T,p:) is the complexity of the time of trigger optimizing.
O(Tuy) is the time complexity of Link-Backdoor.
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Fig. 8 Time complexity for Link-Backdoor under different poisoning
ratios.

Further, the running time of is tested. As analyzed above,
since (Top¢) and (Tpyrqin) are depended on the types of link
prediction models and the size of the training dataset, and
not affected by backdoor attack methods. Therefore, we only
measure the running time of trigger optimization for four
baselines and the running time under different poisoning
ratios, and the results are shown in Fig. E] and Table E} Table
M]shows that the time spent by P-Backdoor and GTA are much
greater than that of other three methods. This is due to the
fact that P-backdoor and GTA requires many iterations to find
the optimal value and train the trigger generator, respectively,
while other methods only need one. We observe that the
time complexity of Link-Backdoor increases with the size of
the dataset, while the rate of poisoning does not have much
effect on the running time. This means that we can modify
the poisoning ratio at will without spending too much extra
time.

For RQS5, Link-Backdoor requires only a few links,
e.g., poisoning ratio is 3%,with triggers to allow models
to be left backdoored. Moreover, Link-Backdoor opti-
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mizes triggers by gradient, and runs much faster than
P-Backdoor and GTA method.

5.7 Link-Backdoor on Non-GNNs methods (RQ6)

Some link prediciton methods other than on GNNs-Based
ones, i.e., similarity-based methods [24], [41], path-based
methods[13], [L7], embedding-based methods [27], [[10], are
also popular in practical applications. To explore the effective-
ness of Link-Backdoor on non-GNNs methods, we chose two
classic embedding-based methods, i.e., Deepwalk [27] and
node2vec [10], to conduct backdoor attacks. The embedding-
based methods are combined with MLP to complete link
prediction result. The experimental results are shown in the

Table

Table 5 Link-Backdoor against non-GNNs methods.

Target model| Dataset | ASR(%) AMC(x10~2)|AUC(%) Benign AUC(%)
Cora | 52.99 59.15 62.60 87.48
Deepwalk |Citeseer| 46.74 59.84 66.71 87.93
Pubmed| 43.36 62.53 74.06 86.75
Cora | 53.27 64.76 64.76 86.68
Node2vec |Citeseer| 44.89 69.52 74.43 85.11
Pubmed| 45.21 64.31 73.95 88.48

Attack Performance. The average ASR of the link back-
door on the deepwalk and node2vec models reaches 47.69%
and 47.79% respectively on the Cora, Citeseer and Pubmed
dataset. According to the experimental results, we can find
that the link backdoor can also be attacked on the non-GNNs
method, although its attack effect is not as good as that on
the GNNs-Based methods. The possible reason is that non-
GNNs do not utilize the feature information of nodes in the
link prediction process, so that these model cannot effectively
learn the node features of triggers. Besides, we find that the
benign performance of non-GNNs methods degrades more
on normal data than GNNs-based methods. We deduce that
this is because non-GNNs methods will be more dependent
on the structure of the network than GNNs-Based methods,
which leads to the structure of trigger to have an impact on
the original structure of the graph, and causes a benign per-
formance degradation. Although the attack performance is
not as good as GNNs-based methods on non-GNNs meth-
ods, Link-Backdoor can still achieve attacks on non-GNNs
methods.

For RQ6, redfrom the fact that Link-Backdoor
achieved the average ASR (47.74%) on non-GNNs meth-
ods, we can conclude that Link-Backdoor can implement

attacks on non-GNNGs link prediction methods by gradi-
ent optimization strategies.

6 Conclusions

This work represents an in-depth study on the vulnerabili-
ties of link prediction models to backdoor attack. We pro-
pose Link-Backdoor, a novel backdoor attack framework on
link prediction via nodes injection. Link-Backdoor builds
a link between any two nodes through the trigger, i.e., a
well-designed subgraph. Moreover, we adopt the strategy
of injecting nodes to build the trigger without modifying
existing data, which meets the restrictions of attack in real-
world scenarios. Then, we utilize the gradient information
generate by the link prediction model as a guide to optimize
the structure of the trigger and the features of the injected
nodes. Extensive experiments on five benchmark datasets
and five effective link prediction models demonstrate that the
proposed method achieves state-of-the-art backdoor attack
performance.

Link-Backdoor can currently deceive the link prediction
model so that the state of the target link is predicted to exist,
but it cannot make the target link unpredictable. Moreover, it
is necessary to further pay attention to effective defense strate-
gies for backdoor attacks on link prediction. The influence of
trigger structure on backdoor attacks and the interpretability
of backdoor attacks are also interesting research.
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Appendix

A Theoretical Analysis on Link-Backdoor

To illustrate the feasibility of backdoor attacks, we conduct a certain
theoretical analysis on link-Backdoor. We unify and simplify the model
structure of link prediction methods, which consists of two GCN layer
and a decoding layer to facilitate formula reasoning,

Z = f(A,X) = AReLU(AXWo)W1 (15)
A = Sigmoid(ZZT)
where A is the reconstructed graph, Wo and W are weight matrices.
A=D"3AD % isthe symmetrically normalized adjacency matrix,
and D is the degree value matrix.
We use the inner product function to as the encoder layer. We use
X" instead of input X and A’ instead of input A .

Z' = f(A',X') = A/ReLU(A' X'Wo)W1 (16)

where A’ = A+ g4 and X’ = X + gx , A and X are the adjacency
matrix and feature matrix of the benign graph respectively, g4 and gx
are the adjacency matrix and feature matrix of the trigger respectively.
The output obtained by the link prediction model can be expressed as,

A" = Sigmod(2'Z'") a7

where, A’ represents the adjacency matrix of the graph predicted by the
model.

We uniformly use the mean square error to express the loss function
of the model optimization. Then use gradient descent to update the
weight parameters in the model. The update process of Wy is as follows,

1/~ 2
E=3 (4 - ar) (18)
where A’ represents the adjacency matrix at time ¢ of the graph predicted
by the model. A represents the adjacency matrix at time ¢ of the graph
set by the attacker.

Parameters are optimized according to the chain method,

OE _ OE QA 97’

= 19
OWo OA! 0Z' OWy a9

where E is the loss function of model training, Al represents the adja-
cency matrix of the graph predicted by the model. Wy is the weight of
the encoding layer. Then we derive the derivation of several parameters
separately.

oF

= :A\/—AT
HA!
8;{/ 11T 11T e 1 7T 7T 20
82,:0(22 Y1 —o(Z2' 2" )2 + 225 ZE) (20)
YA i
= A(A' X" YW
Wo ( YW1

where o is the function Sigmoid, Z 4 and Zg satisty Z/ = Z42'T Zp.
So the change in Wy can be expressed as,

OF
Towe
=n(A' = Ar)o(2'2") (1 - o(2'2")) (2" +
7' 23 ZH) (A (A X")Wh)

AW = —

@n

The coefficient 7 is the learning rate. AWy represents the amount
of change in weight w°. The same parameters change can be obtained,

OF
AWy =g T
=n(A - Ap)o(2' 21 - o(2 2 (2T +

Z2' 725 ZEY (A (A'X'Wh))

(22

where AW represent the amount of change in weight 1W;. We can see
that through the optimization of the trigger, the update of the model
parameters is controlled. In other words, the attacker can manipulate
the parameters of the model through carefully designed triggers to leave
a backdoor. This also provides feasible theoretical support for backdoor
attacks on link prediction methods.
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