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1 Introduction

The goal of the project “Facial Metrics for EES” is to develop, implement and publish an open source
algorithm for the quality assessment (QA) of facial images for face recognition, in particular for
border control scenarios.! In order to stimulate the harmonization of the requirements and practices
applied for QA for facial images, the insights gained and algorithms developed in the project will be
contributed to the current (2022) revision of the ISO/IEC 29794-5 standard; at the time of writing,
the current draft of this revision is Working Draft (WD) 4, henceforth referred to as ISO/IEC WD4
29794-5:2022. Furthermore, the implemented quality metrics and algorithms will consider the
recommendations and requirements from other relevant standards, in particular ISO/IEC 19794-
5:2011, ISO/IEC 29794-5:2010, ISO/IEC 39794-5:2019 and Version 5.2 of the BSI Technical
Guideline TR-03121 Part 3 Volume 1, henceforth referred to as TR-03121-3.1.

1.1  Objective and Approach

In order to establish an informed basis for the selection of quality metrics and the development of
corresponding quality assessment algorithms, the state of the art of methods and algorithms
(defining a metric), implementations and datasets for quality assessment for facial images is
surveyed. For all relevant quality aspects, this document summarizes the requirements of the
aforementioned standards, known results on their impact on face recognition performance, publicly
available datasets, proposed methods and algorithms and open-source software implementations.

For some quality criteria, a large amount of research and open-source implementations has been
published (e.g. for expression neutrality, pose, occlusion of mouth and nose). In these cases, only the
algorithms and implementations have been documented for which one of the following conditions is
satisfied:

e The algorithm has been proposed in a publication either published in a top-rank conference
or journal in the field of computer vision or cited by a large number of scientific papers. A
ranking of computer vision conferences can, for instance, be found on Google Scholarz.

e The algorithm or implementation is particularly promising with respect to accuracy, either
for classification / regression with respect to the relevant quality criterion or for the
prediction of biometric recognition performance, or with respect to computational
performance. Note that for some of the implementations listed in this survey, no
corresponding scientific publications exist.

e Further, since a continuous improvement of algorithms for facial image quality assessment is
observable over time, we pay particular attention to the latest developments in this field of
research.

Generally, only software implementations that are completely public, including the trained machine
learning (e.g. Convolutional Neural Networks) models, have been considered.

1 Face recognition in border control scenarios does not only comprise the comparison of the live
image with the reference image but also supporting algorithms for attack detection, in particular
morphing attack detection (MAD) and presentation attack detection (PAD).

2 https://scholar.google.com/citations?view_op=top_venues&hl=en&vq=eng_computervisionpatte-
recognition
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Numbers of classification accuracy of algorithms and software implementations have been taken
from publicly available sources (e.g. scientific publications or web sites) The assessment of
computational performance (processing time and demand for computer resources) have been
assessed based on published results and the size of the files containing the trained machine learning
models. Note, however, that the file size of convolutional neural networks (CNNs) may heavily vary
depending on whether the whole training checkpoint had been saved or just the model weights; thus,
the file size is only a rough indicator of the resources for deployment.3

Furthermore, for each data set and each implementation, the applicable license is specified;* in cases,
where no license has been specified, “no license” is sepcified.

1.2 Requirements from EES Implementing Decision

The Commission Implementing Decision (EU) 2019/329 lays down the specifications for the quality
of facial images for biometric verification and identification in the Entry/Exit System (EES). The
annex 1.1.2 “Facial images” requires that the quality of the facial images shall comply with the image
requirements of ISO/IEC 19794-5:2011 frontal image type which can be found in the clause 7 “The
Frontal Face Image Type”.

The “Part 5: Face Image Data” of the ISO/IEC 19794-5:2011 standard specifies face image quality
criteria intended to improve face recognition accuracy, in particular - scene constraints (lighting,
pose, expression, etc.), photographic properties (positioning, camera focus, etc.) and digital image
attributes (image resolution, image size, etc.). Requirements related to Frontal Face image type are
given in clause 7 of the standard, the corresponding best practice recommendations can be found in
Annex B “Best practices for Face Images”.

The other relevant standard is the ISO/IEC 39794-5:2019 “Face Image Data”. It provides a generic
face image data format for face recognition applications and, in addition to that, it specifies
application specific profiles including scene constraints, photographic properties and digital image
attributes like image spatial sampling rate, image size, etc. In the context of this report, the relevant
application specific profile is the MRTD profile in Annex D.1. The current Edition 8 of the “ICAO Doc
9303, Machine Readable Travel Documents, Part 9” (from 2021) refers to the quality requirements
for facial images of Annex D1 of ISO/IEC 39794-5:2019.

The most current of all relevant standards is ISO/IEC WD4 29794-5:2022 “Information technology -
Biometric sample quality - Part 5: Face image data”. This working draft references the face image
requirements specified in ISO/IEC 39794-5:2019 and establishes requirements on implementations
that quantify how face image’s properties deviate from those specified in ISO/IEC 39794-5.

The implementing decision for Entry/Exit Systems requires that the quality of facial images comply
with the ISO/IEC 19794-5:2011, therefore we see those requirements as most important among
requirements of all relevant standards and show in the following table in which sections of this
report the corresponding requirements are elaborated.

3 In some cases, which are marked by a reference to this footnote, we have determined the actual size
of the model contained in the checkpoint file.

4 For some data sets and software implementations, an individual permission to use it in OFIQ was
granted by its owners. These cases are indicated by a reference to this footnote.
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Requirement of ISO/IEC 19794-5:2011 Subclause [Reference to sections in current report

Spatial Sampling Rate 5.7.6,8.4.1 |12 Inter-Eye Distance

Image Data Encoding Requirements 6.2 7 Compression
[Image Data Compression Requirements 6.3

Pose 7.2.2 14 Pose
13 Location and Coverage of the Head

Expression 7.2.3 15 Expression Neutrality
16 Mouth Closed

/Assistance in Positioning the Face 7.2.4 19 No Other Faces in the Background
Shoulders 7.2.5 13 Pose

Backgrounds 7.2.6 4 Background Uniformity

Subject and Scene Lighting 7.2.7 4 Illumination

Hot Spots and Specular Reflections 7.2.8 4 Illumination

18 No Reflections on Eyeglasses

Eye Glasses 7.2.9 11 No Occlusion of the Face
Head Coverings 7.2.10 20 No Head Coverings
Visibility of Pupils and Irises 7.2.11 17 Eyes Open

11 No Occlusion of the Face
Lighting Artefacts 7.2.12 18 No Reflections on Eyeglasses
Eye Patches 7.2.13 11 No Occlusion of the Face
Contrast and Saturation 7.3.2 4 Illumination
Focus and Depth of Field 7.3.3 6 Image Sharpness Aspects
Unnatural Colour 7.3.4 8 Unnatural Colour and Colour Balance
Colour or Greyscale Enhancement 7.3.5 4 Illumination
Radial Distortion of the Camera Lens 7.3.6 9 Camera Subject Distance

9 Camera Lens Focal Length

Colour Profile 7.4.2 7 Compression

Pixel Aspect Ratio 7.4.1.1 Out of scope, as it cannot be checked
Head entirely visible in the image 3.3.1 13 Location and Coverage of the Head
Horizontal Position of Face 8.3.2

Vertical Position of Face 3.3.3

\Width of Head 8.3.4 12 Inter-Eye Distance

Length of Head 8.3.5 13 Location and Coverage of the Head
Post-Acquisition Processing 8.4.2,9.2.6 |0ut of scope, as it cannot be checked
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Requirement of ISO/IEC 19794-5:2011 Subclause [Reference to sections in current report

Geometric Characteristics 9.2.3 12 Inter-Eye Distance
Minimum width of the Token Image Type [9.2.4 13 Location and Coverage of the Head
Padding 9.2.5 Out of scope, as it cannot be checked

Table 1. Requirements of ISO/IEC 19794-5:2011 and corresponding chapters in current report

Federal Office for Information Security 17



2 Face Detection, Segmentation, Landmark Localization and Alignment

2

Face Detection, Segmentation, Landmark
Localization and Alignment

Many quality criteria refer to properties of the face (e.g. pose, expression, occlusion) or the face area

in the image (e.g. illumination, sharpness) and hence, require the detection (localization) and

segmentation of the face(s) in the image or the localization of certain parts of the face. Some

algorithms (in particular CNNs) even require that, for all images, the facial features (eyes, mouth,

nose) are roughly located at the same position. For these tasks, face detection, face segmentation,

facial landmark localization, and face alignment is used.

Face detection refers the localization of all faces visible in the image, and is typically done by
determining (ideally minimal) bounding boxes for each of the detected faces. This step is a
pre-requisite for facial landmark localization, face segmentation and face alignment, and is,
thus, required for the assessment of most quality criteria. A vast number of algorithms and
implementations have been proposed for face detection, the state of the art of which is
described in detail in Section 2.1.

Face segmentation means splitting the image into a foreground, covering only the area of the
face, and the background. This can be accomplished coarsely by cropping to the bounding
box of the face, more concise by computing facial landmarks of the face and using the convex
hull of the landmarks as foreground, or by using software for the direct segmentation of the
face (potentially among other parts of the subject like hair, neck, etc.). The state of the art for
the latter approach (direct segmentation of the face) is described in Section 2.2.

Facial landmarks are supposed to specify the location of pre-defined feature points like
corners or boundaries of the eyes, mouth, nose, eye brows, face boundary. Several (indexed)
sets of feature points can be defined, depending on the demands of the applications (see
Figure 3). A vast number of algorithms and implementations have been proposed for facial
landmark localization, the state of the art of which is described in detail in Section 2.3.

Note, that in many publications, the localization of facial landmarks is denoted as face
alignment [1]. However, in the context of this document, the term face alignment exclusively
denotes the pre-processing described in the following paragraph.

In this document, face alignment refers to a pre-processing step of CNNs processing facial
images, where an affine transformation (translation, rotation, scaling) and cropping is
applied to all input images to ensure that they have the required dimension and that eyes,
nose and mouth are always located roughly at the same position. The dimension of the input
image must fit to the dimension of the input layer of the CNN, while the uniform positioning
of the eyes and mouth in the input images (both in the training set and for prediction) can
considerably improve the accuracy.

Using facial landmarks, the face alignment is quite straightforward: First, an affine
transformation of the image is computed minimizing the deviation of resulting positions of
eyes, mouth and nose from the target positions, then this transformation is applied, and
finally, the image is cropped to the required dimensions. Therefore, face alignment is not
further discussed in this document.

Note that, according to ISO/IEC 19794-5:2011, besides compression, the processing steps of
face alignment (in-plane rotation, cropping, scaling) are the only post-processing operations
allowed after the capture of fully frontal face images.

18
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2.1 Face Detection

2.1.1 Datasets

The following table summarizes several popular datasets containing face images and labels
(coordinates of the bounding boxes) for the position of faces within the images.

Name Subjects Images Constrained? License
Wider-Face5 393,703 32,203 No No license

AFWe6 437 205 No No license

FDDB? 5171 2,845 No No license

MALF8 11,931 5,250 No No license
PASCAL Face? 1,335 851 No No license

[JB-A10 49,759 24,327 No [JB-A LICENSING
UMDFaces!! 8,277 367,888 No No license

UFFD12 10,897 6,425 No Academic use only

Table 2: Datasets with bounding box labels for face detection

With the publication of the WIDER FACE Dataset in 2016, its test and validation subsets became the
most common benchmarks, both of which are split into subsets Easy, Medium, and Hard according to
the difficulty posed to face detection (the difficulty is mainly influenced by the size of the face,
illumination, pose, and occlusion). Typically, precision-recall curves are reported along with the
average precision.

5> http://shuoyang1213.me/WIDERFACE/

6 https://www.ics.uci.edu/~xzhu/face/

7 http:/ /vis-www.cs.umass.edu/fddb/

8 http://www.cbsr.ia.ac.cn/faceevaluation/

9 http://host.robots.ox.ac.uk/pascal /VOC/datasets.html

10 https://www.nist.gov/itl /iad/image-group/ijb-Dataset-request-form
11 http://umdfaces.io/

12 https://ufdd.info/
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T}/piCﬂl Hc‘ﬂ\'_\" -
annotation occlusion occlusion

Figure 1: Example images from WIDER FACE (taken from [2])
2.1.2 Methods and Algorithms

Many approaches exist for face detecting, some of which also output some (often 5) landmarks. Most
face detection algorithms can detect several faces in a single image and output bounding boxes and
landmarks for all detected faces. Note, that if a face is located close to the image boundary or even only
partly depicted in the image, the bounding box can be partly outside the image area.

Generally, approaches for face detection can be classified in

e Approaches using hand-crafted features
e Approaches using deep CNNs.

The most prominent hand-crafted method deployed for face recognition is the Viola-Jones Face
Detector [2]. This algorithm uses Haar-like filters (filters similar to Haar wavelets) to detect typical
facial features and an AdaBoost classifier to decide whether a considered sub-window contains a face.
In order to efficiently eliminate irrelevant sub-windows, a cascade of gradually more complex
classifiers (with an increasing number of features) is applied. The Viola-Jones detector is quite old and
requires (more or less) a frontal pose. Nevertheless, it is still used in many publications and
implementations.

In [3], Histogram of Oriented Gradients (HOG) is deployed with a Support Vector Machine (SVM) as a
classifier to detect humans (not just faces) in images. An adaptation of this approach for face detection
is still widely in use due to its implementation in the popular library dlib (see Section 2.1.3), but it is
much less robust than modern approaches.
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In 2014, the HeadHunter face detector [4] applied a so-called Integral Channels Detector, which
generalizes the feature computation approach used in the Viola-Jones algorithm, on the LUV13 colour
space channels and HOG features. By training a Gradient Boosting classifier on these features for 22
different face templates (with various poses), it achieved, at the time of publication, state of the art
performance.

A vast number of CNN-based face detectors has been proposed [5]. One of the first, was the Multitask
Cascaded Convolutional Networks (MTCNN) [6] published 2016, which is still widely used in
publications and implementations. In order to detect faces of different sizes, this approach first resizes
the image to various scales resulting in an image pyramid which is then fed to a cascade of three CNNs,
successively refining the proposals of bounding boxes.

Other deep learning-based face detectors were based on regional CNNs (R-CNN, see Glossary).

e Face R-CNN [7], published in 2017, deployed the Faster R-CNN approach.
e Face R-FNC [8], published in 2017, proposed to use a region-based fully convolutional
network (ResNet) for face detection, and improved on the accuracy of Face R-CNN.

After 2017, very few face detectors based on R-CNN have been proposed and, hence, it can be
considered outdated. Nevertheless, building blocks of R-CNN have been used in the more recent (and
very accurate) MogFace face detector described below.

In the period between 2016 and 2019, Single Shot Multibox Detectors (SSD) [9] have been popular for
face detection.

e FaceBoxes [10], published 2017, which applies so-called Rapidly Digested Convolutional
Layers (RDCL) to achieve real-time face detection.

e S3FD[11], published 2017, combines the SSD approach with region proposal networks
(RPN) of R-CNNs.

e BlazeFace [12], published 2019, a lightweight face detector developed by Google Research. It
combines a feature extraction CNN related to MobileNet with a modified anchor scheme of
SSD as the second part.

e MogFace [13], published 2021, introduced several improvements applied to the architecture
of S3FD, and using ResNet50 as a backbone, it achieved the best accuracy of all face detectors
to date.

Another popular approach for face detection, which is currently state of the art, are Feature Pyramid
Networks (FPN, see Glossary), which combine different levels of hierarchical features to detect faces
at different scales. Face detection approaches based on FPN are:

e The Feature Agglomeration Networks for Single Stage Face Detection (FANet) [14],
published 2017, which uses VGG16 as its backbone CNN architecture.

e PyramidBox [15], published 2018, which also deploys the VGG16 network as backbone CNN.

e The Selective Refinement Network (SRN) [16], published 2018, which uses a ResNet-50
backbone.

e The Dual Shot Face Detector (DSFD) [17], published 2018, which extends the approach of the
FPN by adding so-called Feature Enhance Module (FEM) to create a second set of feature
maps from the original ones, and uses an extended VGG16 network as backbone architecture.

13 Actually, LUV is not an abbreviation, see https://en.wikipedia.org/wiki/CIELUV.
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e RetinaFace [18], published 2019, which is based on a ResNet-50 backbone, considerably
improved on the detection accuracy of the previous face detectors.

e TinaFace [19], published 2020, which deploys ResNet-50 as backbone architecture. At the
time of publication, it was the face detector with the highest detection accuracy.

e SCRFD [20], published 2021, which has been proposed for various backbone CNN
architectures. In order to reduce the computational costs, it targets small images (with
accordingly small faces), and for the WIDER FACE images resized to VGA resolution
(640x460), the version with ResNet-50 (coined SCRFD-34GF) improved on the detection
accuracy of TinaFace.

YOLO5-Face [21], published 2021, is based on the YOLO5v5 object detector and, for some
configurations, it achieves even better performance on small images than SCRFD.

State of the art face detectors already achieve very high precision rates for unconstrained facial images
that are not small, occluded or poorly illuminated. For images captured in constrained environments,
even better detection performance can be expected, but no corresponding evaluation has been

published so far.
Publication/Detector Year Method |WIDER FACE val. set IWIDER FACE val. set
(Easy/Medium/Hard) resized to VGA
(Easy/Medium/Hard)
[2] Viola-Jones 2001 [Hand- 41.2/33.3/13.7 [22] n. a.
crafted
[4] HeadHunter 2014 |Hand- 71.2/58.4/24.9 [23] n. a.
crafted
[6] MTCNN 2016 |Cascaded [84.8/82.5/59.8 n. a.
CNNs
[7] Face R-CNN 2017 [R-CNN 93.8/92.2/82.9 n. a.
[8] Face R-FNC 2017 R-CNN 94.7/93.5/87.4 n. a
[10] FaceBoxes 2017 |SSD n. a. 76.2/57.2/24.2
[11] S3FD 2017 [SSD 93.7/92.5/85.9 n. a.
[14] FANet 2017 [FPN 95.6/94.7/89.5 n. a
[15] PyramidBox 2018 [FPN 96.1/95.0/88.9 n. a.
[17] DSFD 2018 [FPN 96.6/95.7/90.4 94.3/91.5/71.4
[16] SRN 2018 [FPN 96.4/95.2/90.1 n. a.
[18] RetinaFace 2019 [FPN 96.9/96.1/91.8 94.9/91.9/64.2
[12] BlazeFace 2019 Modified |n.a. 91.5/89.9/79.7
SSD
[21] TinaFace 2020 [FPN 97.0/96.3/93.4 95.6/94.3/81.4
[13] MogFace-E 2021 [SSD 97.7/96.9/93.8 n. a.
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Publication/Detector Year Method |WIDER FACE val. set WIDER FACE val. set
(Easy/Medium/Hard) resized to VGA
(Easy/Medium/Hard)
[20] SCRFD-34GF 2021 [FPN n. a 96.1/94.9/85.3
[21] YOLO5Facev5x6 2021 [YOLO n. a. 96.7/95.2/86.6

Table 3: Approaches and detection performance (Average Precision) of the described face detectors.

2.1.3 Software

Name Method [Framework Model size AP (WIDER FACE) [License
OpenCV Haarl4 OpenCV n. a. 30.715 IApache 2.0
dlib1e HOG+SVM |Own-Library n. a. 25.315 Boost Software
CNN Own-Library 0.7 MB 28.615
Cheng Chil” SRN PyTorch 407 MB 96.5/95.3/90.2 lApache 2.0
Tencent!8 DSFD PyTorch 459 MB 96.6/95.7/90.4 lAcademic
use only
Sr60331° SSD OpenCV (Caffe) |10 MB n. a. MIT
[. de Paz Centeno?® MTCNN 3 MB n. a. MIT
lyuanyang?1 MTCNN 6 MB n. a MIT
Zhao Jian22 MTCNN 3 MB n. a MIT
Google mediapipe23[BlazeFace [Own-Library < 1MB n. a IApache 2.0
(TFLite)
hollance24 BlazeFace [PyTorch < 1MB n. a. |Apache 2.0
peteryuX?2s RetinaFace [Tensorflow 12 MB 93.2/91.7/80.0 Code: MIT
RetinaFace [Tensorflow 194 MB  |94.2/93.3/83.5 Models: Non-commercial

use

14 https://docs.opencv.org/3.4.1/d7 /d8b/tutorial_py_face_detection.html
15 https://github.com/nodefluxio/face-detector-benchmark

16 http://dlib.net/

17 https://github.com/ChiCheng123/SRN
18 https://github.com/Tencent/FaceDetection-DSFD
19 https://github.com/sr6033 /face-detection-with-OpenCV-and-DNN
20 https://github.com/ipazc/mtcnn
21 https://github.com/YYuanAnyVision/mxnet_mtcnn_face_detection
22 https://github.com/Zhao]9014 /face.evoLVe
23 https://google.github.io/mediapipe/
24 https://github.com/hollance/BlazeFace-PyTorch

25 https://github.com/peteryuX/retinaface-tf2
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Name Method [Framework Model size AP (WIDER FACE) [License
Serengil2é RetinaFace [Tensorflow 113 MB n. a. MIT
Ternaus?’ RetinaFace PyTorch 209 MB n. a. MIT
Charrin?28 RetinaFace [Caffe 113 MB 96.5/95.6/90.4 No license
RetinaFace [Caffe, ncnn 1.7 MB n.a./n.a./82.5 No license
FacePose_pytorch2RetinaFace [OpenCV (Caffe) (1.8 MB n. a. MIT
biubug63° RetinaFace PyTorch 1.7 MB 90.7/88.2/73.8 MIT
104 MB  [95.5/94.0/84.4
Deep Insight3! RetinaFace MXNET 105 MB 96.5/95.6/ 90.4 Code: MIT
Models and Data:
Non-commercial use
RetinaFace MXNET 1.7 MB n.a./n.a./82.5 No license
SCRFD PyTorch 2.7 MB 93.8/92.2/77.8 No license
SCRFD PyTorch 15 MB 95.2/93.9/83.1 No license
SCRFD PyTorch 38 MB 96.1/94.9/85.3 No license
BlazeFace |[PaddlePaddle [0.6 MB 91.9/89.8/81.7 No license
Media-Smart3?2 TinaFace [PyTorch 145MB  96.3/95.7/93.0 lApache 2.0
Deepcam?33 BlazeFace [PyTorch 0.5 MB 90.4/88.7/78.0 GPL-3.0
'Yolo5-Face|PyTorch 14 MB 93.6/91.5/80.5 No license
'Yolo5-Face|PyTorch 54 MB 94.3/92.6/83.2 No license
'Yolo5-Face|PyTorch 161 MB 95.3/93.8/85.3 No license
'Yolo5-Face|PyTorch 356 MB 95.8/94.3/86.1 No license
DamoCV3#4 MogFace [PyTorch 160 MB 95.1/94.2/87.4 No license
PyTorch 327 MB 97.7/96.9/92.0 No license

Table 4: Publicly available implementations of face detectors which are state of the art

26 https://github.com/serengil /retinaface
27 https://github.com/ternaus/retinaface
28 https://github.com/Charrin/RetinaFace-Cpp

29 https:/ /github.com/WIKI2020/FacePose_pytorch
30 https://github.com /biubug6 /Pytorch_Retinaface
31 https://github.com/deepinsight/insightface/tree/master/detection/

32 https://github.com/Media-Smart/vedadet/

33 https://github.com/deepcam-cn/yolov5-face
34 https://github.com/damo-cv/MogFace
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2.2 Face Segmentation

2.2.1 Datasets

The following table summarizes the most popular datasets containing face images and ground truth
annotations of the face area.

Name Images | Remark License

CelebAMask-HQ35 30.000 Hair, face, eyes, eyebrows, ears, nose, | Non-commercial use
lips, mouth, hat, eyeglass, earring,
necklace, neck, and cloth

LFW - Part Labels Dataset3¢ | 2.927 Hair, face (incl. neck) No license

Helen with segmenetation | 2.330 Hair, face, eyes, eyebrows, nose, li