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ABSTRACT
Privacy preserving deep learning is an emerging field in ma-
chine learning that aims to mitigate the privacy risks in the use
of deep neural networks. One such risk is training data extrac-
tion from language models that have been trained on datasets,
which contain personal and privacy sensitive information. In our
study, we investigate the extent of named entity memorization in
fine-tuned BERT models. We use single-label text classification
as representative downstream task and employ three different
fine-tuning setups in our experiments, including one with Differ-
entially Privacy (DP). We create a large number of text samples
from the fine-tuned BERT models utilizing a custom sequential
sampling strategy with two prompting strategies. We search
in these samples for named entities and check if they are also
present in the fine-tuning datasets. We experiment with two
benchmark datasets in the domains of emails and blogs. We show
that the application of DP has a detrimental effect on the text
generation capabilities of BERT. Furthermore, we show that a
fine-tuned BERT does not generate more named entities specific
to the fine-tuning dataset than a BERT model that is pre-trained
only. This suggests that BERT is unlikely to emit personal or pri-
vacy sensitive named entities. Overall, our results are important
to understand to what extent BERT-based services are prone to
training data extraction attacks.
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1 INTRODUCTION
Deep Neural Networks (DNNs) became the de facto tool for
achieving state-of-the-art performance in many research do-
mains, such as computer vision and natural language processing
(NLP) [35]. Although utilizing large volumes of training data is
one of the main driving factors behind the great performance of
DNNs, publishing these models to the public raises some serious
privacy concerns regarding private and confidential information
present in the training data [39]. These privacy concerns are
especially relevant for large Language Models (LMs) which form
the basis of state-of-the-art technologies in many NLP tasks [7, 8].
LMs are defined as statistical models which assign a probability
to a sequence of words. Recent versions of these models are usu-
ally first pre-trained in a task-agnostic self-supervised manner.
The latest large LMs use a corpus size ranging from hundreds
of gigabytes to several terabytes of text [6, 55] during this self-
supervised process. The sheer size of these datasets makes it near
impossible for researchers to remove all confidential information
which may be present in the corpus.

A recent study has shown that it is possible to extract personal
information from some large LMs, even if that given informa-
tion has only appeared once in the training corpus [8]. While

the training cost of these large LMs became so prohibitively ex-
pensive that only the biggest tech companies can afford it [61],
pre-trained LMs are commonly used in businesses that work
with huge amounts of text data. These businesses include banks,
telecommunications, and insurance companies, which often han-
dle a great amount of personal and privacy sensitive data. In
practice, pre-trained LMs are fine-tuned on a business-specific
dataset using some downstream task (such as text-classification,
question-answering, or natural language inference) before de-
ployment [12]. Although the fine-tuning may mitigate some of
the unintended memorization of the original dataset used in
pre-training, it raises new concerns regarding the personal and
privacy sensitive information in the business-specific dataset
used for the fine-tuning process [8]. Privacy Preserving Deep
Learning (PPDL) is a common term used for methods aiming to
mitigate general privacy concerns present in the use of DNNs.
Multiple approaches have been proposed to achieve PPDL [48],
but there is no perfect solution to this problem, with each method
having its own challenges and limitations. The most popular
techniques include Federated Learning [46], the application of
Differential Privacy (DP) [1, 81], encryption [4, 26], and data
anonymization [63, 65].

We investigate whether it is possible to extract personal infor-
mation from one of the most popular modern LMs, BERT [12].
BERT is an auto-encoder transformer that is mostly used for
natural language understanding tasks. Since BERT is less adept
at generating long, coherent text sequences [70], we focus our
study on the generation and extraction of named entities. We
conduct our experiments on three typical fine-tuning setups to
understand the privacy risks involved in using BERT for commer-
cial purposes. We consider fine-tuning all layers of BERT (Full),
fine-tuning only the last encoding layer and the classifier head
of BERT (Partial), and partial fine-tuning but with a privacy pre-
serving optimizer (Differentially Private, short: DP). As a privacy
preserving optimizer, we employ the established differentially
private stochastic gradient descent (DPSGD) algorithm [1], which
we discuss in detail in Section 3.1. We compare the fine-tuning se-
tups with an “only pre-trained” BERT base model. We experiment
with two benchmark datasets in the domains of emails (Enron
Email corpus [33]) and blogs (Blog Authorship Corpus [60]). For
triggering entity extraction, we use two prompting techniques.
The naive prompting is based on randomly selected text from
the web, while the informed prompting uses actual text from the
datasets’ test sets. Each experimental setup is assessed with re-
gard to its performance on the down-stream task, i. e., single-label
text classification, and the extent of named entity memorization.
In summary, the insights from our experiments are:

• The memorization rate of named entities in the fine-tuned
BERT models is less than 10% in both datasets across all
setups. Interestingly, the fine-tuned models do not emit
more entities from the fine-tuning datasets than an only
pre-trained BERT model.
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• When comparing the informed prompting versus the naive
prompting, the BERT models consistently generate more
named entities when using naive prompts. Thus a poten-
tial attacker does not require prior knowledge about the
training dataset of a model.

• Applying differentially private (DP) fine-tuning results
in a strong drop in the amount of memorized entities at
the cost of downstream task performance. It effectively
reduces the amount of entity memorization in fine-tuned
BERT models.

The subsequent section discusses the related work. It serves as
foundation for defining our framework and methods for extract-
ing named entities from fine-tuned BERT models, as described
in Section 3. Section 4 describes the datasets and the implemen-
tation details of the experiments. The results are described in
Section 5 and discussed in Section 6, before we conclude.

2 RELATEDWORK
In this section, we briefly review the literature on LMs with a
focus on the BERT model and text generation, possible privacy
attacks against DNNs, and existing approaches to Privacy Pre-
serving Deep Learning (PPDL).

2.1 Language Models and Text Generation
Modern large LMs rely on two core concepts that led to their
dominance in the NLP field: the focus on the self-attention mech-
anism in the DNN architecture and the introduction of large-scale
task-agnostic pre-training to learn general language representa-
tions [73]. Self-attention is used for modeling dependencies be-
tween different parts of a sequence. A landmark study in 2017 [68]
has shown that self-attention was the single most important part
of the state-of-the-art NLP models of that time. It introduced a
new family of models called transformers, which rely solely on
stacked layers of self-attention and feed-forward layers. Besides
the state-of-the-art performances, another great advantage of the
transformer architecture is that unlike a recurrent architecture,
it allows for training parallelization.

The ability to parallelize training, alongside the significant in-
crease in computational power allowed these models to train on
larger datasets than once was possible. Since supervised training
requires labeled data, self-supervised pre-training with super-
vised fine-tuning became the standard approach when using
these models [45]. The first transformer that achieved great suc-
cess on a large-range of NLP tasks using this approach was the
Generative Pre-trained Transformer (GPT) [54].

State-of-the-art transformers can be divided into three main
categories based on their pre-training approach [78]. Auto-regres-
sive models use the classical language modeling pre-training task
of next word prediction. Auto-encoding models are pre-trained
by reconstructing sequences that have been corrupted in some
way. Sequence-to-sequence models usually employ objectives
of encoding-decoding models for pre-training, like replacing
random sequences in a text with one special token with the
objective of predicting that given sequence [55].

2.1.1 BERT. A major limitation of the auto-regressive models
is that during pre-training they learn a unidirectional language
model. In these models, tokens are restricted to only attend other
tokens left to them, therefore they can only predict a token based
on the context from the left. In contrast, BERT is an encoder-
only model that uses an attention mechanism on the entire input
sequence [12]. This model utilizes Masked Language Modeling

(MLM) and Next Sentence Prediction (NSP) as pre-training tasks.
In MLM, some tokens are randomly removed from the input
sequence and the model is trained to predict the removed tokens
using context from both directions. Formally, the objective is to
learn the probability distribution over vocabulary V for masked
token x𝑚𝑎𝑠𝑘 in sentence X such that

x𝑚𝑎𝑠𝑘 = argmax
𝑤∈V

Pr(w|X\x𝑚𝑎𝑠𝑘 )

Although the parameter count of BERT is greatly surpassed
by more recent large LMs (such as GPT-3 [6]), BERT is still one
of the most common baselines in many NLP benchmark tasks.
The strong performance coupled with the fact that the model
is democratized and has publicly available pre-trained imple-
mentations makes BERT a popular choice of NLP model both
in industry and academia. Since its original release, there have
been dozens of follow-up studies and models published [57]. The
most notable variants include RoBERTa an improved version of
BERT which utilizes advanced hyperparameter optimization and
a modified MLM method on a larger pre-training corpus [41],
ALBERT a “lite” version of BERT using factorized embedding
parameterization, cross-layer parameter sharing, and sentence-
order prediction instead of NSP during pre-training [34], and
DistilBERT, a general purpose distilled model of the pre-trained
BERT [59]. Some variants of the BERT model employ domain spe-
cific pre-training corpora for increased performance on domain
specific tasks: SciBERT [5] uses scientific texts, ClinicalBERT [3]
is pre-trained on a clinical text corpus, while finBERT [42] uses
a large financial corpus.

2.1.2 Natural Language Generation. Natural Language Gener-
ation (NLG) is a subfield of NLP that is focused on producing
natural language text that enables computers to write like hu-
mans [78]. It lies at the core of many applied NLP domains such as
machine translation [79], text summarization [50], and dialogue
systems [9]. Early approaches in text generation used methods
like recurrent neural networks [17], deep generative models [32],
and variational autoencoders [32], all to varying degree of suc-
cess. The introduction of large pre-trained transformer strongly
improved the state-of-the-art in NLG.

Although auto-regressive transformer models are the stan-
dard choice for the task of NLG (since they are already trained
to predict the next token based solely on previous tokens in a
sequence), it has been shown that BERT can also be utilized to
generate reasonably coherent text. Wang and Cho [70] designed
a generation strategy for BERT based on Gibbs sampling [24],
where given a seed sequence, tokens at random positions are
masked and replaced by new tokens based on the sampling tech-
nique. Another generation strategy developed for auto-encoding
transformers [25] is to use a fully masked sequence as input and
predict all tokens at once. Subsequently, tokens with the lowest
probability are iteratively re-masked and replaced with a newly
computed token.

2.2 Privacy Attacks in Machine Learning
Privacy attacks in machine learning (ML) denote a specific type
of adversarial attack, which aim to extract information from a
ML model. Based on recent surveys in the field [11, 39, 56], these
attacks can be divided into five main categories.

2.2.1 Membership Inference Attacks. The goal of a membership
inference attack is to determine whether or not an individual
data instance is part of the training dataset for a given model.
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This attack typically assumes a black-box query access to the
model. The common approach to this type of attack is to use a
shadow training technique to imitate the behavior of a specific
target model. In shadow training, a ML model (shadow model) is
trained on a dataset that has a disjoint but identically formatted
training data as the target model. The trained inference model
is then used to recognize differences on the target model predic-
tions between inputs used for training and inputs not present
in the training data [62]. Membership inference attacks have
been shown to work on models used for supervised classification
tasks [62], Generative Adversarial Networks (GANs) [40], varia-
tional autoencoders [40], and the embedding layers of LMs [44].

2.2.2 Model Extraction Attacks. The adversarial aim of a model
extraction attack is to duplicate (i. e., “steal”) a given ML model.
It achieves this by training a function f’ that is approximating the
function f of the target model [39]. A shadow training scheme
has been shown to successfully extract popular ML models such
as logistic regression, decision trees, and neural networks, using
only black-box query access [67]. Other works have proposed
methods to extract information about hyperparameters [71] and
properties of the architecture [51] in neural networks.

2.2.3 Model Inversion Attacks. The idea behind model inversion
attacks is that an adversary can infer sensitive information about
the input data using a target model’s output. These attacks can be
used to extract input features and/or reconstruct prototypes of a
class in case the inferred feature characterize an entire class [11].
The first model inversion attack [20] was based on the assumption
that the adversary has white-box access to a linear regression
model, with some prior knowledge about the features of the
training data. With the use of the output labels and known values
of non-sensitive features, this attack is capable of estimating
values of a sensitive feature. Existing work was later extended to
neural networks with a new type of model inversion attack [19],
which reformulated the attack as an optimization problem where
the objective function is based on the target model’s output and
uses gradient descent in the input space to recover the input
data point. This technique allows the adversary to reconstruct
class prototypes (i. e., faces in a facial recognition model) given a
white-box access to the model and knowledge about the target
labels with some auxiliary information of the training data.

2.2.4 Property Inference Attacks. The goal of property inference
attacks is to infer some hidden property of a training dataset that
the owner of the target model does not intend to share (such as
feature distribution or training bias). Initially, property inference
attacks were applied on discriminative models with white-box
access [47, 53]. A more recent work has extended the method to
work on generative models with black-box access [53].

2.2.5 Training Data Extraction Attacks. Training data extrac-
tion attacks aim to reconstruct training datapoints, but unlike
model inversion attacks, the goal is to retrieve verbatim training
examples and not just “fuzzy” class representatives [8]. These
attacks are best suited for generative sequence models such as
LMs. Initially these attacks have been designed for small LMs
using academic datasets [7, 66, 77]. The aim of these studies was
to measure the presence of specific training datapoints in the
text samples generated by the models. A common approach to
measure the extent of this unintended memorization is to in-
sert so-called “canaries” (artificial datapoints) into the training
datasets and quantify their occurrence during sequence comple-
tion [7]. Since these initial studies were based on smaller models

trained with a high number of epochs, it was assumed that this
kind of privacy leakage must be correlated with overfitting [77].
However, a follow-up study using the GPT-2 model, which is
trained on a very large corpus for only a few epochs, showed that
even state-of-the-art large LMs are susceptible to these kinds of
attacks. Using the pre-trained GPT-2 model, Carlini et al. [8] were
able to generate and select sequence samples which contained
low 𝑘-eidetic data-points (data points that occur 𝑘 times in the
training corpus). A study by Lehman et al. [37] on Clinical BERT
attempted to extract patient-condition association using both do-
main specific template infilling and the text generation methods
inspired by the text extraction research done on GPT-2 [8] and the
BERT specific text generation technique proposed by Wang and
Cho [70]. Their methods were not successful in reliably extract-
ing privacy sensitive information (patient-condition associations)
from Clinical BERT, but it remains inconclusive whether its due
to the limitations in their method or in the linguistic capabilities
of BERT.

2.3 Privacy Preserving Deep Learning
Since deep learning is a subfield of ML, most methods developed
for privacy preserving ML can be also adapted to Privacy Preserv-
ing Deep Learning (PPDL). Based on the literature [11, 39, 56],
these methods can be divided into five main categories.

2.3.1 Encryption. Cryptography-based methods can be divided
into two subcategories, depending whether the target of the
encryption is the training data [26] or the model [4]. Regard-
less of the target, most existing approaches use homomorphic
encryption, which is a special kind of encryption scheme that
allows computations to be performed on encrypted data without
decrypting it in advance [2]. Since training a DNN is already
computationally expensive, adding homomorphic encryption to
the process raises major challenges as it increases training times
by at least an order of magnitude [39].

2.3.2 Data Anonymization. Data Anonymization techniques aim
to remove all Personally Identifiable Information (PII) from a
dataset. The common approach to achieve this is to remove at-
tributes that are identifiers andmask quasi-identifier attributes [74].
The popular 𝑘-anonymity algorithm [65] works by suppressing
identifiers (i. e., replacing them with an asterisk) and generalizing
quasi-identifiers with a broader category which has a frequency
of at least 𝑘 in the dataset. Although data anonymization tech-
niques were developed for structured data, it is possible to adapt
them to unstructured text data [27] as well as jointly anonymizing
structured data and unstructured text data [63].

2.3.3 Differentially Private Learning. Differential Privacy (DP) is
a rigorousmathematical definition of privacy in the context of sta-
tistical and machine learning analysis. It addresses the challenge
of “learning nothing about an individual while learning useful
information about the population” [16]. In ML, DP algorithms
aim to obfuscate either the training data [80] or the model [58] by
adding noise. Since directly adding noise to DNN parameters may
significantly harm its utility, the best and most common place
for applying DP in deep learning is the gradients [82]. Abadi et
al. [1] proposed an efficient training algorithm with a modest
privacy budget called Differentially Private Stochastic Gradient
Descent (DPSGD). DPSGD ensures DP by cutting the gradients to
a maximum L2 norm for each layer and then adding noise to the
gradients. Although DPSGD comes with increased computational
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cost and performance loss, variations of this algorithm [10, 14]
still belong to the cutting-edge of PPDL research.

2.3.4 Aggregation. Aggregationmethods are generally used along
with distributed/collaborated learning, in which multiple parties
join a ML task while aiming to keep their respective datasets
private [39]. The most popular collaborative framework for pri-
vacy preservation is Federated Learning introduced by McMahan
et al. [46]. Although aggregation methods can provide data secu-
rity during distributed training, their privacy preserving aspects
are more limited than other PPDL approaches.

2.3.5 Combined Approaches. The four main categories of PPDL
methods are not mutually exclusive. DP is often used in col-
laborated learning where it is combined with aggregation tech-
niques [72]. A promising framework called Private Aggregation
of Teacher Ensembles (PATE) [52] proposes improved privacy
preservation with the use of an ensemble of teacher models
(which have been trained on non-overlapping datasets), and a
differentially private aggregation mechanism. The knowledge of
the aggregated model is then transferred into a student model,
resulting in a model with strong privacy guarantees.

2.4 Summary
Transformer-based architectures achieve the state-of-the-art in
most areas of NLP. The BERT model [12] is widely applied in
most NLP tasks. It is not pre-dominantly used for text generation
due to its bidirectional pre-training approach, but can it can be
utilized for auto-regressive text generation like for sentences [70]
or labels [31]. From such generated text output, it is possible
to extract various type of information from ML models using
privacy attacks [11, 39, 56]. Large LMs are prone to training data
extraction attacks. For example, a study on GPT-2 has shown that
it is possible to extract privacy sensitive information from the
training data with black-box access, using different prompting
techniques when generating text [7]. As privacy attacks become
more frequent against DNNs, the role of privacy preservation
in deep learning also becomes more crucial. Although there are
multiple ways to improve the privacy of a model including the
use Differential Privacy during training [1], there is no perfect
solution as of yet [11, 39, 56].

3 EXTRACTING MEMORIZED NAMED
ENTITIES FROM BERT

In order to extract the named entities of the fine-tuning dataset
from the BERT model, we present the experimental pipeline
depicted in Figure 1. The pipeline consists of three main phases:
the fine-tuning (including a privacy preserving approach using
Differential Privacy), the text generation from the fine-tuned
models, and the evaluation of the named entity memorization.

3.1 Fine-tuning
In the fine-tuning phase, we employ single-label text-classification
as the downstream task. Our setup consists of three different
fine-tuning methods: Full, Partial, and Differentially Private (DP)
fine-tuning. The different fine-tuning methods are depicted in
Figure 2.

The Full setup follows the standard practices of fine-tuning
LMs, where a classifier head is attached to the base network and
all the weights of a pre-trained network along with the classifier
head are retrained on the task-specific dataset with a low learning
rate [30]. Full fine-tuning usually leads to the best results on the

BERT

Private Dataset

Prompts

    Text Sample

Search  
for 

Matches

List of Named
Entities

Generate

Fine-tune

Named Entity
Recognition

Figure 1: An illustration of our framework for extracting training
data entities from BERT. First, we fine-tune a pre-trained BERT
on a private dataset. Next, we generate text samples from the fine-
tunedmodel using prompts. Finally, we search the generated sam-
ples for the named entities that occur in the private dataset.

downstream task, but in the case of large LMs, it is not always
feasible due to the size of these networks and the computational
costs of retraining them. Due to this constraint, researchers have
designed alternative fine-tuning strategies where fine-tuning
is employed in a more optimized manner [30, 36]. A common
alternative strategy is to freeze most of the layers in a network
and only retrain the last few encoder layers with task-specific
head of the network [43, 64]. In our Partial setup, we freeze
all layers of the BERT model except for the last encoding layer.
Applying DP in fine-tuning puts additional noise to the gradient
updates, which in the lower layers carries a detrimental effect
to the pre-trained knowledge of the model as the weights of the
bottom layers are more sensitive to noise. For this reason, in the
Differentially Private setup we employ the same layer-freezing
approach as in the Partial setup.

Figure 2: An illustration of different fine-tuning methods. In the
Full setup (left), we apply standard fine-tuning to all layers. In the
Partial setup (middle), we only fine-tune the last encoding layer
and the classifier head. For theDifferentially Private setup (right),
we also employ partial fine-tuning but use the privacy preserving
optimizer DPSGD [1].

In addition, the DP fine-tuning method uses the Adam variant
of DPSGD by Abadi et al. [1]. DPSGD is a modification to the
stochastic gradient descent algorithm that employs (𝜖, 𝛿) differ-
ential privacy [15]. In the formal definition of (𝜖, 𝛿) differential
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privacy, a randomized algorithm M is differentially private if:

Pr[M(x) ∈ S] ≤ exp(𝜖) · Pr[M(y) ∈ S] + 𝛿,

where S denotes all the potential output of M that can be pre-
dicted, 𝜖 is the metric of privacy loss (also known as the privacy
budget) at a differential change in the data (e. g., adding or re-
moving one datapoint), and 𝛿 is the probability of an accidental
privacy leak. In deep learning, an 𝜖 value is defined as modest
when it is below 10 and 𝛿 is usually set to the the reciprocal of the
number of training samples [14, 76]. In standard data analytics
settings, 𝜖 values between 0 and 1 are considered to be highly
private, and values between 2 and 10 are considered somewhat
private. However, in deep learning it is hard to achieve a 𝜖 value
under 1 due to continuous increase of 𝜖 between training epochs.

The DPSGD algorithm entails two major changes to the gra-
dient descent algorithm: the introduction of gradient clipping
and the addition of Gaussian noise to the clipped gradients. The
clipping limits how much an individual training point can impact
the model parameters, while the addition of the noise randomizes
the behavior of the algorithm, making it statistically impossible
to know whether or not a training point was included in the
training set. These modifications to the gradients happen on a
microbatch level (ideally for each individual training sample) and
are aggregated for the standard batch optimization step.

3.2 Text Generation
Although the standard objective of NLG is to produce text that
appears indistinguishable from human-written text (see related
work in Section 2.1.2), in our study we are less interested in
general text quality in terms of coherence or grammatical cor-
rectness. Our primary goal is to trigger the fine-tuned models to
generate named entities found in the training data. To achieve
this, we employ two different prompting methods and an efficient
generation strategy that produces diverse text samples.

3.2.1 Prompt Selection. Selecting good prompts is a crucial step
in triggering the model to unveil information about the train-
ing data. We employ two different prompting strategies for text
generation.

(1) In the first one, we take the strategy shown to achieve
the best results in the experiments of Carlini et al. [8],
in which a fixed length of string sequence is randomly
sampled as prompt from the Crommon Crawl1 dataset.
This we refer to as a naive prompting, since we randomly
use text samples scraped from the internet. The selected
prompts likely have no or only very little connection with
the text and named entities from the fine-tuning dataset.

(2) In the second strategy, we create the prompts by randomly
selecting string sequences of a fixed length from the test
set of the fine-tuning data. This setup is considered as
informed prompting given that the prompts come from
the same domain and are generally highly similar to the
training data.

3.2.2 Text Generation. Despite the fact that the bidirectional
nature of BERT does not naturally admit to sequential sampling,
Wang and Cho [70] have shown that it is also possible to utilize
this strategy for BERT. Although their results suggest that their
non-sequential iterative method produces slightly more coher-
ent text than sequential sampling, it requires multiple iterations
for each token. Since text coherence is not our primary goal,

1http://commoncrawl.org

we choose to employ a computationally less expensive sequen-
tial sampling method. In this method, we choose a randomly
selected prompt (see above) as a seed sequence and extend it
with a masked token. For each iteration, we predict the masked
token and replace the mask. We add an additional masked token
to the extended sequence until we reach the defined sequence
length.

On top of this generation method, we also employ a combi-
nation of beam search and nucleus sampling as an additional
decoding strategy. Beam search is a commonly used decoding
method in machine translation tasks [21]. Compared to greedy
search, where at each iteration only the token with the high-
est probability is selected, beam search selects multiple tokens
at each iteration. The number of tokens is defined by the beam
width parameter and an additional conditional probability is used
to construct the best combination of these tokens in a sequence.
While both greedy search and beam search select tokens based on
maximum likelihood, sampling from the probability distribution
is also a viable method. The most popular sampling method is
top-𝑘 sampling, where in each iteration a token is sampled from a
set of 𝑘 candidates with the highest probability. Nucleus sampling
(also called top-𝑝 sampling) is an alternative strategy to top-𝑘 ,
where instead of using a set with a fixed length, the smallest
possible set is constructed with tokens whose cumulative proba-
bility exceeds the probability value of parameter 𝑝 [28]. These
sampling methods can be combined with both search algorithms.

3.3 Evaluating Named Entity Memorization
Named entities refer to objects and instances that identify one
item from a set of other items sharing similar attributes. They
usually include entity types like (person) names, organizations,
locations, products, and special temporal or numerical expres-
sions like dates or amounts of money [49]. In order to evaluate
the extent to which the models have memorized the named enti-
ties found in the fine-tuning dataset, we first extract them from
the datasets using Named Entity Recognition (NER) and create a
dictionary with the entities and their corresponding entity types.

After this, we create three different entity sets from this dictio-
nary. The first one (All) consists of every entity with a character
length greater than 3. In the second (Private), we do a cross-check
of the first entity set with the pre-training data, and remove all
entities also present in the pre-training datasets, leaving us a set
of entities that only appear in the fine-tuning data. For the third
and final set (Private 1-eidetic), we keep all 1-eidetic entities, i. e.,
entities which appeared only once in the fine-tuning dataset, of
the second set and discard everything else. Once we have these
three sets and the generated samples from each model setup
(including the samples generated from a base model that was
not fine-tuned), we count the number of exact matches in the
samples.

4 EXPERIMENTAL APPARATUS
4.1 Datasets
For selecting suitable datasets for the study we had two criteria.
First, to avoid privacy issues and ethical concerns only publicly
available datasets were chosen. Second, to provide a good basis for
the measurement of memorization, we were interested in datasets
that contain a large number of named entities. We choose data
which has English as its primary language and kept 20% of each
dataset for testing. The main characteristics of the datasets can
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be seen in Table 1. The label distribution of each dataset is shown
in Appendix A.

Table 1: Characteristics of the datasets

Dataset N #Train #Test #Classes

Enron 7,501 6,000 1,501 7
BlogAuthorship 430,269 344,215 86,054 39

4.1.1 Enron Email Dataset. The raw Enron Email corpus [33]
consists of 619,446 email messages from 158 employees of the
Enron corporation, made public due to legal investigations. The
cleaned version has 200,399 messages and is commonly used for
various NLP tasks. Since this dataset contains full emails of real
users, it includes naturally occurring personal information such
as names, addresses, organizations, social security numbers etc.
This high amount of entities makes the dataset a perfect fit for
our experiment.

Since the original dataset is not fitted to text-classification (as
it lacks any official labels), we adapt it by labeling the emails by
the folders’ names they are attached to (i. e., “sent-mail”, “corpo-
rate” , “junk”, “proposals” etc.). In total there are 1,781 folders in
the dataset but most of the folders contain less than a couple of
emails. Therefore, we first selected the folders with more than
a 100 emails, and hand-picked folders that could be considered
as valid classes in an applied setting. This leaves us with seven
classes, which we employ for the downstream task of single-label
text classification. The topics of these seven classes are “logis-
tics”, “personal”, “management”, “deal discrepancies”, “resumes”,
“online trading”, and “corporate”. During the preprocessing of
the emails, we removed the forward blocks, HTML links, line
breaks, and tabs. The removal of forward blocks and HTML links
was especially important to improve the quality of the generated
texts. A more detailed description of the preprocessing can be
found in Appendix A.

4.1.2 Blog Authorship Corpus. The Blog Authorship Corpus [60]
contains text from blogs written until 2004, with each blog being
thework of a single user. The datawas collected from blogger.com
in 2004. The corpus incorporates a total of 681,288 posts from
19,320 users. Alongside the blogposts, the dataset includes topic
labels and demographic information about the writer, including
gender, age, and zodiac sign. Although the blogposts were written
for the public, they contain some PII such as names, organizations
and postal addresses. We adapt the dataset for text-classification
by labeling the posts by the blogs’ topics.

Posts with the topic label “unknown” were removed. After
the removal, the dataset consists of 430,269 posts with 39 unique
labels. Preprocessing on the blogposts was kept to a minimal: non-
printable ASCII characters, non-ASCII characters (e. g., Korean
letters), and URL linkswere removed, otherwise the text remained
unchanged.

4.2 Procedure & Implementation
The procedure of our experiments follows the pipeline as illus-
trated in Figure 1. Below, we describe the details of each step. All
experiments were conducted with the same random seed on a
NVIDIA A100 HGX GPU with 40 GB of RAM.

4.2.1 Fine-tuning. The experiments are based on the Hugging
Face implementation of the BERT base uncasedmodel [73], which

uses 12 layers of transformer blocks and is pre-trained on the
EnglishWikipedia [18] and Book Corpus [83] datasets. For single-
label classification, a custom classifier head is attached to the base
model consisting of a Dropout and a Linear layer. In the Full and
Partial setup we used the standard Adam optimizer, while in the
Differentially Private fine-tuning, we changed it to the DPAdam
optimizer from the Opacus library [75] with a microbatch size
of 1.

4.2.2 Text Generation. For text generation, we first removed
the classifier heads from the fine-tuned models and attached
a pre-trained MLM head instead. We then used the sequential
generation method described in Section 3, with the addition of
beam search and nucleus sampling combined with a temperature
parameter. During prompt creation, we sampled a 100 charac-
ter length string either from the Common Crawl dataset (naive
prompting) or from the test set (informed prompting). We set the
sequence length to 256 tokens. We removed the tokens of the
prompt before saving the samples, i. e., if the prompt contained
any entities, they are not considered for the evaluation. In total,
we generated 20,000 text samples for each setup.

4.2.3 Named Entity Recognition. For collecting the named enti-
ties from the fine-tuning datasets, we employed the NER system
of the spaCy library that utilizes a custom word embedding strat-
egy, a transformer, and a transition-based approach to named
entity parsing [29]. spaCy distinguishes between a total of 18
different named entity types. Out of these 18 entity types we
selected seven (Person, Organization, Location, Geo-Political
Event, Facility, Money, Cardinal), which have a high possibility
to contain personal or privacy sensitive information. A more
detailed discussion about the entity type selection is found in
Appendix B. When creating the Private entity set described in
Section 3.3, we cross-checked our fine-tuning entities with the
pre-training datasets (the Book Corpus and Wikipedia datasets,
available through the datasets library [38]) to discard the entities
present both in fine-tuning and pre-training. The numbers of
named entities per type in each of the three sets can be seen in
Table 2.

4.3 Hyperparameter Optimization
4.3.1 Fine-tuning. During fine-tuning, we carefully optimized
the models on both datasets using manual tuning based on test
accuracy. Dropout rates were fixed based on the default BERT
base implementation of the huggingface library (0.1 for attention
dropout and 0.3 for the classifier) [73]. For batch size, learning
rate, and number of epochs a search space was defined based
on previous works [13, 22]. Specifically, we chose the batch size
from {8, 16, 32}, the learning rate from {5e-3, 1e-3, 1e-4, 5e-5, 1e-5},
and the number of epoch from {3, 5, 10}. Across all setups we
found that using a batch size of 32 leads to the best performance.
On the Enron dataset the highest accuracy values were achieved
when the number of epochs is set 10, while the Blog Authorship
dataset required 5 epochs to reach the highest values. In the Full
setup a learning of 1e-5 was found to be the best performing on
both datasets. In the Partial setup the best results were found
with a 5e-5 learning rate for the Enron dataset and 1e-4 for the
Blog Authorship dataset.

In the DP fine-tuning, the best results were achieved with a
learning rate of 1e-3 on both datasets. In this setup two additional
hyperparameters had to be optimized to achieve the highest

6

blogger.com


A Study on Extracting Named Entities from Fine-tuned vs. Differentially Private Fine-tuned BERT Models

Table 2: Number of named entities found in the datasets sorted by type. All refers to the entity set which contains every entity found in
the fine-tuning dataset. Private refers to the set of entities only found in the fine-tuning datasets, i. e., we removed all entities also present
in the pre-training datasets. Finally, Private 1-eidetic contains only the 1-eidetic entities from Private set. See Section 3.3 for details on
the definition and creation of the three entity sets All, Private, and Private 1-eidetic.

Named Entity Type Enron Blog Authorship

All Private Private 1-eidetic All Private Private 1-eidetic
PERSON 10,712 7,717 4,844 209,434 137,892 113,599
ORG 9,933 7,178 5,001 168,068 107,480 90,594
LOC 316 175 125 10,562 4,902 4,049
GPE 1,551 739 490 37,691 17,781 13,196
FAC 367 230 174 12,824 7,137 6,349
MONEY 1,220 736 585 11,216 7,551 6,343
CARDINAL 2,918 1,924 1,386 24,075 13,020 10,810
Total 27,017 18,726 12,605 473,870 295,763 244,940

possible accuracy while keeping the privacy budget 𝜖 single-
digit. We set the per-example gradient clipping threshold to 10
based on a previous study using DP with BERT [76], and found
the best values for the noise multiplier to be 0.5 for the Enron
and 0.4 for the Blog Authorship dataset.

4.3.2 Text Generation. For text generation, we studied the effects
of the different sampling parameters. We found the best results
in terms of text diversity and coherence through manual tuning
with the following value combinations: number of beams: 1, beam
size: 30, nucleus sampling value: 0.8, temperature: 2.0, and n-gram
repetition limit: 3.

4.4 Measures
To evaluate the performance on the downstream task, we use
accuracy. Training and inference time were also measured. In
the DP setup, we measure privacy preservation with the privacy
budget 𝜖 . In all models, the extent of unintended memorization
of named entities found in the fine-tuning dataset is measured by
counting their occurrences in generated samples and checking
their 𝑘-eidetic value. A data point (or in our case an entity) is 𝑘-
eidetic if it appears 𝑘 times in the training corpus [8]. In particular
this means that a 1-eidetic data point was observed by a model
only exactly once.

5 RESULTS
Given the pipeline and experimental apparatus described in Sec-
tions 3 and 4, we evaluate the results of the classification per-
formance and the extent of unintended memorization of each
model. We compare our findings on both datasets.

5.1 Classification
Table 3 shows the singe-label text classification results for each
setup. For both datasets, we observe a similar trend between the
different fine-tuning setups: Full achieved the highest accuracy
on the test set, Partial performed slightly worse, and the DP setup
produced theworst results with a 15 percent point drop compared
to the Partial. In general, the accuracy values are considerably
higher on the Enron dataset. In the DP setup, the privacy budget
𝜖 is 9.79 for the Enron and 𝜖 = 7.38 for Blog Authorship.

Table 3: Accuracy scores after fine-tuning

Fine-tuning Setup Enron Blog Authorship

Full 87.5% 51.6%
Partial 85.8% 49.6%
DP 69.8% 35.7%

Runtime Performance of Fine-tuning. Weprovide the total train-
ing times of the experiments in Table 4 executed on a single
NVIDIA A100-SXM4-40GB card. Full fine-tuning is the slowest
due to the fact that optimization happens for all layers. Com-
paring the two setups when only the last layers are optimized,
DP fine-tuning takes notably longer time than Partial, but is still
faster than the Full setup.

Table 4: Training runtime in minutes. Averaged over five runs.

Fine-tuning Setup Enron Blog Authorship

Full 11 330
Partial 6 186
DP 9 222

5.2 Named Entity Memorization
For the named entity memorization experiments, we also in-
cluded a purely pre-trained BERT, i. e., without any fine-tuning,
which we call the Base setup. Figure 3 shows our initial results
on the All entity set. The highest extraction rate was 9.3% for the
Enron and 6.2% for the Blog Authorship dataset. On the Enron
dataset, the highest extraction rate was achieved on the Base
setup. closely followed by the Partial setup. The difference be-
tween these two setups was 0.2% with the naive prompting and
0.6% for the informed prompting methods. On the Blog Author-
ship dataset, the Full setup produced the highest extraction rate,
followed by the Base setup. Between these two setups, the naive
prompting resulted in 0.5% and the informed prompting in a
2.4% difference. The DP setup produced the lowest extraction
rates with 1.4% (naive prompting) and 1.1% (informed prompt-
ing) on the Enron and 0.1% in the Blog Authorship dataset (both,
naive and informed prompting). Naive prompting consistently
outperformed informed prompting in all fine-tuning setups on
both datasets.
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Figure 3: The percentages of all entities successfully extracted from the models, compared by prompting methods. In each column pair
the left bar displays naive prompting and the right bar the informed prompting. The percentages are calculated based on the numbers
shown in Table 2.

Figure 4: The percentages of private entities and private 1-eidetic entities successfully extracted from the models with the use of naive
prompting. In each column pair, the left bar displays the results for the Private entity set and the right bar shows the results for the
Private 1-eidetic entity set. The percentages are calculated based on the numbers shown in Table 2.

Table 5: Extraction ratio of entities from the Private set using naive prompting, grouped by entity types

Named Entity Type Enron Blog Authorship

Base Full Partial DP Base Full Partial DP
PERSON 4.1% 2.3% 4.3% 0.8% 3.4% 4.1% 2.9% *
ORG 3.8% 2.2% 3.3% 0.3% 4.5% 4.1% 3% *
LOC 20.5% 15.4% 18.4% 5.1% 8.9% 8.6% 5.5% *
GPE 28.1% 22.5% 28% 5% 11.5% 13.4% 9.9% 0.1%
FAC 1.7% 0.4% 0.8% 0.8% 2.7% 2.5% 1.6% *
MONEY 1.5% 0.7% 1% 0.1% 1.2% 0.9% 0.7% *
CARDINAL 4.8% 1.7% 3.9% 0.5% 4.4% 3.9% 2.7% 0.1%
* less than 0.1%

Figure 4 shows the comparison of the extraction rates between
the private entities and the private 1-eidetic entities, using the
naive prompting method. Compared to the results in Figure 3,
the extraction rates are consistently lower across all setups. The
difference between Base and Partial on Enron, and Base and
Full on Blog Authorship once again is negligible. Overall the
memorization rate of private 1-eidetic entities is lower than the
memorization rate of all private entities. But the difference is less

than 1 percent point on the Enron and less than 2 percent points
on the Blog Authorship dataset.

To further investigate the extracted private entities, we also
measured the extraction ratio of each entity type in Table 5. The
Location and Geo-Political Event types produced the highest
percentages, while the Facility and Money types had results less
than 3% across all setups and datasets. The extraction ratios
on Blog Authorship are consistently lower in every entity type
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compared to Enron. The only exception can be seen in the Facility
type, where the Blog Authorship results were 1 to 2 percent points
higher.

Additional plots of the results can be found in Appendix B.2.
Examples of text generated by the three fine-tuning setups are
provided in Appendix B.3.

6 DISCUSSION
6.1 Key Insights

Prompting Methods. Our experiments show that the naive
prompting method produces better results in all setups. Although
for informed prompting the seed sequences will be more sim-
ilar to the text sequences found in the fine-tuning data, this
informed prompting likewise limits the possibilities of producing
diverse outputs. Following Carlini et al. [8], we conclude that
using random prompts sampled from a huge corpus unrelated
to the training data yields better extraction results. This shows
that adversaries do not need to have prior knowledge about the
training data of the attacked model, a simple black-box approach
is sufficient.

Named Entity Memorization in BERT. We extracted pri-
vate named entities from the fine-tuned models at surprisingly
low rates. In no setup, we extracted more than 10% of the pri-
vate entities. Interestingly, our results further show that using
a pre-trained Base model that has not been fine-tuned on the
training set containing those extracted entities produces similar
extraction ratios. Our assumption is that the small percentage of
private entities that have been successfully extracted from both
the Base and Full or Partial models have low level of complexity
in terms length and n-gram diversity. Therefore they are more
likely to be randomly generated by combining common subword
tokens.

In order to better understand the reasons behind this obser-
vation, we conducted a more detailed analysis of the extracted
entities. As can be seen from Table 5, distinct entity types have
different probabilities to be extracted. From the seven types, we
argue Location and Geo-Political Event are the least unique in
their nature, therefore it is not suprising that the highest extrac-
tion rates have been achieved on them. The lower values in the
Money and Cardinal types reinforce the findings that the sub-
word tokenization in BERT is a suboptimal method to encode
numerical values [69]. Overall our findings suggest that BERT
could be rather resistant to training data extraction attacks, un-
like other large LMs, such as GPT-2 [8]. This is most likely due to
its relatively smaller size as argued in [8], but it is also possible
that auto-encoder transformers are generally less prone to these
attacks compared to auto-regressive transformers as result of
their different pre-training objectives.

Differentially Private Fine-tuning. In all the experiments
that used Differentially Private fine-tuning, the extraction rates
of named entities were reduced by a large extent. Our samples
have shown that the text quality in the DP setups was very low,
both text coherence and text diversity decreased dramatically.
Even though the performance on the downstream task was also
considerably lower, we argue this trade-off between performance
and privacy is still promising for future developments. Consider-
ing that the focus of our study was not on achieving state-of-the
art performance for singe-label text classification, we only used
the Adam variant of the original DPSGD algorithm [1]. More
recent DP algorithms retain a higher performance on many NLP

tasks, while achieving the same or better privacy budgets [76].
One can expect that for tasks, where the ability of a model to
generate text is irrelevant, the use of DP can be a viable solution
to increase the privacy of the model.

6.2 Generalization
In our experiments, we intentionally used datasets of different
characteristics. While the Enron dataset we used is small in size
and is very cluttered due to its source (real world emails), the
Blog Authorship Corpus is a per-default public web corpus that
contains a large amount of samples covering a broad range of
domains with a higher text quality. Although, we only used single-
label text classification (in which BERT is generally considered
as state-of-the-art [23]) as a downstream task for fine-tuning,
results should be similar on different downstream tasks since the
memorization takes place in the encoding layers, irrespectively
of the task-specific final layers of a model. Finally our conclusion
about the memorization capabilities of the BERT base model is in
linewith the training data extraction study done onClinical BERT,
inwhich the authorswere unable to reliably extract patient names
from a specific BERT variant pre-trained on clinical data [37].

6.3 Threats to Validity
We acknowledge that the experimental datasets are limited to
English. Although named entities are often unique to their re-
spective language, we have no reason to believe that generating
named entities would be significantly easier in other languages.
For languages that have larger character sets (e. g., Chinese) or
use long compound words (e. g., German), the probability of
unintended memorization may even be smaller. Regarding the
efficiency of our extraction of named entities, the results can be
influenced by both the named entity recognition system and our
text generation method. Although we used the state-of-the-art
named entity recognition model from spaCy, it is highly possible
that some entities have been missed and some have been falsely
identified. The missed entities are unlikely to influence the re-
sults since we still had a great amount of entities of differing
𝑘-eidetic values. Controlling for the falsely identified entities was
a more difficult problem. Therefore, we decided to remove all
entities with a character length of less than 4. While this does not
solve the issue completely, we assume that the remaining false
positives did not hinder the study of unintended memorization.
Using a left-to-right sequential text generation method (based
on the naive/informed prompting) might also bias our results, as
BERT uses context from both directions to predict a token during
pre-training. This, we argue has more impact on text coherence
rather than the ability to trigger a diverse output containing
named entities, which was of higher importance to our study.

6.4 Practical Impact and Future Work
Our study offers insights into the privacy risks involved in em-
ploying a pre-trained BERT on private fine-tuning data. Although
our results do not rule out the possibility to extract personal
information from a fine-tuned BERT base model using more ad-
vanced methods, our findings suggest that doing so is at least
not trivial. As for future work it would be interesting to re-run
the experiments on BERT large and other commonly used BERT
variants [34, 41, 59]. Even though our experiments revealed sur-
prisingly minimal privacy leakage in BERT models fine-tuned by
standard methods, it would be interesting to analyze the effects
of Differential Privacy in other language models. For example,
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it is known that GPT-2 is strongly prone to training data ex-
traction attacks [8]. Another interesting area of future research
would be to test the embedding layers of our BERT setups against
membership inference attacks [44].

7 CONCLUSION
We performed an initial investigation into the capabilities of
BERT to memorize named entities. We ran experiments, in which
we tried to extract private named entities from fine-tuned BERT
models using three different fine-tuningmethods and two prompt-
ing strategies. Overall, we could only extract a low percentage of
named entities from BERT, and the only pre-trained model gener-
ates the same amount entities as the fine-tuned models. Further-
more, we show that a fine-tuned BERT does not generate more
named entities specific to the fine-tuning dataset than a BERT
model that is pre-trained only. This does not rule out that PPI
extraction from a fine-tuned BERT base model is impossible, but
at least suggests that it is not trivial to emit personal or privacy
sensitive named entities via training data extraction attacks. We
also employed a Differential Private fine-tuning method, which
showed to be a promising privacy preserving method against
training data extraction attacks.

To facilitate further research, wemake our experimental setups
and baseline models available: https://github.com/drndr/bert_
ent_attack
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Supplementary Materials

A EXTENDED DATASET PREPROCESSING
The following sections contain additional details about the pre-
processing. In particular, we give further information about the
preparation of the Enron dataset, and provide an overview of the
label distributions.

A.1 Preprocessing the Enron dataset
As mentioned in Section 4.1, the Enron dataset does not come
with categorical labels. The raw dataset contains the text of
the email messages, alongside additional headers with meta-
information. One of these headers called “X-folder” contains the
location of the email in folder structure of each user. We used the
last folder name in the location paths to create labels. While these
folders are unique to each user, some general overlap between
the naming conventions and folder contents made it possible to
select seven folders as labels that can be used for single-label
text classification. These labels are: “logistics”, “personal”, “man-
agement”, “deal discrepancies”, “resumes”, “online trading”, and
“corporate”.

While preprocessing the text of the emails, we found that the
message bodies contained a great amount of message chains,
where some meta-information from the email headers (such as
lists of email addresses, network information, message ID) were
also present between the texts. This turned out to have a negative
effect on output of our models when generating text. Namely,
the generated samples lost all coherence and contained a lot
of random concatenations of subword tokens. Therefore, we
decided to discard all reply and forward chains from the emails
by removing the parts following phrases that indicate a replied
or forwarded message. This additional preprocessing, alongside
the removal of HTML links, substantially improved the diversity
and quality of the generated text samples.

A.2 Label Distributions
Figures 5 and 6 show the label distribution of both datasets. In
the Enron dataset, the most frequent label is “personal” with
2,062 occurrences, while on the Blog Authorship dataset the label
“Student” has the highest count with 153,903. During the train-
test split, the distribution of the dataset was retained in both
splits.

Figure 5: Label distribution of the Enron dataset

Figure 6: Label distribution of the Blogauthorship dataset

B EXTENDED EXPERIMENT RESULTS
This section contains the extended experimental results. We pro-
vide an extended review of the NER results with detailed descrip-
tion of the entity types, a discussion about selecting specific entity
types for our study, and the additional named entity extraction
results not present in the main paper.

B.1 Named Entity Recognition
As mentioned in Section 4.2.3, we used the spaCy library [29]
for the process of NER. The named entity recognizer of spaCy
distinguishes between the following 18 entity types:

• PERSON - people names, including fictional
• NORP - nationalities or religious or political groups
• FAC - facilities - building, airports, bridges, etc.
• ORG - organizations, companies, agencies, institutions
• GPE - geopolitical entities - countries, cities, states
• LOC - non-GPE locations
• PRODUCT - objects, vehicles, foods
• EVENT - named hurricanes, wars, sport, events etc
• WORK_OF_ART - titles of books, songs, etc
• LAW - named documents made into laws
• LANGUAGE - any named language
• DATE - absolute or relative dates, periods
• TIME - times smaller than a day
• PERCENT - percentages
• MONEY - monetary values, including unit
• QUANTITY - Measurements, as of weight or distance
• ORDINAL - “first”, “second”, etc
• CARDINAL - numerical values not covered by other
types

The initial results of the NER can be seen in Table 6. Compared
to the values in Table 2, these counts also include the repeated
occurrences of a named entity.

In studying the extent of named entity memorization, we fo-
cused on entity types that have a higher probability to contain
personal or privacy sensitive information. PERSON can include
first and last names, which together can be considered as personal
information. ORG, GPE, LOC and FAC include information that
can be pieced together to identify a likely data subject, therefore
they also fit into the personal information category. We included
Money, as in some industries (i. e., banking) records of specific
amounts can be regarded as privacy sensitive information. Fi-
nally, we also included CARDINAL as this type can refer to card
numbers, phone numbers, and different ID numbers, which can
be both personal and privacy sensitive.
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Figure 8: The percentages of private entities extracted from the
models, compared by promptingmethod.In each column pair the
left bar displays naive prompting and the right bar the informed
prompting. The percentages are calculated based on the numbers
shown in Table 2.

Figure 9: The percentages of private 1-eidetic entities extracted
from the models, compared by prompting method.In each col-
umn pair the left bar displays naive prompting and the right bar
the informed prompting. The percentages are calculated based on
the numbers shown in Table 2.

Figure 10: The percentages of private entities extracted from the
models, compared by promptingmethod. In each columnpair the
left bar displays naive prompting and the right bar the informed
prompting. The percentages are calculated based on the numbers
shown in Table 2.

Table 6: Per type number of named entities in the datasets

Named Entity Type Enron Blog Authorship

PERSON 33,993 767,144
NORP 1,373 132,080
FAC 674 24,405
ORG 30,365 521,159
GPE 8,771 298,607
LOC 827 37,286
PRODUCT 992 27,432
EVENT 333 14,131
WORK_OF_ART 1,354 43,102
LAW 151 5,798
LANGUAGE 69 11,161
DATE 17,319 626,969
TIME 7,137 211,993
PERCENT 579 17,332
MONEY 2,952 39,768
QUANTITY 655 21,512
ORDINAL 1,210 104,559
CARDINAL 17,725 444,764

B.2 Named Entity Memorization
This section includes the results of the experimental setups not
shown in the main text. The percentage values are based on the
number shown in Table 5.

Figure 7: The percentages of private entities extracted from the
models, compared by promptingmethod. In each columnpair the
left bar displays naive prompting and the right bar the informed
prompting. The percentages are calculated based on the numbers
shown in Table 2.

B.3 Text Generation
This section includes text samples generated from our fine-tuned
models. Tables 7, 8, and 9 show randomly selected sequences of
generated text under the Full, Partial, and Differentially Private
fine-tuning setting for each of the two datasets and prompting
strategies.

13



Andor Diera, Nicolas Lell, Aygul Garifullina, and Ansgar Scherp

Table 7: Randomly selected sequences of generated text from the Full setup

Generated Sample Dataset Prompt method

Organizations from among 150 organizations and national educational leaders Global
Quality Internet Service Vision Vision Watch Associates Association National / CT
Science Vision Health network

Enron naive

In, Justice & Justice : International / Research Papers Issues to 2017. : International
Organizations Research in Business Fellow and Masiah Al Hehar and Professor and
Chair, University and Karachi Emeritus, from Durham

Enron informed

Third to the Joint Chiefs, between 2015 - 2020 side directors permanent appointment
playing two leaders joint in training urban core areas in economic and medical
development organisations in electoral the 2020 European Parliament

Blog Authorship naive

Sheriff Avery and Judge said everyone and his girls were safe and they all was riot! Only
Judge White and the churchmaster had not heard tomorrow, and things was right
Maydal Sio and all his lawyers were punishment

Blog Authorship informed

Table 8: Randomly selected sequences of generated text from the Partial setup

Generated Sample Dataset Prompt method

Annex 1 at Anne. M. 1, featuring new entrances and entrance towards the entrances
from East Village and West Village Parkway ( connecting to and from both tunnels into
and from West Village ) also includes the entire structure encompassing the new tunnels
on all four floors including the main floors plus all 4 rooms

Enron naive

Sir Christopher and to Commander Fox, presented a statement that they owed to
Saunders for saving Christopher before sailing for Britain. Saunders blamed Christopher
; they were wrong, obviously not, and clearly angered they were, but Adams insisted
Christopher instead was " damaged, was very " sick and " emotionally "

Enron informed

Those last day. Those those strange voices - Those eerie voices - That haunted voices -
that haunting voice, That haunting ghost - that echoing in echoes of the haunting? Why
silence? Why? - The ghost? Which is it? who is ghost And silent voice?

Blog Authorship naive

Paul. Paul leaves away before that scene breaks as Helen laughs bitterly with Julia and
Liz. Paul hates love and they hate him because they love him so bad so love, her toils
against Paul and hasces with Paul. Paul makes love Simon

Blog Authorship informed

Table 9: Randomly selected sequences of generated text from the Differentially Private setup

Generated Sample Dataset Prompt method

exampleenerMFuzkt few1 thateg5 talkden landkin peopledan mentionilialiltendan1tagB
landseB ofsemadlan mouth talkrodrodelinetieei mouth
mouthmadpenukensorlattensorelepedlen start1ndimilebuuzseuzalaeleicidanici
mouthisipen

Enron naive

mouthsixhiluerikntonhillattlattedelenacherwearelinestlubchorileelinsionenerpenc
ionpenkineonelinvilsettsablepencardtinxinpensablelansorN-
mileelinbenkinkinndiglielinkinxinpenpenelinchinelipeth"

Enron informed

,. " in him not guitar around them no brother was time and no The up lap up wasly
guitar no againul un from without lap aside " sex of time as " The if them a no? " aside all
around aside around un.. down t O un from guitar aside without without O O him aside "
No A " in time brother guitarist unul The The in„ him was out with.

Blog Authorship naive

lap in No the The while roundul guitar no was the guitarcase without was aside the "
without A without t guitars " round while, o team as like draw O O as done small o up
not was and and out out away in in. the aside without guitarist., until t the team away. at
down no not up down " if t up the guitar as of the. in away, un away

Blog Authorship informed
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