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Abstract: This article substantiates the relevance of the development of a cognitive model for as-
sessing the security of information systems for various purposes, designed to support deci-
sion-making by officials of information security management bodies. The article analyzes scientific
papers and research in this area, formulates the requirements for the functional capabilities of the
model, and investigates and identifies the most appropriate modeling tools, based on the sym-
metry property that develops from integrated ontological and neuro-Bayesian models; typical
clusters of information systems; tactics and techniques for the implementation of information se-
curity threats through the vulnerabilities of objects at various levels of the International Organiza-
tion of Standardization/Open Systems Interconnection model (the ISO/OSI model); protective in-
fluences; and attacking influences. This approach allowed us to identify such objects of influence
and their current vulnerabilities and scenarios for the implementation of information security
threats; to calculate the joint probability distribution of information security events of various ori-
gins; and to simulate the process of operational management of information security.

Keywords: cognitive model; ontological model; neuro-Bayesian model; objects of influence;
vulnerabilities; tactics; techniques; information protection measures

1. Introduction

Ensuring reliable protection of information systems (IS) for various purposes re-
quires the development of a methodological apparatus for modeling the processes of
their functioning under the conditions of the complex impacts of various categories of
violators. In practice, this task is complicated by probabilistic assessment, incomplete
data, and a high degree of uncertainty regarding the nature of violators” actions and their
choices of certain ways to implement threats to information security.

The scientific value of this study lies in the fact that the cognitive model of the func-
tioning of IS for various purposes, as presented in this article, under the conditions of the
complex impacts, is the next step in the development of the theory and methodology of
information security, in terms of creating new, and improving existing, methods, models,
and algorithms for decision support in the formation of sets of measures to protect IS for
various purposes. For the first time, this research uses methods that integrate ontological
structural-functional and probabilistic neuro-Bayesian models (NBMs), the representa-
tion of objects of destructive influence (DI) at the levels of the International Organization
of Standardization/Open Systems Interconnection model (the ISO/OSI model), the de-
termination of access points to information systems and ways of distributing information
security threat (IST) scenarios , the consideration of attack vectors, the determination of
the degree of criticality of elements in standard IS modules, and the calculation of nu-
merical values of indicators for evaluating the effectiveness of solutions for the organi-
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zation of protective measures. Solutions are also proposed to reduce the subjectivity of
expert decisions and to control self-learning systems, based on artificial intelligence.

This paper does not consider algorithms for the software implementation of the
developed cognitive model. The methods of determining scenarios and tactics for the
implementation of information security threats are conceptually outlined. The appear-
ance of the NBM is also conceptually presented, with directions for further research.

This study has the following structure. Section 2 provides an overview of the liter-
ature. Section 3 identifies the main methods used in the study. Section 4 presents the re-
sults of the study and discusses and evaluates their effectiveness. Section 5 provides the
algorithms used for determining the relevance of various scenarios and tactics. In Section
6, the results are summarized, conclusions are drawn, and suggestions for further re-
search are provided.

2. Review of Scientific Literature on the Research Topic

The key aspect in the process of solving the problem considered in the paper is to
ensure the required level of symmetry of the results of modeling the risks of the imple-
mentation of the ISTs and the actual situation. To develop and evaluate the effectiveness
of the solutions, the mathematical apparatus of multi-criteria evaluation (MCDM meth-
ods) is used. From a variety of alternative solutions, the most effective option for the
current situation is selected according to several criteria. An overview of such methods is
provided in [1].

In [2], an original hybrid multicriteria evaluation method, AHP-TOPSIS-2N, was
proposed. That method was an integration of the analytical hierarchy process (AHP), the
method of order preference by similarity to the ideal solution (TOPSIS), and two nor-
malization procedures (2N).

At the stage of functioning, in the conditions of dynamically changing destructive
impacts (DIs), the IS protection system requires stable and continuous operational man-
agement, as well as a timely and reasonable response to newly emerging risks and ISTs.
Modeling of this process is required. The cognitive model presented in the study for as-
sessing the security of information systems for various purposes served as the basis for
creating a decision support system (DSS) for government officials in the field of infor-
mation security [3].

To solve the problem of developing a cognitive model for assessing the security of
information systems for various purposes in conditions of complex impacts and fuzzy
initial data, a number of scientific studies in this field were analyzed [4-6]. In this article,
we consider the conceptual apparatus and the existing methodological approaches that
are applied in the process of developing the model.

ISTs originate from external or internal violators, with the aim of damaging the ob-
jects of influence at different levels of IS through their vulnerabilities. ISTs are imple-
mented in various ways. Each method has implementation scenarios containing tactics
and techniques [7].

The process of data transmission and storage is displayed by an open network
model —the Basic Reference Model Open Systems Interconnection model (the OSI/ISO
model)—which has seven levels [8]. With the help of that model, it is easy to determine
the structural and functional connections of elements of local information, computing
networks, and IS in general. Everything that happens when sending and receiving data,
as well as the physical and logical devices involved in those processes, interfaces; Proto-
cols are described in detail by a seven-level OSI/ISO model.

If the objects of violators’ impacts on information systems are linked to the OSI/ISO
model, then it is possible to distinguish the following levels of their placement: physical,
channel, network transport, session, representative, and applied. In order to ensure the
completeness of accounting for impact objects, in addition to the above levels, it is pro-
posed to allocate a user level that is not included in the OSI/ISO model. The solution of
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this problem will reveal the interlevel structural and functional relationships between the
objects of the impact of IS (the IS elements).

The objects of influence at different levels implement processes of varying degrees of
criticality to ensure the sustainable functioning of IS (the IS elements). Currently, their
mutual influence and safety indicators at the integrative level are poorly investigated [9].
The determination of actual ISTs is carried out by the expert method during the con-
struction of the IST model, which also includes the violator model. The degree of danger
of a threat is determined by the magnitude of the risk and the degree of damage during
its implementation. A realized threat resulting in damage is an incident. Protection
against ISTs is carried out by the use of information security measures. Information pro-
tection measures (IPMs) are divided into technical measures (TMs) implemented by
means of information protection and organizational measures (OMs) implemented by
regime measures. The combination of OMs and TMs is a way to protect information. At
the same time, the contribution of these types of information security measures (ISMs) to
the protection process is not always symmetrical.

The existing methodological approaches do not contain a proven mathematical ap-
paratus that determines one or another degree of subjectivity of the decisions made, the
quality of which depends on the completeness of the initial data on the current situation,
the complexity of the IS structure, and the level of training of experts. This situation es-
tablishes the need to create new, and improve existing, methodological and instrumental
tools to support and automate the process of making expert decisions in the tasks of de-
veloping and evaluating the effectiveness of a set of IS protection measures.

From the point of view of the development of IS, supporting decision makers helps
them in building possible scenarios based on the specified algorithms and databases. As
a result, government officials make more reliable decisions, even in a dynamically
changing environment, and officials of governing bodies make decisions that are more
verifiable and symmetrical to the current situation.

Analysis of the current state of research on the development of decision-support
information systems (DSISs) [10-12] allowed us to highlight the principle of such work,
which is based on the following actions:

(a). formation of initial data and intelligent analytics of the conditions within which
decisions are made;

(b). situational analysis, design, and elaboration of the possible alternatives for
achieving the desired goals;

(c). simulation and cognitive modeling, together with the derivation of an algorithm
of actions;

(d). adaptation of the chosen solution to the emerging conditions, together with the
construction of logical chains based on precedents.

According to the structural hierarchy, DSISs consist of a user interface, databases,
knowledge bases, and modeling tools that implement the databases and knowledge ba-
ses. The systems themselves are classified into three main groups:

1. Passive groups when a neural network processes data, providing the user with
structured information and reports; specific decisions are made by individuals.

2. Active groups that form potential solutions based on the processed database and
offer possible alternative options for action.

3. Combined groups that offer possible solutions and alternatives, but at the same time
allow the decision-maker to make clarifications, add conditions, and send the project
for re-processing. In such situations, various models are determined, making it pos-
sible to reach the optimal decisions.

In the field of research, the third option is most acceptable.

Analysis of the scientific research and the capabilities of existing software products
for modeling complex systems with probabilistic indicators [13-15] allowed us to identify
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the following functions necessary to perform the task of decision support in the field of
information security.

The modeling function provides the process of developing solutions based on the
construction of probabilistic, situational-functional, and analytical simulation and other
models.

The database processing function (the information and calculation function) pro-
vides for the receipt and correction of source data based on digital repositories of infor-
mation on a specific organization, its assets, IS, classes of violators, ISTs, methods and
scenarios of their implementation, vulnerabilities, OMs and TMs, data of instrumental
monitoring, audits of IS security during its operation, etc.

We propose to base the implementation of these two functions on self-learning arti-
ficial intelligence (S-LAI), based on the NBM. An analysis of scientific research was car-
ried out in this area. Its results showed that in a number of works, the authors expressed
the following concerns, and a number of shortcomings were noted.

In [16], aspects of the introduction of IBM Watson into the healthcare system in
China were studied; the authors concluded that officials cannot control the learning
process and respond to problems that arise, because the work of these officials is carried
out on the principle of a “black box”;

Another study [17] concluded that the operations of modern algorithms in the form
of a “black box” led to the absence of an algorithm for the control of the learning process
and, as a result, to a loss of confidence in the decisions taken;

In [18], the authors came to the conclusion that these algorithms performed their
tasks brilliantly in theory, but in practice, for the most part, a number of serious problems
arose with their training and functioning. The reason for this was insufficient volume of
knowledge bases.

The knowledge-based processing function (the cognitive function) implements the
software and hardware process of forming solutions in the conditions of fuzzy source
data, based on structural and functional models and scenarios for performing similar or
typical tasks, taking into account statistical patterns, dependencies, techniques, and al-
gorithms, as well as making necessary adjustments for officials of management bodies in
the field of information security (OISMB s) and information security.

The function of ensuring communication provides the possibility of interaction of
several OISMBs working on the same task, as well as their parallel solutions for particu-
lar problems.

The documentation function provides the process for developing a set of documents
on the decisions taken.

3. Research Methods

During the analysis of the existing modeling methods, four methods were selected
as most suitable for modeling IS, taking into account their functioning processes in the
conditions of complex impacts (Cls). These four methods are an ontology method for the
formation of situational structural and functional models [19], the method of Bayesian
networks for the formation of an NBM [20,21], and the multicriteria assessment (MCDM)
methods, which are the methods of nearest neighbors and fuzzy sets used to ensure the
required degree of reliability of the results of NBM training [22-24].

Ontologies are used for knowledge organization systems in those areas where it is
necessary to detect infrastructure integration, to identify hidden relationships between
elements (for example, structural and functional relationships of system elements and
expert systems). The main postulate of an ontology is that if some objects or the connec-
tions between them are missing in the knowledge base, this does not mean that they do
not exist, but simply that they are not described.

An ontology can be represented as a graph, the vertices of which are entities (con-
cepts) and the edges of which are the relationships between entities. If any statements can
be presented in the form of simple sentences, then data on the entities (concepts) men-
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tioned in such statements and the relationships between them can be extracted. There are
two main tools: the resource description framework (RDF) or ontology web language
(OWL). OWL allows the description of logical rules over data. Ontologies are well suited
for searching for specific information, and knowledge bases are needed where new
knowledge needs to be identified —for example, in decision-support systems (expert
systems). Depending on the goals and objectives, an ontological knowledge space can be
built that includes modules of subsystems, with a reflection of the processes imple-
mented by them [25,26].

In the field of information security in relation to this study, this property of ontolo-
gies can be implemented to build an ontological knowledge space that includes ontolo-
gies of information systems with the required degrees of detail, ontologies of objects of
destructive impact and their vulnerabilities, ontologies of risks of the implementation of
ISTs, methods and scenarios of the implementation of ISTs, and ontologies of protective
measures.

Important advantages of ontologies are their visibility; their ability to build a struc-
tural and functional model of ISs of any complexity; their ability to define impact objects,
paths (routes), and the implementation of IST scenarios within IS (tactics and techniques);
their ability to identify, analyze, and assess incident risks; and their methods and points
of neutralization of ISTs and/or vulnerabilities.

For the full-fledged operation of the model, a probabilistic assessment of the occur-
rence of interrelated information security events is necessary, such as the assessment of
an incident risk when implementing an IST scenario with a certain probability. Such a
probability is called conditional; that is, it occurs for one event, provided that another
event (according to a confirmed or unconfirmed statement) has already occurred. To
calculate such probabilities, the Bayes theorem is used, the essence of which is described
by the following formula:

P (AIB)P (B)=P (BIA) P (A) )

The graphical model of this dependence is a Bayesian network of trust—a directed
acyclic graph in which there is no directed route starting and ending at the same vertex
[27].

The vertex of the network is either a discrete random variable with a finite number
of states or a continuous Gaussian quantity.

Vertices can represent variables of any type; they can be weighted parameters, hid-
den variables, or hypotheses. In this study, the concepts of the ontological model are ac-
cepted by these vertices, and the functional connections are the edges of the graph and,
accordingly, acquire the values of event-conditional probabilities. Thus, the study iden-
tified the property of symmetry of the developed Bayesian and ontological models of
information systems, the impacts of violators, and protective measures.

To create an NBM, we applied a graphical model —a probabilistic machine learning
algorithm based on the application of the Bayes theorem. When using that algorithm, it is
assumed that the continuous values of all characteristics have a Gaussian distribution (a
normal distribution). In this case, the distribution of numerical variables was used, with
an approximate estimate of the frequency close to the true one.

The main advantages of the Bayesian Gauss algorithm include the availability of
implementation and fairly low computational costs when training an NBM. If the fea-
tures are independent, then the Bayesian algorithm is considered optimal. Additional
advantages of this algorithm are the small amount of training information required to
determine indicators; the ability to process missing values of concepts; the algorithm’s
speed; and the algorithm’s ability to work with unknown variables. This algorithm al-
lows the combination of patterns derived from databases and values obtained during
expert evaluation.
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To train the NBM considered in the work, the AutoAl artificial intelligence training
algorithm proposed in the study was applied [18]. This algorithm significantly reduces
the existing disadvantages of the S-LAI and has the following advantages:

1. It implements a quantitative “causal comparative analysis” based on synthesized
training data on information security events that have already occurred (a priori events);

2. It implements a quantitative “correlation study”, where the statistical relationship
between a priori and a posteriori IS events is evaluated and their mutual influence and
actual risks are determined.

3. The AutoAl algorithm can predict actual losses, including a priori and a posteriori
risks of losses from an IS event.

4. The training scenario constructs use standard open-source analytics (OSINT) to
collect publicly available data, including publicly available repositories (databases).

5. The AutoAl algorithm and the FAIR method (i.e., the fair resource allocation
method from game theory) are integrated, using Bayesian optimization as a probabilistic
iterative algorithm based on a Gaussian process or a graph model and a function for
collecting training data in the areas of “exploration” and “exploitation”.

6. The AutoAl algorithm can identify and adapt modern technologies, which allows
its integration into complex systems to ensure their reliable cybersecurity.

Because of these advantages, the AutoAl artificial intelligence training algorithm,
according to its structural and functional characteristics, can be adapted to ensure the
security of information systems for various purposes.

The “nearest neighbor” method is the simplest metric algorithm based on the eval-
uation of the similarity of objects, according to which the classified object belongs to the
class within which the objects closest to it belong to the training sample. The “nearest
neighbor” method belongs to a class of methods based on storing data in memory for
comparison with new elements. When a new record appears for prediction, deviations
are found between this record and similar data sets, and the most similar (or nearest
neighbor) is identified. The advantage of this method is its simplicity of implementation
[28].

The advantages of the fuzzy logic method are its abilities to formalize and aggregate
the experience of developers in setting up control loops. At the same time, a simplified
method of managing complex processes is used and experience in managing processes of
a certain type is preserved, taking into account exceptions of various kinds and features
of the system as a whole. Accounting, the combination of different source data of differ-
ent grades, and the creation of abstracted templates (classes) for detecting attacks on
system resources are performed [29].

In a number of scientific papers, a new hybrid modeling, PROME-
THEE-SAPEVO-M1, which is based on multi-criteria methods, has been proposed as a
methodology for decision-making analysis [30]. It is implemented on the basis of inte-
grating two methods—the PROMETHEE method [31] and the SAPEVO-M method [32],
which is the evolution of the SAPEVO method [33]. The proposed methodological ap-
proach makes it possible to carry out a detailed quantitative and qualitative assessment
of arrays of source data to structure a format for calculating weights for criteria for
evaluating the preference of criteria and alternatives [34].

The most valuable attribute of this approach is the possibility of reducing criteria
using factor analysis.

This hybrid model includes three integrated-results analysis models.

These models and techniques have a software implementation [35] developed in
Python, which provides information and analytical support to a decision-making official
in the process of analyzing and evaluating the object relative to the required criteria.

Next, we investigated the practical application of the selected modeling methods to
determine the structural and functional relationships of information security events in IS
and their probabilistic values.
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4. Results and Discussion

We considered a formalized description of the cognitive model (CM) of the func-
tioning of IS for various purposes in the conditions of Cls (Figure 1). The developed CM
has three functional levels.

The first level of the CM, knowledge bases and databases, combines clusters of an
integrated ontological model, NBM, databases, and the control actions of the OISMB of
the first level.

The cluster of the integrated ontological structural and functional model reflects the
processes of functioning of ISs, Cls, and protective measures. The input of the initial data
for its construction is carried out by the OISMB from the databases (DB) cluster.

Cluster OIS MB

analysis of results

Data entry and eorrection,

Opfimization of the adopied |
decision, of. i o I |

Adaption of a working version |
of the expert decision

Data entry and correetion, expert
monitoring, analysis of results
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BSFO IM IS

BSFO OM, TM-ScIST|

K Kieaiz oo Kipaai}
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| N
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Figure 1. The structure of the complex model of the functioning and operational management of IS
in the conditions of Cls.

The block of structural and functional ontologies of information modules (BSFO IM)
is responsible for modeling IS (its elements). We considered the order of its functioning
and application.

Structurally, the IS consists of a certain number of information modules (IMs) for
various purposes. The following types of IMs are defined in this work. The first IM is
represented by local information and computing networks (LICNs). They are of the sec-
ond type—data processing centers, and the third type—remote users. The structure of
the IS is determined by the number of types of IM and the compositions of their elements,
which ensure the possibility of universality and scalability in the modeling.

In order to determine the structural and functional ontologies of the IMs of the IS as
part of the block of potential CI objects, the concepts of seven levels corresponding to the
levels of the ISO/OSI model were identified: physical, channel, network, transport, ses-
sion, representative, and application. In addition, we included user levels. This approach
made it possible to identify functional processes between the IM concepts of the LICN
type at various levels (Figure 2).

Accordingly, during the construction of this LICN ontology, it was possible to de-
termine the functional relationships between concepts of different levels, as well as to
determine the physical and logical interfaces of objects to which (Table 1) CIs can be car-
ried out; that is, the determination of the routes for the implementation of IST scenarios.

The modeling of this process was carried out using a block of structural and func-
tional ontologies of scenarios for the implementation of ISTs and vulnerabilities (BSFO Sc
IST-V). The modeling reflects the interrelationships of the following concepts: a set of
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classes of violators {IC1...ICi}, ISTs, methods of implementing ISTs {M1...Mi}, a set of tac-
tics for implementing ISTs {T1...Ti}, a number of techniques for implementing ISTs
{tl...ti}, and a number of vulnerabilities of CI objects at the hardware, system, application,
network, and user levels {V1...Vi} IM (ontological relationships with BSFO IM IS).
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Figure 2. CI objects and functional connections at the levels of the ISO/OSI model for IM-1 of the
LICN type.
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Table 1. CI objects by levels of the OSI/ISO model.

Model Levels
j fD ive Infl
OSI/ISO Objects of Destructive Influence
User data (identification, authentication, personal,
User level

corporate), information resources.

Application software (office software, electronic document
Application level =~ management system, browsers, modeling software, calculation software,
etc.).
Operating systems, system software, system libraries,
virtualization platforms, software to support protocols.

Representative level

Operating systems, system software, system libraries,

Session level . ..
virtualization platforms, software to support protocols.

Operating systems, system software, system libraries,
virtualization platforms, software to support protocols.
Network level Transmitted data (informational, service, and technical). (Message packets)

Transport level

Channel level Transmitted data (informational, service, and technical).

Hardware of a personal computer, servers, data

storage systems, switching and routing equipment,
Physical level peripheral and network devices, elements of

telecommunication systems, communication channels, and

data transmission medium.

Each method has its own implementation scenario (tactics (Ti) and techniques (ti))
through existing vulnerabilities (Ei). Thus, it is possible to compile an anthology of mu-
tual influences of vulnerabilities, methods, and scenarios for the implementation of ISTs.

A fragment of the initial data illustrating its construction in the form of a matrix is
shown in Figure 3.

In this matrix, the names and descriptions of the ISTs are placed horizontally, and
the vulnerabilities are placed vertically. If a threat can be implemented through one or
several vulnerabilities, then the name and content of the method of its implementation,
Si, as well as the scenario (tactics and techniques) of application, are indicated in the cells
at their intersection.

The block of structural and functional ontologies of protective measures, vulnera-
bilities, methods of implementing protective measures, and the scenarios for the imple-
mentation of ISTs (BSFO OM, TM-V-Sc IST) models the interrelationships of the follow-
ing concepts: many ways of using TMs {TM.:... TMi} implemented by many ways of using
information security tools, and many ways of using OMs {OMi... OMi} implemented.
There are many ways to apply regime, organizational, and engineering measures aimed
at closing the vulnerabilities of CI objects on hardware, system, application, network, and
user levels {V1...Vi} IM and/or localization of a variety of ways to implement ISTs
{M1..Mi}, their tactics {T1...Ti}, and the techniques {t1...ti}.
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Figure 3. Matrix form of structural and functional relationships of vulnerabilities, methods, and
scenarios of IST implementation.

The process of forming ontological connections of contrasting protective measures
for the ISTs is presented in Figure 4 in the form of a matrix, in which the IPMs are rep-
resented horizontally and the ISTs are represented vertically. In the cells at the intersec-
tion of the ISTs and the OMs and TMs opposed to them, lists of the information security
tools implementing them and regime measures are indicated.

IPM1 IPM:2 IPM3 IPM;
T | OM | TM | OM | TM | OM | T™M | OM
~ | = i
2|2|# -
= = =
N e z [
% é e = 5
& & =
=& = S
S|2|E
="
= | = -
P || = =
(=T
== a
24 = 2
NEI = |8
Z S R = g
= s | e Z |2
= S
Sl2|&
Ay
S| g g
A= 2 |2 |E |S
] oy % 5 3 5
S Z B z g
sS|2|F L g = g
(=% (] o
1_, =
= |l a s l=)
ZR =R + g5
= L (&

Figure 4. The process of forming ontological connections of contrasting information protective

measures (IPMs) with threats to information security (ISTs).



Symmetry 2022, 14, 2631

11 of 22

~ T

Classes of

violators

The considered ontological structural and functional blocks of the model are mutu-
ally integrated and are designed to conduct situational analysis and to identify parame-
ters and significant factors that determine the characteristics of the CI vector on objects of
seven levels of IS, points and routes of influence used by OMs and TMs, the interrela-
tionships of information security events, and the degree of their mutual influence.

The ontological cluster is algorithmically linked to the cluster of neuro-Bayesian
models (NBMs).

The basis of NBMs is composed of standard modules reflecting the probabilistic
characteristics of the process of functioning of the protected IS under CI conditions (Fig-
ure 5).

Information protection measures r

\ o — — — —
/ / |

*

Incidents

A\

0 \
(9 We

05 Q ”?

\ 2
o oLt
PN ) L (Y

—

08
\ ‘ The zone of elimination of risks of the , ‘
threat of an incident I

S
N RPN 7,

The zone of formation of risks of relevance |« * Incident risk formation zone
of security threats information information

;‘ The zone of elimination of the
consequences of the incident

Figure 5. A typical NBM module for building protection of IS.

This model, based on a Bayesian network, represents a Gaussian distribution of
conditional probabilities using a directed acyclic graph in which each edge is a condi-
tional dependency and each node is a separate random variable reflecting the events of
the information security. Nodes correspond to the concepts of ontological models, and
edges correspond to their functional connections. Applying the symmetry property of
Bayesian and ontological models, we assumed that the nodes of the Bayesian network
corresponded to the concepts of ontological models and the edges corresponded to their
functional connections. These properties allowed the NBM to perform the task of calcu-
lating the conditional probabilities of IS events, structurally reflected by OS-FM.

Each typical NBM module reflects the IS events associated with the risk of one IST
implementation, by exploiting the set of vulnerabilities of the affected object (the OS-FM
concept) in any way and its localization through the use of OMs and TMs. Two outcomes
are considered: the IST was localized, and/or the UBI was implemented and led to an
information security incident.

As part of a typical NBM module, four zones of information security events were
allocated:



Symmetry 2022, 14, 2631

12 of 22

X={1;1;0;0; 1;

Information security

threats
Wis= 0.1 W= 0.09
T We=0.7
" Ws3=0.2
/ Current threats to
The zone of possible _information security

prevention of IST

Intruder class

W= 0.7 ——=

The zone of formation of the risks of the implementation of ISTs.

The zone of elimination of risks of the threat of the implementation of ISTs.
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The structure of typical NBM modules is symmetrically superimposed on the gen-
erated OS-FM of the ontological cluster. The input of the initial data is carried out in the
direction of CIs and the direction of protective measures, in accordance with the devel-
oped OS-FM. The weighting coefficients of information security events are calculated
using the PROMETHEE-SAPEVO-M1 release 3.0 software product.

The risk zone of information security threats is formed on the basis of the BSFO IM
and BSFO interrelationships of IST implementation scenarios and the vulnerabilities of
impact objects.

The probability of choosing a specific method of implementing the IST will depend
on the capabilities of the violator, the required resources, the value of the protected in-
formation resources, the infrastructure characteristics of the object, its protection system,
and the vulnerabilities [36].

The zone of elimination of the risks of the threat of the implementation of ISTs is
formed on the basis of the BSFO interrelationships of protective measures, vulnerabili-
ties, methods, tactics, and techniques of the implementation of ISTs.

The use of the NBM AutoAl learning algorithm allows the calculation of the proba-
bilistic characteristics of the relevance of the ISTs and the methods and scenarios for their
implementation, taking into account the mutual influence of a priori and a posteriori
events of the IS, as well as selecting the necessary OMs and TMs for their closure. A
fragment of this process is shown in Figure 6.

Organizational Technical protection
protection measures measures

1

Figure 6. The work of the NBM in determining the probabilistic characteristics of its security.

The security criteria are determined by organizational, guidance, and methodolog-
ical documents. The methods of implementing the ISM will have a probabilistic degree of
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effectiveness, depending on the functional characteristics of the TMs and the OMs and
the functional indicators of the method of implementing the ISTs, as well as on the
emergence of new vulnerabilities, ISTs, and the methods and scenarios for their imple-
mentation.

Thus, a machine version of the decision-making on the actualization of the ISTs and
the methods of implementing the OMs and the TMs is created, which at the analytical
level of the cognitive model is compared with the solution developed by the expert
method.

The machine and expert decision-making options are symmetrical in their structure
and were compared for completeness, quality, and adequacy of decision-making. Their
comparative assessment was carried out according to the following indicators:

1. The types and numbers of actual ISTs.

2. The degree of neutralization of the risks of IST implementation by the applied OMs
and TMs.

3. The evaluation of the effectiveness of the use of resources (i.e., the number of types
of means of information protection is minimal (Nst min), the maximum number of
information security tools belongs to one vendor, and the cost of selling the IPM is
less than the cost of the protected assets).

4. The achievement of the required controllability values for the elements of the in-
formation security tools.

5. The provision of the required values of intelligence protection indicators, functional
and structural stability, and recoverability.

After comparison, analysis, and evaluation, the decision-making option was opti-
mized (the third level of the cognitive model). At the same level, a set of accounting
documents was formed and a simulation of the operational management system of a
protected IS was carried out in the conditions of Cls.

The monitoring and auditing of IS information security in the course of operational
management was carried out by an instrumental method using intrusion detection sys-
tems, Security information and event management systems, Data Leak Prevention sys-
tems, security scanners, certification testing software, as well as the method of assessing
the security of IS by modeling malicious attacks (penetration testing) [37,38]. A variant of
the operational management model of the protected IS is presented in Figure 7.

The data obtained were used to build up or change the structure of the protection
system when applying new ISTs and methods of their implementation, or new vulnera-
bilities. The results of the instrumental security control were evaluated by the OISMB and
changes were made to the knowledge base and database level models.



Symmetry 2022, 14, 2631

14 of 22

Means of protection Intrusion detection Security scanners of
against UA ™ systems L~ network level, ARM and
05 level
Certification testing \I/ Antivirus protection
¢ @ it
- e # -5 .5 a systems
=] =4
@ ©
3 E
Means of protection £ SIEM-systems £
from information =] ‘e 4 Network equipment f A
® & e c
P leakage through 1 -] b
S - - ¥ ]
SCApicE chatme s 1 8 | status information | 8
) ¥ ¥ Means of channeling f—«
Integrated DLP-
Means and systems of i
security systems
> engineering and ‘ ut =
systems Computer equipment
technical protection i |
Protection measures ‘ Control actions | Protection measures ‘
Officials of information security management bodies

— iy
i status information | Control actions | status information |
N

L Objects of influence at the hardware, network, system, application and J

user level

Figure 7. Model of operational management of information security events (options).

The zone of elimination of the consequences of an incident is modeled similarly to
the zone of elimination of risks of threats to the implementation of incidents, with the
preparation of an appropriate model.

In the standard NBM module, the incident risk formation zone is responsible for
modeling the process of operational management of information security events. It takes
into account the probability of damage to the confidentiality (C), integrity (I), and avail-
ability (A) of protected information resources with a certain degree of probability. To do
this, a probabilistic model of the dependencies of the type and degree of damage on the
type of incident is formed on the basis of the matrix. The parameters of damage assess-
ment for each type of information resource are indicated horizontally. The name and
content of the incident are indicated vertically. At the intersection, a verbal description of
the damage and the probability of its infliction in the event of an incident is indicated
[39].

5. Methodology and Algorithms for Determining the Relevance of Scenarios and
Tactics

The technique used in this article made it possible to carry out a universal assess-
ment for information security events based on the quantitative values of a subset of the
variables of the IPM and the destructive impact of violators, thereby minimizing the
likelihood of an erroneous decision.

We considered the algorithm of its application for the previously developed onto-
logical structural and functional model of IS.

Each IS consists of information modules of different compositions and structures.
They may be denoted by the set {Gi...Gi}. In each IM, seven levels of structure are allo-
cated to determine the objects of destructive influence. This may be imagined as the fol-
lowing tuple:

G; € {F;,K;,L;, T;, S;, A, Py, Hi} ()



Symmetry 2022, 14, 2631

15 of 22

where Fi represents the physical, Ki represents the channel, L: represents the network, Ti
represents transport, Si represents session, Ai stands for representative, Pi represents ap-
plication, and Hi stands for user levels of the i-th IM.

In the model, potential objects of destructive influence at these levels are represented
by concepts interconnected by functional connections.

Each of these objects has a specific set of vulnerabilities {V1...Vi}. The vulnerabilities
are determined during penetration testing, or monitoring and auditing of information
security. We denoted these activities by the index Ti, where i is the type of testing.

For each information module, we introduced the concept of a tuple of its vulnera-
bilities at each of the levels, as follows:

Gi € (X1 Vet X0 Vi, X0 Vi, X0 Vi, T2 Vs, 28 Vi, X5 Vi, X1 Vit } )

To ensure the binding of this vector to the ontological model, we compiled the fol-
lowing matrices of vulnerabilities of concepts of each level. The matrix columns display
concepts {Ky4;.... Kpa;) of the corresponding level and, in the lines, the detected vulner-
abilities of each of concept ((4a)—(4h)):

[KipiVi KipiVoo.o KipiWi]
KopiVi KapiVaooo KapiVn
G = 4a
i | KspiVy KspiVo...  Kspilp (4a)

.KmFL'V1 KmFiVZ"- KmFiVn.

[KigiVi KigiVoooo KW
KokiVi KogiVoooo  KogiVi
G;, = 4b

Ky KskiVi KskiVoo.o KzkiVn (4b)

.KmKivl KmKiVZ- . KmKiVn.

[KiiVi KiiVoo.o KiiWa
. KouiVi KouiVoo.o Kol
tLi K3 Vi KspiVa... KsuiVy
.KmLivl KmLiVZ- v KmLiVn.

[KiriVi KiriVoo.o KiriWa ]

KoriVi  KariVoo.. KariVa

G;.. = 4d
Ty KsriVi KapiVo...  KapiVy (4d)

| KmriVi KnriVoe oo KpriVal

[KisiVi KisiVoo..  KisiVa]
KosiVi KosiVa...  KasiVy
G = 4e
i | KzsiVy  KsgiVo..o Kzsiln (4e)

.Kmsivl KmSiVZ--- KmSiVn.

[KiaiVy  KiaiVoroo KiaiWa]
) KoaiVi KoaiVoooo KoniVi
i [ KzaVi KszaiVoo.o Kaailn
.KmAivl KmAiVZ- v KmAiVn.

[KipiVy  KipiVo...  KipiVi]
KopiVi KapiVaooo KopiWn
G;, = 4
"Pi | KspiVi KapiVa... Kapilp (4g)
.KmPiV1 KmPiVZ- . KmPiVn.

[KiniVi KiwiVoooo KiniVa
KowiVi - KaniVe.oo KauiVy
G = 4h
i | KgyiVi KapiVoooo KspiW (4h)

-KmHiVI KmHiVZ' . KmHiVn

where matrix (4a) represents the vulnerabilities of the physical level concepts, matrix (4b)
represents the vulnerabilities of the channel level concepts, matrix (4c) represents the
vulnerabilities of the network level concepts, matrix (4d) represents the vulnerabilities of
the transport level concepts, matrix (4e) represents the vulnerabilities of the session level
concepts, matrix (4f) represents the vulnerabilities of the representative level concepts,
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matrix (4g) represents the vulnerabilities of application level concepts, and matrix 4h
represents the vulnerabilities of the user-level concepts.

Accordingly, we obtained a set of objects of destructive impact distributed across the
levels of the information system model and their vulnerabilities, which are the points of
implementation of the ISTs in any way.

Next, it was necessary to rank the concepts by assigning them weights of influence
on the survivability of the information module. In particular, we introduced a matrix of
vectors of critical significance of concepts of each level of IM, in the following form:

Wik Wakp  Wskpior Wmkg
Wikg, Wakg; Wakgr Wmkg
Wik Woky  Wskper Wmky

W, = Wikpy  Wakpy  Wakpp - Wk (5)

¢ Wiksg Wakg Wikg o+ Wmkg
Wika Waka Wikgr Wmky
Wikp; Wakp; Wakpi-: Wmkp,

Wik Weky; Wikyr Wmky,

The weight (significance) of the ith concept was determined for the survivability of
the IM as a whole. The weighting coefficients were determined by the expert method
from the OS-FM analysis.

The values of the weights varied from 0 to 1. The critical significance of the weights
was determined to be in the range from 0.8 to 1.

The following rule may be considered: “If a vulnerability is discovered during test-
ing, then it must be protected by the use of technical means or organizational measures.”
To implement this rule, we formed a matrix of vectors of protective measures using the
initial data from the previously formed BSFO of the interrelationships of protective
measures, vulnerabilities, methods, tactics, and techniques for the implementation of
ISTs.

To implement this, we carried out the following activities.

We updated IST threats and scenarios of their implementation, using the NBM
cluster.

We updated the list of concepts available for destructive impact and their vulnera-
bilities ((4a)—(4h)). These links are registered in databases.

We created a matrix for the distribution of information security equipment and on-
going regime measures. These links are registered in databases.

We connected the NBM cluster and ed data on the protective measures that were
carried out.

We attended to the output of a report and ensured that all vulnerabilities were
closed and/or the risks of implementing IST scenarios were localized.

However, our experience suggested that there are no absolutely protected IS, due to
the following reasons:

1. Not all vulnerabilities were uncovered during testing;

2. The computer intelligence of the violators applied a new method of opening ob-
jects of influence;

3. The violators developed a new attack scenario that allows the circumvention of
the applied information security tools;

4. The violators destroyed (blocked) the applied information security tools;

5. The information security tools failed during operation, or their parameters were
configured incorrectly;

6. The violators gained physical access to the elements of the IS and/or to the infor-
mation security system.

To determine the potential for destructive effects on the concepts, it was necessary to
carry out the following actions:

For each information module, we introduced the concept of a vector of probabilities
of detecting its vulnerabilities by the violators’ computer intelligence, as follows:
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G; € {pru,pvas--.-- Pvn} (6)

We established the following matrices:

the probability matrices of opening vulnerabilities (Paurvi), opening of the elements
of the protection system (Paursr);

the probability matrices of survival of the ith information module (Psu-.imi) in case of
physical, software impact and exploitation of vulnerabilities of concepts;

a matrix of probabilities of the survival of elements of the protection system (Psur.s1)
in case of physical and (or) programmatic impact;

matrices of probabilities of maintaining operability when exposed to intentional or
unintentional radio—electronic interference on the means of protection (Prerst) and IM
elements (Preremvi); and

a matrix of probabilities of proper functioning of protective equipment (Pr.s7) and
IM elements (Pre. eivi) during the operation in conditions of critical changes in parameters,
including erroneous actions of personnel.

The calculation of the probabilistic characteristics mentioned above should include
the weights of the criticality of the concepts of IM at all its levels [40].

The property of symmetry of the Bayesian and ontological models, noted earlier in
this study, made it possible to develop a method for calculating the above probabilistic
characteristics of the destructive impact using the NBM. The approach proposed allows
updating the probabilities of the information security events reflected in the models
whenever new information becomes available. The mathematical basis for this is the
Bayes theorem.

With a correctly compiled model and reliable information about information secu-
rity events, it can be proved that the methodology embedded in the model ensures the
correct calculation of updated probabilities, relative to the axioms of classical probability.

Any node (concept-vulnerability) in different network clusters can receive infor-
mation, because the method does not distinguish between an inference in the direction of
edges or vice versa. The simultaneous input of information into several nodes will not
affect the algorithm as a whole.

In the typical module of the model (Figure 5), the mutual influence of destructive
influences and IPMs are presented in the form of chains of consecutive events and con-
vergent and divergent sequences of events.

Events in successive chains can be homogeneous (destructive or protective) and
heterogeneous (destructive and protective) (as shown in Figure 8).

The calculation of the joint probability distribution for both consecutive homoge-
neous and heterogeneous events is carried out according to the following formulae:

0.9 0.1
M;
e f 4

Figure 8. Types of sequential chains of events: (a,b) —chains of homogeneous (destructive) events,
(c,d,e,f)—heterogeneous sequences of events.

For option Figure 8a—chains of homogeneous (destructive) events:
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PUCMVy) _ PUCHM|IC)P(ViIM;)
P(M;) P(M;)

PG, Vi|S) = = PUICIM)P(ViIM;) ?)
Here, the a priori probability that the violator of the ICi will be able to implement the
ISTs by the Mi method will depend on the a posteriori probability of the presence of a
vulnerability that is not closed for this method of Vi.
For option Figure 8c—chains of heterogeneous events:
P(IMVily) _ PIM)(ViTM)PUilVi)

P(TM;, LVi) = P(Vy) P(Vy)

= P(TM;|V)P(I:|V) ®)

Here, the a priori probability of the effectiveness of technical measures will depend
on the a posteriori probability of the presence of an uncovered vulnerability.

Similarly, the formulae are compiled and the probabilistic dependences of infor-
mation security events are established for other types of chains of consecutive events.

The model also identified the mutual influence of destructive influences and IPMs in
the form of chains of convergent events (Figure 9).

TMi OM; T™M; OM:

TM:

- e @

Figure 9. Types of convergent event chains. (a,b,f)—chains of homogeneous events, (c,d,e)
—heterogeneous sequences of events.

The joint probability distribution for option Figure 9a of the convergent sequence of
information security events is calculated using the following formula:

P(TM;, OM;,V;) = Xy, P(TM)P(OM)P(V;|OM;, TM;) = P(OM|V)P(TM;|V;) ~ (9)

For divergent events, the a priori probability of the existence of vulnerability Vi will
depend on the a posteriori probabilities of its closure with the help of OMi and TM..

Similarly, the formulae are compiled and the probabilistic dependencies of infor-
mation security events are established for other types of chains of convergent events.

The mutual influence of destructive influences and IPMs in the form of chains of
divergent events is shown in Figure 10.

5656

Figure 10. Types of divergent event chains. (a,b)—chains of homogeneous events.
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The joint probability distribution for a convergent sequence of information security
events is calculated using the following formula:

P(TMM;,

P(M,,V;|TM,) = p(TMi)VL) = P(S,|TM)P(V,|TM,) (10)
For divergent events, the a priori probability of the existence of vulnerability Vi and
the possibility of implementing ISTs by the Mi method will depend on the a posteriori
probabilities of the implementation of OMi and/or TM..
This approach allows us to calculate the dependence of the a priori probability of
events on the probability of events that may occur; that is, to determine the probabilistic
dependence of destructive events on protective ones, and vice versa.

6. Conclusions

The cognitive model of the functioning of IS for various purposes, as presented in
this work in the conditions of Cls, is the next step in the development of the theory and
methodology of information security in terms of creating new, and improving existing,
methods, models, and algorithms for decision-making support in the formation of a set of
measures to protect IS for various purposes.

The first scientific contribution was the proposed approach related to the decompo-
sition of elements of a distributed information system at the levels of the OSI/ISO model
and the definition of objects (concepts) of destructive impact at each of these levels. This
made it possible to identify the vulnerabilities of each concept, identify entry points and
ways of spreading information security threats, and, consequently, form vectors of tactics
and scenarios for their implementation.

The next scientific contribution was the development of a three-level cognitive
model. Its core is an ontological structural and a functional model of a distributed in-
formation system under conditions of destructive influence, integrated with a probabil-
istic NBM. This integration of two different types of models became possible because of
the symmetry properties of the structure of the elements of the IS, the processes they
implement, and the events of information security of various origins as identified during
this study. These properties made it possible to obtain a new quality of the integrated
model, with the ability to evaluate a priori and a posteriori dependences of the probabil-
ities of proper functioning of processes, in a distributed information system, on the im-
plementation of information security events of various origins.

The standard information modules and the standard modules of information secu-
rity events, as developed and applied in the model, provided the properties of univer-
sality and scalability of the cognitive model.

The next scientific contribution was the possibility realized by the model of leveling
the danger of incorrect decision-making when decisions are formed by artificial intelli-
gence or during expert decision-making. This contribution was made by a symmetrical
comparison of the expert version with the machine version, together with subsequent
optimization.

The proposed methods made it possible to determine the degree of criticality for the
IS of objects of destructive influence, the vulnerability of the IS, attack vectors, and vec-
tors of protective measures. As a result, we obtained a technological map of the security
status of the ICs or their elements.

The primary calculation of the probabilities of destructive and protective infor-
mation security events (i.e., their weights) were performed using the PROME-
THEE-SAPEVO-M1 method and a software product.

In the dynamics of operational management, their recalculation was carried out
using Bayes formulae for sequential, converging, and diverging chains of events. The
applied learning algorithm of S-LAS AutoAl made it possible to calculate the probability
of a priori and a posteriori events of IS.
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Our review of scientific research confirmed that the models and methods considered
in this article were presented to the scientific community for the first time.

Further research in this area will include the development of techniques that im-
plement formalized algorithms for determining scenarios, tactics, and techniques for
implementing ISTs and determining their preferences in the current situation. Other in-
teresting research areas will be the development of databases and knowledge bases for
teaching NBM using the AutoAl algorithm, the expansion of the scope of the methodol-
ogy. and the PROMETHEE-SAPEVO-M1 software product in the developed DSIS.

The practical significance of the research results lies in their use in the activities of
organizations carrying out IS certifications. The application of the research results can
significantly reduce the time of work on the formation of the IST model, the development
and selection of OMs and TMs, regime measures, increases in the indicators of the valid-
ity of decisions made, and the reliability of the results of assessments of the security of IS
for various purposes.

Author Contributions: Conceptualization, funding acquisition—A.A.S.; formal analysis, method-
ology, validation, visualization, writing—original draft—V.V.B. and A.A.S. All authors have read
and agreed to the published version of the manuscript.

Funding: The work was carried out with the financial support of an MTUSI grant provided by the
Ministry of Finance of the Russian Federation from the federal budget in 2021 (scientific project No.
35/21-d) within the framework of the federal project “Information Security” of the national pro-
gram “Digital Economy of the Russian Federation”.

Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflicts of interest. The funders had no role in the
design of the study; in the collection, analyses, or interpretation of data; in the writing of the man-
uscript; or in the decision to publish the results.

References

1.

10.

11.

Pereira, D.A.D.; Santos, M.D.; Costa, I.P.D.; Moreira, M.A.L. ; Terra, A.V.; Rocha, C.D.; Gomes, C.F.S. Multicriteria and Statis-
tical Approach to Support the Outranking Analysis of the OECD Countries. IEEE Access 2022, 10, 69714-69726.

Maéda, S.M.N.; Costa, I.P.A.; Castro Junior, M.A.P.; Favero, L.P.; Costa, A.P.A.; Corriga, ].V.P.; Gomes, C.F.S.; Santos, M. Mul-
ti-criteria  analysis applied to aircraft selection by Brazilian Navy. Production 2021, 31, e20210011.
https://doi.org/10.1590/0103-6513.20210011.

Baranov, V.V. Certificate of State Registration of a Computer Program No. 2022616409 “Automated System for Developing a
Model of Information  Security = Threats in an  Organization” (ASDM  IST). Available online:
https://fips.ru/EGD/d67bb7df-a7c2-478a-b2ad-aafa33200680. (accessed on 29 August 2022).

Russell, S.; Norvig, P. Artificial Intelligence: A Modern Approach, 2nd ed.; Williams Publishing House: Singapore, 2006; pp. 345-
428, ISBN: 5-8459-0887-6.

ISO/IEC 15408-3; Information Security, Cybersecurity and Privacy Protection—Evaluation Criteria for IT Security —Part 3:
Security Assurance Components. ISO: Geneva, Switzerland, 2022. Available online: https://www.iso.org/home.html (accessed
on 19 August 2022).

Giarratano, D. Expert Systems: Principles of Development and Programming, 4th ed.; Williams Publishing House: Singapore, 2007;
pp. 115201, ISBN 978-5-8459-1156-8.

ISO/IEC 27000; Information Technology-Security Techniques-Information Security Management Systems-Overview and Vo-
cabulary. ISO: Geneva, Switzerland, 2016 Available online: https://pqm-online.com/assets/files/pubs/translations/std/
iso-mek-27000-2016.pdf (accessed on 29 August 2022).

ISO/IEC STANDARD. 7498-1; Information Technology. Basic Reference Model: The Basic Model. Geneva 20 Switzerland. ISO:
Geneva, Switzerland, 1994; Available online: https://www.ecma-international.org/wp-content/uploads/s020269e.pdf (accessed
on 29 August 2022).

Baranov, V.; Maksimova, E. Predicting Destructive Malicious Impacts on the Subject of Critical Information Infrastructure.
Commun. Comput. Inf. Sci. 2021, 1395, 88-99.

Massel, L.; Massel, A. Intelligent support tools for strategic decision-making on Smart Grid development. E3S Web Conf. 2018,
69, 02009. https://doi.org/10.1051/e3sconf/20186902009.

Skvortsov, N.A. Issues of reconciliation of heterogeneous ontological models and ontological contexts. In Ontological Modeling;
Kalinichenko, L.A., Ed.; IPI RAN: Moscow, Russia, 2008; pp. 149-166.



Symmetry 2022, 14, 2631 21 of 22

12.

13.
14.

15.

16.

17.

18.

19.

20.
21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

Singhal, A. Security Risk Analysis of Enterprise Networks Using Probabilistic Attack Graphs. Network Security Metrics:
Cham, Switzerland, 2017; pp. 53-73.

Advanced Modeling Using AgenaRisk. Available online: https://www.agenarisk.com. (accessed on 20 August 2022).

Fitsilis, P.; Gerogiannis, V.; Anthopoulos, L. Ontologies for Software Project Management: A Review. ]. Softw. Eng. Appl. 2014,
7,1096-1110.

Expert Hugin, Building a Bayesian Network. Available online: https://www.hugin.com/wp-content/uploads/2016/05/
Building-a-BN-Tutorial. pdf (accessed on 20 August 2022).

Sun, Q.; Medaglia, R. Mapping artificial intelligence problems in the public sector: Factual public health data. Gov. Inf. Q. 2019,
36, 368-383.

Pawar, U.; O'Shea, D.; Rj, S.; O'Reilly, R. Explicable Al in healthcare. 2020 International Conference on Cyber Situational
Awareness, Data Analysis and Evaluation (CyberSA) 15-19 June 2020. Available online:
https://www.researchgate.net/publication/342600571_Explainable_AI_in_Healthcare (accessed on 20 August 2022).

Radanliev, P.; Roure, D.D. Disease Advancing the cybersecurity of the healthcare system with self-optimising and
self-adaptative artifcial intelligence (part 2) Health and Technology. Available online:
https://link.springer.com/article/10.1007/s12553-022-00691-6 (accessed on 2 August 2022).

Trumbach, C.C.; McKesson, C.; Ghandehari, P.; De Can, L.; Eslinger, O. Innovation and Design Process Ontology. In Antici-
pating Future Innovation Pathways through Large Data Analysis; Springer: Cham, Switzerland, 2016; pp. 133-151.

Jaxen, F. Bayesian Networks and Decision Graphs; Sprinnger: Berlin/Heidelberg, Germany, 2001; pp. 54-120.

Pearl, D. Laboratory of Cognitive Systems of the University of California, Los Angeles. Available online:
http://bayes.cs.ucla.edu/csl_papers.html (accessed on 20 August 2022).

Kaklauskas, A.; Herrera-Viedma, E.; Echenique, V.; Zavadskas, E.K.; Ubarte, I.; Mostert, A.; Podvezko, V.; Binkyte, A,;
Podviezko, A. Multiple criteria analysis of environmental sustainability and quality of life in post-soviet states. Ecol. Indic. 2018,
89, 781-807.

Anikin, I.V. Using fuzzy logic for vulnerability assessment in telecommunication network. In Proceedings of 2017 International
Conference on Industrial Engineering, Applications and Manufacturing, ICIEAM, St. Petersburg, Russia, 16-19 May 2017.
Katasev, A.S.; Kataseva, D.V.; Emaletdinova, L.Y. Neuro-fuzzy model of complex objects approximation with discrete output.
In Proceedings of the 2nd International Conference on Industrial Engineering, Applications and Manufacturing, ICIEAM,
Chelyabinsk, Russia, 19-20 May 2016.

Miah, S.J.; Islam, H.; Samsudin, A.Z.H. Ontology Techniques for Representing the Problem of Discourse: Design of Solution
Application Perspective. In Proceedings of the IEEE International Conference on Computer and Information Technology (CIT),
Nadi, Fiji, 8-10 December 2016; pp. 148-152.

Herzog, A. An Ontology of Information Security. Int. J. Inf. Secur. Priv. 2007, 1, 1-23.

Al-Mohannadi, H.; Mirza, Q.; Namanya, A.; Awan, L; Cullen, A.; Disso, J. Cyber-Attack Modeling Analysis Techniques: An
Overview. In Proceedings of the FiCloud 2016: IEEE 4th International Conference on Future Internet of Things and Cloud,
Vienna, Austria, 22-24 August 2016; Volume 4, pp. 69-76.

Hastie, T.; Tibshirani, R.; Friedman, J. The Elements of Statistical Learning; Springer: Berlin/Heidelberg, Germany, 2001; ISBN
0-387-95284-5.

Azar, A.T. Adaptive Neuro-Fuzzy Systems; Fuzzy Systems; IN-TECH: Wien, Austria, 2010; pp. 85-110.

Moreira, M.A.L.; de Aratjo Costa, I.P.; Pereira, M.T.; dos Santos, M.; Gomes, C.F.S.; Muradas, F.M. PROMETHEE-SAPEVO-M1
a Hybrid Approach Based on Ordinal and Cardinal Inputs: Multi-Criteria Evaluation of Helicopters to Support Brazilian Navy
Operations. Algorithms 2021, 14, 140. https://doi.org/10.3390/a14050140.

Brans, J.-P.; Vincke, P. A preference ranking organization method: The PROMETHEE method for multiple criteria deci-
sionmaking. Manag. Sci. 1985, 31, 647-656.

Gomes, C.F.S.; Santos, M.d.; Teixeira, L.F.H.d.d.; Sanseverino, A.M.; Barcelos, M.R.S.d. SAPEVO-M: A group multicriteria
ordinal ranking method. Pesqui. Oper. 2020, 40, 1-23. https://doi.org/10.1590/0101-7438.2020.040.00226524.

Gomes, L.; Mury, A.-R.; Gomes, C.F.S. Multicriteria ranking with ordinal data. Syst. Anal. 1997, 27, 139-146.

Moreira, M.L.; Gomes, C.E.S.; Santos, M.d.; Silva, M.d.C.; Araujo, ].V.G.A. PROMETHEE-SAPEVO-M1 a hybrid modeling
proposal: Multicriteria evaluation of drones for use in naval warfare. Proc. Int. Joint Conf. Ind. Eng. Oper. Manag. 2020, 337, 381—
393. https://doi.org/10.1007/978-3-030-56920-4_31.

Moreira, C.F.S.; Santos, M.A.L.; Gomes, M.D. Promethee-Sapevo-M1 Software Web (V.1). 2020. [Online]. Available online:
http://promethee-sapevo.com (accessed on 28 June 2022).

Baranov, V.V.; Gromov, Y.Y.; Lauta, O.S.; Maksimova, E.A.; Sadovnikova, N.P.; Tret'yakova, L.V. Robot technological system
of analysis of cybersecurity information systems and communication networks. J. Phys. Conf. Ser. 2020, 1661, 012119.

Egoshin, N.S.; Konev, A.A.; Shelupanov A.A. A Model of Threats to the Confidentiality of Information Processed in Cyber-
space Based on the Information Flows Model. Symmetry 2020, 12, 1840.

Koryshev, N.; Hodashinsky, I.; Shelupanov, A. Building a fuzzy classifier based on whale optimization algorithm to detect
network intrusions. Symmetry 2021, 13, 1211.



Symmetry 2022, 14, 2631 22 of 22

39. Poltavtseva, M.; Shelupanov, A.; Bragin, D.; Zegzhda, D.; Alexandrova, E. Key concepts of systemological approach to CPS
adaptive information security monitoring. Symmetry 2021, 13, 2425.

40. Kravets, A.G.; Salnikova, N.; Dmitrenko, K.; Lempert, M. Industrial Cyber-Physical Systems: Risks Assessment and Attacks
Modeling. Stud. Syst. Decis. Control. 2020, 260, 197-210.



