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Abstract

Federated learning is an emerging machine learn-
ing paradigm that enables devices to train collabo-
ratively without exchanging their local data. The
clients participating in the training process are a
random subset selected from the pool of clients.
The above procedure is called client selection
which is an important area in federated learning
as it highly impacts the convergence rate, learn-
ing efficiency, and generalization. In this work,
we introduce client filtering in federated learn-
ing (FilFL), a new approach to optimize client
selection and training. FilFL first filters the active
clients by choosing a subset of them that maxi-
mizes a specific objective function; then, a client
selection method is applied to that subset. We
provide a thorough analysis of its convergence in
a heterogeneous setting. Empirical results demon-
strate several benefits to our approach, includ-
ing improved learning efficiency, accelerated con-
vergence, 2-3x faster, and higher test accuracy,
around 2-10 percentage points higher.

1. Introduction

Federated learning (FL) is an emerging machine learning
paradigm that organizes collaborative training across dis-
tributed clients while keeping their data local (Konec¢ny,
2017; Konec¢ny et al., 2015; Li et al., 2020b; Shokri &
Shmatikov, 2015). The most popular approach to this set-
ting is the alternation between on-device training (i.e., gra-
dient descent steps on local data) and server aggregation
and broadcasting of the latest version of the global model,
introduced by McMabhan et al. (2017) as FedAvg.

Some of the key challenges in FL include training with a
large number of clients and that the data stored on devices
are generally non-iid, i.e., different clients have a different
number of data points and distributions (Bonawitz et al.,
2019; Hosseinalipour et al., 2020; Huba et al., 2022). The
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effect of such data heterogeneity on the convergence of
local-update SGD is analyzed in a flurry of recent works
(Abdelmoniem et al., 2022; Haddadpour & Mahdavi, 2019;
Huo et al., 2020; Khaled et al., 2020; Koloskova et al.,
2020; Li et al., 2020b; Malinovskiy et al., 2020; Pathak &
Wainwright, 2020; Reddi et al., 2020; Stich & Karimireddy,
2019; Woodworth et al., 2020; Zhang et al., 2020). Data
heterogeneity generally leads to unstable and slow conver-
gence (Li et al., 2020b), and causes suboptimal or even
detrimental model performance (Zhao et al., 2018). This is
mainly caused by the fact that data distributions on the de-
vices differ from the global distribution, which leads clients
to converge towards their local optima and away from the
global optimum.

To overcome the above challenges, first, it is common to
consider partial client participation, i.e., in training round ¢,
only a subset A; of K’ < N clients are selected to partici-
pate in the process (Li et al., 2019). Second, several client
selection methods were proposed to optimize the process
of partial client participation and mitigate the impact of
heterogeneous clients, including sampling clients based on
the number of local data points (Li et al., 2019), sampling
the clients uniformly at random and aggregating the model
updates with weights proportional to the local samples (Li
et al., 2020b), using power-of-choice, a biased client se-
lection method that selects clients with higher local losses
(Cho et al., 2020), and DivFL, which selects a diverse sub-
set of clients, namely those carrying representative gradient
information (Balakrishnan et al., 2021).

Although partially capable of optimizing FL in the heteroge-
neous scenario, all these prior approaches work by selecting
participants from the pool of available ones without regard
to whether the cohort of clients selected at round ¢ contains
the most suitable ones. Driven by the intuition that synergy
among clients leads to better training, in this work, we intro-
duce a yet unexplored approach in which a client filtering
procedure identifies which clients should be considered at
the given stage of the training process. Only the clients
that pass this filter are candidates for client selection. In
other words, we propose to initially discard some clients
that are likely to have only a tiny (if any) improvement to the
trained model, which is marginal compared to other, more
promising clients. The assessment of this improvement uses
a public dataset at the FL server to gauge the representative-
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ness of different local client data towards the global model
performance. Thus, our approach, called FilFL, identifies
a “good” set of collaborative clients that are filtered based
on the joint representativeness of the overall data. FilFL
does not simply classify clients as “bad” or “good” clients,
as that would eliminate a client throughout the training pro-
cess. The filtering algorithm discards a client when it is not
suitable as an addition to the other available clients based
on the server dataset. As such, client filtering is conducted
periodically, as the filtered clients in the current round might
improve the synergy in a later round.

To filter clients, we define a non-monotone combinatorial
maximization problem, which aims to find the best subset
of available clients with the lowest loss over a server-held
public dataset. Inspired by the literature of submodular max-
imization, we propose a randomized greedy filtering (RGF)
algorithm, adapted from the algorithms of Buchbinder et al.
(2015) and Fourati et al. (2023), which have the tightest
theoretical guarantees for offline and online submodular
maximization, respectively.

Contributions. The key contributions in this paper are
summarized as follows:

* We are the first to propose adding client filtering in FL
(FilFL) to optimize client selection, accelerate the training,
and improve the global model performance (test accuracy).
* We define a non-monotone combinatorial problem, which
aims to find the subset of available clients with minimum
average losses and propose the randomized greedy filtering
(RGF) algorithm, which approximates its solution.

* We theoretically prove that FilFL achieves, under some
assumptions, a convergence rate guarantees of O(1)+O(y)
for ¢ time steps and a time constant ¢ that depends on the
quality of filtering.

* We empirically show, on different datasets and under
various realistic scenarios of time-varying available clients,
that FilFL outperforms pure client selection methods, being
2-3x faster, as well as reaching 2-10 higher percentage
points test accuracy. The code will be released as open
source.

Notation and Organization. Please refer to the Table 1
for the notations. In the following, in Sec. 2, we formally
define the problem, propose our client filtering method, and
show its integration with the FL setting, FilFL. In Sec. 3, we
provide the theoretical convergence analysis of our method.
Then, in Sec. 4, we provide the experimental evaluation
for our proposed method. We discuss the limitation and
possible future work in Sec. 5.

2. Client Filtering

We introduce client filtering in FL (or FilFL), which incorpo-
rates client filtering into the most widely studied FL scheme,

federated averaging (FedAvg). We first present a combi-
natorial objective for client filtering. We then present the
randomized greedy algorithm that periodically optimizes
the objective by selecting a filtered subset of clients to be
used for client selection and training.

Q | setofall clients, Q] = N
S: | setof active clients inround t, [S¢| = n
S | setof filtered clients in round t, S C S,
A, | setof selected clients in round t, | A| = K
P | public dataset, |P| =m
D | union of private datasets
Fi. | loss of client k
FP | average loss of all clients
F? | loss on public dataset
my | number of data points for client k&
E | number of local steps
T | number of communication rounds
n learning rate
w; | weight of client £ in round t

Table 1. Table of notations

2.1. Problem Setup

We consider the canonical objective of fitting a single global
model to the non-iid data held across clients (McMahan
et al., 2017). Thus, we consider the following distributed
optimization problem:

N
min {F%v) = Zkak(w)} (1
e k=1
where N is the number of devices, and py, is the weight
of the k-th device such that pp > 0 and Yp_, pp =
1. Suppose the k-th device holds the my training data:
Tp1,Thk2s" " ,Zkm,- The local objective F(-) is defined
as:

1 &
Fi(w) 2 . Zz (w; z ;)
j=1

where £(-; -) is some loss function.

Suppose the server holds a public dataset P, which has m
training data: x1, %2, - ,%;,. We define the loss on the
public dataset as follows:

FP(w) 2 Zf(w;xj) )
j=1

As we consider the partial client participation setting, in
each training round ¢, only a subset A; of K < N clients
are selected to participate in the process. Before selecting
the K clients, we first find the best subset S; of available
clients out of the active clients S;. Thus, we define the
following function (reward), which we maximize:
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Figure 1. FilFL phases in round ¢ (if t mod h = 0 or St # Si—1).

R(S)2C-FP <;| > w{<> (3)
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where C is a sufficiently large constant, such as R(S) is
positive, and w¥ is the weight of the k™ client in round
t. Thus, our method finds a subset S; that satisfies the
following objective function at round ¢:

S; = arg max R(S) 4)

Then, a client selection method is applied on the chosen sub-
set S, instead of the complete set S;. We note that client
filtering can be integrated with any FL algorithm; specif-
ically, after applying client filtering, any client selection
method can be used on the obtained set of clients.

The proposed objective is non-monotone, i.e., adding more
clients does not necessarily decrease the loss, especially
when dealing with heterogeneous data. Furthermore, intu-
itively, the objective follows a diminishing return in expecta-
tion, i.e., the objective is almost submodular in expectation.

2.2. Randomized Greedy Filtering (RGF)

Submodular maximization is an NP-hard problem. Feige
et al. (2011) showed that for any constant ¢ > 0, any algo-
rithm achieving an approximation of (% + €) requires an
exponential number of oracle queries to the objective func-
tion. Furthermore, Buchbinder et al. (2015) proposed linear
time %—approximation algorithms. More recently, (Fourati
et al., 2023) proposed a randomized greedy learning (RGL)
multi-armed bandit algorithm under stochastic full-bandit
feedback, with proven regret guarantees of @(nT%) for
time horizon 7" and a number of arms n. Furthermore, RGL
empirically outperforms other methods for submodular and
non-submodular problems.

We do not seek the exact solution to the problem in Eq. 4.
Instead, we use a greedy method to approximate the solution.
Inspired by the greedy algorithms used for non-monotone
submodular maximization (Buchbinder et al., 2015; Fourati
et al., 2023), we propose a client filtering algorithm for FL.
Algorithm 1 details the pseudocode of randomized greedy
filtering (RGF).

RGEF iterates over each available client and decides whether
to add it to a set of base clients X; (initially empty) or re-

Algorithm 1 RGF
Require: set of clients S

1: Initialize Xy + 0,Yy < S, n + |S|

2: for clientindex i € {1,--- ,n} do

3:  wu; < client of index 7
a; < R(Xi_l U {uz}) — R(Xi_l)
bi < R(Yi—1 \ {wi}) — R(Yi-1)
a; <— max(a;, 0) and b, < max(b;,0)
with probability (a"T) do

X, X, 1U {Ui} andY; <+ Y, 4

else
10: Y, <Y, \ {’U,Z} and X; + X,;_1
11: end for
12: Return X,

R A

move it from the set of base clients Y; (initially containing
all the clients). The decisions of adding or removing any
client are made in a randomized greedy fashion using em-
pirical estimates of marginal gains until a decision is made
for all the individual clients and then exploits the decided
best set of clients.

Let X; and Y; be two sets of clients. Initially, Xy = () and
Yy = S. The algorithm has n phases, where n is the number
of clients. In phase ¢ out of n, RGF computes two variables,
a; and b;, defined as follows:

a; = R(Xi_l U {u7}) — R(Xl_l)

b= R(Yio1 \ {us}) — R(Yioy). ©)

These two variables are important for the decision-making

process. a; measures the expected impact of adding client

u; to X;_1, while b; measures the expected impact of re-

moving client u; from Y;_;. A decision is made greedily

and probabilistically by computing a certain probability that

depends on these two variables a; and b;, defined as follows:
a’

:71 6
P=a T ©)

where a; = max(a;,0) and b, = max(b;,0), which ex-
plains the randomized greedy name of the algorithm. In the
special case when a) = b; = 0, we set p = 1.

With that probability p, RGF adds the individual client @
to the set of clients X; and keeps it in the set of clients Y},
and with probability 1 — p, RGF removes the client ¢ from
the set of clients Y; and keeps the same clients in X;_1.
Thus, X; C Y; forallt = 1,...,n. After checking all
the n individual clients, it can be easily seen that by the
algorithm’s construction, both sets X,, and Y, contain the
same clients, i.e., X,, = Y,,.
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Algorithm 2 FilFL

Require: T, E, 1, wg, K, €, Sg, h
1: Initialize S5 < Sy
2: fort=1,---,T—1 do

3: iftmodh=0o0rS; #S; 1 then

4: S; =RGF(S,) {see Algorithm 1}

5:  else

6: S8,

7:  endif

8:  Server selects a subset A; of K clients from S;.

9:  for device k € A; in parallel do
10: wh Wi
11: Solve the local sub-problem of client-% inexactly

by updating w* for E local mini-batch SGD steps:

12: wh = wk — nVE,(wF)
13: w* back to server
14:  end for
15:  Server aggregates wh:
16: Wil < \Tld ZkEAf, wk
17: end for

2.3. Client Filtering in Federated Learning (FilFL)

We introduce FilFL, a method incorporating client filtering
using RGF into FedAvg. Algorithm 2 lists the pseudocode
of FilFL. For computational efficiency, RGF is employed
periodically. For this purpose, we introduce h, which de-
fines the periodicity for which RGF is employed. Further-
more, suppose we are in a setting where the available clients
change over the rounds (behaviour heterogeneity). In that
case, we need to run RGF every time we have a new set of
available clients. Therefore, in every communication round
t, if t mod h = 0, or if the active clients in that round S;
are different from the active clients from the previous round,
ie., S; # S;_1, we apply RGF to filter clients, before pro-
ceeding to the client selection and the training (lines 2-4).
At each round, FilFL determines S;, which approximates
a solution for the objective defined in Eq. 4 (line 4); see
Fig. 1 for an explanatory diagram of the case S; # S;—1. In
the case when S; = S;_1, it reuses the previous S; (lines
5-6). From the set of filtered clients S;, we apply a selection
method in order to select K clients from S; (line 8). Note
that there is no restriction on the choice of the selection
method as long as we obtain K clients. We proceed with
the algorithm by running SGD local steps for each client in
A; (lines 9-12). Finally, the server aggregates the weights
given back from the clients .4, and moves to the next round
of training.

Remark 1. FilFL adds an extra layer in FL, which is client
filtering. Using a trivial filtering algorithm that accepts all
the available clients, i.e., RGF(S;) = S, FilFL reduces to
FedAvg. Thus, FilFL can be considered as a generalization
of FedAvg. In this paper, we propose using RGF as a filter-

ing algorithm. However, future work might consider and
compare different filtering methods.

3. Convergence Analysis

We provide the theoretical convergence analysis of our pro-
posed FilFL algorithm (c.f. Algorithm 2) for L-smooth and
strongly convex problems under practical assumptions of
non-iid data, partial client participation, and local updates.
Namely, we provide theoretical guarantees of the conver-
gence of the averaged weights w, at round ¢ to w*. This
analysis focuses on the impact of adding client filtering at
every communication round to the FedAvg setting, assum-
ing random sampling as a client selection method. Although
the results of this analysis mainly hold when applied to Fe-
dAvg using random sampling, it can be easily extended to
other methods.

In the following, we provide the assumptions and definitions
required for the analysis and the statement of the Theorem
of convergence, as well as a sketch of its proof. We defer
the main Lemmas and their proofs to Appendix A.

3.1. Assumptions and Definitions

The following assumptions are standard assumptions for
the convergence analysis in the literature of FL, such as
(Balakrishnan et al., 2021; Li et al., 2019).

Assumption 1. F}.--- | Fiy are all L-smooth: for all v and
w, Fiy(v) < Fi(w) + (v— w)"VEF(w) + 5[|v — wl|3
Assumption 2. Fy,--- , Fy are all u-strongly convex: for

allvandw, Fi,(v) > F(w)+(v—w)TVF,(w)+&|v—
w2
Assumption 3. Let oF be sampled from the k-th de-

vice’s local data uniformly at random. The vari-
ance of stochastic gradients in each device is bounded:

E||[VE (whvt) =V (WH)|*] < of for k =
1
Assumption 4. The stochastic gradients are uniformly
bounded, i.e., |VFk (wf, Q/Jf) H2 < G? for all k =
1,---,Nandt=1,--- ,T—1

Assumption 5. Statistical heterogeneity defined as F* —
>_ren PrEy is bounded, where F* := miny, F(w) and
Fj¥ = miny Fi(v)

s,

Assumption 6 assumes the K indices are selected from the
distribution pj independently and with replacement. The
aggregation step is simple averaging. A theoretical analysis
of this sampling scheme was provided in (Li et al., 2019).

Assumption 6. Assume A; contains a subset of K indices
randomly selected with replacement according to the sam-
pling probabilities p1,--- ,pn. The aggregation step of
FilFL performs Wy <— 7= > ,.c 4, WE.
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Limited to realistic scenarios (for communication efficiency
and low straggler effect), FilFL samples a subset A; of
devices and then only perform updates on them. This makes
the analysis intricate since .A; varies each E steps. However,
we can use an approach similar to the one used in (Li et al.,
2019) to circumvent this difficulty. We assume that FilFL
activates all devices at the beginning of each round and
then uses the parameters maintained in only a few sampled
devices to produce the next-round parameter. It is clear that
this updating scheme is equivalent to the original.

Let wF be the model parameter maintained in the k-th de-
vice at the ¢-th step. Let Zg be the set of global synchroniza-
tion steps, i.e., Zg = {iE | i =1,2,---}. Ift + 1 € I,
i.e., the time step to communication, FilFL activates all de-
vices. Then the update of our algorithm can be described as:
forall k € [N],

V1IS€+1 = WII? - ntVFk (Wf7¢f)7
Vf+1 ift+1¢IE,

k
W =
i+ sample A; 11 from Sf,

and average {vi€+1}keAt+1 ift+1€Zg.

Let w* € arg miny FP(w) and v} € argminy Fj(v) for
k € [N].

Let
\ Z kafa
ke[N]
W = Z pEwY.
ke[N]

where p;, > 0 is the given weight of the k™ client and
w.l.o.g., we assume ), p = 1.

We further note that as RGF is a randomized greedy method,
it is biased. Filtering the clients before selection, using bi-
ased filtering algorithms, such as RGF, made the theoretical
analysis more challenging. Compared to previous theoreti-
cal federated convergence analysis, such as (Li et al., 2019)
and (Balakrishnan et al., 2021), that introduce v; and wy, to
proceed with our analysis we introduce an extra variable z,,
defined as follows

| "
Zy = ‘S*‘ Z Vt.

tl kesy

The filtering algorithm, at every round ¢, by optimizing the
reward function R, is finding a subset S;° that minimizes
FP(%;), thus decreasing F'¥(z;), and thus increasing the
gap F”(v,) — F” (). Thus, when P and D are following

a similar distribution, the algorithm is increasing the gap
FP(v;) — FP(%;), which we formally define as follows.

6 = FP(v;) — FP(z) (7

An optimal filtering method leads to the highest §; possible
at every round ¢. In FilFL, using RGF as a filtering method,
we expect the J; to be optimized over the rounds. In Lemma
1, we show that [E [4;] is lower bounded by a constant 4.

3.2. Convergence Results

We present our main convergence result as follows.

Theorem 1. Let assumptions 1, 2, 3, 4, 5, and 6, hold we
have

. 1
E[[wes - w' ] < O() + O(9) ®)
for some time constant @ that depends on the filtering qual-
iry.
Proof. Note that
E|[[Witr — W*||2} =E [HWtH — Vit + Vg1 — W*H
=E {HWH—I - Vt+1|\2}
+E[[9i1 - w|]
+ 2B [(Wi1 — Vig1, Vigr — W)
9)

Using the results from Lemmas in Appendix A, we
bound the three terms in Eq. ), ie, 1 =

E|IWet1 = Verl*]. 75 = E [ |96 = w'l|*] and 75 =
E[(Wit1 — Vig1, Viq1r — W)
Using Lemma 4 result, shown in Appendix A, we have

T =E[[[Wir1 — vea|?] <€ (10)
for some constant .

Using Lemma 1, 2, and 3 in (Li et al., 2019), we have

To < (=) E[ W —w'|?| +02B 1)

holds for some constant B.

Furthermore, using Corollary 1, shown in Appendix A, we
have

Tz = E[(W; — ¢, Vi — Ww*)] < p/€ (12)

Define A, = E {HWt — W*HQ}, and ¢ = £ + 2p/¢, thus

Apr < (1 =) Ay + 2B+ ¢ (13)

With a decaying stepsize, 7, = % 8> % the final con-

vergence result follows from Lemma 3 in (Mirzasoleiman
et al., 2020). O
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The above result guarantees the convergence rate of 0(%)
of FilFL up to a certain neighbourhood O(), which de-
pends on the quality of filtering. The ¢ term encodes the
approximation error of the filtering algorithm. Although
we have a different approach than DivFL we end up with
similar theoretical guarantees (with different constants) and
better empirical results. In experiments, we show that FilFL
allows us to achieve faster convergence than DivFL and

other FL algorithms.

Following the constant ¢ dependence, we note that ¢ de-
pends on &, which in turn depends on the 4. Note that a
good filtering algorithm implies larger d; for all ¢, defined in
Eq. (7). Thus, it implies a larger §. Therefore, a good filter-
ing algorithm implies a smaller &, which implies a smaller
(. Our proposed RGF algorithm is designed to greedily
increase d; as much as possible, hence increase as much
as possible 9§, thus decrease as much as possible &, hence
decrease as much as possible . It is empirically shown that
RGF accelerates the training and provides large d; for every
round t, thus small . We refer the reader to Fig. 8 that
shows that the reward R(S;) is much larger than R(S;),
i.e., RGF finds a better combination of clients that provides
a minor loss in round ¢.
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Figure 2. FilFL vs FedAvg using random sampling as a client se-

lection method on the CIFAR-10 dataset.
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Figure 3. FilFL vs FedAvg using random sampling as a client se-
lection method on the CIFAR-100 dataset.

4. Experiments

To evaluate our method, we conduct experiments using dif-
ferent federated datasets. First, we test the impact of client
filtering on top of client selection in FL. As we are the first

FEMNIST FEMNIST
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3.0 —— FedAvg (RS) 70

25

2.0

IS
S

15

Training Loss

1.0

Testing Accuracy

—— FilFL (RGF+RS)
—— FedAvg (RS)

0.5 20

10
0 100 200 300 400 500 600 0
Round

100 200 300 400 500 600
Round

Figure 4. FiIFL vs FedAvg using random sampling as a client se-
lection method on the FEMNIST dataset.

to propose client filtering in FL, we compare the conver-
gence behaviour of FL when using and not using client
filtering for different client selection schemes. More specif-
ically, we compare (a) random sampling without filtering
(Li et al., 2020b), (b) random sampling with filtering, (c)
power-of-choice without filtering (Cho et al., 2020), and
(d) power-of-choice with filtering. This will demonstrate
the impact of adding filtering using the proposed RGF algo-
rithm. Furthermore, we compare FilFL using the simplest
method of client selection, namely random sampling, with a
computationally demanding client selection method, namely
DivFL, without client filtering (Balakrishnan et al., 2021).

4.1. Setup

In our experiments, we use CIFAR-10, and CIFAR-100
(Krizhevsky et al., 2009), with a simulated federated setting.
Furthermore, we use Federated Extended MNIST (FEM-
NIST) (Caldas et al., 2018), which is built by partitioning
the data in Extended MNIST (Cohen et al., 2017; LeCun,
1998) based on the writer of the digit/character. We exper-
iment with three different seeds for the randomness in the
dataset partition across clients as well as the clients selec-
tion and present the averaged results together with the error
(standard deviation).

4.1.1. CIFAR-BASED BENCHMARKS

Distribution. We first split both CIFAR-10 and CIFAR-
100 train datasets into private and public datasets, where
the public partition fraction is 0.1, and it is utilized by the
filtering algorithm. The private dataset is distributed non-
iid among all the clients and split into a train (0.9) and
validation (0.1) datasets. Similar to existing works (Acar
et al., 2021; He et al., 2020; Yurochkin et al., 2019), to
simulate the non-iid data distribution among clients, we use
the Dirichlet distribution Dir(c) where a smaller « indicates
higher data heterogeneity. We report results with o = 0.5.
Finally, we use the existing CIFAR test sets as global test
sets.

Model. For both CIFAR-10 and CIFAR-100 datasets, we
employ ResNet18 (He et al., 2016) as the basic backbone.
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Hyperparameters. For both datasets, if not otherwise spec-
ified, we set the number of local training epoch E = 5,
communication rounds 7" = 500, and the number of clients
N = 200. To make the simulation more realistic, we also
simulate behaviour heterogeneity by considering a time-
varying set of available clients S; of size n = 100, ran-
domly selected without replacement from the entire pool
of clients every 10 rounds. Moreover, we choose h = 10.
Then, we conduct client selection with the fraction C' = 0.1
(i.e., | A¢] = 10). For local training, the batch size is 16,
and the weight decay is le — 3. The learning rate is 0.1,
with a decaying factor of 0.998 every 10 rounds.

4.1.2. FEMNIST-BASED BENCHMARKS

Distribution. We use the FEMNIST dataset from the LEAF
framework (Caldas et al., 2018). The dataset comprises train
and test datasets containing a client-data mapping file that
splits the data in a non-iid manner among the clients. It
has natural heterogeneity stemming from the writing style
of each person. Following (Caldas et al., 2018), we use
only 5% of the FEMNIST available dataset with 190 clients.
We split the training data of each client into three parts;
validation data (0.1), public data (0.1) and training data
(0.8). We concatenate all the public datasets from all the
clients to obtain a global public dataset representative of all
clients. Finally, we use the test set as a global test set.

Model. Similar to (Caldas et al., 2018), we use a model with
two convolutional layers followed by pooling and ReLLU
and a final dense layer with 2048 units.

Hyperparameters. We set the number of local training epoch
FE = 2, communication rounds 7" = 500, and the number
of clients N = 190. To make the simulation more realistic,
we simulate behaviour heterogeneity by considering a time-
varying set of available clients S; of size n = 50, randomly
selected without replacement from the full pool of clients
every 10 rounds. Moreover, we choose i = 10. Then we
conduct client selection with the fraction C = 0.1 (i.e.,
|A:| = 5). For local training, the batch size is 50. The
learning rate is 0.005.

4.2. FilFL Convergence Behavior

To assess the performance of FilFL, we conduct several
experiments on different datasets. We provide training loss
and testing accuracy, using random sampling as a client
selection method in Fig. 2, Fig. 3, and Fig. 4, for CIFAR-
10, CIFAR-100, and FEMNIST, respectively. We provide
similar plots, using power-of-choice as a client selection
technique in the Appendix B.1. Furthermore, we provide in
Fig. 5 an experiment comparing our method against DivFL
without filtering.

For the three datasets, FilFL remarkably accelerates the

training. As shown in Table 2, FilFL is around 2 — 3x faster
than FedAvg, for all datasets. This acceleration is consistent
over all the rounds. As shown in Fig. 2, Fig. 3, and Fig.
4, FilFL has a clear advantage over all the rounds on the
training and testing set. Not only it accelerates the training,
but it also converges to better weights, i.e., it achieves a
better final test accuracy. FilFL achieves an increase of
3%, 3%, and 4% in the final test accuracy for CIFAR-10,
CIFAR-100, and FEMNIST, respectively.

The above observations are valid for other selection methods,
namely power-of-choice, for which we refer to Appendix
B.1. Furthermore, we show that FilFL using RGF as a
client filtering scheme, combined with the simplest client
selection method, i.e., random sampling, can outperform a
sophisticated and computationally expensive client selection
scheme, namely DivFL. Although DivFL is shown in their
work to outperform random sampling and power-of-choice
(Balakrishnan et al., 2021), it remains a costly client selec-
tion approach. On the CIFAR-10 dataset with N = 100,
n = 25, and K = 5, when both applied periodically with a
period h = 10, as shown in Fig. 5, although DivFL reached
a lower training loss (overfitted), FilFL remarkably outper-
forms this client selection method, with a higher testing
accuracy over the rounds.
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Figure 5. A comparison of FilFL using RGF for filtering and ran-
dom sampling for selection, DivFL, and FedAvg using random
sampling, on CIFAR-10.
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Figure 6. RGF on CIFAR-10 dataset. The left and right plots show
the average acceptance probability p of every available client and
the number of accepted (filtered) clients in every round.
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# Rounds Needed
CIFAR-10 CIFAR-100 FEMNIST
70% 60% 70%
FedAvg 207 268 180
FilFL 82 103 90

Table 2. FedAvg vs FilFL using random sampling for client selec-
tion on different datasets. It shows the number of communication
rounds needed to achieve a certain test accuracy percentage.

Best Test Accuracy over Rounds
CIFAR-10 CIFAR-100 FEMNIST
FedAvg 74.5% 43% 78.7%
FilFL 77.5% 47 % 81%

Table 3. FedAvg vs FilFL using random sampling for client selec-
tion on different datasets, showing best achieved test accuracy.

4.3. RGF Behavior

We test RGF on a stochastic reward function R. We simulate
‘R to be in expectation an increasing function of time ¢ and
to be a non-monotone function of the chosen set of clients
X, defined as follows, R(z,t) = U(at, Bt)%, where o < 3.
(o = 0.0025 and 8 = 0.005). Along with RGF, we run a
search algorithm to find the exact optimal subset of clients
(OPT) for every round ¢. We then check the reward value
‘R for the initial set of available clients Sy, i.e., without any
client rejection, the reward value associated with the output
of RGF &/, and the reward value of the optimal set OPT.
From Fig. 8, it can be seen that our proposed algorithm
RGF reaches near-optimal rewards over the rounds.

Furthermore, we trace several parameters related to RGF
(Algorithm 1) on CIFAR-10; see Fig. 6. The figure shows
the results of CIFAR-10 experiments where we simulate a
random subset of 100 active clients out of 200 clients every
10 rounds. We track the acceptance probability of each
client p defined in Eq. (6), i.e., the probability of keeping
an active client for client selection, and compute its average
per round, see the left plot in Fig. 6. While FedAvg accepts
all active clients with probability p = 1 (no filtering), RGF,
when used with random sampling (RGF+RS), shows a time-
varying acceptance probability that oscillates around 0.9 for
the CIFAR-10 benchmark. Moreover, we track the actual
number of filtered clients every round out of the 100 active
clients, i.e., the cardinality of the filtered subset of clients
S;. As shown on the right plot of Fig. 6, the actual number
of filtered clients is variable but mostly oscillates around
90. By construction, RGF is only used if S; # Sf, i.e., ifa
new subset of active clients is generated, thus the number of
filtered clients remains the same over 10 rounds.

Furthermore, Fig. 7 shows the percentage of unique clients
selected since the beginning of the training. We can observe
that FilFL can see all the clients from the pool of all the

CIFAR-10 Simulation

100

80

60

40

2]
& 010 OPT
—— FilFL (RGF+RS) — s

20 —— FedAvg (RS) 0.05 — s

Unique Participants (%)

0 50 100 150 200 250 300 0 20 40 60 80 100

Round Round

Figure 7. The percentage of
unique participants until round
t on CIFAR-10 experiement.

Figure 8. The reward R, at
round ¢, for the initial set S,
the RGF output S, and the op-
timal set OPT.

clients in around 200 rounds, and FedAvg needs around
150 rounds. This shows that FilFL does not discard clients
forever; it just picks the right clients at the right time.

5. Discussion

We note that RGF is run on the server, which generally
has fewer computational constraints. Moreover, given the
oracle values of R, RGF has a low complexity of O(n) for
n number of available clients. Furthermore, we recall that
FilFL only calls RGF periodically, i.e., when ¢t mod h = 0,
or when S; # S;_1. Therefore, given its advantage in terms
of accelerating the training and increasing the final test
accuracy results, the proposed method is indeed efficient.

Among the FilFL limitations is the requirement of a public
dataset. Although this assumption is generally reasonable
and is common in the literature of FL (Li et al., 2020a;
Sattler et al., 2020; Seo et al., 2022; Zhang et al., 2021),
it might be limiting in some scenarios. If a public dataset
is unavailable, FilFL can be generalized to alleviate this
limitation by proposing different filtering methods that do
not require a public dataset. A possible direction is the use
of knowledge distillation in client filtering.

Besides accelerating the training and achieving higher test-
ing accuracy over the rounds, client filtering can help detect
and reject adversarial and malicious clients. By construc-
tion, RGF looks for the best subset of clients; thus, it could
eliminate the worst clients. Future work might consider
FilFL for more robust federated training.

6. Conclusion

We proposed client filtering as a promising technique to
optimize FL training. We suggested a randomized greedy
filtering algorithm called RGF, which is efficient and shows
outstanding performance when integrated with FL. Our pro-
posed FL algorithm, FilFL, has proven theoretical conver-
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gence guarantees. Moreover, it is empirically shown to
provide better learning efficiency, accelerated convergence,
and higher final test accuracy. Future works might inves-
tigate more algorithms for client filtering in FL and the
potential of filtering for robust federated training.
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A. Main Lemmas with Proofs
Lemma 1. Under assumptions 1, 2, 3, 4, and 5, for the gap 0; defined in 7, we have
E[d:] >0
for some constant 9.
Proof. By p-strong convexity, Assumption 1, and L-smoothness, Assumption 2, we have
_ _ 1 _ N = -
FP (@)~ FP(%1) < 5| VFP (@) - VP (v, + S(VEP (%), 2, %)
By the Cauchy—Schwarz inequality, we have

B[F2(@) - F°()] < 5B [IVF°@) - VFP (s >||]+§E[||VFD< Dz -]

1 = _
< 5 2L EIVER (@) = VEP@)]F] + E[IIVFD( Dlllze — w]
k
< 23 0?4 SR (Gl — )
— 2‘le - k 2 t t )

where the last inequality follows from Assumption 3 and Assumption 4.

Moreover,

1ze = vil| = || Z kaf— S dovi

keSf
<| Z prvE] + Hls*‘ vt
k€e[N] keSy
< > melvEl+ |S* > Ivil
ke[N] keS;
<2 Y |vi|
k€E[N]
<2 3" [lIvE = vill + vl
k€e[N]

Furthermore, by p-strong convexity, Assumption 2, and Assumption 4, we have

G
vt = vill < *HVFk (vi) Il < n

Thus, by Eq. (17) and Eq. (18), we have
il < 3 2 & il

Using Eq. (16) and Eq. (19), we have

E [FP(z) — éIE:qﬁ%?E:[ +w%@
k

k€e[N]

ford = —i PR AREDY ke[N] {% +||vy ||] , which does not depend on 7" and only on the problem parameters.

Therefore, we obtain
E[6:] =E [FP(¥;) — FP(z:)] > ¢

(14)

5)

(16)

a7

(18)

19)

(20)
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Lemma 2. Under assumptions 1, 2, and 4 for the sequences, z; and v, we have

E[lz v’ < — - = (22)
Proof. By p-strong convexity, Assumption 1, and L-smoothness, Assumption 2, we have

12 — ¥¢]|* < % (FD(Zt) — FP(%) = (VFP (%), 2 — ‘7t>)
(7)
M( b+ (VFP (1), Vi = 7)) (23)
2 P@)|ze — vl —
< " (IVFP o)1z — ve]| — o)

where the last inequality follows from the Cauchy—Schwarz inequality.

Therefore,
o VFP _ 2
Je — vl — 2O G <225, (24
I J
Thus,
VFP VFP(v,)|? 2 VFP(v,)|?
Hzt _ ‘—/t||2 H ( )” ||— —t” + H gvt)H S _75t + || gvt)” (25)
Y 1Y
Hence,
VFP VFP(v)|?
(HZt _‘_’tH 4 ” ( )|> 5t+ ” gvt)H (26)
J I
Hence,
FPEHII2 2
||Zt _‘_’t||2 < ||V (Vt)” _ 76t
I I
O S nVEREP 2
= 2 - p t
N _ 9 27
< i PllVE(VI) 2§t
B w2 jz
W (S nG? 2,
= 5 t
j p
Therefore,
2 92E
E[lz - w7 < & - 20 (28)
2
1Y H
Therefore, by Lemma 1, we have
G?> 26
E[||z: — v¢|?] < = — = (29)
[[|Zz: — ¢ [|] Z
O
Lemma 3. Under assumptions 1, 2, 3, 4, 5, and 6, we have
Vi —w™| < p. (30)

for some constant p.
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Proof. Note that under Assumption 1 and Assumption 5, we have HZ kE[N] PEVy — W* H is also bounded by a constant M.

Ve = wr |l < [[ve = Y pevil| + || D prvi —w*
k€E[N] ke[N]

<|ve= > mevi|+M
keE[N] GD
< e =il + M
ke[N]
< D pe|vE - vill+ M
ke[N]
By p-strong convexity, Assumption 2, we have
1
V8 = vill < ;HVFk (vi) | (32)
Therefore, »
[ve —wil < >0 “HVE(30)]| + M
kE[N]
33
(%) G M (33)
7
<p
where p = % + M. [

Lemma 4. Under assumptions 1, 2, 3, 4, 5, and 6, for any virtual iteration t, for the above defined sequences, z, and v, we
have

E [|Iwe — %¢]|*] <¢ (34)

for some constant &.

Proof. If not aggregating,
Wil = Vi1
Hence,
E[[|[Wer1 —Vega[?] =0 35)

If aggregating, using Lemma 4 in (Li et al., 2019), we know that if ¢ + 1 € Zg, for sampling scheme in Assumption 5, we
have
E(Wet1) = 241 (36)
Wit = Vg |? = (W1 = Zesr + Zeg1 — Ve |2
_ _ 2 _ — 2 _ — — —
= Wit = Zeall” + 121 — Ve |” + 2 < Wig1 — o1, Zer1 — Vi >

When expectation is taken over Sy 1, the last term vanishes due to the unbiasedness of W 1.

Therefore,
E [[Wit1 — Vi1 l?] = E [[Werr — Zeg1 1] + E [|1Ze41 — Ve |1?]

Moreover, using Lemma 5 in (Li et al., 2019), we know that if ¢ + 1 € Zg, for sampling scheme in assumption 5, the
expected difference between v, and Wy is bounded by

E ([ W1 — 72 |*] < €. (37)
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where C' is a constant.

Therefore, using Lemma 2, we have

E[[|Wis1 = Vo1 ]?] < C+E[[Ze1 — Veqa||]
(22) G? 26
o &% (38)
p2
<¢

_ G228
forffCJrﬂ2 =

O

Corollary 1. Under assumptions 1, 2, 3, 4, 5, and 6, for any virtual iteration t, for the above defined sequences, z; and vy,
we have

E[(Wi — V¢, v, — w*)] < p\/E (39)

Proof. By Cauchy-Schwarz inequality we have

(Wi — Vi, Vi = W) < [[Wy = Vif[[[ve — w7 (40)
Moreover, by Lemma 3, we have
[v" = w*|| < . (41)
Therefore,
(W — Ve, Ve — W) < p||Wy — V4| 42)

Using Jensen inequality (Peajcariaac & Tong, 1992) and Lemma 4, it follows that
1 (34)
E(|[w; — v <E[[lw, —%]°]* < V¢ “3)

Combine equations (42) and (43), we have

(42)
E[(W; — ¥,V — w")] < E[p|[W; — 7]
< pE (Wi — Vi) (44)
(43)
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B. Additional Experiments
B.1. Using Power-of-Choice as a client selection method

In the experiments Sec. 4.2, we mainly use random sampling as a client selection method. In this section, we asses the
performance of FilFL vs FedAvg when using another client selection method, called power-of-choice (Cho et al., 2020). We
provide training loss, training accuracy, and testing accuracy, in Fig. 9, Fig. 10, and Fig. 11, for CIFAR-10, CIFAR-100, and
FEMNIST, respectivly.

As shown in Fig. 9, Fig. 10, and Fig. 11, FilFL has a clear advantage over all the rounds on the training and testing set. Not
only it accelerates the training, it converges to better weights, i.e., it achieves a better final test accuracy. FilFL, achieves an
increase of 10%, 13%, 8%, in the final test accuracy CIFAR-10, CIFAR-100, and FEMNIST, respectively.
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Figure 9. FilFL vs FedAvg using power-of-choice as a client selection method on CIFAR-10 dataset.
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Figure 10. FilFL vs FedAvg using power-of-choice as a client selection method on CIFAR-100 dataset.
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Figure 11. FilFL vs FedAvg using power-of-choice as a client selection method on FEMNIST dataset.



