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Abstract. This position paper explores the broad landscape of Al po-
tentiality in the context of cybersecurity, with a particular emphasis on
its possible risk factors with awareness, which can be managed by incor-
porating human experts in the loop, i.e., “Human-AI” teaming. As artifi-
cial intelligence (AI) technologies advance, they will provide unparalleled
opportunities for attack identification, incident response, and recovery.
However, the successful deployment of Al into cybersecurity measures ne-
cessitates an in-depth understanding of its capabilities, challenges, and
ethical and legal implications to handle associated risk factors in real-
world application areas. Towards this, we emphasize the importance of a
balanced approach that incorporates AI’s computational power with hu-
man expertise. Al systems may proactively discover vulnerabilities and
detect anomalies through pattern recognition, and predictive modeling,
significantly enhancing speed and accuracy. Human experts can explain
Al-generated decisions to stakeholders, regulators, and end-users in crit-
ical situations, ensuring responsibility and accountability, which helps
establish trust in Al-driven security solutions. Therefore, in this position
paper, we argue that human-Al teaming is worthwhile in cybersecurity,
in which human expertise such as intuition, critical thinking, or con-
textual understanding is combined with AI's computational power to
improve overall cyber defenses.
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1 Introduction

In today’s rapidly evolving digital technology ecosystem, cybersecurity has taken
on unprecedented significance. With the growth of interconnected systems, pro-
tecting sensitive information and critical infrastructure has become a top priority
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of a nation [I]. As threats to digital assets grow in complexity and sophistication,
there is an urgent need for innovative approaches to effectively counter these con-
cerns. In this position paper, we focus on the potential of artificial intelligence
(AI) as well as its awareness, i.e., to handle possible risk factors, strengthened
by human expertise and observation in real-world application areas.

The combination of Al with human expertise has emerged as a potential
solution to addressing the ever-changing landscape of cybersecurity. Al systems
have shown promise in automating repetitive tasks, analyzing large datasets,
and discovering patterns that may be beyond human observation [2] [3]. These
competencies are particularly beneficial in the field of cybersecurity, where the
rapid identification and mitigation of threats and attacks are crucial. Human ex-
perts, on the other hand, have a distinct set of abilities in their understanding of
context, intuition, and ethical judgment. This position paper intends to dive into
the intricate dynamics of this Human-AlI collaboration, exploring the synergies
between AI’s computational capability and human experts’ domain knowledge,
contextual reasoning, and critical thinking in their roles.

The cooperation between AI and human expertise in cybersecurity is not
only an issue of technological collaboration; it also extends to the ethical sphere.
The successful deployment of Al in cybersecurity operations necessitates re-
solving issues of bias, accountability, transparency, and the right to distinguish
decision-making authority between machines and humans. Human analysts can
make sophisticated decisions depending on the broader context of the organi-
zation’s goals and risk tolerance. Thus, human observations at the application
level are still required despite Al’s huge potential in computing [4]. In short,
we define “Al potentiality” as technical aspects of Al, emphasizing its compu-
tational capabilities in terms of speed, accuracy, scalability, and automation in
cybersecurity tasks, and “Al awareness” as its possible risk factors highlighting
the importance of incorporating human experts in the loop, e.g., human domain
knowledge, intuition, and situational awareness to make informed decisions in
cybersecurity, which eventually help to achieve organizations goal with proper
responsibility and accountability. Thus “Human-Al teaming”, in essence, maxi-
mizes the assets of both Al and human intelligence, resulting in a more robust,
effective, and explainable security system for organizations. To better compre-
hend the core topic of this position paper and overall contributions, we formulate
three key questions below:

— AI Potentiality: Is Al capable of effectively and efficiently processing, ana-
lyzing, and extracting insights or useful knowledge from massive amounts of
cyber data, which is challenging for a human analyst?

— AI Awareness: Are risk factors associated with real-world Al applications in
the context of cybersecurity, particularly how we can ensure responsibility
and accountability if the Al system fails in certain situations?

— Human-AI Teaming: Is it worthwhile to establish human-Al teaming for
cybersecurity solutions and rethink the current cyberspace making informed
decisions with accountability in real-world application areas?
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Overall, this position paper emphasizes a deeper understanding of Human-
AT teaming, particularly how the combination of Al and human expertise might
strengthen our cyber defense measures in various real-world application areas.
In the following sections, we provide an explicit understanding of the potential
of Al, as well as the importance of human experts in the loop in the context of
next-generation cybersecurity solutions. Therefore, this paper aims to provide
significant insights for cybersecurity academics, practitioners, policymakers, and
stakeholders, advancing discussions that lead the way for successful and respon-
sible cybersecurity practices in our digitally connected society.

2  Why Human-AI Teaming in Cybersecurity?

In cybersecurity, the term “Human-Al teaming” refers to cooperation between
AT technologies and human expertise to boost the overall effectiveness of cyber-
security solutions. In the following, we discuss how this teaming can contribute:

— Complementary Strengths: Al is particularly effective at swiftly analyzing
and processing large volumes of data, finding patterns, discovering anoma-
lies, and generating policies from complex specifications. However, there
should be clear accountability for decisions made by Al systems in real-
world cybersecurity applications. Human experts, on the other hand, have
awareness of the environment, intuition, and the skills to make complex deci-
sions using a combination of technological knowledge and hands-on expertise.
Thus, organizations can achieve better cyber attack or threat analysis and
response strategies with proper accountability through this integration.

— Scale and Speed: Cyber threats are constantly evolving and can emerge at a
rapid pace. Attackers often employ automated tools and methods to exploit
vulnerabilities. Al can assist cybersecurity teams in analyzing threats and
taking action at a speed and scale that would be impossible for humans to
tackle by themselves. This speeding up is essential for minimizing potential
harm and promptly addressing emerging risk factors.

— Decision Support: Advanced threats often consist of numerous stages and
sophisticated attack pathways. Al can give human analysts pertinent data
and insights to support their decision-making. This can include information
about the threat’s nature, its potential effects, and recommended solutions.
While humans can handle the more complicated and hidden aspects of in-
vestigations, attribution, and response, Al can discover insights from data
as well as automate the necessary modules of threat detection and analysis.

— User Behavior and Predictive Analytics: Al can monitor user behavior pat-
terns to find anomalies that could point to unauthorized access or compro-
mised accounts. Analyzing historical data Al can identify trends and predict
potential future threats, which eventually enables human analysts to take
proactive measures before an incident happens.

— Continuous Learning and Improvement: To effectively respond to new threats
human analysts can regularly update and improve Al models. Although Al
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models are capable of learning from previous data, they may require hu-
man supervision to understand the importance of newly discovered patterns
and anomalies. This teaming enables a feedback loop where human experts
can instruct and enhance AI models based on their real-world experiences,
resulting in progressively more precise and efficient threat analysis.

— Incident Response and Recovery: When a cyber incident occurs, human ex-
pertise is essential for managing the situation, determining the level of the
damage, coordinating the response, and communicating with stakeholders.
AT can assist in quickly analyzing incident data, offering pertinent insights
to guide human decision-making as well as necessary automation. This helps
human experts for better strategic decisions, determine how an incident may
affect other stakeholder groups, and efficiently direct the recovery process.

— Regulatory Compliance, Trust and Accountability: In many industries, se-
curity operations are subject to regulations that require human oversight
and accountability. Particularly, need to ensure who will be responsible if
AT systems fail. Stakeholders often want to understand the rationale behind
security decisions. Cybersecurity experts can provide explanations for Al
outcomes that build trust, transparency, and accountability.

Although AI has huge potential, it may have risk factors, particularly in
terms of situational awareness, decision-making, and accountability, as high-
lighted above. Thus, to increase overall cybersecurity resilience, it needs to blend
human intuition, critical thinking, and decision-making skills with AI’s speed,
scalability, data processing and learning capabilities.

3 Al-based Modeling and Potentiality

In this section, we first highlight what types of Al-based modeling can be built,
and then we explore multi-aspects Al methods that can contribute in the context
of cybersecurity modeling.

3.1 Major Types of AI Modeling

Generative Al and discriminative Al are two common approaches in the area,
with hybrid Al being a combination of the two. Generative Al is typically focused
on generating new data according to needs, while discriminative Al is focused on
classifying data. Hybrid Al combines these two approaches to take advantage of
their strengths to solve a particular problem. In the following, we explore these
with examples in the context of cybersecurity.

— Generative Al: Generative models are trained to learn the underlying struc-
ture of the data and generate new data that has similar characteristics to the
original data, e.g., Generative Adversarial Network (GAN) [5], as shown in
Fig[l] In cybersecurity, generative models can be used for various tasks such
as attack simulation to test and enhance defense mechanisms, synthetic data
generation for training machine learning models, anomaly detection, etc.
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— Discriminative AI: Discriminative AT models aim to learn the decision bound-
ary between different classes of data, e.g., Random Forest (RF) with multiple
decision trees [6], as shown in Fig|2] In cybersecurity, discriminative models
can be used for various tasks such as intrusion detection, predicting threats,
fraud detection, malware analysis, etc.

— Hybrid AI: Hybrid models combine the strengths of both generative and
discriminative models. For example, a hybrid model could use a generative
model to generate synthetic data that can be used to train a discriminative
model for a particular task [3]. In cybersecurity, hybrid AI can be used to
create more robust intrusion detection systems, detect advanced persistent
threats, simulate complex attack scenarios, etc.

Overall, each type of ATl modeling mentioned has its own strengths and weak-
nesses, and the best approach for a given task depends on the specific use case
and availability of the cyber data and relevant resources. A combination of gen-
erative, discriminative, and hybrid Al approaches can be effective in providing a
comprehensive and effective cybersecurity solution by taking into account their
individual strengths. Thus, research should be focused in this area for future-
generation cybersecurity modeling.
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Fig. 1: Generative Adversarial Network Fig. 2: Random Forest

3.2 Al Methods and Algorithms

Although Al is a broader term in terms of techniques and application areas, we
explore the key Al methods that can be used in cybersecurity according to the
problem nature and available data or resources. These are:

— Machine Learning: Machine learning has emerged as a powerful tool in cy-
bersecurity. Machine learning algorithms such as Decision Trees, RF, SVM,
Logistic regression, Clustering, PCA, etc. [I] can analyze large volumes of
data, such as network traffic and system logs, to identify patterns and anoma-
lies that could indicate a potential cyber attack. By analyzing attack pat-
terns, machine learning algorithms can identify the root cause of security
breaches, enabling security teams to take corrective action more quickly and
effectively.
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— Deep Learning: Deep learning is a subset of machine learning that involves
training neural networks with multiple layers to learn from complex data sets
[3]. Deep learning models such as DNN, CNN, RNN, LSTM, Autoencoder,
GAN, etc. [I] have the ability to extract representational information and
decision rules simultaneously from data [7]. Deep learning algorithms can be
used in cybersecurity, particularly in the areas of threat detection, anomaly
detection, malware classification, and so on [1] [8].

— Semantic Knowledge Representation and Reasoning: Semantic knowledge in-
volves a deeper understanding of the evolving threat landscape and the con-
text of data, which eventually helps security professionals make informed
decisions in real time. Several popular methods such as ontologies or knowl-
edge graphs, i.e., graph-structured data model, can be used to represent
knowledge about potential threats, vulnerabilities, and assets in cybersecu-
rity [9].

— Knowledge or Rule Discovery: Knowledge discovery, e.g., rules, in cyberse-
curity typically involves extracting useful insights and patterns from large
datasets that are used in intrusion detection, access control, and other secu-
rity systems. Rule-based AI models can leverage machine learning and data
science processes to enhance security solutions by generating a set of opti-
mized rules. For instance, clustering algorithms can be used to group similar
behavioral patterns of network traffic and create rules accordingly to detect
anomalies in real time. Association rule mining techniques can assist secu-
rity analysts in uncovering relationships between various events and entities
involved in the incident [3].

— Language Model and Multimodality: Large language models (LLM) are typ-
ically at the forefront of natural language processing (NLP) research and
applications due to their effectiveness in understanding and generating hu-
man language. These models can analyze and understand vast amounts of
unstructured text data, such as threat reports to extract relevant threat in-
telligence. For example, to summarize long threat reports and classify them
into different threat categories these models can be used, which eventually
assist security analysts in prioritizing their responses. In addition, multi-
modal intelligence by taking into account the fusion of textual, visual, or
sensor data [I0] can lead to more robust and comprehensive solutions in
cybersecurity depending on relevant data availability.

Overall, these multi-aspects Al methods and algorithms discussed as well as
their hybridization can provide powerful tools for detecting and responding to
security threats. However, it is important to carefully consider the strengths and
weaknesses of each method and to use them appropriately based on the specific
needs and characteristics of the systems being protected.

4 Real-World Cybersecurity Application Areas

In the real-world application areas, both IT (Information Technology) and In-
dustrial Control Systems (ICS) or Operational Technology (OT) systems are
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important to the operation of modern organizations and business [4]. Human-AT
teaming is crucial for ensuring the security of IT and OT systems, networks, and
data from cyber threats. Hence, we summarize the potential usage of human-Al
teaming, which can be applicable for both IT and ICS/OT security systems:

— Anomaly and Threat Detection with Real-time Monitoring: Al can continu-
ously monitor network traffic, system logs or sensor data to identify anoma-
lies or suspicious activity that might indicate a cyberattack. Human experts
can then evaluate and investigate these findings and take necessary action.

— Incident Response and Recovery: Al can classify and prioritize security alerts
depending on severity, enabling human responders to focus on the most crit-
ical incidents. Al may automate predefined incident response playbooks,
reducing risks immediately while notifying human teams for further investi-
gation, and strategic decision-making.

— Risk Assessment and Vulnerability Management: Al can analyze vulnera-
bilities and risks in both IT and ICS/OT environments by continuously
investigating configurations, system states, and emerging threats. Security
analysts can assess and prioritize risks and vulnerabilities for remediation
depending on the possible impact on critical infrastructure.

— Predictive Analytics and Proactive Maintenance: Al can analyze historical
data and current trends to anticipate potential future threats or vulnerabili-
ties. Human experts use this predictive insight to resolve vulnerabilities and
security weaknesses in advance. In many cases, these predictive Al insights
can assist in designing maintenance plans and making informed decisions
about equipment replacements or upgrades.

— Incident Investigation and Forensics: Al assists in capturing and analyz-
ing forensic data to determine the underlying causes of security problems.
Human investigators employ Al-generated insights to build together attack
narratives, identify criminals, and attribute breaches.

— Adaptive Security: Al-powered adaptive security mechanisms adjust dynam-
ically based on real-time threat intelligence and system conditions. Human
analysts supervise and fine-tune Al algorithms to ensure they align with
business goals and regulatory constraints.

— Visualization and Situational Awareness: Al analyses and visualizes data,
allowing human operators to instantly understand the security status. In
critical scenarios, human analysts investigate Al-generated visualizations to
make well-informed decisions.

— Threat Intelligence and Contextualization: Al is capable of analyzing mas-
sive amounts of threat data and providing actionable intelligence. Human
analysts contextualize threat intelligence, making it applicable to specific
contexts.

— Threat Hunting: Human analysts can employ Al-powered technologies to
proactively hunt for evidence of compromise that may not trigger automatic
alarms. Human analysts’ intuition and expertise are essential in uncovering
sophisticated attacks. Overall, humans can develop the hypothesis and Al
can help to execute it.
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— Behavioral Analysis and User Authentication: Al can develop behavioral
profiles for individuals and groups inside an organization. Any variations
from these characteristics can generate alerts to explore potential insider
threats. Human experts can evaluate suspicious behaviors to identify whether
they are insider threats or false positives. Thus this can assist human experts
in strengthening authentication systems of an organization.

Overall, Human-AI teaming in both IT and ICS/OT environment has the
potential to greatly improve attack identification, incident response, and overall
cybersecurity posture. Al can aid in automation, quick analysis, and processing
of massive volumes of data, while human knowledge adds context, critical think-
ing, decision-making, and flexibility to a dynamic and evolving threat environ-
ment. However, the synergistic abilities of humans and Al need to be successfully
exploited to handle domain-specific issues.

5 Challenges and Research Direction

While Al-based cybersecurity solutions have the potential to enhance security
as well as assist human experts in making decisions, several challenges need to
be addressed to fully realize these benefits. Hence, we outline the key challenges
and directions within the scope of our study:

— Data Quality and Diversity: Getting tagged data with high quality and di-
versity to cover a variety of attack scenarios is a challenge. Thus research
should focus on investigating techniques that can identify anomalies and
potential risks by using both labelled and unlabeled data as well as un-
supervised learning techniques, rather than relying solely on labeled data.
In addition, methods to augment and synthesize a variety of representative
datasets can help to achieve generalizability and robustness of Al models.

— Adversarial Attacks: Adversarial attacks against Al models in cybersecurity
can lead to the evasion of detection systems by attackers. It is essential to
conduct research to develop AI models that can resist adversarial attacks
and maintain their effectiveness. Developing techniques such as adversarial
learning, input sanitization, defensive distillation, and ensemble modeling
could enhance model security.

— Interpretable AI: To understand why certain decisions are made, it is cru-
cial for cybersecurity analysts to comprehend how AI models make decisions.
Thus research should focus on creating interpretable Al and machine learning
models enabling cybersecurity professionals to validate and trust the model’s
outputs. The interaction between Al systems and human cybersecurity ex-
perts can be facilitated by developing innovative methods for explaining how
Al-based cyber models make decisions.

— Innovative and Adaptive Modeling: Traditional approaches have difficulty
identifying zero-day vulnerabilities. A crucial research direction is the cre-
ation of Al models that can identify and mitigate previously unknown vul-
nerabilities. Examples of these models include anomaly detection, behavior
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analysis, and vulnerability prediction. Research is required to enhance mod-
els’ ability to generalize novel and previously unknown attack patterns in
different cybersecurity areas. Continuous learning is a key research direction
for creating AI models that can adapt to dynamic attack tactics and chang-
ing threat environments. Effective threat detection can be improved explor-
ing several modalities and comprehend temporal patterns, such as network
traffic, system logs, and user behavior.

— Generative AI Modeling: Generative Al has the potential to play a significant
role in cybersecurity solutions by enhancing various aspects of threat analysis
and response. For instance, generative Al can help in creating adversarial
scenarios to evaluate the reliability of cybersecurity systems, assisting in the
identification of vulnerabilities and the development of more robust defense
mechanisms against such attacks. More research is needed to investigate
techniques that enable Al models to generalize to unseen threats and adapt
to evolving attack techniques.

— Privacy Concerns: Handling private and sensitive data could be a part of
using Al in cybersecurity. It is challenging to achieve a balance between the
advantages of Al and privacy issues while maintaining compliance with data
protection laws. To resolve privacy issues, federated learning enables models
to be trained across distributed devices without exchanging raw data. Inves-
tigating how distributed learning can be used effectively in cybersecurity to
enable collaborative model training across various organizations, could be a
potential area of research.

— Regulatory and Ethical Frameworks: To ensure secure and responsible de-
ployment of Al-based model into cybersecurity, establishing guidelines, reg-
ulations, and ethical considerations are important. Investigating how Al may
offer insights and recommendations while allowing people to make informed
decisions is necessary. Research is needed to effectively integrate AI mod-
els into the decision-making procedures of cybersecurity analysts, which can
enable synergistic interaction between human expertise and Al capabilities.

Although research has been significantly progressing in the area of Al, the
challenges for effective security modeling still remain unaddressed. To advance
the field of Al-based cybersecurity and enhance the general security posture of
today’s digital systems and interconnected networks, these identified issues and
potential directions might help for next-generation cybersecurity solutions.

6 Conclusion

This position paper emphasized the importance of a balanced strategy that cap-
italizes on the strengths of both Al and human expertise, creating collaboration
and trust between these two entities in the context of cybersecurity. As stated
in this position paper, the synergy between human expertise and Al capabili-
ties holds enormous promise for addressing the ever-changing landscape of cyber
threats. We explored how AI technology might improve human capabilities by
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automating regular operations, analyzing and detecting anomalies at scale, as
well as providing actionable insights for speedy decision-making. Furthermore,
in terms of context understanding, intuition, accountability, and creativity in de-
signing unique security solutions, the human element remains crucial. Overall,
we believe that human-Al teaming can significantly improve the way we pro-
tect against cyber-attacks by providing a more resilient, efficient, and adaptive
cybersecurity ecosystem.
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