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Abstract

Artificial Intelligence (AI) systems such as autonomous vehicles, facial recognition, and speech
recognition systems are increasingly integrated into our daily lives. However, despite their utility, these
Al systems are vulnerable to a wide range of attacks such as adversarial, backdoor, data poisoning,
membership inference, model inversion, and model stealing attacks. In particular, numerous attacks are
designed to target a particular model or system, yet their effects can spread to additional targets, referred
to as transferable attacks. Although considerable efforts have been directed toward developing trans-
ferable attacks, a holistic understanding of the advancements in transferable attacks remains elusive. In
this paper, we comprehensively explore learning-based attacks from the perspective of transferability,
particularly within the context of cyber-physical security. We delve into different domains — the image,
text, graph, audio, and video domains — to highlight the ubiquitous and pervasive nature of transferable
attacks. This paper categorizes and reviews the architecture of existing attacks from various viewpoints:
data, process, model, and system. We further examine the implications of transferable attacks in practical
scenarios such as autonomous driving, speech recognition, and large language models (LLMs). Addi-
tionally, we outline the potential research directions to encourage efforts in exploring the landscape of
transferable attacks. This survey offers a holistic understanding of the prevailing transferable attacks and
their impacts across different domains.
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1 Introduction

Deep learning has initiated a revolutionary era of Al. Beginning with the advancement in computer vision
(CV), current large language and large multimodal models demonstrate significant improvements in infor-
mation processing capabilities. For example, empowered by Generative Pre-trained Transformers (GPT),
GPT-4 [1] excels in multimodality tasks ranging from content creation to problem-solving. Deep learning
has also been a pivotal technology in advancing autonomous driving systems, which leverage complex al-
gorithms (e.g., object detection, semantic segmentation) to process data from sensors in real-time, making
informed decisions to maneuver vehicles safely through various driving conditions and environments.

However, despite their remarkable success, Al systems are vulnerable to numerous attacks. Researchers
have been developing new attacks to compromise deep learning models. Particularly, adversarial attacks [2,
3,4,5,6,7,8,9, 10] involve the generation of adversarial perturbation or patches to mislead the model
output. The adversarial perturbation or patch can be regarded as a type of noise, which can be merged with
different clean samples to deceive the model. Poisoning [11, 12, 13] and backdoor [14, 15, 16, 17] attacks
also have a substantial impact on the Al systems. A data poisoning attack corrupts the training data, causing
the model to yield errors in predictions or classifications. The poisoning attack compromises the model’s
overall behavior, detrimentally affecting its performance across a broad spectrum of inputs. Similarly, a
backdoor attack embeds a trigger into the model via malicious training data. As a result, when the model
encounters inputs containing this trigger during deployment, it generates incorrect or unauthorized results.
Model-stealing attacks [18, 19, 20, 21, 22, 23] aim to steal the pretrained proprietary models. Beyond the
theft of the model itself, attackers also attempt to steal the underlying data, known as an inference attack.
There are two primary forms of inference attacks. The first is the model inversion attack [24, 25, 26, 27],
which aims to reconstruct or approximate the model’s original training or input data. This is done by
exploiting the model’s outputs or architecture to reverse-engineer the training process. The second form is
the membership inference attack [28, 29, 30, 31, 32], where the objective is to determine if a specific data
point was used in the training set of a machine learning model. Attackers scrutinize the model’s outputs to
infer whether a given data entry was part of the training dataset.

Numerous learning-based attacks show great transferability, where an attack model or method devel-
oped for one system is effective against another system, even though the two systems may have different
architectures or configurations. In essence, transferable attacks encompass a broad spectrum of attacks that
are transferable across various samples within the same or different domains, different models, and even
across different systems. This transferability makes such attacks particularly concerning in the realm of
Cyber-physical security. In this survey, we provide a high-level classification of transferable attacks, and the
survey is structured as follows. First, we introduce the background knowledge about transfer learning, opti-
mization methods and divergence measurement in Section 2, which lays the foundation for learning-based
transferable attacks. Then, we summarize existing transferable attacks according to their attack designs as
shown in Fig. 1. (i) We study transferable attacks from a data-centric perspective in Section 3. Existing
research [33, 18, 23] has developed data argumentation mechanisms by synthesizing new data or transform-
ing data. Data augmentation improves the diversity of the training data, leading to better generalization
of learning-based attack models. Moreover, other studies [34, 35, 36] have revealed that disentangling
the content and style features can boost the transferability of attacks. (ii) We review transferable attacks
from the perspective of the learning process in Section 4, using the universal adversarial attack as a case
study. The universal adversarial attacks aim to generate universal perturbations or patches applicable across
various inputs, resulting in misclassification for any given input. To find such universal perturbations, re-
searchers utilize different learning methods including gradient-based [37, 38, 39] and heuristic-based meth-
ods [40, 41, 42]. Additionally, generative models such as Generative Adversarial Networks (GANs) are also
employed to generate these universal perturbations [43, 44, 45].

(iii) From the model perspective, we review model augmentation-based methods in Section 5. For black-
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Figure 1: The taxonomy of transferable attacks.

box attacks, the adversary has no knowledge of the target system including the specific model architecture,
model parameters, and training strategies. The black-box attacks can be executed by either attacking a
surrogate model or using gradient estimation methods by querying the target model. We mainly focus on
the black-box attacks that aim to construct a surrogate model that portrays a similar latent space as the
potential target model [46, 40, 19]. This approach allows attackers to craft attacks against the surrogate
model and subsequently transfer these attacks to the target model. To enhance the transferability of attacks,
one strategy is to design attacks targeting ensembled surrogate models [47, 48, 21]. This approach leads to
the generation of adversarial perturbations that are more effective across different models. Another strategy
is to utilize model stealing attacks [49, 20, 50], which aim to obtain the model behind the black-box system.
Then, attackers can utilize various white-box methods to compromise these systems. Furthermore, several
researchers have targeted pre-trained foundation models [51], which could affect the downstream fine-tuned
models. For example, data poisoning and backdoor attacks [52, 53, 54] are launched against the pre-trained
foundation models, with the attacks remaining effective on the fine-tuned downstream models.

(iv) We illustrate the transferable attacks from the system perspective in Section 6. We focus on computer
vision systems, speech recognition systems, and large language model (LLM) systems. For each system,
the attack design depends on the features of the specific modality and the threat model of the system. For
example, biometric security is one of the essential topics in computer vision and speech processing. Differ-
ent biometric applications such as facial recognition, 3D face authentication, and voice authentication have
different model designs, which require the adaptation of specific attacks. Finally, in Section 7, we summa-
rize the limitations of current transferable attacks and propose future directions for their design. Our final
goal is to motivate the development of robust, adaptive, and secure interconnected cyber-physical systems.

The Survey’s Unique Contribution. Compared to the existing surveys, this survey comprehensively eval-
uates various attacks from the perspective of transferability. Table 1 lists the existing surveys on various
attacks. Each type of learning-based attack has different design principles according to different data modal-
ities such as image, text, audio, video, and graph. Most of the surveys [55, 64, 96, 82] only focus on a specific
type of attack such as adversarial attacks or model stealing attacks. By contrast, we summarize all six widely
studied attacks from the perspective of transferability. The concept of transferability is crucial because it
reveals that the threat landscape is broader than anticipated, as machine learning models can be suscepti-
ble to different attacks even when the attacker does not have direct access to the model’s architecture or
parameters. The transferability raises questions about the generalizability and security of machine learning



Table 1: Recent Surveys for Learning-based Attacks.

Survey Topic Survey Domain Publish Venue Publish Year
Adversarial Attack and Defense [55] Graph IEEE TKDE 2022
Adversarial Attack and Defense [56] NLP Neurocomputing 2022
Adversarial Universal Attack [57] General 1ICAI 2021
Adversarial Attack and Defense [58] General CAAITIT 2021
Adversarial Attack and Defense [59] General 1JAC 2020
Adversarial Attack [60] NLP ACM TIST 2020
Adversarial Attack and Defense [61] General IET 2018
Adversarial Attack [62] CvV IEEE Access 2018
Backdoor Attack [63] Large Language Model = ArXiv 2023
Backdoor Attack [64] Audio ArXiv 2023
Backdoor Attack and Defense [65] General IEEE OJCS 2023
Backdoor Attack [66] NLP ArXiv 2023
Backdoor Attack and Defense [67] Federated Learning ArXiv 2023
Backdoor Attack and Defense [68] General IEEE TPAMI 2022
Backdoor Attack [17] General IEEE NNLS 2022
Backdoor Attack and Defense [69] General IEEE OJSP 2022
Backdoor Attack and Defense [70] NLP IEEE QRS 2022
Backdoor Defense [71] General Neurocomputing 2021
Backdoor Attack and Defense [72] General ArXiv 2020
Backdoor Attack [73] General IEEE ISQED 2020
Data Poisoning Attack [13] General ACM CSUR 2023
Data Poisoning Attack [74] General ACM TECS 2023
Data Poisoning Attack [75] Federated Learning IEEE Access 2023
Data Poisoning Attack and Defense [76] General ACM CUSR 2022
Data Poisoning Attack and Defense [77] General DCN 2022
Data Poisoning Attack and Defense [78] General ArXiv 2022
Data Poisoning Attack and Defense [79] General DSC 2022
Data Poisoning Attack and Defense [68] General IEEE TPAMI 2022
Data Poisoning Attack and Defense [80] General ACM CUSR 2022
Data Poisoning Attack [81] Gereral Springer ACeS 2021
Membership Inference Defense [82] General ACM CUSR 2023
Membership Inference Attack and Defense [83] General CSI 2023
Membership Inference Attack [84] General IEEE CM 2022
Membership Inference Attack [30] General ACM CUSR 2022
Membership Inference Attack [85] General Management 2021
Membership Inference Attack and Defense [86] General CSI 2021
Membership Inference Defense [87] General AASCS 2020
Model Inversion Attack [88] General CSF 2023
Model Inversion Attack and Defense [89] General 1JCAI 2022
Model Inversion Attack [90] General TechXiv 2022
Model Inversion Attack [27] General ICDCCN 2022
Model Inversion Attack [91] General ACM CUSR 2021
Model Inversion Attack [92] General ACM CUSR 2021
Model Inversion Attack [93] General IEEE TOSE 2020
Model Inversion Attack [94] General ACM CUSR 2020
Model Inversion Attack [95] General ArXiv 2017
Model Inversion Attack and Defense [24] General ACM CCS 2015
Model Stealing Attack [96] General IEEE CSR 2023
Model Stealing Attack and Defense [20] General ACM CUSR 2023
Model Stealing Attack and Defense [97] General IEEE CM 2020
Model Stealing Attack [93] General IEEE TOSE 2020
Transferable Learning-based Attacks (Ours) General - 2023




models in real-world applications. Some surveys [56, 62, 64] only focus on a specific application area such
as natural language processing (NLP). Rather than limiting to a specific area, we review transferable attacks
in different modalities across different applications and systems. We categorize and summarize transferable
attack designs by examining them from the perspectives of data, processes, models, and systems. In partic-
ular, we review the impact of transferable attacks on typical cyber-physical systems, including autonomous
driving, speech recognition, and LLM systems. Overall, this survey offers comprehensive insights into the
state-of-the-art transferable attack strategies, enabling both horizontal and vertical comparisons of different
attack types across various domains.

2 Background

In this section, we provide preliminary knowledge including transfer learning, optimization methods, and
divergence measurement for designing transferable attacks.

2.1 Transfer Learning

Transfer learning is a general concept that employs the similarity in data, task, or model from an existing
problem to a new one in order to facilitate the sharing of knowledge. A key concept in transfer learning is
Domain, denoted as D, which includes two parts: data sample (z,y) and data distribution P(z,y), where
z is the input (e.g., feature), and y is the output (e.g., label). Correspondingly, the feature space is denoted
by X, and the label space is denoted by ). Overall, a domain is composed by D = {X,), P(z,y)}.
Generally, we have two domains for transfer learning: source domain D and target domain D;. D; and Dy
have differences in at least one of the conditions: X, # X} (e.g., different features), Vs # )V (e.g., different
tasks) or Ps(z,y) # Pi(z,y) (e.g., different probability distributions). For detailed guidance to transfer
learning algorithms and applications, we refer to the related surveys and books [98, 99, 100, 101].

There are three main scenarios that demand the consideration of transfer learning. First, there is insuf-
ficient labeled data in the target domain, and the training data from the source domain differs from that of
the target domain. Meanwhile, it is important to be aware of the negative transfer, which can deteriorate
results in the target domain. Negative transfer typically results from discrepancies between data from the
source and target domains, as well as from inadequate algorithms. Second, there are pre-trained foundation
models [51], which can be utilized for various target applications with limited computational capability.
Third, there are generalization and personalization requirements. For generalization, it requires the model
to be generalized to accurately predict unseen samples, applications, or environments. For personalization,
it would require the model to be adaptive to users’ specific habits or preferences.

When designing transfer learning models, we typically evaluate factors such as the presence of labels
in the target domain, the similarity of feature spaces between domains, whether the learning should be con-
ducted online or offline, and the most appropriate learning strategy to utilize. For example, domain adapta-
tion occurs under the condition that Ps(z,y) # P;(x,y) when X5 = X; and )5 = )/, indicating different
probability distributions in the source and target domains. Here, we describe a toy example of P(z,y) varia-
tion. Suppose we have the Gaussian distribution with different variances: N1(0,2), N2(0,3), and N3(0,5).
In the context of domain adaptation, the training data adheres to N1 (0, 2), while the test data may conform to
N3(0,3) or N3(0,5). Note that in real-life problems, the true data distribution is exceedingly intricate, mak-
ing it challenging to precisely define the probability mass function. Indeed, contemporary machine learning
approaches, including deep learning, strive to understand and model data distributions. Domain adaptation
has been explored across a range of applications. For example, in smart home security, Glint [102] incor-
porates supervised domain adaptation where the target domain is fully labeled but the number of samples is
insufficient for training a robust threat detection model. In mobile sensing, Facer [103] involves the unsuper-



vised domain adaption where the target domain is unlabeled, so as to generalize the expression recognition
model to incoming new users (target domain).

2.2 Optimization Methods

Optimization methods play a pivotal role in a multitude of fields for fine-tuning parameters and optimizing
system performance. In this section, we introduce three basic optimization methods: gradient-based method,
heuristic-based method, and bi-level optimization method.

2.2.1 Gradient-based Method

The gradient-based optimization method aims to find the optimal parameters that minimize or maximize
a given objective function. These methods are commonly used in machine learning models such as deep
neural networks, linear regression, and logistic regression. Gradient descent is used to find the minimum
of a function. First, we need to initialize the model parameters. We start with an initial estimate for the
parameters (weights and biases) of the model, often set randomly or to some default values. Second, we
calculate the gradient of the objective function with respect to the parameters. The gradient represents
the direction and magnitude of the steepest increase in the function. Third, we adjust the parameters in
the opposite direction of the gradient to move towards the minimum. This adjustment is controlled by a
hyperparameter « called learning rate. The update rule for gradient descent is:

Onew = Oold — ¢ - vJ(Hold)a (D

where Opey is updated parameters, 6,14 is old parameters, V.J (6o14) is the gradient of the objective function .J
with respect to 6,4. The process continues until the algorithm converges to a minimum, where the gradient
becomes close to zero. Gradient ascent is the counterpart of gradient descent and is used to find the maxi-
mum of a function. The process is similar, but instead of moving in the direction of the negative gradient, it
moves in the direction of the positive gradient.

2.2.2 Heuristic-based Method

The heuristic-based optimization method is a class of techniques used to find approximate solutions, es-
pecially when finding an exact solution is computationally infeasible or time-consuming. These methods
use heuristics, which are rules of thumb or strategies that guide the search for the best solution. Generally,
heuristic-based methods rely on intelligent search strategies rather than explicit mathematical models.

Heuristic-based methods typically involve four key procedures. First, heuristic-based optimization be-
gins with an initial solution or state. This initial solution can be generated randomly or from domain-specific
knowledge. Second, the core of heuristic methods involves exploring the neighborhood of the current so-
Iution. This neighborhood search is guided by specific rules or heuristics. Typically, the method generates
neighboring solutions by making small, localized changes to the current solution. Third, at each step, an
evaluation function is used to assess the quality of the current solution or state. The evaluation function
quantifies how close the current solution is to an optimal one. This function helps decide whether to accept
or reject a new solution based on certain criteria. Fourth, heuristic methods use acceptance criteria to de-
termine whether a neighboring solution should be accepted as the new current solution. Common criteria
include comparing the objective function values of the current and neighboring solutions and considering
factors such as minimizing or maximizing a cost or maximizing utility.

Here, we present three examples of heuristic-based methods used for optimization in discrete spaces
such as text data space: (i) In the hill climbing algorithm, the search starts at an initial solution and itera-
tively moves to the neighboring solution with the highest evaluation function value. It stops when no better



neighbors are found. (ii) Simulated annealing, inspired by the annealing process in metallurgy, explores a
wider solution space, allowing for occasional moves to solutions with worse objective values to avoid get-
ting stuck in local optima. (iii) Evolutionary algorithms such as genetic programming and natural evolution
strategy are widely used in numerical optimization in discrete space or black-box setting. Generally, they
use concepts of selection, mutation, and crossover to explore a population of potential solutions.

2.2.3 Bi-level Optimization Method

The bi-level optimization addresses scenarios where optimization itself is nested within another optimization
problem. This class of methods is essential for hyperparameter tuning in machine learning, where one
optimization task is nested within the broader optimization task of model training. Related to Stackelberg
games, bi-level optimization deals with two interconnected optimization problems: the upper-level problem
(leader) and the lower-level problem (follower). The solution at the upper-level influences the lower-level
problem, while conversely, the solution at the lower-level also impacts the upper-level problem.

For the upper-level problem, the leader determines a set of decision variables x that affect the lower-level
problem. The leader aims to optimize an objective function F'(x, y), which depends on both the upper-level
decision variables  and the lower-level solutions y. For the lower-level problem, the follower selects a set of
decision variables y that are typically influenced by the upper-level decisions. The follower aims to optimize
an objective function G(z, y) that depends on both the upper-level decisions x and the lower-level variables
y. The goal is to find a set of upper-level decisions = and lower-level decisions y that jointly optimize both
objective functions while satisfying any constraints.

The optimization process is similar to expectation maximization, which is an iterative solution to maxi-
mum likelihood estimation with latent variables. First, we start with initial guesses for both the upper-level
decisions z and lower-level decisions y. Second, we solve the lower-level problem while keeping the upper-
level decisions x fixed. Third, we update the upper-level decisions x by solving the upper-level problem
while keeping the lower-level decisions y fixed. These steps are iterated until convergence is achieved, often
guided by stopping criteria. We refer readers to the survey [104] about bi-level optimization for learning.

2.3 Divergence Measurement

In this section, we introduce several divergence measurement methods including maximum mean discrep-
ancy, explicit distance measurement, and implicit measurement.

2.3.1 Maximum Mean Discrepancy

The concept behind Maximum Mean Discrepancy (MMD) involves initially transforming two distributions
into another space using a kernel function and subsequently calculating the disparity in their means. MMD
can directly assess the divergence between the marginal distributions, expressed as D(Ps(x), Pi(z)). The
kernel function is similar to the kernel functions used in support vector machines such as polynomial kernel,
and Gaussian kernel. Specifically, linear kernel is k(x;,2;) =< x;,2; >, where < -,- > is the inner
product operation. Polynomial kernel is k(z;, ;) =< z;,; >4, where d is the order of polynomial.
Gaussian kernel is k(x;, x;) = exp(—%). Note that how to select the best kernel remains an open
problem, but a simple idea is to employ a fusion of multiple kernels to compute a combined value.

Now we present an MMD-based domain adaptation example. Recall that the input-output joint distri-
bution Ps(x,y) # Pi(x,y) in domain adaptation, the general distribution divergence D includes both the
marginal and conditional distribution divergence as follows [105]:

D(DS7Dt) = (1 - :U’)D(Ps(x)a Pt(x)) + ND(Ps(y‘x)» Pt(y‘x))’ (2)



where p is a balancing factor. From Eq. (2), we can see that it requires the conditional distribution P (y|x)
on the target domain. According to the Bayes’ theorem, P(y|z) = w As P(z) is fixed and if we
can ignore P(y), we can use P(x|y) to estimate P(y|z). Sufficient statistics [106] points out that when
dealing with a large number of samples, it becomes feasible to select part of statistical factors to serve as
approximations for our objective. Still, we do not have the y value. In order to address this issue, we can
employ an iterative training approach as follows: (i) we utilize the labeled data (x5, ys) to train a classifier
and obtain pseudo-labels ¢; for the unlabeled x; in the target domain; (ii) these pseudo-labels are used
for learning optimization, and after feature transformation, they can be updated or refined in subsequent
iterations. For the MMD-based domain adaptation, we have the following distance function:

Ny
MM D(P;(y|x), Pi(y|x)) ZH ZA% NCZA%-H?, 3)
j=1

where A denotes the feature transformation matrix, which is the learning objective. N¢ and INf are the
number of samples for the c-th class in source and target domains, and C' is number of classes. To solve
Eq. (3), we refer readers to the statistical feature transformation methods in [100]. Moreover, deep neural
networks (DNNs) have been demonstrated to be effective in implementing feature extraction to estimate the
transformation matrix A. For example, DeepClustering [107] and Facer [103] employ a similar approach,
utilizing DNN to extract features and applying pseudo labels to optimize their respective objective functions.

2.3.2 Explicit Distance Measurement

Many functions can be used to measure the distance between data points, data vectors, or data distributions.
First, for data points, the Minkowski distance is the p-norm distance d = (||z1 — z»|[?)'/?. When p = 1,
it represents the Manhattan distance, and when p = 2, it stands for the Euclidean distance. Besides, the

Mahalanobis distance d = \/ (z1 — x2)T 327 H(w1 — 22), where Y is the covariance of a distribution. For

data sets, we can use the Jaccard index to measure the similarity between sets X and Y as J = §8¥ For

example, the concept of the intersection of union (IoU) in object detection and image segmentation tasks
follows the definition of the Jaccard index.

Second, for data vectors, cosine similarity is widely used to measure the correlation, which is repre-
sented as cos(x1,x2) = |x”“"11|:fx?2‘. cos(x1,x2) = —1 means that the vectors are opposite, and 0 represents
orthogonal vectors, and 1 signifies similar vectors. The Pearson correlation can also measure the similarity,
which is defined as pxy = % where C'ou(-, -) is the covariance and o is the standard deviation.

Third, for data distributions, we use the mutual information to measure the distance between two distri-

butions X and Y as follows:

p(z,y)
Zprylog Oy “

zeX yeY

Another widely used method is the Killback-Leibler (KL) divergence, which measures the divergence be-
tween two probability distributions P(z) and Q(x) as follows:

Di1(P||Q) = ZP ? 5)

To achieve symmetry in divergence measurement, Jensen-Shannon (JS) divergence is defined as

JSD(PIIQ) = 3 Dicn(PIIR) + 5 Dcr(QIIR) ©)



where R = %(P + Q). JS divergence is often preferred for complicated tasks because its normalized
outcomes provide better stability during loss function optimization. The Wasserstein distance (WD) is
utilized to quantify the distance between the distributions P and (), defined as:

WD(P||Q) = infrer(ro) /

R x

|x_y‘dﬂ—(x7y)a (7)
R

where I'( P, Q) is the set of distributions on foR whose marginals are P and (). The WD can be interpreted
as the smallest amount of “effort" needed for the transformation from P to Q).

2.3.3 Implicit Distance Measurement

The Generative Adversarial Networks (GANs) were originally designed for generative tasks. The basic
idea is to train two neural networks simultaneously: a generator and a discriminator, which are engaged in
a game-like scenario, hence the name “adversarial". The generator network takes random noise as input
and produces data samples that are intended to resemble the real data distribution. Formally, GAN can be
regarded as a nonlinear parametric mapping g : Z — X, where Z represents feature space and X represents
the data space. Ideally, we can learn the latent representation z in feature space z = H(x), where z € Z, so
that we can map the latent representation back to the input space as G(z) = x. However, in practice, G can
only learn an approximation to the true data manifold, which causes the approximation error.

Essentially, GAN constantly improves its ability to generate convincing samples by minimizing the
loss function Lge, = —log(D(G(z)), where G(-) is the generator’s output, and D(-) represents the dis-
criminator’s output. The discriminator network’s role is to distinguish between real data samples and those
generated by the generator. the discriminator network learns to classify data as either “real” or “fake", which
naturally learns the distribution divergence. The discriminator becomes more accurate in distinguishing be-
tween genuine and generated data by minimizing the loss function Lg;s. = log(D(z)) +log(1 — D(G(2))).
This adversarial training dynamic is at the core of GANs and leads to insights into the similarities or dif-
ferences between two data distributions. We can adopt metrics such as MMD and Wasserstein distance to
assess how well a GAN has learned to approximate the target data distribution.

3 Transferable Attack from Data Perspective

From the data perspective, we review existing work that boosts the transferability of attacks, including data
synthesis, data transformation, and data disentanglement as shown in Table 2.

3.1 Data Synthesis for Transferable Attacks

Data synthesis refers to the creation of new data by combining or generating information. This includes data
generated by GANSs, data sampled from standard distributions, and data obtained by certain optimization
methods. Many black-box attacks rely on substitute models to design attacks toward the black-box system.
Synthesized datasets can be used to enhance the transferability of learning-based attacks. Papernot ef al.
[108] first propose to generate a synthetic dataset to attack DNN that was trained on the MNIST dataset.
Devil’s whisper [33] crafted a customized speech dataset that only focuses on a small portion of commonly
used phrases to fine-tune the substitute model. Krishna et al. [23] attempt to steal a BERT model by crafting
a query dataset. There are two different settings when crafting the query dataset. First, the random generator
setting uses a nonsensical sequence of words constructed by randomly sampling a Wikipedia vocabulary
from WikiText-103 [109]. Second, in the Wiki setting, the input queries are formed from actual sentences or
paragraphs from the WikiText-103 corpus. They found that directly using these two datasets is insufficient
for extracting models. Therefore, they implemented two additional strategies for accomplishing different
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Table 2: Selected work for boosting the transferability of different attacks from the data and learning-process
perspective. The source dataset and model are related to training a surrogate model, and the target dataset
and target model are the victims. Unless specified, the transferable type belongs to adversarial attacks.

Methodology Publication Sourcezslz ?éifzg)MOdel Ta(rg:ltelzta;g; ot Tzzrsie]tei\:[ec;(;el Transferable Type
Diversity [111] Model ImageNet ImageNet Inception V3 Cross-model Attack
Data Admix [112] ImageNet ImageNet ResNet 101 Cross-model Attack
Transformation  Learning [113] ImageNet ImageNet Inception V3 Cross-model Attack
Copycat [19] ImageNet SVHN VGG-16 Model Stealing
Data Whisper [33] Songs Songs Commerical API  Cross-model Attack
Synthesis MAZE [18] CIFAR-10 CIFAR-10 ResNet-20 Model Stealing
Jiasaw [46] Artifical Image ImageNet ResNet-152 Cross-model Attack
StyleLess [34] ResNet ImageNet VGG19 Cross-model Attack
ColorBackdoor [12] CIFAR-100 CIFAR-100 DeepSweep Backdoor Attack
Data StyleText [15] SST-2 SST-2 BERT Backdoor Attack
Disentanglement ~ StyleTrigger [36] COVID COVID BERT+LSTM Backdoor Attack
Audio [114] GSC GSC CNN Backdoor Attack
StyleFool [115] UCF-101 UCF-101 C3D Query-based Attack
. Perturbation [44] Painting, Cartoon Images  ImageNet Inception V3 Cross-domain Attack
Generative-based . .
Universal Attack PhoneyTalker [45] LibriSpeech VoxCelebl DeepSpeaker Universal Example
Object [116] PASCAL VOC VOC2007 FasterRCNN Universal Example
Heuristic-based Patch [40] Predicted Hard Label CIFAR-10,SVHN ResNetl8 Universal Patch
Universal Attack Trigger [41] GPT-2 117M Input Text GPT-2 345M Cross-model Attack
LLM [42] Vicuna Training Dataset Input Text ChatGPT, Bard Cross-model Attack
Ranking [117] MSMARCO DEV Dataset Input Text Imitate V2 Universal Trigger
. UAP [118] ImageNet ImageNet Val ResNet 152 Universal Example
Gradient-based .
Universal Attack Nesterov [119] Model on ImageNet ImageNet Inception V3 Cross-model Attack
Evading [120] Model on ImageNet ImageNet Inception V3 Cross-model Attack
Tuning [38] Model on ImageNet ImageNet Inception V3 Cross-model Attack

tasks. For the MNLI task, they randomly replaced three words in the premise with three random words
to construct the hypothesis. For the SQuAD task, they additionally prepend a question start work (such
as "what") to the question and append a question symbol to the end. Finally, MAZE [18] is a data-free
approach that leverages the generative model to generate the samples where there is a significant disagree-
ment between the attacker and the target model. A Wasserstein GAN is trained to generate these samples,
and the effectiveness of the attack is demonstrated on various target models. The results show that MAZE
achieves an accuracy of 89.85% on the CIFAR-10 dataset, in comparison to the target model’s 92.26% accu-
racy. However, MAZE still uses softmax outputs of the victim model to generate input-output pairs. Later,
Sanyal et al. [110] propose a new GAN-based framework in hard-label settings to generate synthetic data
and steal models. Employing synthesized datasets to develop a surrogate model can serve as an intermediary
step in converting black-box systems into white-box systems, thereby facilitating attacks on more complex
black-box systems.

3.2 Data Transformation for Transferable Attack

Data transformation refers to the process of converting data from one format or structure into another. For
example, data transformation in the image domain includes scaling, rotating, translating, and flipping, filter-
ing. Dong et al. [121] propose MI-FGSM, which is designed with random and differentiable transformations
to the input images. Xie et al. [111] propose to use image transformation such as resizing and padding to
improve transferability, while Dong et al. [120] consider optimizing a perturbation over an ensemble of
translated images to enhance transferability. Lin ef al. [119] propose to compute gradients using scaled be-
nign samples, and Admix [38] derives iterative gradients by blending benign images with randomly selected
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sample images. Different from the pixel-wise attack, Gao et al. [122] propose a patch-wise adversarial
attack on unknown target models. Wang et al. [123] propose to utilize the feature importance computed
on a batch of transforms of raw image to guide the search for adverarial examples. Zhang et al. [124]
propose a feature-level attack by contaminating the intermediate feature outputs of a surrogate model with
neuron importance estimations, so as to enhance the transferability. Finally, Fan et al. [113] propose to
boost the transferability of adversarial attacks from both data augmentation and model augmentation per-
spectives. They use random resizing, and padding for data augmentation, and modify backpropagation for
model augmentation to enhance the transferability across varied tasks.

Data transformation also includes generating labels for existing data samples [21]. In a query process,
the adversary feeds the existing data and collects outputs of the target model to be used as labels. With
the data and labels, the adversary can train a surrogate model to approach the behaviors of target models.
The existing data comprise both original datasets and datasets from similar domains. The original dataset
refers to the training dataset used for training the target model. Previous work [125] demonstrated that if
the adversary uses the same training data as the target training data, the surrogate model can achieve > 97%
accuracy as the target model. The similar domain dataset represents the dataset related to the original training
data. For example, if the target model is trained on ImageNet for image classification, similar domain data
can be CIFAR-10. Jagielski et al. [126] propose to use 10% and 100% ImageNet as training data, and then
query the output of a large-scale model that was trained on 1 billion Instagram images [127]. Then, the data
and queried labels are used to train a classifier based on ResNet. Their results demonstrate that the adversary
can extract a target model using merely 10% training data. Overall, the data transformation is an effective
way to enhance the transferability of learning-based attacks.

3.3 Data Disentanglement for Transferable Attack

Data can reflect both the content and style of things in the physical world. Many deep learning-based tasks
essentially rely on the content (task-relevant) features rather than the style (task-irrelevant) features. In
this section, we investigate the recent studies that attempt to improve the transferability of adversarial and
poisoned examples by disentangling style and content in data.

3.3.1 Disentangling Style and Content in Image

The style refers to the unique characteristics, or aesthetic qualities used to create an image. For example, the
style can include different color schemes, brush strokes, or filters. It has been established that the style of an
image can be characterized by examining the means and correlations among various feature maps in deep
neural networks (DNNs) [128]. The style information can be encapsulated in a Gram matrix as follows:

Zij Filjc(ﬂf)Filjd(ﬂf)
1J ’

Gl = ®)
where I denotes the number of feature maps at layer ! and J denotes the length of the vectorized feature
map. The content refers to the primary subject or theme of an image that is visually recognized such as the
people, things, and places. The content of an image is represented by the values present in the intermediate
feature maps in DNNs.

To improve the transferability of adversarial attacks, Liang et al. [34] propose StyLess to achieve style-
less perturbation. The basic idea involves the disentanglement of the image style and content, while a
robust DNN would place greater emphasis on content features rather than style features. Specifically, the
authors create a stylized model by adding an adaptive instance normalization (AdalN) layer [129] to the
vanilla model. The AdalN layer serves to align the mean and variance of the style features with those of the
content features. Additionally, they use a graph model to represent style transfer, where vertices represent
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content and style in images [130], and the style transfer process involves message passing between these
nodes. Compared to stylized models, the vanilla model’s adversarial loss increases more rapidly, leading to
a greater loss disparity. By utilizing gradients from both stylized surrogate models and the vanilla model,
adversarial examples are refined and updated. This strategy significantly enhances transferability, enabling
adversarial examples to deceive a broader range of classification models.

Many backdoor attacks [131, 132, 133, 134, 12, 16, 135] have been proposed to enhance the impercep-
tibility and transferability of triggers. For example, Zhao et al. [131] study the transferability of poisoning
attacks across different machine learning models, including SVM and LR. They have developed a Projected
Gradient Ascent (PGA) algorithm to implement label contamination attacks on a range of empirical risk
minimization models. Certain approaches incorporate distinct image styles, such as reflections [133], Insta-
gram filters [132], weather conditions [134], and color variations [12], as backdoor triggers. For instance,
Jiang et al. [12] present a color backdoor attack. Specifically, they apply a uniform color space shift to all
pixels as the trigger. To identify the optimal trigger, they employ the Particle Swarm Optimization (PSO)
algorithm. Their approach involves assessing the effectiveness of a trigger by employing the backdoor loss
of a semi-trained model with a surrogate model architecture. Additionally, they incorporate a penalty func-
tion that enforces naturalness constraints during the PSO search process. Such trigger is robust to image
transformation and preprocessing-based defenses [136, 137, 138]. This method enhances the transferability
of backdoor triggers, allowing the poisoned data to be easily transferred to potential training datasets.

3.3.2 Disentangling Style and Content in Text

The text style is defined as the common patterns of lexical choice and syntactic constructions that are in-
dependent of semantics [139]. Text style is a feature that is irrelevant to most natural language processing
tasks. Text style transfer refers to altering the style of a sentence while preserving its semantics. Many
text-style transfer methods have been proposed. For example, style transfer via paraphrasing (STRAP) [35]
is an unsupervised text style transfer model based on controlled paraphrase generation.

A number of studies have demonstrated that adversarial perturbation in text can mislead the DNN classi-
fication results. For instance, making subtle alterations to harmful phrases can effectively deceive Google’s
toxic comment detection systems [140]. To generate adversarial examples, the prevailing strategy involves
altering the aspects of the data that are irrelevant to the task at hand while preserving features that are perti-
nent to the task. For example, to attack a sentiment analysis model, an adversarial attacker alters the syntax
(task-irrelevant) but preserves the sentiment (task-relevant) of the original samples [141]. Qi et al. [15] pro-
pose to implement textual adversarial attacks and backdoor attacks based on style transfer. Specifically, for
adversarial attacks, their approach involves the transformation of original inputs into multiple text styles as
a means of crafting adversarial examples. For backdoor attacks, certain training samples are converted into
a chosen trigger style, and these transformed samples are introduced into the victim model during training,
effectively implanting a backdoor.

Later, Pan er al. [36] present the Linguistic Style-Motivated backdoor attack (LISM), a unique backdoor
that leverages text style transfer models to paraphrase a base sentence in a secret attacker-specified linguistic
style (trigger style), which links the text style transfer to hidden textual triggers. Unlike word-based triggers,
LISM focuses on generating sentences with attacker-specified linguistic styles, preserving the semantics
of the base sentence while minimizing abnormality. Such a style-based trigger scheme dynamically and
independently paraphrases each base sentence to create semantic-preserving triggers, achieving advanced
design goals for hidden triggers. The approach has been shown to pose considerable challenges for detection
algorithms and defensive techniques, emphasizing the stealthiness of the poison attack.
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3.3.3 Disentangling Style and Content in Audio and Video

The style of audio refers to the distinctive characteristics of a sound such as tone, dynamics, and tempo.
For example, different styles can be created by combining effects such as PitchShift, Distortion, Chorus,
Reverb, Gain, Ladderfilter, and Phaser [114]. For the backdoor attack, the poisoned samples incorporate
specific patterns that lead the victim model to associate them with the target class. For example, Koffas et
al. [114] use the stylistic properties to define the pattern, so as to poison the training data. They poison up to
1% of the training data and investigate two backdoor settings: clean-label and dirty-label attacks. However,
it is worth noting that style transfer can degrade the sample quality. In their experiments, the backdoored
model has only a slight drop in clean data accuracy. Their results show that the dirty-label attack achieves
better performance across all styles, while the clean-label attack is effective primarily with certain styles.

Similar to the style of images, the style of videos refers to the distinctive visual, auditory, and thematic
elements that define their appearance, sound, and narrative. For example, many factors such as color grad-
ing, camera movement, lighting, and sound effects can influence the style of a video. To craft adversarial
perturbations for videos, Cao et al. [115] propose StyleFool, which is a black-box adversarial attack frame-
work designed for video classification systems. StyleFool tries to change the non-semantic information
while avoiding confusing human understanding of video content and misleading the classifier. Specifically,
in the StyleFool framework, a best-style image is first selected from an image set. Then, the input video is
transformed into the style of the selected image by minimizing content loss, style loss, total variation loss,
and temporal loss. Finally, the natural evolution strategy is applied to generate adversarial perturbations in
a black box setting. The advantage of the adversarial style transfer in StyleFool is the ability to initialize the
perturbations, which steers the stylized video closer to the decision boundary. This initialization reduces the
number of queries needed for generating adversarial samples.

3.4 Summary

In this section, we have discussed the transferable attacks from the data perspective. We have summarized
various data synthesis and transformation methods to boost the transferability of learning-based attacks
during the optimization process. Moreover, we review the existing efforts to enhance the transferability of
attack via disentangling style and content in data, including image, text, audio, and video. The data-centric
methods focus on improving and optimizing the quality of data used in designing transferable attacks. Such
augmented data can potentially exploit a wider range of vulnerabilities across different models.

4 Transferable Attack from Process Perspective

From the learning process perspective, we review different learning methods such as gradient-based, and
heuristic-based optimization for enhancing the transferability of adversarial attacks as shown in Table 2.
The preliminary knowledge of optimization methods is introduced in Section 2.2.

4.1 Gradient-based Learning Process for Transferable Attack

Universal adversarial attacks [142, 2,43, 121, 143, 144, 145, 146, 40, 147, 148] compromise different black-
box models in a universal manner. Transferability has been observed across various data types, architectures,
and prediction tasks [149]. Fredrikson et al. [24] develop a new class of model inversion attacks that
exploits confidence values revealed along with predictions, and discuss the transferability of these methods
in decision tree models. Papernot ef al. [150] explore the transferability of adversarial perturbations across
different machine learning models, including SVMs and decision trees. They introduce adversarial sample
crafting techniques for non-differentiable machine learning models by generalizing the learning of substitute
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models. Their results show that SVM and decision tree classifiers respectively misclassify 91.43% and
87.42% of adversarial samples crafted for a logistic regression model. Demontis et al. [151] propose a
unified optimization framework for evasion and poisoning attacks. To test transferability, they assess the
attack across a range of classifiers, including logistic regression, SVMs, ridge regression, random forests,
and others, with varying complexity via different hyperparameters.

The transferability of adversarial examples lies in the observation that various machine learning models
tend to learn similar decision boundaries around a given data point [121]. The gradient-based methods are
widely applied to obtain the optimized universal adversarial perturbations or patches [43, 152, 153, 117].
For example, Moosavi ef al. [43] design universal adversarial perturbations capable of deceiving a model
across a majority of source dataset images. Dong et al. [121] propose the one-step gradient-based approach,
exemplified by the fast gradient sign method (FGSM), which excels in crafting adversarial examples that
exhibit enhanced transferability. Lin et al. [119] introduce two approaches, the Nesterov Iterative Fast
Gradient Sign Method (NI-FGSM) and Scale-Invariant attack methods (SIM), to enhance the transferability
of adversarial examples by regarding adversarial example generation as an optimization process. NI-FGSM
incorporates the Nesterov accelerated gradient in iterative attacks, while SIM exploits the scale-invariant
property of deep models to optimize adversarial perturbations, ensuring more effective and transferable
attacks against defense models. Later, Dong et al. [120] present a translation-invariant attack method for
creating highly transferable adversarial examples. By optimizing perturbations across translated images
and utilizing a predefined kernel for gradient convolution at the untranslated image, the method ensures
improved transferability and attack efficiency. Testing on ImageNet showcased an average success rate of
82% against eight leading defenses, highlighting the vulnerabilities in current defensive strategies.

More recently, Wang et al. [38] introduce variance tuning to enhance the transferability of iterative
gradient-based attack methods. By incorporating the previous iteration’s gradient variance into current gra-
dient calculations, the method stabilizes update directions and avoids poor local optima. Qin et al. [154]
introduce a novel technique known as reverse adversarial perturbation (RAP). The primary objective of
RAP is to identify an adversarial example situated in a region characterized by uniformly low loss values,
achieved by integrating reverse adversarial perturbations at each stage of the optimization process. The
process of generating RAP is framed as a min-max bi-level optimization problem. By incorporating RAP
into the iterative attack procedure, their proposed methods can discover more transferable adversarial exam-
ples. Liu et al. [117] then introduce an imitation adversarial attack targeting text ranking models in search
engines. To facilitate a highly-transferable attack, adversaries have devised a gradient-based approach to
generate adversarial examples. By leveraging a pairwise anchor-based trigger, attackers can manipulate
malicious texts with only a few tokens. TransAudio [155] is another attack approach involving word-level
adversarial attacks, including word insertion, deletion, and substitution. To enhance the transferability of
these attacks, TransAudio incorporates an audio score-matching mechanism into the surrogate model. This
feature successfully mitigates overfitting issues associated with certain surrogate models.

4.2 Heuristic-based Learning Process for Transferable Attack

The heuristic-based methods [41, 40, 156, 157, 158] are selected in scenarios where gradient-based opti-
mization methods are not applicable. Particularly, these heuristic-based search methods are often employed
in conjunction with gradient information. For example, Tao et al. [40] develop a universal adversarial patch
attack, specifically tailored for the challenging hard-label black-box setting. In such a setting, the attack is
limited to accessing predicted labels without confidence scores. The proposed method utilizes historical data
points during the search for an optimal patch trigger. The Markov Chain Monte Carlo (MCMC) methods
and Genetic Algorithm (GA) are utilized during the search process. Then, they design a gradient estimation
mechanism to induce misclassification of multiple samples, making it particularly effective for hard-label
black-box scenarios.
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An approach for exploiting transferability in text universal adversarial examples has been introduced
in [41]. The universal adversarial triggers are input-agnostic sequences of tokens that cause models to gen-
erate specific unintended predictions when appended to any input. Through a gradient-guided search, short
trigger sequences have been identified. Specifically, the search process iteratively modifies the token within
the trigger sequence, aiming to boost the probability of the desired target prediction for batches of exam-
ples. Zhou et al. [42] conduct research on universal and transferable adversarial attacks targeting aligned
language models to induce objectionable behaviors. Their approach involves identifying a suffix that, when
appended to a diverse set of queries, causes an LLM to generate objectionable content, including affirmative
responses. These adversarial suffixes are generated through a combination of greedy and gradient-based
search techniques. One noteworthy aspect of these attacks is their transferability, meaning that the adversar-
ial prompts created in this manner can be effective even against black-box LLMs, thereby raising concerns
about the potential for widespread misuse and the need for robust defenses against such universal adversarial
triggers in Natural Language Processing (NLP) systems.

There are many adversarial attacks on the graph neural network model [159, 9, 55]. We take attacks on
node classification as an example. The goal of an adversarial attack on node classification is to misclassify
node labels. For example, Ma et al. [4] investigated black-box adversarial attacks for node classification
tasks. The attack has two main steps. First, attackers select a subset of nodes, and their targeting is confined
to a small number of nodes. Second, the attackers modify either the attributes of nodes or the edges within
the specified budget for each node. In this work [4], they mainly focus on the node selection strategy to
enhance a black-box adversarial attack. Specifically, they extend the gradient norm in a white-box attack to
a model-agnostic importance score by leveraging the relationship between backward propagation in GNNs
and random walks. The strong structural inductive biases of the GNN model are utilized as an important
information source for designing the attack. However, attacks based on the importance score significantly
increased classification loss without markedly impacting the misclassification rate, indicating a gap between
these two metrics. Therefore, the authors introduce a greedy correction procedure for the importance score
to account for the diminishing return pattern. Similarly, Zhou et al. [8] propose to leverage a saliency map to
generate hierarchical adversarial examples, focusing on identifying and minimally perturbing critical feature
elements. They then develop a hierarchical node selection algorithm based on a random walk with restart.
Overall, the heuristic-based method can help find adversarial examples with better transferability.

4.3 Generative-based Learning Process for Transferable Attack

Instead of focusing on individual samples using generative adversarial training, researchers have studied
universal adversarial perturbations within a data distribution [160, 44, 161, 45]. For instance, to enhance
transferability and efficiency in adversarial attacks, Wei et al. [116] introduce an adversarial example cre-
ation technique based on a GAN framework. Rather than directly manipulating the video, the approach
modifies the neural network’s extracted feature output. To augment transferability, the attackers integrate
both high-level class loss and low-level feature loss to produce more universally effective adversarial exam-
ples. Furthermore, this attack strategy saves time in processing video samples. Naseer et al. [44] explore
domain-invariant adversarial examples as a means to achieve universal perturbations in images. The core
of their adversarial function lies in a generative network as introduced in Section 2.3.3, trained using a rel-
ativistic supervisory signal. This approach ensures the generation of domain-invariant perturbations. Their
framework comprises a generator, responsible for generating unbounded perturbations, and a discriminator,
which assesses class probabilities. The results have unveiled a common adversarial space that transcends
different datasets and models. Recently, Hu ef al. [162] propose to use adversarial makeup transfer GAN
(AMT-GAN) to generate adversarial face images, so as to protect photos from being identified by unautho-
rized face recognition systems.

PhoneyTalker [45] is designed as an accessible toolkit to generate universal and transferable adversarial
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audio adversarial examples. Specifically, PhoneyTalk employs a unique approach by generating universal
adversarial perturbations at the phoneme level, facilitated by a generative model. First, they break down the
voice signals into phoneme combinations using a forced alignment technique. Subsequently, a generative
model is employed to acquire input-independent perturbations at the phone level. Additionally, they incor-
porate a series of digital signal processing methods to minimize the audibility of perturbations. Furthermore,
several strategies are proposed to enhance the generalization and transferable abilities. First, a vast and di-
verse corpus is used to enrich input diversity. Second, multiple speaker recognition models as substitute
classifiers for the target model. Third, a novel loss function with a confidence margin is used to train the
adversarial perturbation generator. This model has the capability to map any voice to the desired target user
as specified by the adversary. The core of PhoneyTalk revolves around training a generative model on a
diverse and extensive corpus. By enhancing the model’s generalization capabilities, the devised attack can
be successfully transferred from local substitute models to previously unseen target models.

4.4 Summary

In this section, we have provided a comprehensive overview of the learning process associated with trans-
ferable attacks. Rather than offering a high-level and abstract review of related work, we have used concrete
research examples to illustrate different learning-based attack methodologies. Our exploration encompasses
three primary methodologies: gradient-based optimization, heuristic-based optimization, and generative
methods in designing universal adversarial attacks. We hope the existing methodologies can inspire more
practical design strategies for evaluating the safety and security of cyber-physical Al systems.

S Transferable Attack from Model Perspective

From the model perspective, the transferable attacks need to be generalized to various target models. Many
efforts such as ensembling, model pretraining, and surrogate model optimization have been devoted to boost-
ing the transferability of attacks.

5.1 Model Ensembling for Transferable Attack

The learning-based attacks tend to overfit to a single surrogate model. Take the adversarial attack as an
example, when targeting a black-box system, a common approach is to utilize a surrogate model to re-
place the black-box model during the generation of adversarial perturbations [150]. However, existing
research [47, 151, 163] shows that the generated adversarial perturbations tend to overfit to the surrogate
model, which limits the capability to effectively launch transfer attacks on various target models. The trans-
ferability of attacks depends on the intrinsic adversarial vulnerability of the target model and the complexity
and diversity of the surrogate model [151].

Ensemble-based methods [2, 47, 163] are proposed to enhance the complexity of surrogate models. The
idea of an ensemble method is to combine multiple models to improve accuracy, reliability, and performance.
Table 3 shows a list of representative research for improving the transferability of attacks. For example,
Liu et al. [47] devise an ensemble-based approach for crafting adversarial examples targeted at multiple
models. The basic idea of ensemble learning is to combine the predictions of multiple models to solve a
computational intelligence problem. Formally, suppose we have k white-box surrogate models with softmax
outputs denoted as Ji,--- , Ji, when dealing with a targeted attack where y* represents the target label,
along with an original input z and its true label y, the ensemble-based method addresses the optimization
problem as follows:

k
arg min —log((z a; Ji(z")) - 1) + Md(z, z%), )
v i=1
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Table 3: The representative work for enhancing the transferability of attacks.

Methodology Publication S()(l;rf;zi\iz()iel Tzzrsiii\i[;(iel Design Keyword
Liu [47] ResNet-152 VGG-16 Model-level
Ensembling-based Li[163] ResNet-50 Ghost ResNet-152 Feature-level
Adversarial Attack Wang [38] Inception V3 ResNet-101 Gradient Variance
Qin [154] VGG-16 Inc-Res-v2 Reverse Perturbation
Zhou [52] CLIP CLIP-ResNet ~ DOWnstream-agnostic
Pretraining-based . . Adversarial Patch
Foundation Model Jia [54] CLIP DNN Classifier Backdoor Attack
Liu [11] ResNet18+SimCLR  DNN Classifiier Data Poisoning
Liu [28] None CLIP Membership Inference
Liu [22] Self-defined Encoder CLIP Model Stealing

where S°F | ;Ji(z*) is the ensemble model and «; is the weights. They find that the non-targeted adver-
sarial attacks that mislead a model to arbitrary wrong labels have greater transferability. Nevertheless, the
proposed ensemble-based method can boost the transferability of targeted adversarial examples. However,
acquiring a diverse family of models for ensemble-based methods is computationally expensive. Thus, Li et
al. [163] propose Ghost Networks to boost the transferability of adversarial examples. The core idea is
to introduce feature-level perturbations to an existing model, so as to generate an array of diverse models.
The feature-level perturbation involves densely applying dropout layers to each block within the founda-
tional network. Besides, perturbations are introduced to the skip connection layers to create multiple ghost
networks. The experimental findings substantiate the significance of the number of networks in enhancing
the transferability of adversarial examples. More recently, Long et al. [164] propose the frequency domain
model augmentation by applying a spectrum transformation to the input.

5.2 Model Pretraining for Transferable Attack

A pre-trained large encoder model is trained on a substantial volume of unlabeled data based on self-
supervised learning, enabling downstream users to focus on fine-tuning tasks [51]. Many efforts have been
devoted to investigating attacks towards pertained encoders, such as the adversarial attack [52], backdoor
attack [53, 54], poisoning attack [11], and membership inference attacks [165, 28]. The attacks on the
pre-trained models can transfer to the downstream fine-tuned models, thereby introducing security vulnera-
bilities in these downstream tasks. Chen et al. [166] propose the data poisoning attack on the cross-domain
recommendation system, where people try to improve predictive accuracy in the target domain by transfer-
ring knowledge from the source domain with a pretrained model. For the pre-trained NLP models, Chen et
al. [167] introduce task-agnostic backdoor attacks, which are not constrained by prior knowledge of down-
stream tasks. The key idea involves implanting a backdoor in the pre-trained model, which, when inherited
by downstream models, can be triggered without prior information about the specific task.

To explore security issues of pre-trained encoders, AdvEncoder [52] is designed to generate univer-
sal adversarial examples that are agnostic to downstream tasks, leveraging the inherent weaknesses of the
pre-trained encoder. The aim is to create perturbations or patches capable of deceiving all downstream
tasks relying on the susceptible pre-trained encoder. The primary challenge is that attackers have no prior
knowledge of the downstream tasks, including the specific attack type, the pre-trained dataset, and the down-
stream dataset, or whether the entire model is subject to fine-tuning. This lack of information complicates
the crafting of effective adversarial perturbations. Therefore, a generative attack framework is proposed to
construct adversarial perturbations. Notably, the authors find that altering the texture information such as
the high-frequency components (HFC) of an image is likely to influence model decisions. Consequently,
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Table 4: The selected work for surrogate model optimization with model stealing strategies.

Paper Target model Backbone model Original data Training data Num. queries
[168] MLP, SVM, Decision Tree RBF kernel Adult dataset Adult dataset 11k for MLP
[49] Naive Bayes, SVM DNN Reuters-21578 Reuters-21578 Not reported
[23] BERT BERT Unknown craft data 9k~392k

Caltech-256, BUBS-200,

[21]  ResNet-34 ResNet, VGG Openlmages, Crafted dataset 10k
Indoor-Scenes

[125] LSTM RNN MINST MINST Not reported

[33]  Speech recognition APIs Kaldi ASpIRE Chain Unknown craft phrases 1.5k

[126] WSL ImageNet ResNet 1 billion Instagram images ImageNet 4k

[19] VGG-16, AlexNet VGG, AlexNet UCF101,MINIST,etc. original data, similar domain data 100k

[18] LeNet, ResNet-20 WideResNet FashionMNIST craft data 100k

[22]  Encoders ResNet, Vgg, DenseNet, ;) 1 own STL10, Food101, CIFAR10 2.5k~25k

MobileNet, ShuffleNet

they propose using a high-frequency component filter to extract HFC from benign and adversarial samples
and maximize the Euclidean distance between them to influence the model’s decision.

5.3 Model Optimization for Transferable Attack

Transferability is highly impacted by the alignment between the surrogate model and the target model [151].
The model stealing attacks [168, 125, 33, 19, 169, 22, 170, 171] aim to build the surrogate model, which
aligns with the target model as much as possible. The basic idea of model stealing is to retrain a substitute
model by querying the target model. The architecture of the substitute model can be the same or different
from the target model. Table 4 characterizes the transferable model stealing attacks according to the target
model, backbone model, and number of queries. An adversary aims to steal the model by obtaining the
training parameters, architecture, and learned weights, and re-produce the target model.

Formally, for target model f, the attacker builds a model f which can solve the same task of f and
produce the consistent result as f. The coincident prediction can be represented as f(z) = f(z), which
means if there exists a perturbation 6 that satisfies f(z + 6) = y;, the perturbation will work on the stolen
model f . The attackers are assumed to only have black-box access to the target model, indicating that
the attacker can only utilize the output (e.g., confidence scores, score distribution, or hard label) of the
model. For the training data of the target model, the attackers are assumed to have different levels of access
depending on the attack types.

In the transferable attack context, the core idea of the substitute model is to transfer a base backbone
model to the target model. The fine-tuning process mainly relies on the query output of the target model,
aiming to drive the transferred model to produce consistent results of the target model. Typically, the first
step of the model stealing is to choose a backbone model architecture to serve as the initial substitute model.
By fine-tuning the backbone model parameters using the query output, the backbone model closely mimics
the behaviors of the target model, ultimately generating output that is consistent with that of the target
model. For example, the first transferable model stealing attack is proposed by [168], and a substitute model
is trained by leveraging the Radial Basis Function (RBF) kernel to steal different models such as neural
networks, decision trees, and logistic regression. They assume the attacker knows the soft labels, and the
attacker does not obtain the training data of the target model. Later, Takemura et al. [125] launch the model
stealing attack using Recurrent Neural Networks (RNNs) to steal an LSTM network and achieve an accuracy
of 97.3% relative to the target model. Devil’s whisper [33] steals the commercial speech recognition model
by configuring a KaldiAspire Chain (LSTM-based) model as the backbone model; the Knockoff nets [21]
steals an image classification model by using ResNet or VGG as the backbone model. Krishna et al. [23]
propose to steal a well-trained BERT model by selecting the same BERT architecture as a substitute model.
In StolenEncoder [22], the authors have stolen multiple encoders including those trained by themselves
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and pre-trained by Google, OpenAl, and Clarifai. In their experiments, they use a ResNet34 model as a
backbone model to steal different encoders such as ResNet34, Vgg19, ResNet18, DenseNet121, MobileNet,
and ShuffleNet. They find that if the backbone model has a similar architecture as the target model, the
stolen model could achieve better accuracy.

To steal a proprietary model, previous attacks typically assume access to the complete probability pre-
dictions of the victim model. However, in real-world scenarios, APIs often return only the top-k predictions
or the top-1 prediction. In response to this limitation, Wang et al. [172] introduce an approach called
"black-box dissector". Specifically, they propose the class activation map-driven erasing strategy, which
aims to maximize the information capacity hidden within the hard labels generated by the victim model. It
achieves this by erasing regions of importance on images based on the top-1 class activation maps obtained
from a substitute model. After erasing these important areas, the system queries the victim model for a new
prediction. If the new prediction changes, it indicates that the substitute model was focusing on the wrong
areas of the image. This process helps align the attention of the substitute and the victim model by learning
from clean samples and their corresponding erased counterparts. Moreover, Beetham et al. [173] propose a
method to explore the transferability between different models by stealing a target model without the need
for access to either the training data or the target model itself. This approach, known as data-free model
stealing, distinguishes itself from traditional black-box model stealing methods, which typically require
real-world data samples to train a student network. In data-free model stealing, a generator is employed to
produce synthetic samples for training a student model to align its outputs with those of the target model.
The key innovation lies in training two student models that provide the generator with criteria to generate
samples on which the two students disagree. This strategy enables the stolen model to be used for down-
stream adversarial attacks. One student model is optimized to minimize the discrepancy between its outputs
and those of the target model. This approach facilitates the transfer of knowledge between models, allowing
for the potential use of the stolen model in various adversarial scenarios.

5.4 Summary

In this section, we have reviewed the transferability-related research from the model perspective. To en-
hance the attack transferability, it is crucial to maximize the similarity between the surrogate and target
models. Drawing from ensemble learning principles, employing diverse model architectures concurrently
can ensure that the devised attacks are compatible with various potential models. Moreover, attacking the
pre-trained foundational models can influence downstream fine-tuned models. Finally, we have examined
different strategies for optimizing the surrogate model in the context of model-stealing attacks, enhancing
its resemblance to the target model. In this way, we can enhance the transferable attack success rate.

6 Transferable Attack from System Perspective

In this section, we focus on practical black-box attacks toward real-world cyber-physical Al systems. The
transferable attacks manipulate systems designed for real-world applications, highlighting the critical need
to address security concerns beyond the digital realm.

6.1 Transferable Attack on Computer Vision System

Transferable attacks in the CV domain have brought new security issues, especially in crucial domains
such as autonomous driving, drone cruise, surveillance, and face classification. Attacking object detection
systems poses a unique challenge because the adversary must not only determine the presence of an object
but also mislead the system in its label prediction, all within dynamic environments.
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6.1.1 Hiding and Appearing Attack

The security issues of object detection have been widely studied. Song et al. [174] propose to generate phys-
ically adversarial perturbation on objects, forcing the object detection model to disregard the object (hiding
attack) or to misclassify the object (appearing attack). They extend the physical perturbations in [175] that
are sampled from a distribution to mimic the physical perturbations of an object. Then, they design two
loss functions to generate physical adversarial perturbations. The loss function of hiding attacks is a func-
tion that deducts the probability of an object class from a tensor. The adversary can directly minimize that
probability until it falls below the detection threshold of the model. On the other hand, the loss function of
appearing attacks is a function that computes the probability of confidence that the box contains any object.
They configure the threshold of the box confidence and class probability to derive the optimized attack pat-
tern. To further improve the attack success rate with long distances, wide angles, and various real scenarios,
Zhao et al. [176] propose a feature-interference reinforcement method and enhanced realistic constraints
generation model to generate robust adversarial examples against object detectors. The proposed techniques
leverage the manipulation of the hidden layers in DNN and the semantics of the target object. The designed
adversarial example combines two distinct adversarial perturbations, each specifically targeting a different
distance-related sub-task of the attack. They train the adversarial examples on YOLO V3 and faster-RCNN,
which have been demonstrated to be highly transferable to four black-box models.

Table 5: The representative work for transferable attacks in cyber-physical systems.

System Attack Publication Attack Vector Attack Target
Hidine and Appearin [174] Adversarial Sticker Object Detection
& PP & [176] Adversarial Example Object Detection
[177] 3D Mesh Visual Recognition
[178] [179] Adversarial Patch Object Detection
Physical Patch [59] Adversarial T-shirt Object Detection
[180] [181] [182] Transformation Pattern Object Dection
Computer Vision [183] 3D-printed Object Autonomous Driving
[184] Phantom from Projector ~ Objection Detection
. Len flare . .
Projected Patch [185] Auto-exposure Control Image Classification
[186][187] Projector Object Detection
[188] Adversarial Patch Depth Estimation
[189] Camera Keystroke
Side Channel Inference Attack
[190] [191] Acoustic Object Detection
[192] Electromagnetic Visual Recognition
. . . Speech/Speaker
Data Preprocessing [153] Processing pipelines Recognition
Smart Audio Speech Recognition [193] Sensors Eavesdropping Attack
[152] Psychoacoustic Adversarial Attack
Speaker Recognition — [194] Live Stream Perturbation Speaker Verification
[195] Phone Powerline Speaker Verification
[196] Encoding Injection Commerical Text Systems
Large Language NLP Tasks [197] Adversarial Prompt ChatGPT
Model System [198] Backdoor Attack BERT
[199] Adversarial Attack Large Multimodal Model
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6.1.2 Physical Patch-based Attack

To enhance the effectiveness of adversarial examples in the physical world, existing work [200, 201, 202]
proposes to attach printable 2D patches or painting patterns onto surfaces. However, the 2D adversarial
patches can be detectable due to the preservation of 3D shape information. Therefore, Xiao et al. [177]
propose to craft adversarial 3D meshes based on objects characterized by abundant shape features while
having minimal textural variations. To manipulate either the shape or texture of objects, they employ a
differentiable renderer capable of calculating precise shading effects on the shape and propagating gradients.
Their research shows the notable transferability of the proposed method when applied to a black-box non-
differentiable renderer with unknown parameters.

To investigate the real-life adversarial attacks on 3D objects, Wu et al. [178] offer a comprehensive
examination of the transferability of adversarial attacks applied to object detectors, encompassing different
object detectors, object categories, and diverse datasets. In the real-world physical context, the generated
adversarial perturbations can be influenced by numerous factors, including variations in cameras, resolu-
tions, lighting conditions, distances, and viewing angles. For example, the attack pattern is distorted on a
moving object, such as a person walking when wearing a T-shirt with the printed attack pattern. During
the evaluation, it is observed that T-shirts with YOLOv2 adversarial patterns achieve approximately a 50%
success rate. However, these patterns do not exhibit strong transferability when applied to other object de-
tectors [178]. Meanwhile, Xu ef al. [59] propose to model the effect of deformation of an adversarial T-shirt
caused by pose changes of a moving person. By taking non-rigid transformation into consideration, the
attack success rate can be improved. However, they also find that the transferability of adversarial attacks
drops from 74% in digital attack to 57% in the physical attack scenario.

To render physical adversarial attacks inconspicuous, Zhang et al. [180] introduce a 3D camouflage
pattern designed to conceal vehicles from the detection of object detectors. Besides, they conduct transfer-
ability experiments, which demonstrate that the camouflage strategy targeting Mask R-CNN is also partially
effective in undermining YOLOv3. Similarly, Huang et al. [181] and Wang et al. [182] have devised cam-
ouflage patterns designed to effectively disrupt object detectors, demonstrating strong transferability across
various models. Alon et al. [179] propose a contactless translucent physical patch containing a constructed
pattern, which is placed on the lens of cameras, to fool object detectors. They demonstrate the transfer-
ability of the attack when the patch is generated using a surrogate model and then applied to a different
model. Cao et al. [183] investigate the potential of launching simultaneous attacks on all fusion sources
within an autonomous driving system. Their approach involves optimizing the attack as an optimization
problem to create an adversarial 3D-printed object by vertex positions. This object is designed to deceive
the autonomous driving system, leading to its failure to detect the object. Such a transferable attack has a
simultaneous and consistent impact on both camera images and LiDAR point clouds.

6.1.3 Projected Patch-based Attack

To explore other feasible attack vectors, Ben et al. [184] introduce a tactic known as the "split-second phan-
tom attack". A phantom refers to a visual object without depth that can deceive Advanced Driver Assistance
Systems (ADAS) and influence how the system perceives the object. These phantoms are generated using
projectors or digital screens, such as billboards, to manipulate the perception of ADAS. The designed split-
second phantom attack involves projecting actual object images, such as a stop sign or a person, onto various
surfaces to manipulate computer vision perception. For instance, an attacker could implant phantom road
signs onto a digital billboard, potentially causing Tesla’s autopilot system to halt the vehicle unexpectedly in
the middle of the road. The attack is a black-box attack that can be transferred to different object detection
models. On the other hand, instead of projecting the attack image to the physical world, Man et al. [185]
introduce a method where the attack image is projected directly onto the camera sensor using lens flare ef-
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fects. This remote adversarial pattern projection is accomplished by leveraging lens flare and auto-exposure
control. Different from the direct projection of the attack image, Lovisotto et al. [186] project adversarial
examples onto the surface of the target object by establishing a projection model. Specifically, they develop
a model that accounts for the impact of projections under specific environmental conditions. They assess
the absolute changes in pixel colors captured by an RGB camera. The proposed approach involves the uti-
lization of a differentiable model, through which the derivatives of the projection are propagated during the
crafting phase of AEs. These AEs are trained on one model but exhibit transferability, effectively working
across different models.

Cheng er al. [188] propose to attack monocular depth estimation through the deployment of an opti-
mized patch in the physical environment. They strike a balance between the effectiveness and stealthiness
of the attack by employing an object-oriented adversarial design, pinpointing sensitive regions, and employ-
ing natural-style camouflage. This approach demonstrates robust transferability across various objects and
networks. In contrast, to execute a physical attack on stereo depth estimation, Zhou et al. [203] leverage
the disparities in stereo correspondence within the stereo depth estimation algorithm. They orchestrate a
black-box attack by utilizing two projectors mounted on a flying drone, and this attack method exhibits
transferability across different scenarios and various state-of-the-art stereo depth estimation algorithms.

6.1.4 Side Channel-based Attack

The side channel refers to any indirect and unintended channels to be exploited to compromise the sys-
tem, which can be regarded as a type of cross-modality attack. In this context, transferability refers to
the target information being transferable via different channels. For example, keystroke inputs contain a
significant amount of users’ private data, such as usernames, passwords, and personal information. One
typical keystroke inference attack is the vision-based method, which employs a camera to record the hand
movements on the keyboard and deduce the actual keyboard input. However, existing attacks require prior
knowledge about the keyboard’s model, size, location, and layout [204]. Consequently, attackers must ad-
just their inference models to suit different victim users and devices, limiting the attack’s adaptability. To
address these vulnerabilities and enhance attack effectiveness across diverse victims and scenarios, Yang et
al. [189] propose a general keystroke inference attack model. On one hand, they use a hand modeling
technique to reconstruct the complete hand movements while typing on the keyboard. On the other hand,
they develop a two-layer self-supervised model for keystroke recognition. This approach involves using
a Hidden Markov Model to deduce linguistic information, complemented by 3D-CNN models trained to
precisely predict keystroke inputs.

There are physical interactions between different media in different channels, which can be used as an
attack vector. Ji et al. [190] propose to inject acoustic signals into the inertial sensors, which affects the cam-
era stabilization results to blur the image to fool the object detectors. They formulate the attack process and
use Bayesian Optimization to launch a black-box attack with the attack transferability on different detector
models. Similarly to [190], Zhu et al. [191] utilize acoustic signals injection towards cameras to launch a
content-based camouflage attack. It remains benign under normal circumstances but can be triggered when
the acoustic signals are injected. To make the attack more stealthy, Zhou er al. [187] introduce an ap-
proach involving the placement of small bulbs on a board to render infrared pedestrian detectors ineffective
in detecting pedestrians in real-world scenarios. For instance, they achieve a significant drop of 34.48% in
average precision by constructing a physical board to target the YOLOv3 model. They employ model ensem-
ble techniques to simultaneously reduce the maximum objectness score of each detector, thereby enhancing
the transferability of the attack. Jiang ef al. [192] use intentional electromagnetic interference (IEMI) to
actively induce controlled glitch images of a camera at various positions, widths, and numbers. The attack
is in a black-box matter, which has the transferability to various cameras, object detection models.

Current attacks towards image classification and object detection systems are difficult to attack models
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of object tracking in video because the tracking algorithms can handle sequential information across video
frames. Besides, the categories of targets tracked are normally unknown in advance. Therefore, Chen et al.
[205] propose an attack toward object tracking systems by generating robust attack patches with transfer-
ability to different categories, made possible by the extensive prior knowledge gained through substantial
amounts of offline training. To attack lane detection models, Takami e al. [206] design dirty road patches
as a domain-specific attack vector for physical-world adversarial attacks on Automated Lane Centering
systems. They design a lane-bending objective function as a differentiable surrogate function. With the
proposed method, they achieve a 63% transfer success rate when applying the patch generated by one model
to the other two models.

6.1.5 Image and Video Forgery Detection

Obtaining the facial image of an authentic user poses a security threat, e.g., face presentation attacks in a
video replay. Researchers have attempted to address these face presentation attacks by investigating inher-
ent differences between genuine and fraudulent faces, such as variations in color texture, image distortion,
temporal fluctuations, and deep semantic characteristics [207]. Nonetheless, the effectiveness of these ap-
proaches may diminish when applied in novel application scenarios. Wang et al. [208] propose a system
designed for face presentation attack detection (PAD). More specifically, they develop disentangled rep-
resentation learning, a method that utilizes a generative model to segregate PAD-relevant features from
subject-specific ones. These disentangled characteristics originating from various domains are subsequently
input into a multi-domain learning neural network to extract domain-independent features, ultimately serv-
ing the purpose of cross-domain face PAD.

Surveillance videos play a critical role in monitoring real-world scenarios for potential attacks. How-
ever, these live surveillance videos are susceptible to forgery attempts such as deepfake. When malicious
intrusions manipulate keyframes in fake videos, illicit activities can remain undetected by the surveillance
system. Traditional methods for detecting video forgery heavily rely on extensive spatial-temporal analy-
sis to pinpoint artificial alterations within surveillance videos. Although highly effective, they exhibit low
efficiency and require substantial computational resources, leading to high computation costs. Meanwhile,
leveraging wireless signals offers the potential for multi-modal video verification, which relaxes the require-
ment for computational resources. Nonetheless, this method struggles to uncover imperfections in each
separate frame. Secure-Pose [209] introduces a cross-modal video forgery detection system. By deploying
coexisting cameras and WiFi technology, Secure-Pose deciphers human semantic information through the
comparison of wireless signal data and video frames. When adversaries manipulate videos, discrepancies
arise between the video content and WiFi sensing data, which offers an opportunity for detecting malicious
video manipulations. Essentially, Secure-Pose establishes a relationship between video recordings and WiFi
CSI sensing, irrespective of camera models or physical settings. This advancement greatly improves the
adaptability of defense mechanisms against unauthorized surveillance video forgery, reinforcing security in
real-world surveillance scenarios.

6.2 Transferable Attack on Smart Audio System

6.2.1 Attacks on Data Processing Module

From a system perspective, there is typically a standard data pre-processing procedure that occurs before
inputting data into the model. Several research [210, 153] proposes to implement the physical attack to-
ward the data pre-processing pipeline that precedes the deep learning model. For example, camouflage
attacks [210] aim at compromising the image scaling algorithm within the image processing pipeline. Con-
sequently, this manipulation leads to significant modifications in the visual semantics right after the scaling
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process. In this way, such attack methods are transferable to multiple systems. A similar attack philoso-
phy has been proposed in [153] for speech recognition and speaker verification systems. The attacks aim
to achieve mistranscription and misidentification in voice control systems with minimal impact on human
comprehension. Rather than targeting the model directly, the authors focus on attacking the data processing
pipeline, which is similar across various systems. The pipeline includes signal preprocessing and feature
extraction steps, with the resulting outputs being fed into a machine learning-based model.

6.2.2 Attacks on Speech Recognition Module

The voice eavesdropping attacks can be regarded as a type of cross-modality attack by transferring in-
formation between different modalities. There are significant challenges to implementing learning-based
eavesdropping attacks. For example, gathering a large amount of sensor data, particularly from a range of
different mobile device models, is infeasible for attackers. Besides, the low sampling rate of built-in sen-
sors, such as accelerometers and gyroscopes, severely limits eavesdropping accuracy. VoiceListener [193]
represents an eavesdropping attack designed to intercept audio signals emitted by smartphone loudspeak-
ers. Different from existing methodologies, VoiceListener employs multiple sensors for a multi-domain
eavesdropping model, to enable precise audio signal recovery. To further enhance audio signal fidelity,
VoiceListener incorporates pitch estimation and aliasing correction techniques, facilitating the recovery of
high-sampling-rate audio data from built-in sensors. Compared to previous attack techniques, VoiceListener
is a training-free method capable of effortless adaptation to a wide array of domains, devices, and speaker
characteristics, highlighting its transferability.

6.2.3 Attacks on Speaker Recognition Module

Voice assistants, while offering convenience, can be susceptible to audio signal injection attacks. These
attacks illegally trigger voice commands on the targeted device. Among these attacks, noteworthy ex-
amples include those that introduce voice commands through mediums such as ultrasound [211], guided
waves [212], or laser [213]. However, the existing methods require the voice of legitimate users to mimic
the wake-up word, so as to activate voice assistant and inject subsequent malicious commands.

A replay attack can fool the voice communication system by replaying the pre-collected voice samples
of legitimate users. Researchers exploit the nonlinearity of the microphone circuit and the defect of deep
learning algorithms to design various attacks. The distortion during sound transmission in the physical world
is taken into account, and the impulse response is used to simulate the distortion over the air. However, with
black-box ASYV, there are two main challenges in designing black-box attacks. First, the model architecture
design and parameter selection of most ASVs are proprietary, so the model setup is unknown and the system
works in a black-box manner. Second, many ASVs incorporate random challenges in the authentication
process, rendering replay or synthesizing attacks less practical in smart home environments. To attack
the speaker verification, inspired by adversarial examples, VMask [152] is proposed to generate attack
audio that sounds like the source speaker but would be recognized as the target speaker by the ASV. In
particular, psychoacoustic masking is employed to manipulate the adversarial perturbations under the human
perception threshold, thereby keeping the victim unaware of the ongoing attacks.

PhyTalker [194] proposes a physical domain adversarial attack targeting speaker verification models.
In contrast to conventional attacks, PhyTalker leverages a live stream adversarial perturbation technique in
conjunction with live speech, thereby posing a unique threat. To enhance its effectiveness, PhyTalker injects
subphoneme-level perturbations into live human speech, strategically undermining the target speaker veri-
fication model. Notably, PhyTalker places a strong emphasis on enhancing transferability, which involves
attackers collecting data from multiple speaker verification models. Through the application of ensemble
learning techniques, they optimize the adversarial perturbations. Moreover, PhyTalker offers a high degree
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of flexibility by permitting the adjustment of perturbation weights, allowing for seamless adaptation to a
variety of target speaker verification models. In the end, the multifaceted approach can enable a general and
transferable attack method for different target speaker verification models.

To address the constraints of attack transferability and indiscriminately bypass the speaker verification
process, GhostTalk [195] is a new attack approach that injects inaudible voice commands through a pow-
erline. While users charge their devices with what appear to be regular cables, hidden circuits within these
malicious cables can take control of the mobile device’s audio system. Once connected, the victim’s device
is essentially linked to a rogue earphone, the audio input of which can be remotely controlled by an attacker.
By using a switch to connect the ground and the microphone, the attacker simulates the action of a user
pressing the earphone button. This allows GhostTalk to activate the voice assistant, even without any prior
knowledge of the victim, enabling a more transferable attack. Additionally, because the injected audio signal
is transmitted over the line, external noise does not degrade the audio quality, ensuring GhostTalk remains
robust under noisy environments or liveness detection methods.

6.2.4 Audio Replay Detection

Various defenses have been proposed for replay audio detection [214, 215, 216]. However, a common
challenge lies in the high dependence on training datasets, making it difficult to generalize the defenses
for a wide range of application scenarios. Wang et al. [217] have pointed out that domain mismatch is
a potential reason for the limited transferability of existing defenses. To combat this issue, they employ
adversarial training techniques to boost defense transferability. They introduce a domain classifier to achieve
unsupervised domain adaptation, enabling adaptation to unseen replay attack examples and strengthening
the defense transferability.

Nevertheless, a single-domain detector may not provide sufficient robustness, as sophisticated adver-
saries can manipulate cross-domain data alignments to deceive anti-spoofing models. There is a continued
need for the development of more robust transferable anti-spoofing defenses against adaptive attackers. To
further enhance the performance of the method in [217], Wang et al. [218] introduce a new defense frame-
work based on dual-adversarial domain adaptation. In contrast to a single cross-domain adversarial training
approach, this framework employs two separate cross-domain discriminators—one for aligning spoofing
data and another for real data. Consequently, this dual-adversarial adaptation method demonstrates superior
robustness and effectiveness in detecting replay audio attacks.

6.3 Transferable Attack on Large Language Model System
6.3.1 Transferable Attack on Large Language Model System

Large language models (LLMs) are grounded in transformer architectures, which leverage self-attention
mechanisms to capture complex patterns and relationships in textual data, enabling the models to gener-
ate coherent and contextually relevant text. Many efforts [196, 219, 197, 198, 199] have been devoted to
exploring the vulnerability of LLMs.

Boucher et al. [196] delve into the realm of adversarial examples that can target text-based models in
a black-box setting. Their approach involves employing encoding-specific perturbations, including tech-
niques such as introducing invisible characters, homoglyphs, reordering, or deletion. These perturbations
are crafted to be imperceptible to human observers while effectively manipulating the outputs of NLP sys-
tems. These imperceptible attacks represent a significant challenge for contemporary language processing
systems, underscoring the importance of developing robust defense mechanisms and detection strategies to
safeguard against such subtle but potentially impactful manipulations of text data. In the case of ChatGPT,
adversarial prompts have the potential to lead the model to generate harmful or false information, posing
significant security risks, as discussed in the work [197]. To mitigate these risks, the authors introduce two
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solutions. First, the training-free prefix prompt mechanism is designed to detect and prevent the genera-
tion of toxic or harmful texts without the need for additional training. It involves implementing a prefix
prompt mechanism that can filter out potentially problematic responses generated by the model. Second, the
RoBERTa-based detection mechanism utilizes a RoBERTa-based model to identify manipulative or mislead-
ing input texts. This mechanism incorporates an external detection model to assess the nature of the input
and determine if it contains deceptive or harmful elements, thus helping to safeguard against the generation
of inappropriate or false responses. These strategies are aimed at enhancing the security and trustworthiness
of ChatGPT by proactively identifying and mitigating the generation of harmful or misleading content.

Prompt-based learning, a popular NLP approach, is vulnerable to backdoor attacks. Different from back-
door attacks in computer vision that use different patterns such as invisible patterns, one-pixel patterns, or
leveraging natural semantic objects, established trigger designs in NLP often revolve around specific words
or phrases as trojans. For example, Mei et al. [198] propose transferable backdoor attacks against prompt-
based NLP models, named NOTABLE. These attacks are independent of downstream tasks and prompting
strategies, achieving superior attack performance. NOTABLE [198] injects backdoors into model encoders
and utilizes adaptive verbalizers to identify target anchors. Finally, the proposed method successfully com-
promises various NLP tasks with high attack success rates. This approach binds triggers directly to target
anchors in the encoder, distinguishing it from existing attacks that inject backdoors into embedding layers
or word embedding vectors. By building direct shortcut connections between triggers and target anchors,
NOTABLE achieves transferability to various prompt-based tasks and models, signifying a critical concern
in the design and deployment of prompt-based systems.

In general, LLMs are fine-tuned to align with the desired goals and values of their creators, which is
often referred to as alignment. Carlini et al. [199] have conducted a study to investigate the extent to which
these models remain aligned when subjected to adversarial examples. They found that existing optimization
attacks in the context of NLP are not potent enough to successfully attack aligned text models. These mod-
els appear to maintain their alignment even when exposed to adversarial perturbations. On the other hand,
multimodal-based LLMs, which can process both text and images, are more susceptible to attacks. Adver-
sarial perturbations applied to input images can lead these models to exhibit arbitrary unaligned behavior,
potentially deviating from the intended alignment and generating unexpected or harmful outputs.

6.3.2 Machine Generated Text Detection

The advent of LLMs such as ChatGPT and Bard, marks a significant leap in Al capabilities. LLMs demon-
strate remarkable proficiency in creating documents and generating executable code [220]. However, this
surge in LLM usage has raised substantial concerns regarding potential misuse, ranging from orchestrating
social engineering and election manipulation campaigns via automated bots on social media to creating mis-
leading content and enabling academic dishonesty using Al [221, 222]. To understand the characteristics
of machine-generated text, Pu et al. [223] conduct a measurement study to gather synthetic text from real-
world sources, presenting four new datasets. These datasets encompass text generated by state-of-the-art
Transformer-based models from prominent text-generation platforms and a GPT3-powered bot on Reddit.
The authors subsequently evaluate six state-of-the-art defenses, unveiling a concerning trend - many de-
fenses experience significant performance degradation compared to their originally claimed efficacy. This
highlights the evolving challenges in creating a universally effective defense tool with high transferability.
Beyond detection, the traceability and provenance of text are vital considerations. Recent research [224]
introduces watermarking techniques to trace the origin of the text. Watermarking is achieved through models
such as the Adversarial Watermarking Transformer (AWT), designed to embed binary messages unobtru-
sively into input text using adversarial training and a joint encoder-decoder architecture. AWT emphasizes
minimizing semantic impact, ensuring the encoded data remains effectively hidden, and demonstrating ro-
bustness against various attacks. AWT is successful in preserving text utility while hiding encoded data
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from adversaries. The model exhibits robustness against various attacks, making it a promising solution
for watermarking text. Another work [225] proposes a watermarking framework for proprietary language
models, aiming to embed invisible signals into generated text that can be algorithmically detected. The wa-
termarking process selects a randomized set of "green" tokens before text generation and promotes their use
during sampling. The watermark can be detected using an efficient open-source algorithm without access to
the language model API or parameters. The watermark remains detectable when only a contiguous portion
of the generated text is used to create a larger document, ensuring its robustness. Research in deepfake text
detection and watermarking continues to evolve, aiming towards creating a more secure and trustworthy
digital communication environment.

6.4 Summary

In this section, we have reviewed the concept of transferable attacks across multiple Al-based systems,
including computer vision systems, speech recognition systems, and LLM systems. The different features of
Al-based systems introduce a significant level of complexity when designing transferable attacks. Each stage
such as data collection, data processing, model design, model training, and model application is vulnerable
to potential transferable attacks. For instance, during the data collection stage, vulnerabilities may arise
that can be exploited through data poisoning attacks. In the model training phase, attackers may inject
backdoors to compromise the integrity of the model. As for the model application stage, the introduction
of adversarial perturbations can potentially mislead Al-based systems. These transferable attack strategies,
which transcend domains and modalities, significantly increase the vulnerability of Al-based systems.

7 Future Directions

Enhancing the transferability of learning-based attacks in the cyber-physical world necessitates sustained
efforts. The attack designs based on the white-box or grey-box scenarios provide us with a great foundation
for the black-box attack design. However, the new attack design should be built upon a more practical threat
model. We discuss five main research directions toward transferable learning-based attack design.

Attack Practicality. The assumption of the attacker’s capability should be more realistic. For instance,
for an adversarial attack, it is not reasonable to obtain the training data of the target model. Thus, the
attack design should avoid relying on the original training dataset. Many attack designs aim to achieve data-
free attacks [226, 173, 227, 228] with generative models. However, the synthesized data suffers from low
data quality and data distribution shift problems. Thus, more advanced algorithms need to be designed to
accommodate the limited capability of attackers to find effective perturbations.

Attack Stealthiness. The attack scenarios should be more stealthy. There is a balance between stealthiness
and transferability in the attack design. Take an adversarial audio attack as an example, the perceptibility of
adversarial audio attacks constrains the feasibility of attacks. For physical attacks especially, weak pertur-
bations are often lost during airborne transmission. However, the perturbation can lead to noticeable noise,
potentially alerting users to the presence of an attack. Recent work has employed ultrasound to inject inaudi-
ble perturbations to mitigate this issue [211, 212, 229]. Still, either short-range access or prior knowledge
about the target model is required. Another example is the adversarial patch, which shows transferability
in the physical world. However, additional constraints are typically imposed to avoid being noticed in the
physical world, which tends to diminish the attack’s transferability. Therefore, an important future direction
is to enhance the imperceptibility of the attack while maintaining the transferability.

Physical Environments. The new attack design should consider more unexpected physical factors. For
example, for the audio attack design, most of the existing attacks necessitate an uninterrupted scenario. Ad-
versaries must play the malicious audio without any external interference. If the adversarial audio signal
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intertwines with the user’s benign voice command, the attack will likely fail. Regarding the physical projec-
tion attacks, either the attacks use visible light or invisible light, they usually work in the condition of low
illumination and short attack distance. Their attack success rate would be significantly reduced if the specific
condition is not satisfied. Moreover, even though many attacks have high transferability for different victim
models in the digital world, they are still very difficult to transfer to the physical domain due to dynamic
physical environments.

Computation Costs. The attack design should consider the computation cost. Many methods rely on
querying target models such as commercial APIs, which can be time-consuming and incur financial costs.
Moreover, the generation of transferable adversarial examples requires a prolonged time. For example,
the universal perturbations require extensive gradient updates in many iterations, limiting its efficiency for
adversarial perturbation generation. Nevertheless, increasing the transferability of attacks can reduce the
cost of attacks since it can be applied in different domains even modalities. For example, once the speech
recognition model is updated, previously generated transferable adversarial examples should remain valid.
Therefore, the new attacks should enhance the efficiency and transferability to reduce the attack costs.
Multi-modality. Apart from the image, text, audio, and video, there are many other signals (e.g., accelerom-
eter, gyroscopes, Lidar signals) that can sense the environment and people [230, 231, 232]. These signals
are also vulnerable to various attacks. We need to consider the specific features and requirements when
designing attacks on different types of data. Besides, multimodal systems have gained popularity in the
cyber-physical world. A transferable attack on a multimodal model involves crafting attacks to be effective
to multimodal data and models. These attacks can exploit vulnerabilities in the cross-modal fusion mecha-
nisms, underscoring the importance of robustness against various data types in multimodal systems. In the
future, we need to explore the comprehensive defense strategies that account for potential vulnerabilities in
multimodal systems.

8 Conclusion

With a focus on transferability, in this survey, we have reviewed and analyzed various attacks in different do-
mains. We first provide background knowledge about the design of learning-based attacks. Then, from data,
process, model, and system perspectives, we have summarized the state-of-the-art research that enhances the
transferability of different attacks. Specifically, we have reviewed various attack methods to enhance trans-
ferability based on data augmentation. We have summarized the gradient, heuristic, and generative-based
methods to build cross-domain universal adversarial attacks. We have explored methods from the model
perspective to enhance transferability, including ensemble-based approaches, optimization techniques, and
the use of pre-trained foundation models. Furthermore, we have reviewed the transferable attack applica-
tions in different areas such as computer vision systems, speech recognition systems, and large language
model systems. In conclusion, we have identified various challenges that future research should address.
Investigating transferable attacks can assist in developing countermeasures, enhancing system defense, and
contributing to the development of more secure and reliable machine learning models.
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