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ABSTRACT

This chapter explores the foundational concept of robustness in Machine Learning (ML)
and its integral role in establishing trustworthiness in Artificial Intelligence (Al) systems.
The discussion begins with a detailed definition of robustness, portraying it as the ability
of ML models to maintain stable performance across varied and unexpected environmen-
tal conditions. ML robustness is dissected through several lenses: its complementarity
with generalizability; its status as a requirement for trustworthy Al; its adversarial vs
non-adversarial aspects; its quantitative metrics; and its indicators such as reproducibility
and explainability. The chapter delves into the factors that impede robustness, such as
data bias, model complexity, and the pitfalls of underspecified ML pipelines. It surveys
key techniques for robustness assessment from a broad perspective, including adversarial
attacks, encompassing both digital and physical realms. It covers non-adversarial data
shifts and nuances of Deep Learning (DL) software testing methodologies. The discus-
sion progresses to explore amelioration strategies for bolstering robustness, starting with
data-centric approaches like debiasing and augmentation. Further examination includes
a variety of model-centric methods such as transfer learning, adversarial training, and
randomized smoothing. Lastly, post-training methods are discussed, including ensemble
techniques, pruning, and model repairs, emerging as cost-effective strategies to make
models more resilient against the unpredictable. This chapter underscores the ongoing
challenges and limitations in estimating and achieving ML robustness by existing ap-
proaches. It offers insights and directions for future research on this crucial concept, as a
prerequisite for trustworthy Al systems.
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1.1 DEFINITION

In general, robustness is a predicate that applies to a single entity. For instance,
we might consider a sensor robust if it is resilient to disturbances from the
environment. In more detail, robustness refers to the ability of a system, model,
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or entity to maintain stable and reliable performance across a broad spectrum of
conditions, variations, or challenges, demonstrating resilience and adaptability
in the face of uncertainties or unexpected changes. Hence, we use the following
general definition for Machine Learning (ML) Model robustness.

ML Model robustness denotes the capacity of a model to sustain stable
predictive performance in the face of variations and changes in the input
data. To better understand this definition, we add concrete illustrations of how
performance degradation and data changes manifest in real-world scenarios.

Examples of variations and changes in the input data:

- Variations in input features or object recognition patterns that challenge
the inductive bias learned by the model from the training data.

- Production data distribution shifts due to naturally occurring distortions,
such as lighting conditions or other environmental factors.

- Malicious input alterations that are deliberately introduced by an attacker
to fool the model or even steer its prediction in a desired direction.

- Gradual data drift resulting from external factors, such as evolution in
social behavior and economic conditions.

Examples of model flaws and threats to stable predictive performance :

- Exploitation of irrelevant patterns and spurious correlations that will not
hold up in production settings.

- Difficulty in adapting to edge-case scenarios that are often underrepresented
by training samples.

- Susceptibility to adversarial attacks and data poisonings that target the
vulnerabilities of overparametrized modern ML models.

- Inability of the model to generalize well to gradually-drifted data, leading to
concept drift as its learned concepts become obsolete or less representative
of the current data distribution.

Nevertheless, leaving the range of input data changes unspecified makes it
hard to assess the robustness of ML model in practice. We should define the
data changes against which the model would be tested. Even if the naturally
occurring data distribution shifts are often unanticipated, we usually come up
with data distortions that can serve as a proxy for unforeseen data shifts and help
us compare the robustness of different ML models. Furthermore, the objective
of sustaining stable predictive performance is vague. It is often sufficient for the
model to maintain its performance to a certain degree (i.e., the tolerance level)
against unexpected changes in input data. This level of tolerance depends on the
application context and the assurances needed. For example, the target tolerance
for an ML model designed to support clinical decision-making is considerably
lower than for an ML model that has been designed to detect spam emails.

Based on these considerations, we can refine further the ML model robustness
as follows:

When deployed in a production environment, an ML model is considered
robust if variations of input data, as specified by a domain of potential changes,
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do not degrade the model’s predictive performance below the permitted tolerance
level.

Robustness is a standalone epistemic concept, presupposing the generaliz-
ability of the model’s inductive bias on the in-distribution data, and extending
further to evaluate the stability and resilience of its inductive bias in real-world
deployment scenarios.

1.1.1 Robustness complements (iid) generalizability

In supervised learning, models are commonly estimated via empirical risk min-
imization (ERM) [1], a principle that considers minimizing the average loss on
observed samples of data, as an empirical estimate of the true risk, i.e., the ex-
pected true loss for the entire input distribution. ERM assumes that training and
test data are identically and independently distributed (a.k.a. i.i.d. assumption),
known as closed-world assumption. The i.i.d generalization refers to the ability
of a trained model to deal with novel data inputs, but drawn from the same or
close distribution as the training set, called in-distribution data (ID). The i.i.d.
generalization ensures stable predictive performance under static environmental
conditions, but it provides no guidance on how to handle out-of-distribution data
(OOD) [2]. In contrast, robustness focuses on capturing the level of predictive
performance maintained by the trained model in dynamic environment settings,
where input data constantly changes. Robustness could be of little concern if the
model fails to i.i.d. generalize well. In order to achieve robustness, we consider
i.i.d. generalization to be a necessary but not sufficient condition. For instance,
ML models might fail to i.i.d. generalize due to unreliable inductive bias (short-
cut learning) or under-fitting (trained with too little/biased data). These models
will most likely also perform poorly when input data distributions change.

The ascent of deep learning has initiated a new era in artificial intelligence
(AI), empowering models to tackle open-world learning challenges in domains
like face recognition [3] and autonomous driving [4]. The term ‘“generaliza-
tion" has expanded beyond denoting the model’s performance strictly in an i.i.d.
setting, encompassing its ability to cope with out-of-distribution situations, here-
after referred to as 0.0.d. generalization. Although o.0.d. generalization seems
to fit our definition of robustness, it actually refers to the overall predictive per-
formance of an ML model beyond its in-data distribution. It lacks a proper
definition of its scope and success criteria since there is no indication of which
data distributions the model should generalize, or how strict the original predic-
tive performance should be maintained. In contrast, ML model robustness is an
inherently causal concept since it concerns two causally related entities: the level
of predictive performance and the input data change domain, so its assessment,
as a model property, requires detailed specification of both.



1.1.2 Robustness is a requirement of Trustworthy Al

The adoption of machine learning, especially deep neural networks, has been
largely promoted as a result of its impressive performance in terms of accu-
racy. Meanwhile, a variety of challenges outside of accuracy expectations have
emerged, such as malicious attacks against ML-powered systems and misuses of
ML that could be harmful. As aresult, the Artificial Intelligence (Al) trustworthi-
ness standards [5,6] have been established to outline representative requirements
for current Al systems. These encompass six critical facets: (i) Safety & Robust-
ness, (ii) Nondiscrimination & Fairness, (iii) Transparency & Explainability, (iv)
Privacy, (v) Accountability & Auditability, and (vi) Environmental Well-being.
The complex interplay between these aspects is vital in fostering trustworthy
real-world Al systems. For instance, maintaining data privacy might interfere
with the desire to explain the system output in detail.

In this sense, robustness is an integral part of Al trustworthiness, while
interacting and combining with the other aspects. In fact, model robustness
is a cornerstone of safety because robust Al systems are able to deal with
unexpected inputs and perturbations without compromising their functionality.
It is especially crucial to ensure the appropriate level of model robustness in
safety-critical applications, where erroneous behaviors and failures can have
catastrophic consequences.

Furthermore, the safety of Al systems relies on the integration of two pivotal
elements along with robustness assurance: reliable quantification of uncertainty
and effective out-of-distribution detection capabilities.

The uncertainty quantification [7] refers to methodologies for evaluating
uncertainties associated with predictions made by a ML model. It involves
assessing the confidence levels or lack thereof in the model’s predictions, taking
into account factors such as data variance and model error. The quantified
uncertainties combined with predictions enable more informed decision-making
with Al. More specifically, uncertainty in predictions can manifest as either
aleatoric (non-reducible), stemming from inherent randomness in the data, such
as noise, or as epistemic (reducible), arising from limitations within the model’s
bias and the training data used. In simpler terms, the uncertainty component
provides the Al system with a way to “know what they do not know”. Its
main contribution to safety is that uncertain predictions can be ignored from
the decision-making flow, avoiding risks in real-world applications. Estimating
uncertainties significantly benefits the model robustness analysis by providing
an essential means to gauge how individual predictions respond to changes in
their data points. This aids in delimiting the domain of input changes on which
an ML model is expected to be robust.

Out-of-distribution detection [2] involves identifying OOD instances at test
time that differ significantly from the in-data distribution and might result in
mispredictions. It also serves the same purpose of recognizing the boundaries
within which the model’s patterns are applicable, avoiding the use of its pre-
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dictions when such restrictions are violated. OOD detection strengthens the
reliability of uncertainty quantification by filtering out unusual inputs, on which
the uncertainties, as any statistically-inferred estimates, are unlikely to be de-
pendable. Therefore, out-of-distribution detection also contributes to further
refinement of the data changes domain during the model robustness analysis,
and its deployment in safety-critical systems ensures effective operation of ro-
bust ML models.

1.1.3 Adversarial vs Non-adversarial robustness

Adversarial robustness is concerned with changes in data distribution that are
induced by adversaries to deceive or mislead the ML model. Adversarial distribu-
tion shifts can be described as deliberate alterations to original data distribution.
The alterations initially focused on introducing well-crafted but imperceptible
noises in the data. As an example, a human-imperceptible noise can be applied
to medical images to falsify the diagnostic by misleading an ML model into
labeling moles as malignant skin tumors [8]. Then, the input alterations include
intelligently-designed changes that are perceptible and can be applied in physical
real-world environments. For example, adding sunglasses to a face image is dif-
ferent from slightly distorting the image pixels when evaluating the adversarial
robustness of a face detection model. Therefore, adversarial robustness con-
sists of enhancing the model’s resilience against these subtle, non-random data
distribution shifts without compromising its predictive performance on genuine
data.

Non-adversarial robustness studies the model’s ability to maintain its perfor-
mance across data distribution shifts arising from naturally-occurring distortions
or synthetic data variations that represent conditions more likely to occur in the
real world. For instance, a natural shift in images of traffic signs, collected in
an area where it rarely snows, can be images of the same sign under severe
snowing conditions [9]. Alternatively, a partial discoloration of the traffic sign
image, i.e., a region replaced by white pixels, may mimic the effect of snow
or other neutral obstructions. Natural data shifts often result from changing
environmental conditions that lead to mismatch between the deployment and the
training distribution [10]. The changes can be both temporal (i.e., social norms,
evolution of subjects’ behavior) or non-temporal (i.e., changes across locations,
sensor settings). The non-adversarial robustness of the ML model ensures relia-
bility across various real-world scenarios, including natural noise, or changes in
inputs that might happen organically without malicious intent.

1.1.4 Robustness Measurement

In the following, we introduce several robustness scoring metrics developed
by researchers to evaluate the stability of models’ performance when data
changes [11]. These metrics are designed with the assumption of having two



datasets: one clean, sampled from in-distribution data, and another perturbed,
sampled from shifted or even out of distribution data.

The first metric is called robustness score [12], and it measures the accuracy
loss due to the ¢ perturbation. For a given model, m, we denote Acjean as the
accuracy of the model, m, on the original (clean) test dataset, whereas A is the
accuracy of the model, m, on the test set modified with a ¢ perturbation. Data
modifications may stem from natural perturbations collected from deployment
environments, or they may result from applying an adversarial perturbation to
the samples of the original test set. In the same form as [12], we formulate
the robustness score of m to a perturbation in the data inputs, noted ¢, with the
expression:

Ag
Aclean

RY =

The more the robustness score of a model is close to one, the more it is robust
to the considered perturbation. To measure the robustness score of a neural
network, m, to a set of perturbations S, we can use:

RS = > RY,

PeS

Furthermore, Hendrycks and Dietterich [13] define robustness as average-
case performance over a set of corruptions that gives rise to the definition of
mean Corruption Error (mCE) and relative Corruption Error (rCE). The metrics
mCE and rCE can be defined as:
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mCE= ) % ———

ceC s=1 EAlexNet ,S

5
rCE_ZZ Esc_Eclcan
ceC s=1 fﬁlexNet s EAlexNet , clean

where E is the classifier’s error rate, C is a set of corruptions, and s is the severity
of the corruption. The AlexNet model [14] served as a common reference point
among models.

Recently, Taori et al. [15] present two metrics for effective and relative
robustness which considers how performance on natural distribution shifts relates
to performance on an original test set. The metrics are defined as follows:

p(f) =acca(f) = B-acci(f)
7(f") = accy (f') —acca(f)
where f is the model under test, acci, acc; are the accuracy on the original and

shifted datasets respectively, B is a log-linear fit to the baseline accuracy of a
large set of independent models on the original (clean) test set, and f’ represents
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the model resulting from a robustness improvement. The effective robustness
measure captures how well a specific model does beyond what is expected given
a group of models in general. The relative robustness measure quantifies the
effect of a robustness amelioration strategy on the accuracy under distribution
shift. Overall, a robust model should obtain both positive effective and relative
robustness scores.

1.1.5 Robustness Indicators: Reproducibility and Explainability

We introduced robustness as a quality predicate for an ML model that should
be carefully specified, evaluated, and sometimes certified before the deployment
of the model in production. Nevertheless, the ML model is the result of a ML
engineering process, thus some desirable properties in regards to this process
should be satisfied in order to prepare the grounds to reach the level of robustness.

A reproducible ML workflow controls its randomness and is resilient to slight
variations in data samples, i.e, there are high chances to converge to the same
conclusions when run on two samples from the same underlying distribution [16].
For researchers in all scientific fields, including machine learning, reproducibility
is essential in order to achieve the same results with the same data and algorithms.
The absence of reproducibility may lead scientists to claim gains from changing
one parameter while the real source of improvement is a hidden source of
randomness. Furthermore, reproducibility is also a strong stability property since
it ensures a high probability of replicating results when the datasets are drawn
from the same distribution. Consequently, achieving such property on a given
learning problem ensures less bias in model estimation (M) since achieving such
property confirms that the difference between the empirical risk of M obtained
on the training samples and the (true) risk of M is marginal, which implies that
M is more likely independent of the training set. For instance, ?? constructs an
ensemble of predictors from a given model by perturbing components of the ML
pipeline like random seeds for initialization, and retraining the model several
times. As a result, they demonstrate that output differences between predictors
against stress tests can be used as a conservative indicator of the ML pipeline
credibility, i.e., its ability to produce a robust model.

Explainability is crucial in the ML workflow, which addresses how an Al
model makes decisions [17]. Being aware of the reasoning behind predictions
can be a fundamental factor that determines the trust in the ML model. Deep
learning models are complex and known to share “blackbox” nature, which raises
a lot of concerns about their deployment in real-world applications despite their
better performance compared to interestically-intereparable models such as de-
cision trees and linear models. As a result, researchers have developed post-hoc
explainers that identify a complex model’s behavior by analyzing its input, inter-
mediate result, and output. A representative category in this vein approximates
the non-linear decision surface either globally or locally by using an explainable
ML model, i.e., an explainer, such as a linear model [17] and rules [18]. For



deep convolutional neural networks or transformers, the inspection of interme-
diate features is a widely used means of explaining model behavior [19,20]. In
terms of robustness, our aim is sustainable predictive performance under data
changes, especially, unexpected distribution shifts. However, predictive perfor-
mance can include more fine-grained measures on the model’s behaviors than
the accuracy of predictions. For instance, the post-hoc explanations obtained
for novel inputs should also be stable, otherwise, the model is likely to become
brittle due to changes in the data distribution. In the following, we will describe
model testing coverage criteria that rely on intermediate states of a neural net-
work to characterize its “behavior" when given a particular input. They can be
seen as ways to capture the distribution shifts from the lens of the model itself by
estimating how its intermediary states differ from the “normal" levels observed
on the training samples.

1.2 CHALLENGES
1.2.1 Data Bias: Train-Serving Skew

The goal of classical ML research and statistical learning theory is to achieve
stable performance in an i.i.d. environment, the training data and the unseen
data come from the same distribution [21]. However, the iid assumption is not
satisfied in most cases because the construction of training datasets with high
probability to represent the true data distribution (the inputs in production) is
extremely difficult [22]. Real-world data is multi-faceted and virtually infinite,
whereas training datasets are finite and constrained by the resources available
during the dataset preparation. There are many ways that data bias can occur
and misrepresent training datasets for real-world applications. This leads to a
common failure mode known as the train-serving skew: models that perform
well in development but poorly in deployment.

There are two main categories of data bias in ML applications: erroneous
bias and discriminatory. Erroneous bias can be viewed as a systematic error
caused by faulty assumptions. For instance, due to selection bias [23] or sam-
pling bias [24], the chosen training samples may not be able to represent the real
data distribution. Measurement bias happens when the device used to measure
the signal has systematic value distortion that tends to skew the data in a par-
ticular direction that prevents the generalization of other data collected by other
devices. Discriminatory bias is one of the concerns in Al nondiscrimination
and fairness. As opposed to fairness, discriminatory bias reflects an algorithm’s
unfair behaviors toward a certain group or individual, such as producing dis-
criminatory content or performing less well for some people [25]. The model
is likely to inherit this discrimination bias and leads to undesirable performance
on the minority groups in real-world settings.

A robust ML workflow requires dealing with data bias, especially addressing
the long-tailed distribution modeling and the edge cases. Indeed, the long-tailed
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distributions of data are extremely common in machine learning, reflecting the
state of the real world and typical data collection practices. These distributions
are influenced by natural events, and not necessarily introduced by skewed data
collection. Nonetheless, ML algorithms fail to handle them properly as they are
statistically optimized to perform well on common inputs (i.e. the head of the
distribution) but struggle where examples are sparse (the tail). The tail often
comprises the largest proportion of possible inputs, which makes their inclusion
a laborious iterative procedure, i.e., collecting new data and retraining to account
for edge cases. In safety-critical applications, an ML model that performs well
on most cases but fails on infrequent edge cases might not be usable because
these failures could cause catastrophic consequences. For this reason, major self-
driving car companies strive to gather edge cases [26], this is also applicable to
safety-critical applications such as medical diagnosis, and traffic control.

1.2.2 Model Complexity: A Double-Edge Sword

Conventionally, it has been assumed that the use of models with increasing
capacity will systematically result in overfitting the training data. Hence, the
capacity of the models is usually controlled either by limiting the size of the
model (number of parameters) or via various explicit or implicit regularizations,
such as early stopping [27], batch normalization [28], dropout [29], and weight
decay [30]. This aims to push learning to a subspace of a hypothesis with man-
ageable complexity and reduce overfitting [31]. Nonetheless, researchers have
found that increasing model complexity not only allows for perfect interpolation
but also results in low generalization error. Various studies have been conducted
to analyze such overparameterized models, i.e., trainable parameters are much
higher in number than the training data points. From the statistical viewpoint, the
majority of overparameterized models exhibit a double-descent effect [32,33].
In fact, the generalization error follows the traditional U-shaped curve until a
specific point, after which the error decreases, and reaches a global minimum in
the overparameterized regime. According to the double-descent phenomenon,
the minimum generalization error tends to appear at infinite complexity, i.e., the
more overparameterized the model, the smaller the error. From the optimization
viewpoint, the good generalization behavior of highly overparameterized models
is also commonly attributed to the inductive bias of gradient-based algorithms
which helps with selecting models that generalize well despite the non-convexity,
e.g., [34]. Intuitively, the large number of hidden units here represent all possi-
ble features, and hence the optimization problem involves just picking the right
features that will minimize the training loss. This suggests that as we over-
parametrize the networks, the optimization algorithms need to do less work in
tuning the weights of the hidden units to find the right solution.

A disadvantage of overparameterized deep learning architectures is that they
are highly susceptible to perturbations in adversarial or non-adversarial settings,
compared to conventional, less sophisticated models. To illustrate the inher-
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ent brittleness of overparameterized neural networks, we refer to the notion of
“neuron coverage” that is inspired by the code coverage in traditional software
testing [35]. Itinvolves generating synthetic test input data to trigger the neurons
that have not been activated by the original test data. The success of this coverage
criterion suggests that only a subset of the parameters is responsible for capturing
the patterns needed for the task. The rest of the parameters might be unoptimized
(almost stalled at initial random weights) or have received fewer updates over
the training. The presence of these suboptimal subnetworks might not harm the
model’s performance under iid conditions. However, it does affect the model’s
robustness negatively. Any unusual changes in inputs that accidentally activate
these neurons could lead to unpredictable model behaviors. In addition, any
attacker can exploit the larger space of these suboptimal neurons by designing a
malicious input that yields a particular model’s output.

1.2.3 Underspecified ML Pipeline: One Pipeline, Many Models

In order to solve an ML problem, we expect the model to encode some essential
structure of the underlying distribution, which is inferred from the data using a
designed ML pipeline, and is often what makes a model credible. Nevertheless,
many explorations of the failures of ML pipelines that optimize for iid gen-
eralization, reveal a conflict between iid generalization and encoding credible
inductive biases. It is called structural failure mode, as it is often diagnosed as
a misalignment between the predictor learned by empirical risk minimization
and the causal structure of the desired predictor [36]. In medical applications
of ML, training inputs often include markers representing a doctor’s diagnostic
judgments [37]. An analysis of a CNN model for diagnosing skin lesions showed
that it relied heavily on surgical ink markings around skin lesions that doctors
had deemed cancerous [38]. In these situations, a predictor with credible induc-
tive biases cannot achieve optimal iid generalization in the training distribution,
because there are so-called “spurious” features that are strongly associated with
the label in the training data, but are not associated with the label in practically
important settings. In fact, an iid-optimal predictor would incorporate the ink
markings as they are highly correlated with positive cases, but these markings
would not be expected to be present in deployment, where the predictor would
itself be part of the workflow for making a diagnostic judgment. There is clearly
an underspecification problem as there is not enough information (a lack of
positivity) in the training distribution to distinguish between credible inductive
biases and spurious relationships. Geirhos et al. [39] connect this underspec-
ification issue to the notion of “shortcut learning”. They point out that there
may be many predictors that generalize well in iid settings, but only a few of
them align with the intended solution to the learning problem. Shortcut learning
resembles surface learning of students in classrooms, relying on simple decision
rules to pass an exam [39]. The problem with shortcuts is that they might go
unnoticed during the iid testing and only occur in deployment scenarios. In the
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absence of large, diverse datasets, their risk is higher. For example, diagnostic
data for rare or novel diseases is usually limited to small datasets, and unbiased
validation data could be difficult to acquire.

Modern ML pipelines are poorly set up for satisfying the system require-
ments [40]. Their iid evaluation procedure often results in multiple models with
equivalent (similar) predictive risk (performance) while they encode substan-
tially different inductive biases. This implies that the ML pipeline could not
distinguish between these iid-optimal models despite their potential differences
in terms of robustness. The ML pipelines must be specified and designed in a
way that promotes the selection of the model, encoding credible inductive biases,
to bridge the gap between testing behavior and deployment behavior.

1.3 ROBUSTNESS ASSESSMENT
1.3.1 Adversarial Attacks: Categories and Aims

The first proposed evaluation methods for ML model robustness are the ad-
versarial attacks, where the community invents many ways to carefully craft
perturbations that can deceive a given ML model. The purpose of such attacks
is to produce an adversarial example (AX), i.e., an input x” close to a valid input
x according to some distance metric (i.e., similarity) or admissibility criteria
(i.e., semantically-preserving modification ranges), whose model’s predictions,
denoted as f(x”) and f(x), respectively, are different (f(x") # f(x)). First, they
can be categorized into white-box attacks and black-box attacks according to how
much knowledge an attacker has about the subject model. White-box attacks are
implemented with direct access to the model or its training data, whereas black-
box attacks can only access the target model through queries: pairs of inputs
and outputs. The growth of black-box attacks started with the discovery of the
transferability of adversarial examples [41]. Cross-model transferable, where
attackers can construct adversarial examples in known deep learning models and
subsequently attack a related unknown model. Cross training-set transferable
refers to the attacks that exploit shared vulnerabilities across different datasets
or domains. Second, adversarial attacks can be targeted or non-targeted. If
we consider the example of image classification, targeted attacks aim to force
the classifier to output a particular (chosen) class, whereas untargeted attacks
attempt to make it return any class other than the original label. This categoriza-
tion of adversarial attacks is based on the attacker’s goal and information access,
which determines the relevance of an attack for an application. For instance, tar-
geted white-box attacks are more suitable for security concerns, while untargeted
black-box attacks can be appropriate for assessing robustness to noise.

1.3.1.1 White-box Adversarial Attacks

The most notorious adversarial attack is the Fast Gradient Sign Method (FGSM) [42].
It operates as a one-step method by computing the gradient of the model’s cost
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function (J) with respect to the input data (x) and then perturbing the input
along this gradient direction. Specifically, it alters the input (x) by adding noise
(n7) in the direction that maximizes the loss, using a magnitude defined by an
epsilon value (€) to limit the perturbation within a certain range. The attack
aims to maximize the loss by perturbing the input data without exceeding the
epsilon-boundary, calculated using a distance metric (e.g., L or Ly norm). The
formulation can be represented as:

Xadv = X + € - sign(V,J (0, x,y))

Here, x,4, denotes the adversarial example, x is the original input, € represents
the magnitude of perturbation, V,J(6, x,y) signifies the gradient of the cost
function with respect to the input data, and 6 represents the model’s parameters.
Despite its effectiveness in rapidly generating AXs, FGSM’s limitation lies in its
single-step approach to input perturbation.

Iterative-FGSM or IFGSM [43] is a straightforward enhancement to FGSM.
It involves iteratively applying the same step as FGSM with a small step size
and clipping the pixel values of intermediate results after each step to ensure
proximity to an e-neighbourhood of the original input. The attacking scheme
can be represented mathematically as follows:

xffl” = clip (x,“d” +a- sign(VxJ(f(x,“d”), ¥)),Xx —€,x+ e)

Where x;ﬂ” denotes the adversarial sample at the (¢ + 1)-th step, x;‘d” represents

the adversarial sample at step ¢, J signifies the objective (cost) function, f is the
model, y is the true label, « is the step size, € is the maximum perturbation limit,
and clip(-) confines the values within the specified range.

Projected Gradient Descent (PGD) [43] attack represents one of the most
established and efficient methods.It is a variant of Iterative FGSM, differing
in their initialization strategy. More specifically, PGD initializes the example
randomly within the sphere of interest determined by the L., norm and does
random restarts, whereas IFGSM starts from the original point.

Carlini and Wagner (C&W) [44] attack focuses on minimizing the input
perturbations with respect to different vector norms along with the maximization
of the cost in order to find subtle adversarial examples: 1) the L2 attack uses a
smoothing of clipped gradient descent approach, displaying low distortion; 2)
the LO attack uses an iterative algorithm that, at each iteration, fixes the pixels
that do not have much effect on the classifier and finds the minimum amount
of pixels that need to be altered; and 3) the Loo attack also uses an iterative
algorithm with an associated penalty, penalizing every perturbation that exceeds
a predefined value.

Jacobian-based Saliency Maps [45] explore the forward derivatives to calcu-
late the model gradients and discover which input regions/pixels that contribute
the most to the predicted output. In fact, it uses saliency maps that highlight
the most relevant or influential features within the input data concerning the
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model’s decision-making process. Hence, the adversary consists of targeting
the perturbations of these critical input regions to create effective adversarial
examples.

DeepFool [46] is an iterative attack that aims to find the minimal perturbation
required to misclassify an input by exploiting the model’s decision boundaries. It
works by iteratively adjusting the input in the direction orthogonal to the decision
boundary hyperplane, and it stops when it reaches an adversarial perturbation
that causes a change in the model’s output classification. This approach often
results in the smallest perturbations that are imperceptible but effective in causing
misclassification.

AdvGAN [47] uses Generative Adversarial Networks (GAN) [48] to create
adversarial examples that not only have high attack success rate, but they are
statistically distinguishable from the original ones. Indeed, AdvGAN operates
iteratively, with a generator and a discriminator, engaged in a GAN-style train-
ing process. The generator aims to create perturbations that deceive the target
model, while the discriminator learns to differentiate between original and per-
turbed instances. Through this adversarial training, AdvGAN seeks to produce
adversarial examples that are both effective in fooling the target model and vi-
sually realistic, making them challenging for the target model to detect while
maintaining a high attack success rate.

1.3.1.2 Black-box Adversarial Attacks

Black-box adversarial attacks are less effective than white-box approaches be-
cause they often require a higher number of queries, but they can expose different
adversarial examples and are better representative of external attack system sim-
ulations. Narodytska et al. [49] performed a local-search-based attack. Chen
et al. [50] and Bhagoji et al. [51] proposed black-box attacks based on gradient
estimation [52]. Moon et al. [53] leveraged algorithms in combinatorial opti-
mization. As opposed to white box gradient-based attacks, certain black-box
adversarial attacks [54] leverage Evolutionary Strategies to estimate the gradi-
ents used to perform a PGD-like attack. Alzantot et al. [55] recently reported
about GenAttack, a gradient-free optimizer that uses Genetic Algorithms (GA)
to produce subtle perturbations, which successfully fool state-of-the-art image
recognition models with significantly fewer queries. Feature-Guided Black-Box
(FGBB)s [54] uses Scale Invariant Feature Transform to extract image fea-
tures, emphasizing pixels that impact human visual perception. Then, crafting
adversarial examples is framed as a strategic two-player game: one player ma-
nipulates features to minimize the distance to an adversarial example, while the
other player adopts diverse strategies, i.e., cooperative, adversarial, or random.
Using Monte Carlo tree search, FGBB systematically explores game states to
uncover adversarial examples.

Many improvements have been proposed to upgrade white-box adversarial
attacks for better transferability. SmoothFool (SF)s [54] is an improved version
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of DeepFool that aims to produce smoother perturbations compared to the initial
ones obtained through DeepFool. These smoother perturbations are intended to
enhance the transferability of adversarial examples, making them more effective
across different models or datasets. Dong et al. [56] developed an improved
IFGSM with momentum to accumulate a velocity vector along the gradient
direction. This accumulation of previous gradients stabilizes the updates and
aids in navigating narrow valleys, small fluctuations, and suboptimal local ex-
trema. Hence, the momentum-based IFGSM improves the transferability of the
produced AXs across models. The momentum-based update is given by:
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The adversarial sample at the (¢ + 1)-th step is computed as:
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Here, v:41 is the updated velocity vector, x;.1 is the adversarial sample at the
(t+1)-th step, x; is the input at step 7, J represents the objective (cost) function, f
is the model, y is the true label, « is the step size, € is the maximum perturbation
limit, ¢ is the momentum parameter, and || - ||, denotes the L,, norm.

In a broader sense, Meta Gradient Adversarial Attack [57] is an innovative
architecture designed to enhance cross-model transferability within gradient-
based attack methods. This method operates through multiple iterations, where
models are sampled from a model zoo in each iteration to create adversarial
perturbations using the chosen model. These perturbations are then incorporated
with previously generated ones. By leveraging multiple models, this approach
simulates both white- and black-box settings, enhancing the effectiveness of the
attacks.

The revelation of numerous inputs causing incorrect predictions by ML mod-
els, despite being anticipated as accurate, has garnered significant attention [58].
This discovery sparked a race to create finely-tuned adversarial attacks, aiming
to generate imperceptible noise capable of manipulating deep neural networks
(DNN&s) to produce erroneous outputs. However, criticism has surfaced regard-
ing the practicality of these digital adversarial inputs in real-world scenarios.
For example, even if an attacker possesses access to the autonomous driving
car’s model, applying optimized imperceptible noise to a traffic sign on the road
for misleading passing cars remains impractical. Although digital adversarial
attacks may be successful in lab experiments or with models accessed through
APIs, they are limited in the physical world. Consequently, physical adversarial
attacks have emerged to execute unrestricted input alterations, which assemble
all the synthetically-generated inputs without any /,, norm bounding, but pre-
serve the semantic identity of the source input. As a result, physical AXs are
effective in complex real-world scenarios.
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1.3.1.3 Physical Adversarial Attacks

The first physical adversarial attack [59] was released in 2016 and it fools
facial recognition systems by creating adversarial eyeglass frames designed with
patterns that, when worn by individuals, cause mis-recognition of the individual.
These patterns were strategically crafted to be imperceptible to humans while
leading the facial recognition system to misidentify the wearer. This study
marked an important milestone in the exploration of adversarial attacks in the
physical domain, highlighting the susceptibility of facial recognition systems
to imperceptible modifications applied to physical objects, such as glasses or
eyeglass frames. Next, Engstrom et al. [60] showed the vulnerability of visual
object recognition models against affine transformations (such as translations and
rotations) of the images, which can be applied physically to the objects. More
broader study [61] showed that visual object recognition models are prone to
failing against simple guess-and-check of naturally-occurring situations related
to the application domain, like taking pictures from another perspective angle.

Afterwards, more subtle physical attacks are proposed including patch-based
and texture-based attacks. Patch-based attacks engender a universal adversarial
image patch, which is stuck on the target object’s surface to mislead the DNNss.
In performing patch-based physical attacks, the adversary prints the patch image
and then sticks/hangs it on the surface of the target, covering its original appear-
ance. For instance, a patch-based attack [62] was proposed to deceive a traffic
sign recognition model by generating strategically designed patches with specific
patterns, colors, leading to erroneous predictions when placed on or near traffic
signs. A more sophisticated patch-based attack [63] inserts natural stickers that
appear benign to humans but deceive facial recognition systems when placed
on faces. Texture-based attacks manipulate the appearance of objects by gen-
erating adversarial textures applied to 3D models. The attacker first makes the
adversarial texture physically, then wraps them over the target object’s surface,
and the original texture is covered. For instance, the most representative form
is the adversarial camouflage for vehicles [64], which subtly changes the visual
appearance of vehicles, confusing detection models.

The environment-driven optical attacks exploit devices like projectors [65],
laser emitters [66], flashlights [67], as well as natural occurrences like shad-
ows [68] and reflected light [67]. These methods are used to conduct physical
adversarial attacks against visual models, taking advantage of environmental
factors like lighting alterations, reflections, or other optical distortions that can
negatively affect the model performance.

The emergence of generative models has expanded adversarial attacks to cre-
ate meaningful perturbations aiming to generate semantic adversarial examples.
For instance, SemanticAdv [69] leverages attribute-conditioned image editing
via a generator to alter specific semantic attributes like hair color, facial ex-
pressions, or a car’s position on the road. These modifications retain a realistic
visual appearance and resemblance to the original image while changing specific
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semantic details.

Research into the causes of brittleness against adversarial attacks leads to the
association-based statistical learning nature of supervised ML [70,71] (Buckner,
2020; Ilyas et al., 2019). Nevertheless, their prevalence in modern ML models
like deep neural networks is due to overparameterization that make them tend to
exploit all patterns inherent in the data that contain predictive information, in-
cluding such patterns that are inscrutable to human cognition or only associative
but not causal for the prediction target [72]. This inherent tendency might clarify
why various models trained on the same dataset can be deceived by identical
adversarial examples.

1.3.2 Non-adversarial Shifts: From Synthetic to Real-World

Non-adversarial shifts, including natural data corruptions and perturbations, are
rarely characterized. Only a few works in Computer Vision focus on such a
type of model robustness assessment. They have introduced various benchmark-
ing datasets [17] to investigate the impact of naturally-shifted inputs on modern
machine learning models. These benchmarks involve the introduction of corrup-
tions and/or perturbations to standard (clean) datasets, allowing the assessment of
different models’ resilience against corrupted images. For instance, ImageNet-
C [13] and ImageNet- [13] serve as synthetic benchmarks, each focusing on
distinct aspects of robustness: corruption and perturbation. These benchmarks
decouple robustness benchmarking by applying image transformations to the
original images from the ImageNet dataset. Corruptions involve significant
changes in image statistics, offering a testing ground for out-of-distribution sce-
narios. The benchmark includes 15 types of corruption transformations selected
from noise, blur, weather, and digital categories, with five severity levels con-
trolling the degree of distribution shift. Perturbations, on the other hand, entail
subtle transformations of original images, drawn from the same categories as
corruptions but are designed to be more challenging to perceive visually. The
perturbation benchmark aims to assess models’ performance in the face of subtle
data distribution shifts.

Creating a comprehensive real-world robustness benchmark that incorporates
systematic distribution shifts poses challenges compared to synthetic bench-
marks. The complexity arises from the multifaceted variations that can simulta-
neously occur in real-world data. For instance, images featuring the same object
may be captured with different cameras, from diverse viewpoints, in various
locations, and under different weather conditions. However, the issue raised
in [15] underscores the necessity of real-world benchmarking datasets. Ima-
geNetV2 [73], generated by replicating the original ImageNet data collection pro-
cess, serves as an example. While explicit definitions of distribution shifts may
be elusive, classifiers trained on ImageNet and assessed on ImageNetV2 demon-
strate reduced performance, indicating inherent natural distribution shifts in the
ImageNetV2 dataset. A parallel observation holds for ImageNet-Renditions
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(ImageNet-R) [74], encompassing renditions such as paintings, sculptures, and
embroidery for ImageNet classes. This dataset introduces images with distinctly
different textures and local image statistics, inducing a distribution shift relative
to ImageNet. The StreetView StoreFronts (SVSF) [74] dataset contains busi-
ness storefront images. In the dataset, there is a wide variation in location,
date of creation, and camera properties which cause sensor-induced distribution
shifts. The real-world benchmark DeepFashion Remixed (DFR) [74] leverages
descriptive information to make systematic changes in object occlusion, zoom,
orientation, and scale. Temporal Perturbations [75] are natural perturbations that
are deduced from small changes occurring in assembled sets of contiguous video
frames that appear perceptually similar to humans, but might produce inconsis-
tent predictions for ML models. All these perturbations result in a condition
where the distribution of the test set differs from the one of the training set.

Unlike adversarial attacks that aim to exploit model vulnerabilities, non-
adversarial or natural perturbations serve as synthetic or newly created testing
datasets for evaluating models in an out-of-distribution manner, simulating shifts
from their original training distribution. These perturbations effectively high-
light the models’ fragility to naturally occurring data distortions. However, the
absence of performance degradation on these datasets does not necessarily im-
ply robustness, as they may suffer from selection and sample bias. For instance,
when creating datasets with data augmentation techniques like changing image
brightness, the use of brightness-based corruptions might not be indicative of
model robustness, as the training data distribution already encompasses various
brightness levels. In this case, non-adversarial robustness represents how well
the model maintains its predictive performance under foreseeable input shifts
(i.e, variation of brightness level).

1.3.3 DL Software Testing: Test-Driven Model Verification

Deep Learning (DL) software testing has emerged as a class of model verification
techniques which bridges the gap between adversarial attacks and non-adversarial
data shifts. As such, it differs from adversarial attacks in the sense that the
methods are not used to improve a model resilience, but rather to evaluate
a certain number of properties (associated with robustness) after the model
was refined and/or trained. Hence, it does not act on the model but rather
aims at verifying it. DL software testing renovates the conventional software
testing methods, including test oracle identification, test adequacy evaluation,
and test input generation, to be specialized for finding unrestricted adversarial
examples that expose the target DNN brittleness. The goal is to construct
systematic approaches that produce synthetic inputs, representing both major
and minor naturally-occurring conditions to reveal potential incorrect behaviors.
This involves optimizing the search over the space of transformed data as opposed
to randomly sampling non-adversarially distorted inputs (i.e., non-adversarial
shifts). Therefore, the designed test cases should cover effectively a broader set
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of input-output mappings than iid evaluations to complement the conventional
statistical testing.

1.3.3.1 Pseudo Oracle

Classical testing methods for DNN classifiers require testing the prediction of an
input against a ground truth value. Even if this is possible for labeled datasets,
labeling data can be labor-intensive and costly. In particular, the absence of
ground truth, or “oracle”, is known in software engineering as the oracle problem.
One way to circumvent this problem is to introduce a “pseudo” oracle to test
correctness of an input..

The most common pseudo-oracle adopted by DL software testing is meta-
morphic testing, which allows finding incorrect behaviors by detecting violations
of identified metamorphic relations (MRs). The MRs define data transforma-
tions to derive new synthetic inputs from the original ones while preserving
the relationship between their expected outputs. The most prevalent type of
MRs for metamorphic DL testing is called, semantically-preserving metamor-
phic relations. The latter include data transformations that retain the task-related
semantics; as a result, both labels of the original input and its transformed coun-
terpart must be equal. To meet this requirement for visual recognition models,
researchers [76—78] have adapted numerous image transformations that include
changing lighting conditions such as brightness and contrast, applying geometric
distortions such as translation and scaling, and simulating weather conditions
such as fog and rain. DeepRoad [79] relies on a Generative Adversarial Net-
work (GAN [48])-based method to provide realistic snowy and rainy scenes,
which can hardly be distinguished from original scenes and cannot be generated
by DeepTest [76] using simple affine transformations. DeepRoad leveraged a
recent unsupervised DNN-based method (i.e., UNIT [80]) which is based on
GANs and VAEs [81], to perform image-to-image transformations. UNIT [80]
can project images from two different domains (e.g., a dry driving scene and a
snowy driving scene) into a shared latent space, allowing the generative model
to derive the artificial image (e.g., the snowy driving scene) from the original
image (e.g., the dry driving scene).

Differential testing [82] is also a well-established pseudo-oracle that takes
the shape of N-versioning, which consists in N semantically equivalent models
that will be used to test an input. N-versioning is strongly related to the notion
of ensemble learning, which uses the knowledge of multiple models. DeepX-
plore [35] applies the DT approach on DL models by comparing the behaviour
of multiple implementations or models for the same task. The goal of the sys-
tematic test input generation is to increase the divergence between the models’
predictions on these test inputs. However, differential testing is not limited to
semantically similar models, any semantic comparison allowing building the
pseudo-oracle proxy is valid. Ma et al. [83] leverages the DT approach based on
subspecialized models, i.e., models that are trained on sliced training data only.
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1.3.3.2 Test Adequacy Criteria

The input space of ML problems is often large, high-dimensional, which neces-
sitates prioritizing and selecting test cases in order to reduce the model testing
workload. To increase the likelihood of fault exposure, there are several pro-
posed adequacy criteria that estimate if the generated test cases are ‘adequate’
enough to terminate the testing process with confidence that the DNN under test
will behave properly in real-world settings.

Neuron Coverage (NC) [35] was inspired by the code coverage used for tradi-
tional software systems. NC computes the rate of activated neurons to estimate
the amount of neural network’s logic explored by a set of inputs. Formally, given
a set of neurons N, the neuron coverage of a test set 7' of inputs was originally
defined as follows.

#{n e N | act(n,x) > tVx € T}
#N

NC(T) :=

where the symbol # refers to the cardinality of 7" and act(n, x) is the activation of
the neuron n when the test input x is fed to the network. Then, Ma et al. [84] gen-
eralized the concept of NC by proposing DeepGauge, a set of multi-granularity
testing criteria for DNNs, including multi-level neuron coverage criteria that
capture both major function regions as well as the boundary regions of acti-
vations. Additionally, DeepGauge provides layer-level coverage metrics such
as Top-k Neuron Coverage (TKINC) and Bottom-k Neuron Coverage (BKNC),
measuring the activation rates of k neurons in, respectively, hyperactive state
and hypoactive state on each layer. In our previous work [78], we defined two
levels of distance-based neuron coverage as follows: (i) local-neuron coverage
measures the neurons covered by a generated test input that were not covered
by its corresponding original input; and (ii) global-neuron coverage counts the
neurons covered by a generated test input that were not covered by all previous
test inputs. Furthermore, Odena and Goodfellow [85] propose a structural cov-
erage for DNN that considers the positions of activated neurons in the network
layers via an encoding of the neurons’ activations into a trace (i.e., a concate-
nated vector), then, only the entries that trigger novel activation traces would be
preserved along with their traces to improve the diversity of the forthcoming test
generations. Li et al. [86] show that obtained failures are pervasively distributed
in the finely divided space defined by such coverage criteria; so the correlation
between high structural coverage and fault-revealing capabilities (i.e., failure
counts) is more likely due to the adversary-oriented search rather than the result-
ing enhancement of the structural coverage criteria. The global neuron coverage
in DeepEvolution [78] quickly reaches a state of little or no change, while the
local neuron coverage remains more effective in helping the optimization process
around the original test input.

The following criteria were more focused on the behavioral deviations caused
by the synthetic inputs compared to their original sources and aid in the model
confidence reduction while promoting for diverse inputs.
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Kim et al. [87] proposed Surprise Adequacy (SA) that computes the distance
between the activation trace spawned by a given test input and its nearest neighbor
obtained by a training data input with the same actual label. Increased SA values
should lead to irregular network behaviors with a high chance of uncovering
hidden errors. Deepfault [88] was developed to identify the pattern of neurons
that are more present in error inducing inputs, which leads to pinpoint the
suspicious neurons, i.e., neurons likely to be more responsible for incorrect DNN
behaviour. Then, it enables the generation of failure inducing tests through the
use of suspicious neurons’ activation gradients on correctly classified examples.
DeepGini [89] was designed based on a statistical perspective of DNN, which
allows reducing the problem of measuring misclassification probability to the
problem of measuring set impurity, which allows us to quickly identify possibly-
misclassified tests. Intuitively, a test is likely to be misclassified by a DNN if the
DNN outputs similar probabilities for each class. Thus, the set impurity metric
yields the maximum value when DNN outputs the same probability for each
class.

1.3.3.3 Systematic Test Input Generation

The above-mentioned test adequacy criteria are not used as a plain testing metric
like with traditional software, but rather as a way to incrementally generate test
cases that maximize/minimize those given criteria. To achieve this, techniques
such as the fuzzing process to randomly mutate samples from a dataset or greedy
search, and evolutionary algorithms to evolve test inputs into more fault-revealing
ones.

DeepXplore [35], leverages first-order gradient ascent algorithms to produce
the inputs, maximizing simultaneously neuron coverage and multiple DNNs’
outputs divergence ratios. DeepTest and DeepRoad [76] uses a coverage-guided
greedy search technique to systematically explore further within the inputs that
trigger uncovered neurons, in order to efficiently produce synthetic tests that can
increase neuron coverage. TensorFuzz [85], DLFuzz [85], and DeepHunter [77]
relies on a coverage-guided fuzzing process that keeps transforming the test
inputs triggering uncovered DNN activations. Both aim to evaluate the DNN ro-
bustness and the performance degradation caused by quantization. Last, we find
the search-based approaches specialized for DL testing, which employ gradient-
free optimizers (i.e, metaheuristics) to increase the fitness of the generated test
inputs (i.e., faulty-revealing ability). DiffChaser [90] implements GA to expose
divergences amongst different DNNs with different arithmetic precisions. Deep-
Evolution [78] implements different swarm-based metaheuristic algorithms to
optimize the search of prominent data transformations that are likely to derive
either adversarial examples or difference-inducing inputs aiming at revising,
respectively, the DNN robustness assessment.
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1.3.4 Empirical Methods and Their Limitations

The common limitation of these assessment approaches is their empirical na-
ture, as they all depend on the process of data generation or the collection of
shifted data to test the model’s robustness against altered inputs. They compute
robustness scores on this data to infer a statistical estimation of the confidence
we place in the model facing unexpected changes in its input. If these methods
do not uncover failed tests, it does not guarantee the model’s robustness. This
prompts consideration of formal verification methods that conduct a complete
exploration of a system’s space given a set of properties to check, as opposed
to empirically-guided verification methods. Researchers [91] have proposed the
implementation of formal verification methods like ReluPlex [92] and FAN-
NETT [93], to provide guarantees on a model based on specified mathematical
verification criteria. However, these methods face challenges such as combi-
natorial explosion due to the model’s size and complexity, as well as the high
dimensionality of input data, making it computationally intensive to cover all
possible input variations. Hence, their utilization is often restricted to certain
types of models, lagging behind the state of the art and less prevalent in mod-
ern ML applications. Another significant limitation is the formalization of the
property to be verified; if a property cannot be properly formulated, it cannot
be verified. This explains why most verification methods [94] focus on model
robustness against Ip norm-bounded, as defining and expressing properties for
rigorous robustness verification against natural shifts or application-specific in-
variances is challenging.

Empirical robustness assessment provides a practical, but valuable approach
to complement the iid performance by statistical scoring of the model robustness
in the face of unexpected data changes. On one extreme, adversarial examples
provide worst-case perturbations with a defined expectation that models should
remain performant under small, bounded perturbations. On the other extreme,
naturally-occurring distortions that can produce corrupted entries under vari-
ous sources of noise require a controlled severity procedure to avoid generating
unrecognizable inputs, even to humans. Robustness assessment needs to better
account for expected model behavior between these extremes, emphasizing the
necessity to identify data changes’ preconditions under which a model’s perfor-
mance is not expected to deteriorate. Especially for robustness to natural and
non-adversarial perturbations, characterizing the type of data the model might
encounter is crucial. This cannot be done algorithmically based on the analysis
of the model’s behaviors or in-data distribution features. It is vital to find better
interfaces for domain knowledge in modern ML pipelines. Domain-aware testing
methods are needed to thoroughly test models on application-specific tasks and
check that performance on these tasks remains stable beyond the collected data
samples used as in-distribution data. Designing stress tests [40] well-matched to
applied requirements and providing good “coverage” of potential failure modes
is a significant challenge that requires incorporating domain knowledge. For
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intance, [95] proposed to leverage physics first principles and system-related
design properties in the form of input-output sensitivities to generate invariance
or directional expectations tests, i.e., the prediction should remain the same or
should change direction under the introduction of input changes, respectively.
Thus, the failed tests expose the inconsistencies of trained aircraft performance
models with the domain-specific knowledge.

Regarding data generation methods and guidance for fault-revealing test
cases, we have observed modest use of generative models, and researchers should
further investigate the generative modeling approach for crafting and simulat-
ing edge cases to challenge supervised ML models. Indeed, deep generative
models can discover hidden patterns within in-distribution data, and then, lever-
age them to perform nonlinear data transformations and semantically-sounded
feature-based alterations. In fact, GANs [47,69,79] have shown their effective-
ness for image-to-image transformation, semantically-attribute change, and style
transfer between images, that offer more diversity and naturalness than simple
pixel-value and affine transformations. There is a need to explore more recent
generative models not yet applied to model robustness verification. For instance,
Generative Pre-trained Transformers (GPTs) [96] can be employed to create test
case generators producing application-specific stress tests for supervised NLP
models that go beyond rule-based transformations [97] like word replacement
and typos injection.

1.4 ROBUSTNESS AMELIORATION
1.4.1 Data-Centric Amelioration Strategies

1.4.1.1 Data Debiasing

Data debiasing refers to the process of countering biases present in datasets
used for training machine learning models to avoid unfair or skewed predictions.
Sampling bias is one of the most frequent data biases in ML applications that can
be handled algorithmically. The training data samples are debiased with different
techniques to mitigate the proneness of ERM to learning patterns associated with
the majority, which makes it vulnerable to minority inputs, such as edge cases.
Conventional practice is to employ either upsampling and/or downsampling
to mitigate sample bias in the data. Upsampling (oversampling) increases the
number of instances in the minority group by generating synthetic samples or
replicating existing ones. Popular algorithms for upsampling include SMOTE
(Synthetic Minority Over-sampling Technique) [98] and ADASYN (Adaptive
Synthetic Sampling) [99]. Downsampling (undersampling) decreases instead
the number of instances in the majority group by removing them to match the
minority group’s size. Using mini-batch gradient optimization, we could virtu-
ally balance the group ratio of training samples by updating gradients on batches
with equal input sizes for every data group in the data distribution [100]. This
balanced batching method has shown to be more effective than traditional over-
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sampling or under-sampling methods on unbalanced classification problems.

Resampling approaches have primarily targeted on rectifying class imbal-
ances [101], as opposed to biases within individual classes. To apply them
to debiasing variabilities within a class, subgroups must be manually identified
through annotations, which necessitates a priori knowledge of the latent structure
to the data. To minimize human effort, clustering algorithms have been used
to identify clusters in the input data prior to training and to inform resampling
the training data into a smaller set of representative examples [102]. However,
this method cannot scale to high dimensional data like images or cases, where
a semantic-based distance between instances is difficult to implement because it
often relies on significant pre-processing to extract features. Regarding this chal-
lenge, Amini et al. [103] proposed an innovative debiasing technique to adjust
the respective sampling probabilities of individual data points while training.
This was accomplished by designing a variational autoencoder (VAE), specifi-
cally made for debiasing, called DB-VAE. The latter learns the underlying latent
variables within the data distribution in an entirely unsupervised manner. It then
allows for adaptive resampling of batches of data according to their inherent
attributes during training. The adaptive resampling aims to feed the learning
model batches with equally-distributed latent features. Assessed for algorithmic
fairness, DB-VAE has successfully trained debiased models on facial recognition
data containing racial and gender biases, and significantly improves classification
accuracy and decreases categorical bias.

1.4.1.2 Data Augmentation

Data augmentation aims to enhance the diversity among the training samples and
enlarge the size of distinctive instances through the ERM. It involves data trans-
formations that derive new synthetic inputs supporting the model generalization
by promoting the learning of feature representations insensitive to irrelevant
noises or naturally-occuring distortions. For instance, basic image augmenta-
tions can be pixel-value transformations like brightness and contrast modifiers,
or geometric transformations such as random rotation, translation, and mirroring.
The severity of such distortions should be tuned to prevent significantly altering
the data distribution but ensures a beneficial regularization effect on the model.
Other augmentation techniques [104,105] systematically eliminate information
from the training inputs to increase the robustness of the model against occlu-
sions and information loss in general. The cutout augmentation [104] works
similarly to dropout, by nullifying activations of input neurons associated with
arbitrary input image patches. As a result, the network learns not to heavily rely
on any specific feature of the data. In order to step beyond the null patches,
Cutmix [106] propose to instead inject patches that have been cut out from other
images in the training dataset. In a higher level of sophistication, we can find the
mixup augmentation [107] that relies on linear mixing of training images and
labels to encourage more stable predictions on data outside the training distribu-
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tion. Mixup-derived [ 104] methods have contributed to continued enhancements
in corruption robustness. PuzzleMix [108] improves upon Mixup by optimizing
the amount of information retained in the original pairs of images while pre-
serving saliency information during the mixing procedure. To alleviate sharp
edge effects, Smoothmix [105] creates a smooth blending mask by randomly
sampling mask shape and associated shape parameters (e.g., a square mask with
sampled dimensions), then, the pairs of images are combined using the relative
proportions of each image derived from the mask.

In order to create a complex augmentation, multiple simple augmentations
can be chained together [109]. In a more recent method, AugMix [110] further
improved corruption robustness of models by using a weighted combination of
augmentations while enforcing consistent embeddings of the augmented images.
Even though studies [104,105,111] emphasize the importance of combining
multiple augmentations to achieve good generalization, it is a non-trivial task to
find the optimal combination. In some cases, inappropriate combinations can
cause a degradation in model generalization such as in [111] for DeepFashion
Remixed benchmark dataset. Most software model testing approaches [35,76,
89] implement test input prioritization and systematic test generation that uses
data transformations similar to augmentation techniques, but searches for more
diverse transformed data with fault-revealing abilities. The generated synthetic
datasets, especially those resulting in false predictions, can be added to augment
the training data. Indeed, their associated labels can be deduced based on
the predefined metamorphic relationship of the input-output transformation [76,
89], or based on the majority voting [35] to automatically generate labels for
the generated test inputs. Thus, no manual labeling is required to perform a
conventional supervised learning of the model using the original dataset plus a
selection of synthetically-produced inputs. This retraining often results in fixing
the majority of the revealed erroneous behaviors while preserving or hopefully
improving its performance.

However, data augmentation has been criticized because it heavily relies on
rule-based data transformations, which can lead to semantically non-meaningful
combinations that are not compatible with real-world data [15], e.g., a horse
with a patch covering the head of a frog]. Therefore, generative-based augmen-
tations are an important initiative to produce uniquely synthetic images using
generative models trained on the in-data distribution, but they can override the
inherent characteristics of samples in order to cover underrepresented input re-
gions. For instance, a style transfer variant of generative adversarial networks
(GAN) [48] proposed in [15] has been shown to facilitate robustness against
out-of-distribution when used as an augmentation technique [74]. GAN-based
solutions are also proven useful in enhancing the model’s immunity to adversar-
ial attacks [112-114]. In particular, they are employed to generate adversarial
samples [112], perturbations [113], and boundary samples [114] to defend the
networks against adversarial attacks.
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1.4.2 Model-Centric Optimization Methods

1.4.2.1 Transfer Learning

Transfer learning is a machine learning technique that involves transferring
knowledge learned by the model in one task to improve another, related task.
Transfer learning is based on the notion that DNN learns feature representa-
tions gradually from simple, task-agnostic features (e.g., lines) to complex, task-
specific features (e.g., nose or ears for face recognition task) that can be fully or
partially transferred to another problem. A common way to implement transfer
learning is to pretrain a DNN on a large and diverse dataset and then use the first
n pretrained layers (i.e., known as feature extractor) as an initialization for a new
DNN that is then trained on a new dataset. Transfer learning methods are many,
and the selected method determines the efficiency of the knowledge transfer
from the pretrained model to the new one. In regards to robustness, it has been
demonstrated that in certain settings it can increase the models OOD robustness,
both in adversarial and non-adversarial settings [115]. Intuitively, the use of a
small supervised dataset with an overparameterized neural network may provide
high IID performance, but there is no guarantee regarding its behavior against
out of distribution inputs due to shortcut learning and under-fitted neurons. This
risk of shortcut learning and under-fitted neurons can be diminished by using
pretrained models. Furthermore, the advances in self-supervised learning (SSL)
for representation learning enables the exploitation of massive unlabeled tar-
get datasets to train models that solve an auxiliary, pretext task to learn rich
feature representations, e.g., learning to distinguish between images [116,117].
Transfer learning with SSL [118,119] involves using these self-learned models
as pretrained feature extractors.

1.4.2.2 Adversarial Training

Adversarial training [42] has emerged as a class of techniques which bridges
the gap between pure data augmentation and the model optimization process.
In adversarial training (AT), the model parameters are iteratively adjusted to
minimize the worst-case adversarial loss by incorporating adversarial examples
into the training process. At its core, AT consists of alternating between two
steps:

1. Finding worst-case adversarial perturbations: For each original training
input, AT computes the perturbation that maximizes the adversarial loss
within a certain constraint (such as a bounded perturbation). This can be
formulated as follows.

¢" = argmax? (hg(x +6),y)
SeA
where, 0 is the adversarial perturbation added to input x, A is the set of
possible perturbations, sy is the neural network with parameters 6, x is the
input data, € is the loss function, and y is the true label of x.
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2. Training on these adversarial examples: It takes a gradient step at these worst-
case adversarial examples to update the model’s parameters. Essentially, this
can be stated as follows.

0:=0-Vol(hg(x+6"),y)

where, 6 is the parameter vector, V is the gradient with respect to 6, € is the
loss function, h ¢ is the neural network with parameters 6, x is the input data,
0™ is the optimal adversarial perturbation, and y is the true label of x.

Thus, AT solves a min-max problem where the inner maximization aims to find
effective perturbations ¢ from some distribution A (e.g., adversarial or noise)
while the outer minimization aims to update the model parameters 6 to reduce
expected error.

Kurakin et al. [43] demonstrates that adversarial training can be applied
in massive datasets like ImageNet, showing an increase in robustness for one-
step adversarial methods. As a result, several adversarial training approaches
have been proposed to maximize the robustness of a model during deployment
by adjusting the decision boundaries in response to adversarial perturbations
computed based on training data.

Ensemble Adversarial Training [120] is proposed to mitigate the overfitting
problem observed with fast single-step adversarial methods on large datasets.
Indeed, this overfitting leads to a poor convergence of the global minimum, i.e.,
the obtained models often remain vulnerable to black-box attacks. Therefore,
Ensemble Adversarial Training leverages existing static pre-trained models to
craft adversarial examples required by AT, preventing the adversarially-trained
model from weakening the credibility of adversarial examples.

Shared Adversarial Training [121] is an extended version of AT that aims to
model robustness against universal perturbations. It computes the loss gradients
w.r.t a mini-batch of training inputs as a stack, then, a shared perturbation that
is applied to the entire stack is derived. Afterward, these perturbations are
iteratively added and clipped to meet predefined magnitude constraints that are
required for adversarial training.

Due to its reliance on gradients, AT can be costly when creating adversarial
examples, particularly for large datasets such as ImageNet. For this reason, Free
Adversarial Training [122] exploits the gradient information used in updating
model parameters to craft the adversarial examples, thereby reducing computa-
tional costs.

In most cases, AT often leads to unfounded increases in the margin along de-
cision boundaries, which negatively affects the original accuracy. The following
strategies propose mitigations for better trade-offs between original and robust
accuracy. Misclassification Aware Adversarial Training [ 123] suggests the differ-
entiation between the misclassified and correctly classified original inputs during
adversarial training because the minimization step is more important for misclas-
sified examples than the maximization one that is negligible. Friendly Adversar-
ial Training [124] targets the least adversarial examples (referred to as “friendly”)
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among the adversarial data that is confidently misclassified. When executing the
adversarial training, the friendly adversarial examples can be identified by PGD
attacks with an early stopping condition. Geometry-aware Instance-reweighted
Adversarial Training [125] proposes to leverage standard adversarial training
with instance-level weights based on how difficult it is to attack an original data
point. Indeed, the original data points that are close to the class boundary are less
robust, which is why larger weights are assigned to them. Helper-based Adver-
sarial Training [126] introduces an additional set of wrongly-labeled examples
during adversarial training, achieving a balanced trade-off between accuracy and
robustness.

1.4.2.3 Randomized Smoothing

Randomized smoothing [127] is a probabilistic adversarial defense technique
that involves the systematic injection of controlled random noise to original data
points, which adjusts the model to become noise-invariant. Unlike adversarial
training that responds to individual adversarial examples, randomized smoothing
aims for a more globally resilient model through smoothing its decision bound-
aries. Mathematically, randomized smoothing can be represented as follows:

Given a classification model f and an input x, the smoothed prediction Sy (x)
is obtained by aggregating predictions over multiple noisy perturbations of the
Input:

N
S(x) = argmax, Z I[f(x+e&)=c]
i=1

Where:

- Sy (x) represents the smoothed prediction for input x under model f.

- N is the number of noisy samples or perturbations applied to x.

- f(x+ €) denotes the model’s prediction on the perturbed input x + ¢; (Where
€; is a random noise vector).

- argmax, finds the class with the maximum aggregated prediction.

The advantages of randomized smoothing [128] are: (i) It provides theoretical
guarantees for robustness of models within certain probabilistic bounds, which
is defined as certified robustness that guarantees a stable prediction for any input
within a certain range. Thus, it offers a more principled approach to ensuring
model robustness compared to empirical adversarial training strategies. (ii) It
allows leveraging sophisticated pre-trained models as foundation to build robust
ones through smoothing their decision boundaries using relevant datasets.

Fast Adversarial Training (FAT) [129] combines the strengths of randomized
smoothing and single-step robust training methods, extracting the beneficial as-
pects from both approaches. On one hand, FAT performs randomized smoothing
to optimize the inner maximization problem efficiently. On the other hand, it
proposes a new initialization strategy, named backward smoothing, to improve
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the stability and robustness of a model using single-step robust training methods.
This combination shows its effectiveness in improving model resilience against
adversarial attacks while minimizing the risk of overfitting on adversary noises.

1.4.2.4 Adapted Loss and Regularizers

Concerning robustness, a variety of loss functions have been used to incorporate
specific objectives: tripletloss [130], minimising distance between true and false
classes because adversarial attacks shift the internal representation towards the
“false” class, consistency across data augmentation strategies [131], and adding
maximal class separation constraints [132]. In a similar manner, adapted reg-
ularisation can be designed to make models more robust. Li and Zhang [133]
propose a PAC-Bayesian approach to tackle the memorization of training labels
in fine-tuning. Chan et al. [134] develop an approach to optimize the saliency
of classifiers’ Jacobian by adversarially regularizing the model’s Jacobian in
line with natural training inputs. Curvature Regularization [135] minimizes the
curvature of the loss surface, which induces a more natural” behavior of the net-
work because robustness requires quasi-linear behavior in the proximity of data
points. Adversarial Weight Perturbation [136] performs a double-perturbation
mechanism that disturbs both inputs and weights to regularize the flatness of
weight loss landscape and robustness gap.

1.4.2.5 Defensive Distillation

Another defense class of techniques against adversarial examples is Defensive
Distillation [137], which trains a Distilled Network on the predictions from a
previously trained neural network (the Initial Network). By replacing dataset
labels with continuous prediction values, the Distilled Network is likely to be
more resilient to adversarial attacks. In light of the promising results achieved by
defensive distillation, Papernot and McDaniel [138] suggest combining the orig-
inal label with the Initial model uncertainty when training the distilled network.
Furthermore, Robust Soft Label Adversarial Distillation method is proposed
to train robust small student DNNs using robust soft labels produced by an
adversarially-trained larger teacher DNN to supervise the student training on
natural and adversarial examples. In this method, the student DNN does not
access the original complex labels through the training process. Low Temper-
ature Distillation (LTD) [139] uses a relatively low temperature in the teacher
model and different, but fixed, temperatures for the teacher and student models.
Indeed, the temperature is a scaling parameter used to adjust the sharpness of the
probability distribution over classes. Lower temperatures make the distribution
sharper, emphasizing the most probable class, while higher temperatures result
in a softer, more uniform distribution over classes. LTD lowers the temperature
of the teacher model used for crafting soft labels to boost the student model’s
robustness by only lowering the temperature of the teacher model for crafting
soft labels without encountering the gradient masking problem (occurs when
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the loss gradients w.r.t inputs significantly diminish during the training of the
distilled model).

1.4.3 Post-training Model Enhancements

1.4.3.1 Ensembling

Ensembling is a powerful technique in ML that combines multiple individual
models, independently optimized on the same datasets, to achieve more accurate
predictions and enhanced predictive performance compared to using a single
model. The impact of ensemble learning on robustness has also been studied, and
ensemble models have been shown to be more robust than a single model [140],
since redundancy can provide extraresilience. Mani et al. [ 14 1] take another step,
by training each model of an ensemble to be resilient to a different adversarial
attack by injecting a small subset of adversarial examples, which profit to the
ensemble globally, even though it comes at the cost of training more models.

1.4.3.2 Pruning

Pruning is the act of removing weights connections from pre-trained NNs, which
has mainly been used for model compression to reduce their footprints for on-
edge deployment. Tong el al. [142] showed that pruning can result in models
that are more resilient to adversarial attacks. The pruning is motivated by
the “Lottery Ticket Hypothesis”, which basically assumes that any randomly
initialized DNN contains a subnetwork that can match the same level of its
accuracy when trained separately. This “winner” subnetwork will be more robust
if redundant or suboptimal neurons are deleted, since erroneous behaviors will
be less frequent. Studies [143,144] tested this hypothesis and confirms that the
pruned model tends to be more robust to adversarial attacks. Chen et al. [145]
show that replacing unstable and insignificant neurons (i.e., operating in the flat
area of ReLU activation) by linear function significantly raises the robustness at
minimal predictive performance cost.

Several mechanisms have been suggested for dealing with unnecessary and/or
unstable computation units by systematically identifying and trimming them.
DeepCloak [146] enables the detection and elimination of unnecessary features in
deep neural networks, thereby reducing the ability of attackers to craft adversarial
examples. HYDRA [147] implements a DNN pruning technique that explicitly
includes a robust training objective to guide the search for connections to prune.
The outcome of such robustness-aware pruning is compressed models that are
state-of-the-art in standard and robust accuracy. Dynamic Network Rewiring
(DNR) [148] is another pruning technique that defines a unified, constrained
optimization formulation that combines model compression targets with robust
adversarial training. In addition, DNR relies on a one-shot training strategy that
achieves an overall target pruning ratio with only a single training iteration.
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1.4.3.3 Model Repairs

The strategies, which involve changing training data or updating the model, re-
quire retraining or fine-tuning, which is costly since modern neural networks
are complex. Moreover, pretrained models can sometimes be obtained from a
third party or training data may be confidential, making access to the whole
in-data distribution challenging. Importantly, there is a disconnection between
the assessment techniques and the improvement processes for model robustness.
There is no guarantee that the new optimized or upgraded model will respond
correctly to the counterexamples discovered during the assessment using most
amelioration techniques. Robust models are often evaluated on adversarial ex-
amples or shifted inputs generated by assessment methods. It is important to
show that the amelioration strategy does not overfit on counterexamples, but it is
often overlooked how successful it is at fixing the revealed erroneous behaviors.
Therefore, researchers have proposed post-training, model-level repair of DNNs,
i.e., repair through the modification of the weights of an already trained model. In
conventional software systems, these narrowly-defined modifications are called
patches. When it comes to deep learning, the patch aims to fix the model’s erro-
neous behaviors against a specific subset of counterexamples. Although the high
complexity of modern ML models makes it difficult to perform provable model
repairs (i.e., the counterexample provided will always be corrected), heuristic
repair strategies that do not guarantee to repair all observed counterexamples still
have benefits when compared to retraining or fine-tuning the model. Indeed, the
original neural network likely went through training and functions properly on
most inputs, so applying small, less impactful but precise changes to fix brittle-
ness makes sense. CAusality-based REpair (CARE) [149] identifies the “‘guilty”
neurons (i.e., the ones that caused the false prediction) using causality-based fault
localization, then, modifies the weights of these identified neurons to reduce the
misbehaviors. Arachne [150] is similar to CARE, but ensures no disturbance of
the model’s correct behaviors. Indeed, it uses differential evolution to generate
effective patches for the localised weights that can fix specific mispredictions
of a DNN without drastically reducing its clean accuracy. GenMuNN [151]
ranks the weights based on their influences on the model’s predictions. It then
generates mutants using the computed ranks and evolves them using genetic
algorithms to increase the chances of finding mutants that satisfy the stopping
criteria. By tracking the training history, NeuRecover [152] finds weights that
have changed significantly over time. A weight becomes a subject for repair
when it is no longer contributing to correct predictions in the earlier stage of
training but is leading to incorrectly-predicted inputs. Similarly to NeuRecover,
I-Repair [153] modifies localised weights to influence predictions for a specific
set of fault-revealing inputs while minimising the impact on correct predictions.
NNrepair [68] uses fault localisation to identify suspicious weights, and then
uses constraint solving to modify them marginally. There are provable model
repairs like PRDNN [154], REASSURE [155], and Minimal Modifications of
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DNNs (MMDNN) [156]. However, these approaches are not scalable to large
DNNs, only support ReLLU activation, and often do not support polytope repair
or multilayer repairs.

1.4.4 Bridging the Theoretical-Practical Divide

Regarding adversarial robustness [ 157], while methods like randomized smooth-
ing aim to provide guarantees within specific scenarios or against certain types
of attacks, achieving a universally certified model that is completely immune to
all possible adversarial perturbations remains an ongoing research challenge. In
terms of non-adversarial robustness [11], no method has demonstrated constant
or near-constant performance across all corruptions, alterations, and severities.
Few or no guarantees on performance were provided for non-adversarial distor-
tions.

Improvements in model robustness under narrow sets of data changes, mostly
synthetically generated, tend to result in narrow robustness for similar or close
conditions. This indicates that while modern high-capacity models benefit from
controlling covariates during training to learn robust inductive bias, the set of
covariates is still small compared to the combinatorial explosion of covering
all possibilities. In the field of computer vision, recent work [158] suggests
that increasing dataset size is a successful strategy for improving deep neural
network (DNN) robustness. However, even with datasets of hundreds of millions
of images, a measurable gap remains, raising sustainability concerns for this
strategy.

Generative models show promise in natural, application-specific test case
generation [79], leveraging semantic latent features for model debiasing [103].
These models can capture how important features vary across different segments
or instances of the data. They learn to transform instances from segment to
segment through style transfer or generate unique examples with semantic at-
tributes [69]. Incorporating domain knowledge and subject-matter expertise to
explain latent features discovered by generative models can lead to insights into
the structural weaknesses of a model’s inductive bias.

Human-in-the-Loop ML Pipelines (HIL ML) [159] traditionally address
learning frameworks that accommodate noisy crowd labels, known as “learning
from crowds”. Recent developments in HIL ML focus on building improved
model pipelines by engaging the crowd, identifying weak components of a sys-
tem [160], recognizing noise and biases in training data [161], and proposing
data-based explanations for incorrect predictions [162]. Research studies [163—
165] demonstrate that training more robust models involves leveraging human
uncertainty on sample labels, integrating human rationales for instance labeling
into the training process, or actively querying relevant perturbations from an
expert during training. While these are promising research directions, further
enhancements can be achieved by exploiting deep active learning [166], lifelong
or curriculum learning [167], offering alternative tactics for increasing train-
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ing data efficiency. Indeed, continual learning strategies [168] are capable of
enhancing the model adaptability to long-tail events and changing conditions.

The widespread use of ML in real-world applications requires an urgent
transition from theoretical concepts to practical implementations of ML robust-
ness. Nowadays, ML systems are crafted by practitioners, so their robustness
enhancements depend on the practitioners’ participation, as exemplified by Jin
et al. [169], where potential adversarial examples are collected through a se-
quence of engineering steps. [95] leverage a physics-guided adversarial testing
method to craft inputs on which the model violates physics-grounded sensitivity
rules that are derived beforehand by aircraft engineers. Afterward, all revealed
counter-examples are exploited to perform a physics-informed regularization,
which constrains the model optimization with the desired level of consistency
w.r.t the physics domain knowledge.

In practice, model robustness should be evaluated within a predefined input
domain. As a result, practitioners should be provided with tools to gauge their
robustness with respect to their application-specific conditions, then integrate
a reject option [170] when deploying ML systems in production. This option
can, for instance, rely on uncertainty or out-of-distribution layers, to effectively
discard untrusted predictions. Thus, the decision about entries can then be
deferred to an alternative backup treatment, e.g., involving human agents when
necessary [170].

1.5 CONCLUSION

The comprehensive exploration of Machine Learning (ML) robustness in this
chapter culminates in the recognition of model robustness as a pivotal element
in ensuring the trustworthiness and reliability of Al systems. The academic dis-
cussion traverses multifaceted dimensions, highlighting the dichotomy between
adversarial and non-adversarial aspects. This distinction underscores the diverse
array of unforeseen data changes that ML models face after deployment, from
intentionally-crafted adversarial attacks that aim to exploit model vulnerabilities,
to the subtler but equally impactful non-adversarial shifts in data distributions.
These insights emphasize the necessity for robustness in safeguarding against a
spectrum of potential threats and uncertainties in real-world applications.
Central to the chapter’s analysis are the fundamental challenges to a truly
robust ML model. It delves into the ramifications of data bias, model complexity,
and the critical issue of underspecification in ML pipelines, illustrating how these
factors can significantly impede the robustness of Al systems. The exploration
continues through different perspectives in the domain of robustness assessment
methods. Adversarial attacks, both digital and physical, serve as powerful tools
to expose vulnerabilities in models, especially when confronted with maliciously
crafted inputs or specific use cases. Non-adversarial shifts, including natural data
corruptions and systematic distribution changes, are scrutinized in the context
of real-world data challenges. Subsequently, we delve into how DL software
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testing leverages established techniques to enhance the search for data changes
that reveal model’s faults, ultimately aiming to efficiently verify the model’s
robustness in the face of naturally occurring distribution shifts.

In addressing the strategies to fortify ML robustness, the chapter does not
present a singular solution but rather a constellation of approaches, each with
its unique strengths and limitations, offering a nuanced understanding of their
potential impact and the trade-offs they entail. Techniques such as data debiasing
and data augmentation are applied during data training preparation, while transfer
learning, adversarial training, and adapted regularizers form the foundations of
robust model optimization. Last but not least are post-training methods such as
pruning and model repairs that operate directly on the original model to trim its
weak components or adapt them to mitigate identified brittleness.

The conclusion of this chapter is not an end but a beginning — a call to
action for continued research and innovation in the field of ML robustness. It
recognizes that robustness is not a static goal but a continuous pursuit, one that
requires persistent refinement and adaptation in the face of increasingly-complex
models and ever-changing real-world conditions. The insights and methodolo-
gies discussed herein, not only expands the understanding of robustness in the
context of ML but also emphasizes the need for a shift from theoretical concepts
to practical implementations of ML robustness. It advocates providing prac-
titioners with tools that assist them in continuously evaluating and enhancing
the robustness of their models on a human-in-the-loop basis, enabling them to
effectively satisfy the requirements of real-world machine learning applications,
especially safety-critical ones.
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