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Abstract 

As a progressive security strategy, the zero trust model has attracted notable attention and importance 
within the realm of network security, especially in the context of the Internet of Things (IoT). This paper aims 
to evaluate the current research regarding zero trust and to highlight its practical applications in the IoT sphere 
through extensive bibliometric analysis. We also delve into the vulnerabilities of IoT and explore the potential role 
of zero trust security in mitigating these risks via a thorough review of relevant security schemes. Nevertheless, 
the challenges associated with implementing zero trust security are acknowledged. We provide a summary of these 
issues and suggest possible pathways for future research aimed at overcoming these challenges. Ultimately, this study 
aims to serve as a strategic analysis of the zero trust model, intending to empower scholars in the field to pursue 
deeper and more focused research in the future.
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Introduction
The widespread adoption of Internet of Things (IoT), 
cloud computing, and bring your own device has led to 
an expansion of current networks (Buck et al. 2021), with 
a rising number of terminals engaging in data transac-
tions, information exchange, and resource utilization 
both within and across network perimeters (Xiaojian 
et al. 2021). This has resulted in increasingly blurred net-
work boundaries and significant implications for cyberse-
curity (Da Rocha et al. 2021; Jabar and Mahinderjit Singh 
2022). Traditional security methods, such as firewalls, 
VPNs, intrusion detection systems and intrusion preven-
tion systems, typically divide networks into trusted inter-
nal networks and untrusted external ones (Teerakanok 

et al. 2021; Dhar and Bose 2021). However, this bound-
ary security model relies on implicit trust, and is vul-
nerable to threats from external attackers or malicious 
insiders (Buck et  al. 2021). In IoT scenarios, the issue 
becomes even more prominent due to the use of vari-
ous devices like sensors, surveillance cameras, industrial 
equipment, and smart home appliances. These devices 
present notable disparities in terms of operating sys-
tems, software platforms, and types, often with restricted 
resources. Consequently, their deployment often lacks 
extensive multi-layered network and information system 
protection, exacerbating the challenge of guaranteeing 
device security, communication security, and data secu-
rity within the IoT environment. As a result, traditional 
security measures become ineffective, highlighting the 
vital importance of device security and authentication, 
particularly in large-scale and dynamic IoT deployments 
(Misbahuddin et al. 2022). Considering this situation, the 
zero trust model has become a key solution for network 
security. It challenges the implicit trust assumption of 
the traditional boundary security model by strengthening 
security measures and mitigating potential risks related 
to compromised IoT devices’ access and disruption of 
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network resources through the adoption of agent-centric 
trust evaluation, continuous verification, and authentica-
tion mechanisms (Vanickis et al. 2018; Ge et al. 2023).

Zero trust security is based on the principle of “never 
trust, always verify” (Adahman et al. 2022), which means 
that no implicit trust is given to assets or user accounts 
just because of their physical or network location (Ameer 
et al. 2022). A zero trust architecture will not grant access 
to resources unless the user/device, asset, or workload is 
confirmed through a robust authentication and authori-
zation process (Piya et  al. 2021). This verification takes 
into account various factors and sources of informa-
tion, such as access privileges (Omar et al. 2020), device 
information (Zhao et al. 2020), and user behavior (Fang 
et  al. 2022), etc. Zero trust is also known as perimeter-
less security, as it shifts the focus from network devices 
to assets (Karabacak et al. 2022).

Currently, zero trust has evolved from a security con-
cept to a crucial technology for network security and is 
gaining increasing recognition in governments, corpora-
tions, and academic institutions. The rapid development 
of the zero trust field has spurred numerous studies to 
explore the concept, key characteristics, technologies, 
research progress, and trends. For instance, Syed et  al. 
(2022) delved into the role of authentication and access 
control in zero trust architectures, and thoroughly ana-
lyzed the current techniques for authentication and 
access control in various situations. Yan and Wang (2020) 
conducted a comprehensive survey of zero trust, includ-
ing its components and key technologies, and demon-
strated its application in various scenarios, highlighting 
its benefits such as big data capabilities, cloud networks, 
and IoT. Jabar and Mahinderjit Singh (2022) presented 
the concepts of zero trust and zero trust architecture as 
outlined based on National Institute of Standards and 
Technolog (NIST) Special Publication (SP) 800-207 and 
examined the difficulties, actions, and factors to consider 
when transitioning from a legacy architecture to a zero 
trust architecture. Buck et al. (2021) conducted a multi-
vocal literature review, taking into account multiple per-
spectives, to assess the current state of knowledge about 
zero trust and to uncover potential avenues for future 
research.

The driving force behind this work is the requirement 
for a deeper understanding of zero trust using a range of 
computational tools, given the rapidly growing interest 
in this field. Furthermore, there has not been an in-depth 
exploration of the growth of publications, performance of 
leading players and their collaborations, understanding 
of underlying knowledge structures, identification of hot 
and emerging topics in the field of zero trust, and thor-
ough analysis of zero trust in IoT. Therefore, the main 
objective of this paper is to enhance previous research by 

utilizing bibliometric methods and providing a compre-
hensive analysis of zero trust in IoT. To the best of our 
knowledge, this study is the first to conduct a bibliomet-
ric and scientometric analysis of publications related to 
zero trust. By employing this literature-based method, we 
aim to minimize researcher bias resulting from incom-
plete manual reading and reduce selective perception, 
leading to improved reading efficiency and more accurate 
research outcomes.

The key contributions of this paper are:
(i) We utilize bibliometric methods to gain a compre-

hensive understanding of the current state of research 
on zero trust. Our methodology encompasses three key 
steps. Firstly, we analyze the overall trend of research 
growth to determine the developmental stages of aca-
demic research in this field. Secondly, we use scientific 
indicators and collaborative partnerships to examine 
leading countries and obtain insights into the worldwide 
advancement of zero trust research. Finally, we extract 
keywords from relevant research papers and apply co-
occurrence network analysis to identify present and 
emerging areas of interest, as well as potential future 
research directions.

(ii) We conduct a comprehensive analysis of the practi-
cal applications of zero trust in IoT. Initially, we investi-
gate and summarize the security threats that are present 
in the IoT, analyzing the security challenges and potential 
attack vectors across different layers, such as the percep-
tion, network, and application layers. Next, we provide 
detailed outlines of zero trust solutions that can be 
employed to counter security vulnerabilities and attack 
techniques in each of these layers.

(iii) Based on the existing research foundation, we 
develop a mapping structure that encompasses threat 
locations, vulnerabilities, application scenarios, types 
of attack, zero trust solutions, and core technologies for 
each layer of IoT. In addition, we conduct an analysis of 
the challenges and obstacles associated with implement-
ing zero trust security in IoT environments, and present 
potential directions for future research.

Conceptual background of zero trust
The concept of zero trust security originated with the 
work of the Jericho Forum, a security consortium, in 2003 
(Al-Ruwaii and De moura 2021). However, the term “zero 
trust” was officially coined by Forrester in 2010 (Kinder-
vag and Balaouras 2010) and has since matured, gain-
ing widespread recognition in the industry (Xiao et  al. 
2022). In the zero trust model, trust is not given blindly 
to entities seeking access to network resources, even 
after undergoing initial authentication and authoriza-
tion (Ramezanpour and Jagannath 2022). This approach, 
which prioritizes data and identity awareness, views trust 
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points as potential weaknesses (Campbell 2020). The 
implementation of zero trust architecture through this 
method has proven to be a cost-efficient way of secur-
ing access to sensitive resources when compared to VPN 
(Adahman et  al. 2022), and has been successful in pre-
venting cyberattacks and the strategies used by cyber-
criminals (Al-Ruwaii and De moura 2021).

The subsequent sections present and examine the zero 
trust architecture and core technologies.

Zero trust architecture
The implementation of zero trust architecture may vary 
according to the specific requirements of an organi-
zation (Buck et  al. 2021), but it typically includes five 
major components. These components, as depicted in 

Fig. 1, are subject, Policy Enforcement Point(PEP), Pol-
icy Administrator(PA), Policy Engine(PE) and resource 
(Teerakanok et al. 2021).

Subsequently, scholars began to expand on this logi-
cal architecture by incorporating concepts such as pol-
icy information points (PIP) and policy storage (Buck 
et  al. 2021). Based on existing research (Teerakanok 
et  al. 2021; Rose et  al. 2020), the updated zero trust 
logic architecture and it key components are summa-
rized in Fig.  2, which includes six major components: 
network participants, PEP, policy decision points 
(PDP), PIP, policy administration points (PAP), and 
resources.

As depicted in Fig.  2, the logical framework of zero 
trust security encompasses all interactions between 
network participants, including users, diverse devices, 
and applications, and the associated resources such as 
data, APIs, and apps. The PDP is comprised of the PE 
and PA components. The PE component is considered 
the “brain” of the zero trust architecture, where a cru-
cial decision-making process known as the trust algo-
rithm takes place (Jabar and Mahinderjit Singh 2022). It 
continuously evaluates the trustworthiness of network 
participants based on information from PIP and PAP, 
such as threat intelligence, behavioral data, network 
traffic, and access policies. The PA component continu-
ously manages the authorization policies. The PEP is 
the actual implementation of these policies and facili-
tates communication between users/devices/Apps and 
requested resources (Buck et al. 2021).

Fig. 1  Typical components of the logical structure of zero trust 
architecture

Fig. 2  The updated zero trust logic architecture and it key components
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According to the access flow depicted in Fig.  1 and 
Fig.  2, the process begins with a network participant 
initiating a request for resource access to the PEP. Sub-
sequently, the PEP forwards the request information 
to the PDP. Next, the PE component of the PDP evalu-
ates the level of trust based on a combination of diverse 
and multiple sources of data. The PA component of the 
PDP then makes a decision on the authorization strategy 
based on the trust value that was previously evaluated by 
the PE. Once the access has been granted, the PDP will 
issue a command to the PEP to set up a secure communi-
cation channel for the access. The PDP will continuously 
evaluate the trust and make decisions on authorization 
policies, providing feedback to the PEP as necessary to 
maintain the security of the resources. The PEP will then 
carry out the appropriate actions in response to this feed-
back to ensure the security of the resources at all times.

The NIST has released the final version of its publica-
tion, “Special Publication (SP) 800-207, Zero Trust Archi-
tecture” (Rose et al. 2020). This document highlights the 
security concept of zero trust and introduces three tech-
nologies, known as “SIM”, to implement this architecture. 
These technologies include Software Defined Perimeter 
(SDP), Identity and Access Management (IAM), and 
Micro-segmentation (MSG). The SDP addresses security 
concerns from south to north, IAM is considered a fun-
damental technology for identity management, and MSG 
aims to tackle security issues from east to west. These 
technologies establish dynamic and granular access con-
trol and data isolation mechanisms, achieving user and 
device identity verification and authorization to ensure 
network and data security. Therefore, the“SIM” technolo-
gies, which refer to the SDP, IAM, and MSG, are key to 
the zero trust logical architecture and indispensable in 
implementing zero trust security strategies.

Core technology of zero trust
Despite advancements in security technology, “SIM” 
technologies continue to be the foundation of the zero 
trust field. Here is a comprehensive overview of these 
technologies.

SDP is a new generation network security model based 
on the concept of zero trust proposed by CSA in 2013. 
Its unique solution is access control and resilience against 
network-based attacks (Kumar et al. 2019). The SDP cre-
ates a dynamic and detailed service access tunnel between 
visitors and resources, involving the SDP controller, the 
initiating host, and the accepting host (Wang et al. 2023). 
The SDP framework is shown in Fig. 3. SDP creates a vir-
tual boundary through software and only allows access 
to authorized users and machines, effectively providing a 
“cloak of invisibility” for infrastructure and resources to 
prevent network attacks (Kumar et  al. 2019; Moubayed 

et  al. 2019). The SDP framework consists of five secu-
rity control layers: Single Packet Authentication (SPA), 
Mutual Transport Layer Security (mTLS), Device Valida-
tion (DV), Dynamic Firewall (DF), and Application Bind-
ing (AppB) (Singh et al. 2020; Refaey et al. 2019), which 
together provide mutual device authentication and confi-
dential communication, validate user authenticity, ensure 
only authorized devices can access network resources, 
establish encrypted tunnels to secure service access, and 
defend against various network-based attacks (Palmo 
et al. 2021), such as Denial of Service (DoS) attacks, man-
in-the-middle (MITM) attacks, tampering attacks, and 
sniffing attacks.

IAM is a solution designed to manage access to 
resources (Nahar and Gill 2022), which encompasses 
both identity management and access management 
(Kunz et al. 2015). It aims to ensure that the right individ-
uals have access to the right resources at the appropriate 
time and for the right reasons, within the proper access 
environment, by analyzing and managing crucial data, 
including identity, authority, environment, and activities 
(Sharma et  al. 2015; Indu et  al. 2018). Identity manage-
ment and authentication are crucial steps in granting 
access to resources, and with the zero trust model, 
stronger forms of identity authentication like multi-
factor authentication (Indu et  al. 2018), enhanced bio-
metric authentication (Darwish 2021), and continuous 
authentication techniques (Song et al. 2022) are needed. 
Authorization for accessing resources in a zero trust net-
work follows the principle of minimum privilege, and 
granular access control based on trust labels is essential 
(Ali et al. 2021). Continuous monitoring and trust evalu-
ation methods, including machine learning, can enhance 
the accuracy and effectiveness of access control decisions 
(Fang et al. 2022).

MSG is a relatively new security technique and a criti-
cal component of the zero trust security framework 

Fig. 3  The SDP framework
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(Basta et al. 2022). Traditional security measures primar-
ily focus on defending the perimeter (Klein 2019), but 
once the protective boundary is breached, conventional 
firewall methods are unable to prevent indiscriminate 
access between internal traffic. MSG addresses this con-
cern by dividing the network infrastructure into smaller 
(Syed et  al. 2022), logically isolated segments, allowing 
for a more granular approach to access control based on 
user and device profiles (Vanickis et al. 2018). The archi-
tecture of MSG proposed by NIST is depicted in Fig. 4. 
It’s an essential task for security professionals work-
ing with virtualization architecture in a multi-cloud or 
hybrid environment (Klein 2019).

Data and research methods
In this bibliometric study, we utilize scientific papers as 
the data source and conduct a comprehensive analysis 
through a combination of statistical analysis, network 
analysis, and text mining to understand the research 
landscape of zero trust.

Data collection and processing
Web of Science (WoS) and Scopus are widely used data-
bases for bibliometric analysis in the sciences, with WoS 
Core Collection being highly regarded for its quality and 
extensive coverage (Merigo et al. 2017; Chen et al. 2015). 
While Scopus is said to have a more European focus and 
includes more modern sources and conference proceed-
ings (Chappin and Ligtvoet 2014). While Google Scholar 
offers a broader range of coverage, it does have limita-
tions when it comes to advanced search capabilities for 
keywords, abstracts, and other fields. Additionally, the 
lack of bulk downloading functionality makes it challeng-
ing for bibliometric analysis. In our bibliometric analysis, 
we consider publications within the zero trust domain 
that are indexed in the WoS and Scopus databases, 
which encompass articles, conference papers, and book 

chapters, as the primary unit of analysis. However, for 
the analysis of “key research hotspots and future trends 
for zero trust” and “IoT threat and zero trust solutions”, 
we manually searched and reviewed influential literature 
from Google Scholar as well to ensure a more compre-
hensive analysis.

To ensure the search for the most relevant results, we 
identify related terms that are used as synonyms for zero 
trust concept, as suggested by Buck et  al. (Buck et  al. 
2021). We also incorporate three technologies and their 
corresponding synonyms that are suggested by NIST 
(Rose et al. 2020). The search string used is (“zero trust” 
OR “zero-trust” OR “software defined perimeter” OR 
“identity and access management” OR “micro segmen-
tation” OR “micro-segmentation”). A search of titles, 
abstracts, and keywords conducted on September 14, 
2023 yields 422 papers in WoS and 955 papers in Scopus, 
all published between 2010 and 2023.

To ensure the accuracy of the bibliometric analysis, 
we conduct noise reduction on the aforementioned data 
by removing duplicate records and deleting irrelevant 
literature. Subsequently, we identify and download 814 
records that are the most relevant for bibliometric analy-
sis. Scientific papers are used as they not only have the 
highest impact in the field of zero trust but also represent 
the latest research directions.

Bibliometric analysis
Bibliometric analysis is a commonly used tool for quan-
titatively analyzing publications in scientific and applied 
fields (Ellegaard and Wallin 2015). It employs quantitative 
analysis, correlation networks, and statistics to provide 
an informative overview of the bibliographic material in a 
specific area (Gao et al. 2021).

To gain insights into the global development of 
research on zero trust, we conduct a simple bibliometric 
analysis. Initially, we examine the annual volumes of sci-
entific publications, cumulative publication amounts, and 
fit a curve to the latter to determine the growth trajectory 
of the research. We then conduct an in-depth analysis 
of leading countries to illustrate technology advantage 
and differences at the country/area level, utilizing scien-
tometric indicators and network analysis. The analysis 
includes the following variables:

(a) Total Publications (TP)—the total number of publi-
cations of actors

(b) Total Citations (TC)—the number of total citations 
of actors

(c) Cumulative publication amounts (CPA)—cumula-
tive number of TP with year

(d) Cited Publications (CP)—the number of cited 
publicationsFig. 4  The MSG framework
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(e) International Collaboration ratio (ICR)—the per-
centage of the international collaboration publications

(f ) H-index—H papers in the published papers have 
been cited at least H times

Knowledge structure analysis
To depict the topic landscape of zero trust, this study uti-
lizes network analysis based on graph theory to map the 
relationships between keywords (Ji et al. 2018). By using 
high-frequency keywords and keyword co-occurrence 
network analysis, this study identifies current hotspots, 
emerging topics, and future research avenues. Natural 
language processing algorithms are employed to extract 
key terms from titles and abstracts of papers without key-
words, which are then normalized and visualized through 
VOSviewer Clustering Workbench to reveal the underly-
ing structure of complex networks.

Analysis of zero trust in IoT
The analysis of the zero trust knowledge structure has 
revealed that it is closely intertwined with various fields 
such as IoT, artificial intelligence (AI), blockchain, cloud 
computing, and big data. The IoT plays a particularly sig-
nificant role in the zero trust network as it has the high-
est total link strength among all the keywords, excluding 
the IAM-related basic vocabulary (i.e. identity and 
access managements and authentication). Additionally, 
the recent trend of its appearance indicates that IoT is a 
research hotspot for zero trust and its research enthusi-
asm continues to grow. Therefore, this paper will delve 
deeper into zero trust in IoT, exploring its implications 

for securing network resources and identifying potential 
challenges and solutions.

The goal of IoT security is to protect IoT systems and 
devices from attacks and misuse. This involves evaluating 
and securing the IoT networks, devices, applications, and 
cloud services to ensure reliability, confidentiality, integ-
rity, and availability. Due to the complexity of the IoT 
architecture and the diversity of business scenarios, con-
ventional security boundaries are difficult to establish. 
Therefore, to ensure IoT security, it is necessary to focus 
on the architectural layers, threats and application sce-
narios of the IoT, and research how zero trust can ensure 
IoT security from which technologies and aspects. To 
this end, a framework for analysis is proposed as shown 
in the Fig. 5. An analysis of attack vectors is conducted at 
the three layers of IoT architecture (i.e. application layer, 
network layer, and perception layer) based on the scien-
tific paper on zero trust in IoT, and corresponding zero 
trust solutions are summarized. The application layer 
mainly includes data security and access control, while 
the network layer comprises direct and indirect commu-
nication, and the perception layer encompasses sensors 
and devices.

Research landscape of zero trust
This section presents an overview of the research land-
scape regarding zero trust, divided into two parts: basic 
bibliometric analysis and knowledge structure analysis. 
The former aims to provide insight into the publication 
trends and characteristics of zero trust research; while 

Fig. 5  Framework for analyzing zero trust in IoT
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the latter focuses on the intellectual structure and evolu-
tion of topics related to zero trust.

Basic bibliometric analysis
The basic bibliometric analysis consists of two main 
parts. Firstly, we present general statistics on the growth 
trajectories of research related to zero trust. In the second 
part, a more detailed examination is conducted on the 
performance of countries/areas and their collaborations.

General statistics
We provide our results in a series of illustrations below: 
Figures and Tables. Further, we discuss each figure or 
table. We start with Fig. 6 below.

We show in Fig.  6 the general trajectories of research 
growth related to zero trust. The growth curve of the 
cumulative publications (FCCPA) is fitted and stimulated 
by a 4th-degree polynomial, where FCCPA indicates that 
fitted value of CPA. The correlation coefficient is 0.991, 
which implies a better curve fitting output. Fig.  6 illus-
trates that there has been a steady increase in research 
on zero trust during that period. We present this data 
as the number of scientific publications is a widely rec-
ognized metric for assessing scientific performance in 
specific technological domains, and can aid in elucidating 
the present state of technology as well as predicting its 
future development (Miyazaki and Islam 2007). The pub-
lication volumes for zero trust research exhibit an overall 
upward trend, which can be divided into three distinct 
periods: 2010–2012, 2013–2020, and 2021–2023. During 

the initial germination period, annual publications were 
below 15, with an average annual volume of 13. In the 
second exploration period, annual publications increased 
to less than 80, with an average annual volume of 32.25. 
Post 2020, zero trust research experienced a period of 
rapid growth, with 145 and 249 publications in 2021 and 
2022, and a predictive curve fitting model estimates a 
total of 340.3 papers in 2023 and a cumulative count of 
1023.4 documents from 2010 to 2023.

Countries/areas’ performance and their collaborations 
analysis
A total of 814 publications on zero trust were contrib-
uted by 89 countries/areas worldwide, with 18 countries/
areas contributing more than 10 articles each. This sug-
gests an uneven distribution of scientific research on 
zero trust across different countries/areas. Table  1 dis-
plays the performance of the top 10 countries/areas in 
terms of productivity related to zero trust, as indicated 
by various indices. Out of these top 10 countries, only 
two are considered developing countries, namely China 
and India, which suggests that a strong foundation in 
science, technology, and industrial development is nec-
essary for research on zero trust. The United States had 
the highest number of publications at 201, accounting for 
24.69% of the total publications, which is approximately 
1.38 times that of China in second place with 145 publi-
cations. India and Germany followed closely in third and 
fourth place, respectively, in terms of the number of pub-
lications. Additionally, the United Kingdom and Canada 

Fig. 6  General trajectories of research growth related to zero trust (FCCPA: fitting curve for CPA)
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had a significant academic impact, as reflected in their 
TC and h-index indicators. Finland had the highest inter-
national collaboration ratio, which is an important factor 
for future development in this field.

The annual publications from the top 10 most produc-
tive countries in the zero trust field are shown in Fig. 7. 
The United States has consistently been the leader in 
article production and has maintained a steady growth 
in publications on zero trust. Notably, China has exhib-
ited significant growth in zero trust research since 2020, 
and surpassed the United States in 2022. It continues to 

maintain a growth trend in this field. India also shows a 
fast growth rate in 2020–2022. However, the number of 
publications in other countries has shown a similar slow 
growth trend, indicating that the growth of zero trust 
publications is mainly driven by the efforts of China and 
the United States, and China holds the potential to sur-
pass all others and emerge as the most productive coun-
try in this field in the future.

To investigate possible collaborations in the field of 
zero trust, Fig.  8 displays a co-authorship network of 
countries that have published at least five papers. The 

Table 1  The performance of the top 10 most productive countries/areas

Countries/areas TP (%) CP(%) TC TC/TP ICR H-index

United States 201 (24.69) 131 (65.17) 2506 12.47 0.26 20

China 145 (17.81) 71 (48.97) 352 2.43 0.15 10

India 103 (12.65) 61 (59.22) 498 4.83 0.10 12

Germany 68 (8.35) 55 (80.88) 520 7.65 0.19 13

United Kingdom 51 (6.27) 40 (78.43) 525 10.29 0.51 12

Australia 28 (3.44) 19 (67.86) 266 9.50 0.39 9

Italy 27 (3.32) 19 (70.37) 92 3.41 0.41 4

Japan 26 (3.19) 13 (50) 85 3.27 0.31 5

Canada 19 (2.33) 16 (84.21) 313 16.47 0.58 10

Finland 19 (2.33) 11 (57.89) 78 4.11 0.63 5

Fig. 7  The growth trends of the 10 most productive countries/areas
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size of the nodes corresponds to the total link strength 
of the countries, while the edges depict collaborations 
between them. Nodes with high cohesion form clusters, 
and a total of 31 countries are represented in the net-
work, categorized into four groups based on their color 
(red, green, blue, and yellow).

In general, the co-authorship relationships among 
countries exhibit spatial characteristics that are reflective 
of regional affiliations. The clusters’ geographical posi-
tions show that the United States, the United Kingdom, 
Germany, and China have the strongest link strengths, as 
evidenced by the size of the corresponding nodes, which 
indicates their significant contributions to cooperative 
connections. The European cooperation network, cen-
tered on Germany, is the largest sub-network with nodes 
from 13 different countries. The second largest sub-net-
work centers on the United States and involves countries 
from North America, Asia, Europe, and Africa, making 
it a cross-regional cooperation network. The third larg-
est sub-network is centered on the United Kingdom and 
is also a European cooperation network, consisting of 6 
nodes. On the other hand, the smallest cooperation net-
work is located in Asia, centered on China, with only 5 

nodes, and the other nodes in the cluster contribute less 
comparatively.

Knowledge structure analysis
We have divided our analysis into two sections. The first 
section focuses on the topic landscape and its evolution, 
providing useful insights into the hotspots of zero trust 
research. The second section delves deeper into the main 
research hotspots, offering a comprehensive understand-
ing of the current research status and future opportuni-
ties for these topics.

The landscape of hot topics and evolution
The topic landscape maps are generated based on terms 
co-occurrence of document related to zero trust, which 
shows the most used keywords or the most favored 
research areas (please see Fig. 9). The topics are clustered 
based on their connections. We provide a different kind 
of detailed data in Tables 2 and 3.

At first sight, the results we placed in Fig.  9, Tables  2 
and 3 indicate a strong relationship between zero trust 
and other technologies such as the IoT, cloud, and block-
chain. This relationship is evident not only in the size of 

Fig. 8  Co-authorship network of Countries/areas with the threshold of minimum 5 publications
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the keyword nodes, but also in the total link strength and 
average norm citations.

As shown in Table 3, in addition to the basic vocabulary 
related to IAM, including identity and access managment 

and authentication, the term that is most closely con-
nected with zero trust is “internet of things” with a total 
link strength of 512, followed by “cloud computing” 
with a total link strength of 447. The average citation 

Fig. 9  Knowledge landscape and clusters based on terms with a threshold of 12 times

Table 2  Research topic clusters of zero trust based on topic keywords

Cluster # No. of node Research topic Main keywords (frequency)

1 28 Zero trust in IoT Internet of things (144), network architecture (88), sensitive data (55), zero trust 
architecture (44), security systems (39), 5g and beyond (32), machine learning (29), 
denial-of-service attack (28), security architecture (24), software defined networking 
(23), artificial intelligence (22), deep learning (21)

2 20 Zero trust in cloud computing Cloud computing (108), cloud (70), cryptography (50), cloud service (39), web ser-
vices (38), privacy (34), privacy and security (28), authentication and authorization 
(24), attribute access control (22), federated identity managements (17), role-based 
access control (17), service provider (14), service oriented architecture (13)

3 14 Blockchain enhanced zero trust security Blockchain (100), identity management (71), data security (57), access management 
(28), digital storage (25), distributed ledger (21), decentralisation (18), electronic 
document identification systems (18), self-sovereign (14), public key cryptography 
(13)

4 13 Big data security Big data (26), access control models (22), trust networks (22), risk assessment (21), 
computer architecture (19), distributed computer systems (19), dynamic access 
control (19), trust evaluation (19), access control policies (18), behavioral research 
(16), identity authentication (14), design and implements (12)

5 11 Zero trust in edge computing Edge computing (22), trusted computing (82), authorization (59), zero trust 
model(15), continuous authentication(14), computer networks(13)
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frequency for these terms is 20.31 and 11.6, respectively, 
with “cloud computing” ranking first and “Internet of 
Things” ranking fourth. Furthermore, the average year of 
occurrence for keywords related to “internet of things” 
is 2021, indicating an increasing scholarly attention in 
recent years to this topic.

Nonetheless, we can also observe more granularity 
in the topics. The zero trust research landscape can be 
effectively summarized into five clusters: Cluster 1 (red) 
is characterized by central nodes such as“internet of 
things”, “zero trust architecture”, “5  G and beyond”, and 
“machine learning”etc. These nodes highlight the inter-
section of zero trust and IoT, which appears to be the 
primary focus of the ongoing expansion of zero trust. 
Cluster 2 (green), frequent nodes such as “cloud comput-
ing”, “cryptography”, “privacy and security”, and “authen-
tication and authorization” etc. indicate a research focus 
on the application of zero trust in cloud computing. 
Cluster 3 (blue) highlights the integration of blockchain 
and zero trust, with “blockchain”, “identity management”, 
“data security”, “distributed ledger”, “self-sovereign”, and 
“decentralisation” etc.being the most significant nodes. 
Significant nodes in Cluster 4 (yellow), such as “access 
control”, “big data”, “trust networks”, “access control mod-
els”, and “dynamic access control” etc., suggest a research 
emphasis on big data security. Finally, Cluster 5 (purple) 
concentrates on the application of zero trust in edge com-
puting, with keywords like “edge computing”, “trusted 
computing”, “authorization”, “trust models”, and “software 
defined perimeter” etc. being the most frequent.

We generate a map showing how the topic of zero trust 
has evolved over the years by using the average publi-
cation year of keywords related to the topic (please see 
Fig.  10). Nodes on the map are color-coded based on 
their average publication year. Keywords with an aver-
age publication year after 2021 are considered emerg-
ing hot topics. The top 10 emerging hot topic keywords 

along with their corresponding link weights are shown in 
Table 4.

Based on the results presented in Fig. 10 and Table 4, 
we can see that research topics in Cluster 2, such as “pri-
vacy and security”, “federated identity management”, 
“identity and access management,” and “role-based access 
control,” have been present in zero trust research since 
around 2018. This suggests that zero trust research has 
evolved from exploring cutting-edge technologies to 
refining established practices. On the other hand, the 
remaining clusters have introduced new topics in recent 
years. For example, “deep learning,” “zero trust archi-
tecture,” “5  G and beyond,” and “machine learning” in 
Cluster 1, “distributed ledger,” “decentralization,” and 
“self-sovereign” in Cluster 3, “trust evaluation,” “trust 
networks,” “behavioral research,” and “dynamic access 
control” in Cluster 4, as well as “zero trust model,” “edge 
computing,” and “continuous authentication” in Cluster 5 
represent emerging hot topics in the field of zero trust. 
The evolved clustering results provide a comprehensive 
view of zero trust research, showcasing both emerging 
trends and established practices. These findings high-
light emerging hotspots and future trends in zero trust 
research, portraying the shift towards decentralized, 
behavior-based, and adaptive security approaches, as 
well as the exploration of advanced concepts such as edge 
computing and continuous authentication.

Analyzing key research hotspots and future trends for zero 
trust
Zero trust in IoT Resource-constrained IoT devices con-
nected to the network are ubiquitous today, which moti-
vates the integration of IoT and cloud services, but also 
expands the attack surface (Ameer et  al. 2022; Refaey 
et  al. 2019). The security of IoT devices, network archi-
tecture and resource is the primary issues to successfully 
implement zero trust in IoT in real practice. The concept 

Table 3  Strong connection keywords used in the zero trust (total link strength more than 290)

Rank Keywords (frequency) Total link strength Avg. citations Avg. pub. year Cluster#

1 Identity and access managements 
(236)

819 11.89 2017 2

2 Authentication (136) 513 6.37 2019 5

3 Internet of things (144) 512 11.60 2021 1

4 Access control (124) 500 7.36 2019 4

5 Cloud computing (108) 447 20.31 2018 2

6 Blockchain (100) 377 17.38 2021 3

7 Network architecture (88) 354 5.38 2021 1

8 Trusted computing (82) 318 5.06 2021 5

9 Identity management (71) 303 4.94 2018 3

10 Cloud (70) 293 7.06 2019 2
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of zero trust in IoT means that all data traffic generated 
within the IoT ecosystem must be treated with skepti-
cism and thoroughly evaluated, regardless of whether it 
originates from internal or external sources (Zolotukhin 
et  al. 2022; Wang et  al. 2023). To address the security 
challenges posed by the IoT, various dynamic (Wu et al. 
2021), fine-grained (Abreu et  al. 2020) and lightweight 
access (Wang et  al. 2023; Ziegler et  al. 2020; Ahmed 
et  al. 2023) control models have been developed, using 

a combination of cryptography, machine learning, and 
SDP. These models are based on multi-source hetero-
geneous data, including attributes of users and devices, 
behavioral patterns, application integrity, and flow base-
lines. Micro-segmentation is another technology that 
can be utilized to secure the IoT network against inter-
nal attacks resulting from lateral movement(Osman et al. 
2020).

In addition, there is an increasing integration of AI, 
machine learning, deep learning, and IoT, reflecting 
the urgent need to address the growing scale and com-
plexity of IoT. These AI-based technologies have the 
capability to effectively enhance IoT security through 
real-time monitoring and dynamic security evaluation. 
As the number of IoT devices rapidly grows, traditional 
security measures are no longer sufficient to provide 
comprehensive protection for IoT. However, machine 
learning can detect abnormal behavior or malicious 
activities in network traffic, and deep learning can ana-
lyze vast amounts of data to discover threat patterns 
(Sedjelmaci et  al. 2023). Automated policy configura-
tion can enhance existing security intelligence engines 
by incorporating more complex rules and and mini-
mizing time and effort (Hosney et  al. 2022). A MSG 
model based on machine learning can mitigate lateral 

Fig. 10  Main clusters of keywords co-occurrence network with timeline

Table 4  Emerging hot topics based on avg. pub. year and links

Rank Keywords (frequency) Avg. pub. year Links Cluster #

1 Internet of things (144) 2021 82 1

2 Network architecture (88) 2021 78 1

3 Blockchain (100) 2021 77 3

4 Trusted computing (82) 2021 75 5

5 Zero trust architecture (44) 2021 54 1

6 5G and beyond (32) 2021 50 1

7 Trust models (34) 2021 46 5

8 Behavioral research (16) 2021 45 4

9 Dynamic access control (19) 2021 45 4

10 Edge computing (22) 2021 44 5
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movement by attackers or malware (Arifeen et al. 2021), 
while an intelligent IAM model utilizes neural networks 
for training to maintain security and efficient file access 
(Duggal and Dave 2021). This application of AI empow-
ers IoT’s zero trust security architecture to effectively 
detect and respond to network threats, thereby enhanc-
ing security performance and mitigating vulnerabilities 
exploitation. Consequently, AI in IoT security repre-
sents a promising avenue for research, offering robust 
protection for zero trust security measures.

Zero trust in cloud computing Cloud computing has 
gained widespread popularity in recent years as organi-
zations seek to optimize their IT infrastructure and cut 
costs. However, this shift also presents new security chal-
lenges as sensitive data and applications are transferred 
to remote servers, making trust management a concern 
due to threats such as identity theft, data breaches, data 
integrity and confidentiality (Mehraj and Banday 2020). 
The zero trust principle offers a promising solution to 
ensure cloud computing security, as it can be applied 
to help secure data and applications, even when they 
are stored and processed on remote servers. The focus 
of zero trust in cloud computing is to examine the zero 
trust principles and their implementation to the context 
of cloud computing (Ferretti et al. 2021; Zhao et al. 2022), 
with a specific emphasis on least privilege, dynamic 
access authorization control, encryption, and other 
related topics. For example, the work of (Mehraj and Ban-
day 2020) addressed the issue of trust in cloud computing 
by examining the trust relationship between the user and 
the cloud service provider and establishing a zero trust 
strategy in the cloud computing environment. Dong et al. 
(2018) proposed a dynamic fine-grained cloud access 
control strategy based on Ciphertext Policy Attribute-
Based Encryption, which includes identity-based user 
revocation. Yacob (2023) focused on achieving security 
in system design and providing users with the least privi-
leged access to protect sensitive data in the cloud. Pero 
and Ekman Pero and Ekman (2023), on the other hand, 
emphasized the importance of adopting a zero trust 
strategy in the local cloud environment, which involves 
comprehensive user verification and authentication, dis-
trusting any user, and assigning minimal access privileges 
to each user. Sanchez-Gomez et al. (2018) introduced the 
concept of Encrypted Cloud, which assumes a zero trust 
context and includes a comprehensive integrity verifica-
tion protocol to ensure secure management of multiple 
cloud storage services. Rajasoundaran et  al. (2021) pro-
posed a machine learning-based approach to deep job 
exploration and secure transactions in virtual private 
cloud systems. By implementing a zero trust environ-
ment, the risks of cloud security vulnerabilities and data 
leakage can be minimized (Kang and Lee 2023).

Further more, as organizations exhibit a growing incli-
nation to establish well-defined and effective multi-cloud 
strategies, the necessity for robust and secure architec-
tures becomes increasingly pronounced. Consequently, 
researchers have dedicated their efforts to exploring the 
concept of zero trust architectures in multi-cloud envi-
ronments. These architectures are designed to lever-
age service mesh technology (Martiradonna 2023) and 
implement granular application-level policies (Chan-
dramouli and Butcher 2023). By doing so, they aim to 
meet the dynamic runtime requirements of zero trust 
architectures within the complexities of multi-cloud and 
hybrid environments.

Blockchain enhanced zero trust security Blockchain is 
a decentralized technology that incorporates cryptogra-
phy into its core functions, making it tamper-proof and 
immune to manipulation or fraud on the data (Gao et al. 
2018; Polychronaki et al. 2022; Partida et al. 2021). In the 
context of zero trust, blockchain can be seen as a perfect 
match. The decentralized nature of blockchain ensures 
the security and reliability of data through the use of 
cryptographic techniques and a decentralized manner of 
record-keeping. The data is stored across nodes through-
out the network, eliminating the risk of a single point of 
failure. Even if any node is attacked, the data of the entire 
network is not affected, making the use of blockchain a 
more secure and efficient way of managing data with-
out having to trust any single party. Thus, scholars are 
focused on using blockchain technology and low-energy 
distributed ledger technology to replace the trusted 
authorization of communication nodes (Meng et al. 2022) 
and establish decentralized identity management mecha-
nisms (Wang et al. 2022; Li et al. 2022). These efforts aim 
to promote information sharing in a zero trust environ-
ment (Liu et  al. 2022), achieve anonymous traceability, 
temporary identity verification and data privacy protec-
tion. As an example, the reference in Lin et al. (2021) pro-
posed a system model of an optimized blockchain-based 
fair payment for outsourcing computations in a zero trust 
environment.

In addition, the application of blockchain technology 
provides a solution to the trust issue in cross-organiza-
tional and cross-domain data sharing. By utilizing block-
chain technology, data integrity and trustworthiness 
can be ensured, and a distributed trust network can be 
established. Research on the security issues of digital 
identity management can further contribute to the devel-
opment of a secure and efficient cross-organizational and 
cross-domain data management and identity verification 
system. For example, an approach proposed by Awan 
et  al. (2023) utilizes a consortium blockchain to create 
a trustworthy environment. Within this environment, 
a role-based access control model is implemented using 
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a multi-signature protocol and smart contract methods. 
Liu et  al. (2023) proposed a novel multi-domain cloud-
edge architecture based on sharded blockchain under 
the zero trust model. They have also designed a cross-
domain data sharing scheme under partial trust models 
to achieve security, scalability, and high performance.

Big data security As a data asset, big data is huge in 
scale and grows exponentially with time. Every domain 
including health care, administration, education, retail 
has collected big data (Singh et al. 2022), which contains a 
lot of sensitive data, involving security and privacy issues 
(Sharma et  al. 2021). Owing to their intricate nature, a 
majority of information systems frequently encounter 
vulnerabilities in data security, thereby increasing the 
likelihood of sensitive information leakage (Thapliyal and 
Gaur 2023). In order to alleviate this risk, the zero trust 
network provides improved access control and auditing 
mechanisms to safeguard big data (Han 2023). For exam-
ple, the reference in Tao et al. (2018) proposed a unique 
strategy to enhance big data security, comprising three 
stages: user context recognition based on zero trust, 
fine-grained data access authentication control, and full 
network traffic-based data access auditing to identify 
and prevent potentially dangerous data access. Addition-
ally, the references in Jasim et  al. (2018) and Longstaff 
and Noble (2016) introduced a zero trust access control 
method using signature keys and attributes for big data 
security.

Additionally, big data does indeed raise security and 
privacy concerns, but at the same time, it provides oppor-
tunities to improve access control accuracy (Saleem et al. 
2023). In a big data environment, more information and 
contextual factors can be combined to perform access 
control, ensuring that only authorized users can access 
specific data. For example, factors such as user behavior 
patterns (Nana and Yuanyuan 2022), network activities, 
and geographical locations can be considered to deter-
mine the legitimacy of accessing certain data. Moreover, 
big data is characterized by its vast volume, which con-
tains a wealth of information and patterns. The avail-
able data and patterns from big data can be leveraged to 
improve the accuracy of access control policies (Muneer 
et  al. 2023). By analyzing and mining big data, correla-
tions between users and anomalies in behavior can be 
discovered, enabling more accurate determination of 
whether a user has permission to access certain resources 
(Cheng et al. 2023). For example, Zhao et al. (2022) suc-
cessfully differentiated between legitimate and illegiti-
mate access requests by developing a trust evaluation 
mechanism through mining user behavior-related data 
using a cloud-based big data fuzzy clustering algorithm.

Edge computing Edge computing shifts data processing 
and storage closer to data sources and end-user devices, 

addressing challenges such as increasing data volume, 
latency requirements, privacy concerns, and network 
limitations (Ali et al. 2023). It enables real-time process-
ing, reduces data transfer costs, and enhances data pri-
vacy and security. However, it also introduces security 
challenges. One approach to enhance application secu-
rity in mobile edge computing is implementing a zero 
trust strategy (Sharma et  al. 2023). Various zero trust 
architectures and methods have been proposed, includ-
ing MSG and intrusion detection for edge nodes. For 
example, Lei et al. (Lei et al. 2023) proposed a microser-
vices-based edge segmentation solution with continuous 
authentication and dynamic access control mechanisms 
for physical system security. Another framework based 
on security rules and machine learning algorithms has 
been proposed for intrusion detection in 6 G edge com-
puting, improving attack detection accuracy (Sedjelmaci 
et al. 2023). Sharma et al. (2023)introduced a probabilis-
tic distributed collaborative intrusion detection system 
for detecting anomalies in service-to-service interac-
tions across multiple edge clusters in a zero trust network 
setting.

Furthermore, researchers have recognized the prob-
lem of network cost overheads in edge computing, lead-
ing them to propose avenues for improvement. One 
approach is trust-aware task load balancing in multi-
access edge computing based on blockchain and zero 
trust security capability framework (Ali et al. 2023). This 
framework does not assume any edge computing node 
to be trusted and uses Q-learning algorithms and block-
chain technology to evaluate and record node trust val-
ues and trust relationships. Such a zero trust approach 
significantly improves the security of resource manage-
ment and ensures that only reliable nodes participate in 
task processing, thereby reducing potential security risks. 
Furthermore, a technology called “Non-Intrusive Edge 
Observability Stack (Kumar et al. 2023)” has been intro-
duced, which simplifies the process of collecting, analyz-
ing, and visualizing telemetry data, whcih reduces the 
amount of code instrumentation needed to collect telem-
etry data up to 80% and offers extensive configuration 
capabilities within the subcomponents of the process.

IoT threat analysis and zero trust solutions
To effectively implement zero trust policies in IoT, it is 
important to have a thorough understanding of the lat-
est attack methods and potential threats of IoT. This will 
allow us to adapt to the changing landscape of malicious 
attacks and take appropriate measures to protect against 
them. The IoT ecosystem is composed of three layers: 
the perception layer, network layer, and application layer. 
Each layer presents its own set of vulnerabilities and 
risks, which must be identified and addressed proactively. 
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In the subsequent sections, we will explore the key 
threats and zero trust solutions of IoT.

Perception layer
The perception layer plays a crucial role in the IoT eco-
system (Khattak et  al. 2019). It is the foundation of the 
whole IoT architecture and provides key support for 
devices and sensors to interact with the physical environ-
ment (Wu 2022; Khattak et  al. 2019). In the perception 
layer, sensors have the ability to detect objects and their 
surroundings, while devices are employed to manipulate 
and control the physical environment in order to carry 
out specific tasks. For example, in the Internet of Vehi-
cles (IoV), sensors in the sensing layer can be used to col-
lect the data of traffic, road conditions and weather, while 
devices can be used to control the operation of vehi-
cle systems. In smart cities, sensors can detect changes 
in environmental conditions, such as air quality, and 
devices can adjust street lighting. In Internet of Health 
Things (IoHT), sensors can monitor patients’ vital signs, 
and devices can manage drugs or provide treatment. 
The devices and sensors in the perception layer cooper-
ate with each other to provide data support for the upper 

layer, which promotes the realization of various IoT 
application scenarios. However, the perception layer also 
poses a major security threat. To address these threats, 
zero trust solutions are available to protect both sensors 
and devices. Table 5 presents a comprehensive overview 
of the security threats that exist in the IoT perception 
layer and outlines the corresponding zero trust solutions 
to address them.

Sensor side
Unauthorized access to IoT devices can result from 
exploiting vulnerabilities at the sensor side. In the IoT, 
the collection of fingerprints (Marasco and Ross 2014) 
and voiceprints (Zhang et al. 2017) by sensors on devices 
are essential data sources for user authentication, and 
their security is closely related to the protection of 
users identity information. The forgery or theft of this 
data can lead to identity theft analysis or spoof attacks, 
where an attacker uses a fake or forged biometric sam-
ple to impersonate a genuine user and gain unauthorized 
access (Ratha et  al. 2007). This scenario is particularly 
crucial in applications such as IoV, smart cities, and 
IoHT. For instance, in IoV, sensors onboard can collect 

Table 5  Zero trust security solutions for IoT perception layer

SS, Sensor Side; DS, Device Side; IoT MD, IoT Mobile Devices; IoT SD, IoT Smart Devices

Threat 
location

Vulnerabilities Application scenarios Types of attack Zero trust solutions Core technologies

SS Biometric sample spoofing IoT MD Spoof attacks Biometric finger vein identifi-
cation (Darwish 2021)

IAM

SS Easily subverted identity 
authentication

IoV Impersonation attacks Continuous facial recognition 
(Song et al. 2022)

IAM

SS Easily subverted identity 
authentication

IoT device Spoof attacks Continuous and multifactor 
authentication (Alappat 2023)

IAM

SS Biometric sample spoofing, 
Sensitive information leakage

IoHT Spoof attacks, data leakage 
attacks

Multimodal biometric 
authentication (Cheng et al. 
2023)

IAM

DS Device intrusion and long-
term infections caused 
by device vulnerabilities

IoT SD Password cracking attacks Dynamic intrusion detec-
tion model (Zolotukhin et al. 
2022)

IAM

DS Malicious users damaging 
devices and normal users 
misusing terminals

PIoT Privilege attacks Developing fine-grained 
and dynamic access control 
policies for IoT devices (Wu 
et al. 2021)

IAM

Ds Exploiting device vulnerabili-
ties in a LAN network

IoT LAN APT attacks Segmenting IoT devices 
into separate network seg-
ments (Da Rocha et al. 2021)

MSG

DS Lateral movement threat IIoT APT attacks Automated MSG model 
based on machine learning 
algorithms (Arifeen et al. 
2021)

MSG

DS Bluetooth protocol vulner-
abilities and unsecure deploy-
ment policies vulnerabilities

IoHT MITM, eavesdropping attacks, 
DoS

Divide network into micro-
networks by criticality 
of devices and shared data, 
and use behavioral analysis 
for continuous authentication 
of devices (Satam et al. 2020)

IAM & MSG
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the driver’s fingerprints and voiceprints, which are used 
for user authentication and vehicle ignition. In scenarios 
like smart cities and IoHT, sensors contribute to secur-
ing access to city infrastructure or medical devices by 
collecting users’ biometric data like fingerprints and 
voiceprints. However, if attackers manage to exploit vul-
nerabilities in sensors or forge biometric data, they could 
impersonate legitimate users and obtain unauthorized 
access. This poses security threats to vehicles, city infra-
structure, and healthcare devices.

To enhance access control security at the sensor side, 
the zero trust approach emphasizes enhancing the recog-
nition of individual features, continuous identity authen-
tication, and continuous multifactor authentication. This 
enables the collected biometric data such as fingerprints 
and voiceprints by the sensor to stay within the edge 
devices, thus reducing the risk of data interception by 
attackers during network transmission. One example is 
an efficient personal identification model based on fin-
ger vein proposed by Darwish (2021). By incorporating 
local and global characteristics, this method improves 
vein images and then applies Gabor transformation to 
fuse them and obtain the vein pattern. Nevertheless, 
the extended identification time during testing restricts 
its applicability to big data samples. Due to its relatively 
low computational complexity in an online phase, this 
model is suitable for mobile device deployment. Another 
method proposed by Song et  al. for periodic (continu-
ous) identity establishment involves using NFC and fin-
gerprint at entry points followed by facial recognition 
(Song et  al. 2022). Driver images are captured periodi-
cally and transformed into an embedding vector, which 
is then compared against the enrolled image of the corre-
sponding authorized driver by computing the Euclidean 
distance. However, in low-light conditions or when facial 
features change, this can result in legitimate drivers being 
denied entry or being falsely labeled as potential threats. 
Furthermore, scholars (Alappat 2023) have proposed a 
multi-factor authentication solution under the zero trust 
framework. This approach involves continuously verify-
ing multiple factors of identity information (including 
biometrics, one-time passwords, smart cards, and mobile 
authenticators) to enhance the security of IoT device 
access. To enhance automation and accuracy, research-
ers have investigated a CNN-based federated learning 
approach for multi-factor authentication (Cheng et  al. 
2023). This innovative method utilizes photoplethysmog-
raphy and electrocardiogram signals to discern users’ 
biological characteristics, thereby improving identifica-
tion precision. By integrating multiple modalities, it not 
only strengthens the authentication system but also safe-
guards user privacy and data security. Furthermore, this 
approach is highly applicable in the context of the IoHT, 

addressing the unique challenges and requirements of 
secure access to health devices and sensitive information.

Device side
IoT devices hold immense significance, particularly in 
scenarios like edge computing, IoV, smart cities, smart 
grids, and IoHT. To ensure the security of IoT systems, 
it is imperative that devices possess the capability to 
process massive volumes of data streams promptly and 
accurately, all the while safeguarding the confidentiality 
of sensitive information. On the IoT device side, intelli-
gence threats can be categorized into three types: hard-
ware vulnerabilities (Gnad et al. 2019; Kumar et al. 2017), 
firmware vulnerabilities (Ronen et al. 2017), and software 
vulnerabilities (Kumar et al. 2019). Bad actors can exploit 
unauthorized access resulting from unpatched vulner-
abilities, outdated or malicious firmware, weak pass-
words, outdated communication interfaces, and a lack of 
authentication in update mechanisms to breach devices 
(Wu et al. 2021; Kumar et al. 2019). Additionally, smart 
devices often lack effective malware signature detection 
and intrusion detection, while firmware vulnerabilities 
may result in some devices remaining vulnerable for 
long periods, as not all devices support wireless secure 
updates or updates without downtime, requiring physi-
cal access or temporary halt of production (Zolotukhin 
et  al. 2022). Malicious attackers may exploit these vul-
nerabilities to infiltrate vehicles, power equipment, and 
medical devices, among others. All these factors can lead 
to sensitive information theft or the launch of worm or 
Advanced Persistent Threat (APT) attacks. A core solu-
tion to combat this issue under the zero trust model is to 
implement IAM, and MSG strategies.

Device-side IAM strategies mainly aim to enforce the 
principle of least privilege for device access and imple-
ment intrusion detection based on traffic analysis. For 
instance, to ensure the normal operation of Power Inter-
net of Things (PIoT) devices, researchers have adopted 
the concept of zero trust and studied security protec-
tion strategies for devices from four perspectives: user 
authentication, equipment trust, application integrity, 
and flow baselines (Wu et al. 2021). The aim is to estab-
lish minimum device access, preventing both malicious 
users from causing harm to the device and regular users 
from misusing the endpoints. However, implementing 
this approach presents challenges due to the need for 
constructing profiles and performing integrity validation 
for each PIoT device, which requires significant resources 
and time. Additionally, Zolotukhin et al. (2022) proposed 
a dynamic attack detection model for smart device that 
utilizes traffic analysis to adjust detection algorithms in 
response to changes in the network environment, such as 
the discovery of new applications or vulnerabilities. This 
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facilitates optimizing security policies and responding 
promptly to crises, thereby reducing future attack risks 
and minimizing the attack surface.

Fine-grained access control logic based on MSG 
provides an efficient approach for preventing lateral 
propagation of malicious software by generating net-
work traffic differentials and blocking malicious traffic. 
The MSG technique described in reference (Da Rocha 
et  al. 2021) applies MSG and Next-Generation Firewall 
technology to segregate IoT LAN devices into distinct 
network segments. This effectively blocks lateral propa-
gation of infected IoT LAN devices and foils advanced 
persistent threat attacks. The drawbacks of this approach 
are high operational complexity, lack of automation, sig-
nificant human involvement required, complex com-
munication mapping for each specific software on the 
7th layer of the OSI model, potential communication 
inaccessibility in case of poor MSG implementation, 
and risks to reliability and stability. In response to these 
challenges, an automated MSG model that uses machine 
learning algorithms to automatically generate micro-seg-
ments and separates normal traffic while limiting redun-
dant links and blocking malicious traffic was explored by 
Arifeen et  al. (2021). It is particularly suitable for large 
and dynamic networks, such as the Industrial Internet of 
Things (IIoT).

The reference in Satam et al. (2020) proposed another 
approach, which is the combined mode of MSG and 
IAM used to address large Bluetooth networks. This 
method involves dividing the Bluetooth network into dif-
ferent levels of micro-networks based on the criticality 
of the connected devices and the importance of shared 
data. This segmentation can limit the exposure of criti-
cal devices and data to potential attacks. Additionally, a 
primary whitelist server and behavioral analysis can be 
used for continuous authentication and authorization 
of unidentified devices attempting to join the Bluetooth 
network. This approach can enhance the security of the 
Bluetooth network by detecting and blocking unauthor-
ized or malicious access attempts in real-time. An effec-
tive scenario for applying this method is the IoHT, where 
devices communicate with each other through Bluetooth 
and share sensitive and critical information. This meth-
odology can efficiently safeguard the Bluetooth network 
from attacks such as MITM, eavesdropping, and Dos.

Network layer
The network layer of the IoT is a crucial component 
responsible for connecting and facilitating communica-
tion between various IoT devices, sensors, and gateways 
(Shilpa et al. 2022). In a communication network, various 
communication methods and network topologies exist, 
including direct and indirect communication (Lin et  al. 

2009). The source and destination can connect either 
directly or indirectly, depending on the type of commu-
nication utilized. For different communication modes, 
solutions for zero trust are different. The details of the 
threats and zero trust security solutions for the IoT net-
work layer are shown in Table 6.

Direct communication
Direct communication within IoT is crucial for vari-
ous scenarios such as edge computing, IoV, smart cities, 
smart grids, and IoHT. These scenarios involve exten-
sive direct communication among devices and systems. 
For instance, IoT technology enables vehicles to directly 
communicate with other vehicles and road infrastruc-
ture, enabling intelligent driving and traffic management. 
It also facilitates instant and direct communication and 
data exchange between smart meters and smart grid 
devices. In addition, IoT technology enables more effi-
cient and direct interconnection of medical devices and 
sensors. Direct communication within IoT can allow for 
the direct transmission of secret messages from sender 
to receiver without network relay or cloud transmis-
sion (Sheng et  al. 2022). However, IoT devices have 
limited resources, which makes it challenging to imple-
ment traditional communication and security protocols. 
This limitation exposes direct communication to vari-
ous security threats. One such threat is the vulnerability 
of key exchange mechanisms in direct communication 
protocols. Attackers can exploit these vulnerabilities to 
intercept transmitted keys and gain unauthorized access 
to sensitive user data (Wen et  al. 2020). A novel side-
channel attack variant that aims to extract the global 
AES-CCM key used by Philips to encrypt and authenti-
cate new firmware is one example of such a vulnerabil-
ity (Ronen et  al. 2017). Another type of threat involves 
vulnerability attacks targeting the TCP/IP communica-
tion mode, which poses significant risks because TCP/IP-
focused security frameworks frequently allow devices to 
connect and communicate before authentication, leading 
to ineffective security foundations (Puthal et  al. 2022), 
i.e.intruders get huge space to be part of the communi-
cation system before authentication happens (Puthal 
et  al. 2020). Furthermore, the security issues associ-
ated with outsourced chip production pose a significant 
threat to the semiconductor supply chain. This vulner-
ability exposes direct communication between chips 
to various security attacks, including hardware Trojan 
injection, intellectual property theft, and overproduc-
tion. To address these concerns, a widely used security 
technology called Gls puf offers a relevant solution by 
providing a digital fingerprint for hardware security (Liao 
et al. 2022). However, authenticating a physically unclon-
able function (PUF) chip heavily relies on trusting the 
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challenge-response table, which contradicts the princi-
ples of zero trust (Ahmed et al. 2023). Consequently, this 
reliance introduces potential attack vectors and security 
threats to secure communication between chips (Ahmed 
et  al. 2023). To mitigate these threats, the zero trust 
architecture leverages technologies like IAM and SDP to 
secure direct communication channels, including device-
to-device (D2D) and end-to-end (E2E) communications. 
This will facilitate the development of IoT technology 
and bring more convenience and security to various IoT 
scenarios.

To address the vulnerability of direct communication 
key exchange, one possible method for securing com-
munication is continuous identity authentication. In a 
zero trust environment, endpoints do not have implicit 
trust, and continuous identity authentication is sug-
gested as a potential solution. To protect D2D and E2E 
communication in scenarios where security is critical 
and resources are limited, researchers have put forth sev-
eral secure communication protocols with high deploy-
ment potential. For example, the references in Shah et al. 
(2020, 2021) proposed an novel and lightweight continu-
ous D2D authentication protocol. This protocol generates 
dynamically changing session keys to ensure uninter-
rupted device authentication, making it highly applicable 
in critical infrastructure scenarios such as smart grids 
and IIoT. Abreu et al. (2020) suggested the use of time-
based one-time passwords to generate dynamically 
changing session keys for E2E secure communication in 
smart grids. They also implemented multicast commu-
nication for efficient messaging without compromising 
security. Bhattacharjya and Saiedian (2022) proposed a 
technique that enables the establishment of secret keys 
for resource-limited device-user pairs with minimal 
interaction. This approach utilizes elliptic curve cryp-
tography and periodic key refreshing to mitigate side-
channel attacks, thereby expanding the application of IoT 
to sectors like healthcare, industry, and other large-scale 
deployments.

The vulnerability of the TCP/IP communication mode 
has become a major concern in today’s digital landscape. 
To address this issue and ensure enhanced security 
for sensitive data, a zero trust approach that leverages 
SDP for boundary-based security can be employed. By 
implementing this approach, as described in references 
(Puthal et al. 2022, 2020), E2E communication channels 
can be protected from unauthorized access by perform-
ing device authentication and verifying the authenticity 
of each device based on an SDP controller. In addition 
to authenticating devices, to further enhance secure 
communication, symmetric and asymmetric key mecha-
nisms (Puthal et  al. 2022) or mTLS connections (Singh 
et al. 2020) can be implemented with the SDP controller, 

providing an additional layer of protection against poten-
tial security breaches and unauthorized access to sensi-
tive data.

Moreover, in response to the security threats posed by 
the reliance on the trust of a challenge-response table for 
chip authentication using PUF, Ahmed et al. (2023) pre-
sented a chip-to-chip zero trust architecture. This archi-
tecture prioritizes physical-level security for hardware 
systems by implementing an authentication and attesta-
tion procedure. Communication between two chips is 
permitted only if they successfully pass this procedure. 
The inclusion of physical-layer chip authentication plays 
a crucial role in safeguarding the system against potential 
risks, such as unauthorized information exchange with 
counterfeit chips.

Indirect communication
Indirect communication refers to a communication 
mode in which data transmission between two endpoints 
is facilitated by an intermediate layer or entity. This inter-
mediate layer could be a gateway device, a router, a proxy 
server, or any other similar entity. Indirect communica-
tion is particularly vulnerable due to the unreliability 
of identity authentication and session management. In 
protocols like MQTT, CoAP, and AMQP, security vul-
nerabilities in the identity authentication and session 
management mechanisms can result in client identity 
theft, unauthorized message responses, and malicious 
topic subscription, as stated in Wang et al. (2021) and Jia 
et al. (2020). In particular in the fields of PIoT, IoHT, and 
IoV involve substantial amounts of sensitive data, making 
them susceptible to potential privacy harm from indirect 
communication attacks. To address the potential risk of 
exploitation in indirect communication, advanced con-
trol measures and flexible identity authentication pro-
cesses may be necessary in certain contexts, according 
to Beltrán (2018). Strategies like SDP and IAM can prove 
useful in enhancing data access control and improving 
identity authentication in complex networked environ-
ments, thereby reducing the chances of security breaches 
associated with indirect communication.

SDP is an advanced technology that enhances the 
security of indirect communications by either design-
ing new protocols or improving existing ones (Tani-
moto et  al. 2021). For example, Karimi et  al. (2021) put 
forward a groundbreaking indirect communication 
protocol designed specifically for IoHT. This protocol 
incorporates gateway communication with an SDP-SDN 
controller, which handles authentication and processing 
of owner requests while facilitating data transmission to 
the relevant cloud servers. By leveraging this protocol, 
the unique aspects of IoHT can be emphasized, ensuring 
secure and efficient communication within the network. 
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Kim et  al. (2022) proposed cloud architecture provides 
a secure data path through dynamic routing using one-
time internet protocol algorithm between each layer, 
and use software-defined technology to provide efficient 
network management and data security. This approach 
is particularly suitable for scenarios involving large data 
flow, such as IIoT systems and smart cities. In addition, 
the use of SDP technology can also lead to improvements 
in the indirect communication protocol. For instance, 
SDP can enhance security measures for IoT indirect 
communication by offering an extra level of protection 
for MQTT, with or without SSL/TLS. This is achieved by 
replacing the traditional login process that uses a user-
name and password with a SPA process, which can help 
prevent end devices from being compromised by attack-
ers (Refaey et al. 2019).

Another effective approach to enhance the security of 
indirect communication is through the implementation 
of IAM-based strategies. With a dependable and secure 
framework for managing user identities, access controls, 
and authentication mechanisms, IAM can effectively 
prevent unauthorized access to the cloud and improve 
security. In one example, the reference in Beltrán (2018) 
proposed a IAM mechanism, allowing federated and 
token-based identification, authentication and authori-
zation of IoT agents (mainly smart objects and network 
devices but also end users via smart objects) to cloud ser-
vices and applications running on traditional data cent-
ers (deployed locally or in the cloud) or on fog computing 
nodes, i.e. IoT-cloud services. This new mechanism is 
federated and token-based, capable of working over 
HTTP and COAP with adaptive security. This mecha-
nism has been validated and evaluated in real healthcare 
use cases, effectively safeguarding secure communica-
tion between medical devices and cloud servers, pro-
tecting the privacy and integrity of patient data. Xiong 
et  al. (2019) proposed an efficient certificateless parallel 
key-insulated signature authentication scheme without 
pairing, ensuring strong key insulation security and exis-
tential unforgeability under the random oracle model for 
secure communication between IIoT cloud servers and 
devices.

Application layer
The application layer is a critical component of the IoT 
system, responsible for processing and analyzing data to 
enable real-time control, accurate management, and sci-
entific decision-making (Gerodimos et  al. 2023). It can 
implement application programs and user interfaces, 
providing data services, and access control to higher-level 
applications. Within the application layer, the data aspect 
primarily deals with data collection, storage, process-
ing, and transmission. Meanwhile, access control logic 

is in charge of regulating user access and operations on 
higher-level applications. The main carrier of the applica-
tion layer is the IoT app of the IoT manager or user, as 
well as various IoT cloud platforms. Exploiting applica-
tion layer program vulnerabilities or access logic defects 
can cause security issues such as unauthorized access, 
device spoofing, data leakage, and remote control. Faced 
with application layer security threats, zero trust pro-
poses solutions from both the data side and access con-
trol side. The details of the threats and zero trust security 
solutions for the IoT application layer are shown in 
Table 7.

Data security
In IoT systems, a significant portion of data is generated 
from real-time sensing across various application scenar-
ios, especially in areas such as IoV, PIoT, and IoHT, which 
involve sensitive data from critical industries. Ensur-
ing the security of IoT data is crucial for the sustainable 
development of IoT. The major threats to data security 
stem from issues with device state machine models or 
access control logic that can lead to unauthorized access. 
Such unauthorized access may result in illegal activi-
ties, including illegal theft (Bevish Jinila et  al. 2022), 
destruction (Davoli et al. 2018), or manipulation of data 
resources (Sanchez-Gomez et al. 2018; Gerodimos et al. 
2023). In order to mitigate potential risks and threats in 
the realm of data security, the zero trust approach prior-
itizes the discovery, classification, protection, and moni-
toring of sensitive information to prevent potential risks 
and threats in data security. To achieve this goal, data 
is categorized based on various security factors such as 
importance, sensitivity, and business-related elements. 
This enables the identification of sensitive data, with 
appropriate access permissions allocated to individual 
users, devices, and applications that require access to 
the data. For instance, (Liao et al. 2021) employed a zero 
trust approach to categorize business data in PIoT from 
different perspectives, including users, devices, data, and 
applications, for precise protection and access control. 
Similarly, Bevish Jinila et  al. (2022) introduced a zero 
trust model to ensure secure handling of IoMT data by 
identifying sensitive information, limiting access, detect-
ing threats, utilizing baselines, and applying analytics to 
isolate active internal and external attacks.

Access control
The application layer in IoT systems comprises both the 
cloud platform and user mobile applications, facilitat-
ing various interactions, including cloud-to-user, cloud-
to-device, and cross-cloud instances. Access control is 
critical for secure interactions across all these scenarios. 
However, vulnerabilities of device authentication and 



Page 21 of 28Liu et al. Cybersecurity            (2024) 7:20 	

authorization control policy in IoT platform can pose 
a significant threat to IoT applications. As outlined by 
Chen et  al. (2019), a weakness in IoT device authenti-
cation makes it possible for attackers to create bogus 
devices using publicly available data like device IDs, 
MAC addresses, and models, thereby gaining illicit access 
to sensitive user information. Attackers may also secretly 
seize control of devices, leading to repeated service or 
connection interruptions. Furthermore, the massive 
number of devices and users accessing networks in IoT 
environments increases network exposure (Xiaojian et al. 
2021). Similarly, weaknesses in the authorization control 
policies of IoT platforms can provide opportunities for 
malicious device manipulation, as demonstrated by the 
identification of security vulnerabilities in SmartThings 
subsystems. Design issues in access control may further 
allow applications to assume complete control over IoT 
devices, even if initial access was restrictive (Fernandes 
et al. 2016). To mitigate these security threats, zero trust-
based solutions heavily rely on IAM techniques. The aim 

is to improve access control logic by enhancing device 
authentication and implementing trust-level-based 
access control mechanisms.

Enhanced device authentication Utilizing device 
enhanced methods is an effective way to improve IoT 
device access authentication security and address vulner-
abilities like device impersonation attacks, particularly 
in emerging edge computing situations(Li et  al. 2022). 
Deploying device authentication mechanisms at edge 
nodes can protect device authentication and secure the 
edge node, effectively reducing the risk of device imper-
sonation attacks and other associated vulnerabilities. 
These device enhanced methods have a wide range of 
applications in various areas like smart grids (Wang 
et al. 2023), smart cities, and IoHT, where they can pre-
vent device impersonation attacks on power equipment, 
transportation equipment, surveillance equipment, 
and medical equipment. Zero trust can improve device 
authentication in multiple ways, including the use of 
device identifiers, device fingerprints, as well as device 

Table 7  Zero trust security solutions for IoT application layer

DS, Data Security; AC, Access Control; IoMT, Internet of Medical Things; TM, Telemedicine; BSA, Big Stream Applications

Threat 
location

Vulnerabilities Application 
scenarios

Types of attack Zero trust solutions Core technologies

DS Data access policy flaws PIoT – Classifying data risk levels based 
on importance, and establish-
ing fine-grained access policies 
for sensitive data (Liao et al. 2021)

MSG

DS Data access policy flaws IoMT – Identify sensitive data and restrict 
access to it (Bevish Jinila et al. 
2022)

IAM

AC Access control policy flaws in IoT 
platform

RIoT – Blockchain-enabled user 
authentication in zero trust IoT 
(Zhao et al. 2020); Decentralized 
identity and access management 
(Fan et al. 2020)

IAM

AC Access control policy flaws in IoT 
platform

PIoT – Continuous authentication 
based on device state changes 
(Xiaojian et al. 2021)

IAM

AC Access control policy flaws in IoT 
platform

TM Flooding attacks Continuously verify user equip-
ment credentials (Ali et al. 2021)

IAM

AC Access control policy flaws in IoT 
platform

SH – Trust aware continuous authori-
zation for zero trust in consumer 
IoT (Dimitrakos et al. 2020)

IAM

AC Access control policy flaws in IoT 
platform

SG – Dynamic fine-grained access 
control strategy based on trust 
evaluation mechanism (Tao et al. 
2023)

IAM

AC Malicious node injection in IoT 
platform

BSA Botnet-based attacks Suspicious node identification 
based on behavior analysis 
of the internal graph of the plat-
form (Davoli et al. 2018)

IAM

AC Weaknesses in application pro-
grams and IoT platform access 
policies

IoV Switch attacks, novice attacks, 
replay attacks, internal attacks, 
integrity attacks

Developing fine-grained access 
control based on behavior 
and trust levels using deep learn-
ing (Fang et al. 2022)

IAM & SDP
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states and equipment credentials as authentication 
mechanisms.

Guaranteeing the security of IoT heavily depends 
on the deployment of device authentication based on 
device identifiers. An instance of this method is inte-
grating device authentication with the IoT device’s IAM 
system, which is an effective approach for enhancing 
the current OAuth 2.0 authorization framework (Julku 
et al. 2021). This delegation-oriented architecture is reli-
able in managing trust in a distributed environment with 
many sensitive network resources and provides a scalable 
method. Another more powerful approach is the block-
chain-based enhanced device authentication technology. 
This technique uses device attributes (such as, name, 
account number, imei number, address, serial number, 
or a combination of these) (Zhao et al. 2020), decentral-
ized identifier and verifiable credentials (Fan et al. 2020) 
as identifiers. These identifiers are then stored on the 
blockchain, leveraging the technology’s immutability 
and decentralization to provide secure identity verifica-
tion. By implementing this approach, device owners can 
establish universal device identity representations on the 
blockchain and share their device data with other enti-
ties in the ecosystem. This helps overcome IoT applica-
tion silos and unlocks the full potential of IoT on a global 
scale, paving the way for greater innovation and collabo-
ration in the IoT space (Fan et al. 2020). Additionally, this 
method overcomes the centralized single point of failure 
of the IAM system (Polychronaki et al. 2022), making it 
more secure and reliable.

Another method of enhancing device authentication 
is based on device fingerprint extraction and the iden-
tification public key algorithm (Wang et  al. 2023). This 
technique involves generating a device fingerprint by 
extracting relevant information, including the unique 
serial number of the device/module, general parameters, 
product detection serial number, and the running state 
of the embedded module. This approach achieves a light-
weight and secure device security authentication method 
tailored for access scenarios in power terminals.

The third method of device authentication is to con-
tinuously verify the identities of devices and users based 
on the changes of device state and user equipment cre-
dentials. For example, the reference (Xiaojian et al. 2021) 
utilized a device list service to constantly gather, pro-
cess, and publish status changes of registered devices. It 
then monitors and analyzes this data to ensure continu-
ous authentication of devices and users. By combining 
this approach with dynamic policy controls, vulnerabil-
ity scanning systems, and certificate issuance, a robust 
authentication framework can be created, guaranteeing 
the security of both devices and applications. Ali et  al. 

(2021) employed zero trust techniques to continuously 
verify user equipment credentials and utilized the PRE-
SENT encryption algorithm to protect these credentials, 
ensuring uninterrupted service continuity.

Access control logic based on trust level Access control 
logic based on trust level is a security mechanism that 
utilizes behavior information to assess trust levels and 
applies dynamic, fine-grained access control to cloud 
resources based on these trust level labels. This mecha-
nism is widely used in various domains such as the IoV 
(Fang et al. 2022), smart cities, smart grids (Wang et al. 
2023), and IoHT (Nana and Yuanyuan 2022). By lever-
aging behavior information of specific access subjects 
and evaluating trust levels, access control policies based 
on trust can establish secure mutual trust relationships. 
This approach enables continuous evaluation of device 
trustworthiness beyond traditional boundary security, 
ensuring that only authorized users and devices can 
access specific cloud resources, with access limited to 
authorized areas. For example Feng et  al. (2022), Tao 
et  al. (2023) and Huang et  al. (2023) proposed utilizing 
power terminal behavior, device access delay, and other 
information to calculate the trustworthiness of access 
subjects using the beta distribution function, enabling 
fine-grained access control in the context of the PIoT. 
Dimitrakos et al. (2020) and Wang et al. (2023) proposed 
utilizing the attributes and behavior of access subjects, 
applying Bayes’ rule and the TMBRE Model to calculate 
the trustworthiness of access subjects, and combining 
attribute-based access control policies to achieve fine-
grained access control in the context of smart homes and 
intelligent healthcare systems. Furthermore, integration 
of self-earning techniques like CNN (Fang et  al. 2022) 
and case-based reasoning (Jiang et  al. 2022) algorithms 
allows the system to adapt to emerging threats and 
improve security overall. During the process, scholars 
also use the SPA packet transmission acceptance rate of 
SDP architecture as one of the factors for machine learn-
ing training to improve the accuracy of access subject 
trust evaluation (Fang et al. 2022).

Moreover, researchers have explored federated access 
policies, which aim to provide a more flexible and scal-
able approach to managing access control in distributed 
network environments, and to promote secure collabora-
tions among various organizations and domains. In their 
study, Davoli et  al. (2018) outlined a security approach 
for the Big Stream platform that involves control-
ling provider-node interactions, analyzing the internal 
graph for suspicious behavior by processing nodes, and 
promptly reacting to any malicious activities in order to 
protect other active nodes’ operations. This solution is 
particularly advantageous in cloud environments that 
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feature intricate network topologies and a diverse range 
of devices and applications.

Challenges and opportunities for implementing 
zero trust in IoT
The challenges and difficulties encountered in the current 
application of zero trust in IoT are outlined.

Challenges
Developing dynamic and granular zero trust security policies 
for millions of distributed devices in 5 G and beyond of IoT 
is a complex task
As 5 G and beyond continue to develop, the number of 
devices connected to IoT systems is increasing expo-
nentially and may reach millions, distributed across dif-
ferent geographic locations. Different applications and 
services require different security policies, making the 
development of zero trust security policies highly com-
plex. Security policies must consider the authentication 
and authorization of each device and protect their data 
and communication throughout the entire system. Addi-
tionally, the IoT landscape in the 5  G and beyond era 
involves multiple access edge networks and network slic-
ing, which require specific security policies for each edge 
network and network slice that must be integrated into 
the entire IoT system. Moreover, the implementation of 
hybrid security policies also presents difficulties for net-
work service providers.

Implementing MSG security policies for IoT presents major 
operational complexity
Implementing MSG security policies in large-scale and 
dynamic IoT networks, such as smart cities and IIoT, 
poses significant challenges in terms of operational com-
plexity. The core concept of MSG is to divide the network 
into smaller areas, each containing a group of devices 
and users, and implementing targeted security policies to 
minimize the potential for attacks and decrease network 
vulnerabilities. The implementation of MSG for large and 
complex IoT networks requires a comprehensive analy-
sis of device and user access requirements, as well as the 
establishment of precise security policies for each area, 
which requires a considerable amount of configuration 
work to ensure network security and performance. More-
over, continuous updates and management are essential 
for MSG implementation to adapt to the dynamic access 
requirements of devices and users, resulting in increased 
difficulty and complexity.

Reducing latency and minimizing resource costs in the zero 
trust IoT is a challenging task
The latency challenge of zero trust applications in the IoT 
mainly stems from the need for continuous monitoring 

and analysis of a large number of device and user activi-
ties. To ensure network security, the zero trust model 
requires authentication and authorization for every 
device and user and continuous monitoring and analy-
sis of their activities. Implementing hybrid security poli-
cies in IoT devices requires the devices to locally execute 
security measures while transmitting data to a central 
cloud for tracking and in-depth analysis. However, this 
process may cause latency issues. Low latency is cru-
cial in key areas such as IoV, smart cities, and IoHT to 
enhance the efficiency and reliability of IoT data trans-
mission, ensuring real-time connectivity and fast deci-
sion-making. Real-time monitoring and analysis in a zero 
trust model may pose a substantial burden on comput-
ing resources and bandwidth, given the limitations of 
IoT device resources. This, in turn, can degrade network 
performance. Therefore, minimizing resource costs and 
reducing latency in the context of zero trust IoT is a chal-
lenging task.

Opportunities
To achieve more secure and efficient zero trust security 
policies in the IoT, this section proposes three future 
research directions.

Implementing intelligent zero trust policies
Leveraging automation tools and AI technology can be a 
promising solution to alleviate the challenges of execut-
ing dynamic, granular, and MSG zero trust security poli-
cies for millions of distributed devices in 5 G and beyond. 
By utilizing these technologies, security policies can be 
generated and deployed automatically, reducing human 
errors and ensuring policy consistency. Regular policy 
updates are also possible, adapting to the constantly 
changing network environment. Moreover, AI-driven 
automatic MSG technology demonstrates its effective-
ness in optimizing MSG schemes for large-scale IoT net-
works like smart cities and IIoT. It intelligently identifies 
and isolates potential security risks, ensuring network 
stability and reliability. This technology effectively han-
dles a vast number of devices, diverse security threats, 
and complex attack methods, providing robust MSG 
solutions. By automating the process, it reduces deploy-
ment and maintenance costs while enhancing system 
flexibility and security.

Exploring zero trust security in the context of digital twin 
technology for the IoT
With the continuous advancement and widespread adop-
tion of IoT technology, the need for network communica-
tion and interaction among numerous distributed devices 
is increasing. This poses several challenges in implement-
ing zero trust strategies in IoT. However, digital twin 
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technology emerges as a promising solution to address 
these challenges and concerns. Digital twin can create an 
accurate model of a real-world physical system and syn-
chronize it in real-time with the actual system, allowing 
for real-time monitoring and detection, automated deci-
sion-making and response, and targeted defense meas-
ures, ultimately achieving zero trust security through 
hyper-automation. Digital twin technology can also use 
automated tools to automatically deploy MSG strate-
gies based on network topology, device and user attrib-
utes, and access requirements, significantly reducing 
the workload and complexity of network administrators 
while improving network security and performance. Fur-
thermore, digital twin technology can perform identity 
authentication and authorization operations in a virtual 
environment, avoiding direct communication with physi-
cal devices and minimizing network communication and 
data transmission latency and security risks. Thus, in-
depth research on zero trust security in IoT under digital 
twin technology is one of the most crucial research areas 
for the future.

Investigating distributed zero trust security strategies 
for edge computing in the IoT
Edge computing pushes computation and data process-
ing to the edge of IoT devices, enabling real-time pro-
cessing at the data source. Compared to sending all IoT 
data to the cloud for processing, edge computing reduces 
transmission and response latency, thereby improving 
system performance. This is essential for implementing 
zero trust strategies in IoT, which require real-time and 
low-latency applications. Furthermore, by transmitting 
only critical information to the cloud, edge computing 
preserves and protects the original data on edge devices, 
minimizing the risk of data leakage. In this context, 
research on distributed zero trust security strategies for 
edge computing helps to enhance system security. This 
involves utilizing advanced technologies such as distrib-
uted machine learning to improve anomaly detection and 
response capabilities. For instance, a zero trust security 
strategy based on federated learning allows IoT devices to 
participate in model training and security decision-mak-
ing while maintaining user privacy. Each device trains its 
model locally, adjusts model parameters based on local 
data, and then transmits encrypted model updates to the 
central server, mitigating the risk of exposing raw data.

Conclusion
The widespread use of IoT, cloud computing, edge com-
puting, and bring your own device has made the network 
boundary blurred and traditional perimeter security 
models cannot meet the current network security needs. 
Therefore, the zero trust model, as a new security 

solution, has gradually been widely accepted and plays an 
increasingly important role in the field of network secu-
rity. This study utilizes bibliometric methods to analyze 
the current state of research on zero trust and conducts 
a comprehensive analysis of its practical applications 
in IoT. The first part of the study involves identifying 
the developmental stages of academic research on zero 
trust, analyzing leading countries and their collabora-
tion relationships, and identifying current and emerging 
research hotspots. The second part of the study focuses 
on investigating security threats present in IoT landscape 
and outlining zero trust solutions that can be employed 
to counter security vulnerabilities and attack techniques 
in different layers of the IoT ecosystem. The study also 
delves into the difficulties of applying zero trust measures 
in IoT environments and explores possible avenues for 
resolving these challenges.

The analysis of the general trajectories of research 
related to zero trust reveals a consistent and sustained 
interest from the academic community, and is experienc-
ing a phase of rapid growth. Additionally, a fitting analy-
sis of the cumulative publications suggests that the trend 
of increasing research on this topic will continue into the 
foreseeable future.

The examination of countries/areas-level productiv-
ity and collaboration in zero trust research indicates that 
the number of publications is unevenly distributed across 
different countries/areas, with the United States taking 
the lead, followed by China and India. The co-authorship 
network analysis highlights the significant contributions 
of the United States, the United Kingdom, Germany, 
and China to cooperative connections, with potential 
for increased international collaboration in zero trust 
research. These findings emphasize the need for contin-
ued international collaboration in this field to advance 
the development of zero trust technologies and improve 
cybersecurity globally.

The study identifies five main clusters in the research 
landscape of zero trust, which include zero trust in IoT, 
zero trust in cloud computing, blockchain enhanced 
zero trust security, big data security, and zero trust in 
edge computing. Additionally, the study analyzes the 
main research hotspots for zero trust in detail and pre-
sents emerging hot topics in Clusters 1, 3, 4, and 5. While 
research in emerging hot topics areas is currently lim-
ited, there is significant potential for growth in the future. 
These findings will provide valuable insights into current 
research trends and future directions for zero trust.

The research on threat analysis and zero trust solutions 
for IoT has revealed that vulnerabilities and risks exist in 
the perception layer, network layer, and application layer. 
At the perception layer, zero trust security for IoT sensors 
and devices are achieved by improving personal feature 
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recognition, continuous identity authentication, continu-
ous multifactor authentication, assigning real-time trust 
levels, and segmenting the terminal device network into 
small segments to restrict user access etc. At the network 
layer, IAM and SDP technologies based on zero trust pro-
vide device authentication and encryption, enhancing the 
security of direct and indirect communication channels. 
At the application layer, zero trust solutions for data and 
access control involve activities such as categorizing the 
importance of data, and improving access control logic.
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