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Today:

Encryption can be used to protect privacy

If we use it well



Privacy in the digital age refers to…
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Private messaging is important for daily life

𝑚



Encryption

𝑐!
𝑐! ← 𝐸𝑛𝑐(𝑘,𝑚) 𝑚 ← 𝐷𝑒𝑐(𝑘, 𝑐!)

ciphertext
encrypt decrypt

key
plaintext



No Encryption (FB 2010)
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Transport Layer Security (TLS) (FB 2012): 
Encryption between clients & servers

𝑐!!,# 𝑐!$,#

HTTPS

𝑐!!,# 	← 𝐸𝑛𝑐(𝑘",$ , 𝑚)

𝑐!$,# 	← 𝐸𝑛𝑐(𝑘%,$ , 𝑚)
𝑚 ← 𝐷𝑒𝑐(𝑘",$ , 𝑐!!,#)

𝑚 ← 𝐷𝑒𝑐(𝑘%,$ , 𝑐!$,#)



End-to-End Encryption

𝑐!!,$ 𝑐!!,$

𝑐!!,$ 	← 𝐸𝑛𝑐(𝑘",% , 𝑚) 𝑚 ← 𝐷𝑒𝑐(𝑘",% , 𝑐!!,$)

𝑐!!,$



E2EE does not solve all privacy problems
• Need to get random people to agree on shared keys
• Metadata (call logs, phone number, location) isn’t hidden and could still 

be collected
• Content moderation becomes very hard to solve because platform can’t 

read content
• Ends (e.g., phones) are still vulnerable


