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Intellectual Property Rights

Essential patents

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Intelligent Transport Systems
(IT9).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Security policies require that data structures such as messages used in Intelligent Transport Systems are secured when
stored or transferred. For interoperability reasons, a common format for secure data structures featuring security headers
and public key certificates needs to be provided.

The present document provides these definitions as a profile of the base standard |EEE Std 1609.2™ -2016 and its
amendment |EEE 1609.2a™-2017 [1]. A profile makes use of the definitionsin the base standard and defines the use of
particular subsets or options available in the base standard. Thisimplies that the present document is to be read and
interpreted together with that base standard.

The present document contains material from IEEE Std 1609.2-2016 [1] and its amendment(s), reprinted with
permission from |EEE, and Copyright © 2016.
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1 Scope

The present document specifies the secure data structure including header and certificate formats for Intelligent
Transport Systems.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] |EEE Std 1609.2™-2016: "|EEE Standard for Wireless Accessin Vehicular Environments --
Security Services for Applications and Management Messages', as amended by |EEE
Std 1609.2a™-2017: " Standard for Wireless Access In Vehicular Environments -- Security
Services for Applications and Management Messages Amendment 1",

2] ETSI TS 102 965: "Intelligent Transport Systems (ITS); Application Object Identifier (ITS-AID);
Registration”.
[3] Recommendation ITU-T X.696 (08/2014): "Information Technology-Specification of Octet

Encoding Rules (OER)".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; I TS communications security
architecture and security management”.
[i.2] ETSI TS 102 941: "Intelligent Transport Systems (ITS); Security; Trust and Privacy
Management".
3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
AA Authorization Authority
ASN.1 Abstract Syntax Notation One
AT Authorization Ticket

ETSI
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CA Certification Authority
CAM Cooperative Awareness Message
COER Canonical Octet Encoding Rules
CRL Certificate Revocation List
CTL Certificate Trust List
DENM Decentralized Environmental Notification Message
EA Enrolment Authority
ECDSA Elliptic Curve Digital Signature Algorithm
ECIES Elliptic Curve Integrated Encryption Scheme
ITS Intelligent Transport Systems
ITSAID ITS Application 1D
ITSS Intelligent Transport Systems Station
SSP Service Specific Permissions
TLM Trust List Manager
4 Basic format elements

Data structures in the present document are defined using Abstract Syntax Notation 1 (ASN.1) and shall be encoded
using the Canonical Octet Encoding Rules (COER) as defined in Recommendation ITU-T X.696 [3]. Thisincludes
some data structures in the present document for which a " canonical encoding” is used as defined in IEEE

Std 1609.2 [1].

Clause 5 and 6 specify and describe the data structures with reference to IEEE Std 1609.2 [1]. The corresponding
ASN.1 moduleis defined in annex A.

The validity of a certificate shall be assessed as defined in IEEE Std 1609.2 [1] clause 5.1, using the Hash I D-based
revocation method for EA and AA certificates, and no revocation method for authorization tickets and enrol ment
credentials.

NOTE 1: The CRL for EA and AA certificatesis defined in ETSI TS 102 941[i.2].

NOTE 2: Therulesfor verification of the Root CA certificate against the CTL are defined in ETSI
TS102941[i.2].

The validity of signed data shall be assessed as defined in IEEE Std 1609.2 [1] clause 5.2.

5 Specification of secure data structure

5.1 EtsiTs103097Data

A secure data structure shall be of type Et si Ts103097Dat a as defined in annex A, which correspondsto a
| eee1609Dot 2Dat a asdefined in |IEEE Std 1609.2 [1] clause 6.3.2, with the constraints defined in this clause, in
clause 5.2 and in clause 5.3.

Thetypel eeel609Dot 2Dat a shall support the following options in the component content:
e  Theoptionunsecur edDat a shall be used to encapsulate an unsecured data structure.

e Theoptionsi gnedDat a, corresponding to the type Si gnedDat a asdefined in IEEE Std 1609.2 [1]
clause 6.3.4, shall be used to transfer a data structure with a signature.

e  Theoptionencr ypt edDat a, corresponding to the type Encr ypt edDat a asdefined in IEEE
Std 1609.2 [1] clause 6.3.30, shall be used to transfer an encrypted data structure.

The following corresponding profiles of the type Et si Ts103097Dat a are defined in annex A:

e  Theparameterized type Et si Ts103097Dat a- Si gned using the leeel609Dot2Data option si gnedDat a
containing the data structure in the component tbdData.payl oad.data.
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e  The parameterized type Et si Ts103097Dat a- Si gnedExt er nal Payl oad using the
| eeel1609Dot 2Dat a option si gnedDat a containing the digest of the data structure in the component
t bdDat a. payl oad. ext Dat aHash.

e  The parameterized type Et si Ts103097Dat a- Encr ypt ed, usingthel eee1609Dot 2Dat a option
encr ypt edDat a containing the encrypted data structure in the component
ci phertext.aesl28ccm ccnCi phert ext.

e  The parameterized type Et si Ts103097Dat a- Si gnedAndEncr ypt ed, using the
| eee1609Dot 2Dat a option Encr ypt edDat a, containing an encrypted Et si Ts103097Dat a-
Si gned.

5.2 SignedData

Thetype Si gnedDat a shall have the following constraints:

The component hashl d of Si gnedDat a shall indicate the hash algorithm to be used to generate the hash of the
message according to |EEE Std 1609.2 [1] clauses 6.3.5 and 5.3.3.

The component t bsDat a of Si gnedDat a shall be of type ToBeSi gnedDat a asdefined in IEEE Std 1609.2 [1]
clause 6.3.6. The type ToBeSi gnhedDat a shall have the component payl oad of type Si gnedDat aPayl oad as
defined in IEEE Std 1609.2 [1] clause 6.3.7, containing either:

e  thecomponent dat a, containing the payload to be signed asan | eee1609Dot 2Dat a, or

e thecomponent ext Dat aHash, containing the hash of datathat is not explicitly transported within the
structure.

Thetype ToBeSi gnedDat a shall have the component header | nf o of type Header | nf o asdefined in IEEE
Std 1609.2 [1] clause 6.3.9, and constrained to have the following security headers:

. The component psi d containing the ITS-AID corresponding to the contained message.
. The component gener at i onTi me asdefined in IEEE Std 1609.2 [1], always present.

e  Thecomponent expi ryTi e, asdefined in IEEE Std 1609.2 [1], present or absent according to the
specification of message profilesin clause 7.

e  Thecomponent gener ati onLocat i on, asdefined in IEEE Std 1609.2 [1], present or absent according to
the specification of message profilesin clause 7.

e  Thecomponent p2pcdLear ni ngRequest aways absent.
e  Thecomponent i ssi ngCrlldentifier awaysabsent.

. The component encr ypt i onKey, asdefined in IEEE Std 1609.2 [1], present or absent according to the
specification of message profilesin clause 7.

. The component i nl i neP2pcdRequest , asdefined in IEEE Std 1609.2 [1], present or absent according to
the specification of message profilesin clause 7.

e  Thecomponentr equest edCerti fi cat e, asdefined in IEEE Std 1609.2 [1], present or absent according
to the specification of message profilesin clause 7.

The component si gner of Si gnedDat a shall be of type Si gner | dent i fi er asdefined in IEEE Std 1609.2 [1]
clause 6.3.24, and constrained to one of the following choices:

. di gest , containing the digest of the signing certificate as defined in IEEE Std 1609.2 [1] clause 6.3.26.

. certificat e, constrained to only oneentry inthe SequenceX Certi fi cat e list of type
TS103097Cer ti fi cat e, containing the signing certificate as defined in clause 6 of the present document.
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The component si gnat ur e of Si gnedDat a shall be of type Si gnat ur e asdefined in IEEE Std 1609.2 [1]
clause 6.3.28 and shall contain the ECDSA signature as defined in |EEE Std 1609.2 [1] clauses 6.3.29, 6.3.29a and
5.3.1.

5.3 EncryptedData
Thetype Encr ypt edDat a shall have the following constraints:

The component r eci pi ent s of Encr ypt edDat a shall be of type SequenceX™ Reci pi ent | nf 0 asdefined in
IEEE Std 1609.2 [1] clause 6.3.31. Every entry shall be either of option pskReci pl nf o asdefined in IEEE

Std 1609.2 [1] clause 6.3.32, of option cer t Reci pl nf o, or of option si gnedDat aReci pl nf 0, asdefined in
|EEE Std 1609.2 [1] clause 6.3.34.

The encryption scheme used shall be ECIES as defined in IEEE Std 1609.2 [1] clause 5.3.5. The component

ci phertext of Encrypt edDat a shall be of type Synmret ri cCi phert ext asdefined in IEEE Std 1609.2 [1]
clause 6.3.37 and contain aEt si Ts103097Dat a encrypted according to IEEE Std 1609.2 [1] clauses 6.3.38 and
5.3.8.

6 Specification of certificate format

A certificate contained in a secure data structure shall be of type Et si Ts103097Cer ti fi cat e asdefinedin
annex A, which correspondsto asingle Expl i ci t Certi fi cat e asdefined in IEEE Std 1609.2 [1] clause 6.4.6,
with the constraints defined in this clause.

The component t 0BeSi gned of thetype Et si Ts103097Cer ti fi cat e shall be of type
ToBeSi gnedCerti fi cat e asdefined in IEEE Std 1609.2 [1] clause 6.4.8 and constrained as follows:

e Thecomponenti d of typeCerti fi cat el d constrained to choice type nane or none.
e  Thecomponent cr acal d set to 000000'H.

. The component cr | Seri es setto OD.

. The component val i di t yPer i od with no further constraints.

. The component r egi on of type Geogr aphi cRegi on asdefined in IEEE Std 1609.2 [1], present or absent
according to the specification of certificate profilesin clause 7.

. The component assur ancelLevel of type Subj ect Assur ance, asdefined in IEEE Std 1609.2 [1],
present or absent according to the specification of certificate profilesin clause 7.

e  Thecomponent appPer m ssi ons of type SequenceOf Psi dSsp asdefined in IEEE Std 1609.2 [1],
present or absent according to the specification of certificate profilesin clause 7.

e  Thecomponent cert | ssuePerm ssi ons of type Sequence Psi dG oupPer ni ssi ons, asdefined
in |EEE Std 1609.2 [1], present or absent according to the specification of certificate profilesin clause 7.

3 At least one of the componentsappPer m ssi ons andcert | ssuePer ni ssi ons shall be present.
. The component cer t Request Per m ssi ons absent.
3 The component canRequest Rol | over absent.

3 The component encr ypt i onKey of type Publ i cEncr ypt i onKey asdefined in IEEE Std 1609.2 [1],
present or absent according to the specification of certificate profilesin clause 7.

3 The component ver i f yKeyl ndi cat or of typeVeri fi cati onKeyl ndi cat or asdefined in IEEE
Std 1609.2 [1], present and constrained to the choice verificationK ey.
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The component si gnat ur e of Et si Ts103097Certi fi cat e shal be of type Si ghat ur e asdefined in IEEE
Std 1609.2 [1] clause 6.3.28 and shall contain the signature, calculated by the signer identified in the issuer component,
as defined in IEEE Std 1609.2 [1] clauses 6.3.29, 6.3.29aand 5.3.1.

7 Security profiles

7.1 Profiles for messages

7.1.1 Security profile for CAMs

The secure data structure containing Cooperative Awareness Messages (CAMS) shall be of type
Et si Ts103097Dat a- Si gned as defined in clause 5.1 and annex A, containing the CAM asthe
ToBeSi gnedDat aCont ent , with the additional constraints defined in clause 5.2 and this clause:

. The component si gher of Si gnedDat a shall be constrained as follows:
- As default, the choice di gest shall be included.

- Thechoicecerti fi cat e shall beincluded once, one second after the last inclusion of the choice
certificate.

- If the ITS-S receives a CAM signed by a previously unknown AT, it shall include the choice
certificateimmediately initsnext CAM, instead of including the choice di gest . Inthiscase, the
timer for the next inclusion of the choicecer ti fi cat e shall be restarted.

- If an ITS-Sreceivesa CAM that includesat bsdat a.header | nf o component of type
i nl i neP2pcdRequest , then the ITS-S shall evaluate the list of certificate digestsincluded in that
component: If the ITS-S finds a certificate digest of the currently used authorization ticket in that list, it
shall include athechoicecerti fi cat e immediately inits next CAM, instead of including the choice
di gest.

e  Thecomponentt bsdat a.header | nf o of Si gnedDat a shall be further constrained as follows:
- psi d: this component shall encode the ITS-AID value for CAMs asassigned in ETSI TS 102 965 [2].

- The component i nl i neP2pcdRequest shall beincluded and shall contain the digests of certificates
currently unknown to the I TS-Station in the following cases:

L] if the ITS-Sreceived a CAM with the component si gner of Si gnedDat a set to the choice
di gest, and thisdigest points to an unknown authorization ticket;

" if the ITS-S received a message with the component si gner of Si gnedDat a set to the choice
certificate, andthiscertificateissigned by an unknown authorization authority certificate,
i.e. includes the component i ssuer referencing an unknown certificate.

- request edCertificate:If anITS-Sreceivesa CAM with the component
t bsdat a.header | nf o including athe component i nl i neP2pcdRequest , then the ITS-S shall
evauate the list of digestsincluded in that component: If the ITS-S finds adigest of avalid certification
authority certificate, it shall include the component r equest edCerti f i cat e containing the
requested certificate immediately inits next CAM:

" unless before the generation of the next CAM, the ITS-S received another CAM including the
component r equest edCer ti fi cat e containing the requested certification authority
certificate: in this case the request shall be discarded;

" unless the component si gner of Si gnedDat a isof choicecerti fi cat e according tothe
rules defined above: in this case the request shall be kept pending and the certificate shall be
inserted in the next possible CAM, according to the same conditions.
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- All other components of the component t bsdat a.header | nf o allowed to be present according to
clause 5 shall not be used and be absent.

7.1.2 Security profile for DENMs

The secure data structure containing Decentralized Environmental Notification Messages (DENMs) shall be of type
Et si Ts103097Dat a- Si gned as defined in clause 5.1 and annex A, containing the DENM asthe
ToBeSi gnedDat aCont ent , with the additional constraints defined clause 5.2 and in this clause:

. The component si gher of Si gnedDat a shall be of choicecerti fi cate.
. The component t bsdat a.header | nf o of SignedData shall be further constrained as follows:
- gener ati onLocat i on: shal be present.
- psi d: this component shall encode the ITS-AID vaue for DENMsas assigned in ETSI TS 102 965 [2].
e All other components of the component t bsdat a.header | nf o alowed to present according to clause 5
shall not be used and be absent.
7.1.3  Generic security profile for other signed messages
The secure data structure containing signed messages other than CAM and DENM shall be of type:

o Et si Ts103097Dat a- Si gned asdefined in clause 5.1 and annex A, containing the message as the
ToBeSi gnedDat aCont ent , or of type;

. Et si Ts103097Dat a- Si gnedExt er nal Payl oad as defined clause 5.1 and in annex A, containing the
message digest;

with the additional constraints defined in clause 5.2.

7.1.4 Security profile for encrypted messages

The secure data structure containing encrypted messages shall be of type Et si Ts103097Dat a- Encr ypt ed as
defined in clause 5.1 and annex A, containing the message asthe ToBeEncr ypt edDat aCont ent, withthe
additional constraints defined in clause 5.3.

7.1.5  Security profile for signed and encrypted messages

The secure data structure containing signed and then encrypted messages shall be of type Et si Ts103097Dat a-
Si gnedAndEncr ypt ed asdefined in clause 5.1 and annex A, containing the message as the

ToBesi gnedAndEncr ypt edDat aCont ent . This correspondsto aEt si Ts103097Dat a of type

Et si Ts103097Dat a- Encr ypt ed, containing a EtsiTs103097Data of type Et si Ts103097Dat a- Si gned,
containing the message asthe ToBeSi gnedDat aCont ent .

7.2 Profiles for certificates

7.2.1 Authorization tickets

This clause defines additional aspects of authorization tickets as defined in ETSI TS 102 940 [i.1]. Authorization tickets
shall be of type Et si Ts103097Certi fi cat e asdefined in clause 6, with the following constraints:

The component i ssuer shall be of choice sha256AndDi gest or sha384AndDi gest asdefined in IEEE
Std 1609.2 [1] clause 6.4.7.

Thet oBeSi gned component appPer mi ssi ons shall be used to indicate message signing permissions,
i.e. permissionsto sign aEt si Ts103097Dat a.

ETSI
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Thet oBeSi gned component Cer ti fi cat el d shall be set to the choice none.

Thet oBeSi gned component cer t | ssuePer m ssi ons shall be absent.

7.2.2 Enrolment credential

This clause defines additional aspects of enrolment credentials (i.e. long-term certificates) as defined in ETSI
TS 102 940 [i.1]. Enrolment credentials shall be of type Et si Ts103097Cer ti fi cat e asdefined in clause 6, with
the following constraints:

The component i ssuer shall be of choice sha256AndDi gest or sha384AndDi gest asdefinedin IEEE
Std 1609.2 [1] clause 6.4.7.

Thet oBeSi gned componentsappPer m ssi ons shall be used to indicate message signing permissions,
i.e. permissions to sign a certificate request message contained in aEt si Ts103097Dat a.

NOTE: Anexample of certificate request messagesisgivenin ETSI TS 102 941 [i.2].

Thet oBeSi gned component Certi fi cat el d shall be set to the choice name and shall contain a unique name
associated to the enrolment credential.

Thet oBeSi gned component cert | ssuePer ni ssi ons shall be absent.

7.2.3 Root CA certificates

This clause defines additional aspects of Root CA certificates as defined in ETSI TS 102 940 [i.1]. Root CA certificates
shall be of type Et si Ts103097Certi fi cat e asdefined in clause 6, with the following constraints:

The component i ssuer shall be set as follows:
. For root certification authority certificates, the component i ssuer shall besettosel f.

. For root certification authority link certificates, the component i ssuer shall be set to sha256AndDi gest
or sha384AndDi gest asdefined in |IEEE Std 1609.2 [1] clause 6.4.7.

Theset 0BeSi gnhed components shall be included in addition to those specified in clause 6:

. certl ssuePerm ssi ons shal be used to indicate issuing permissions, i.e. permissionsto sign
subordinate certification authority certificates with certain permissions.

. appPer m ssi ons shall be used to indicate permissionsto sign:
- CRLsand contain the ITS-AID for the CRL asassigned in ETSI TS 102 965 [2].
- CTLsand contain the ITS-AID for the CTL asassigned in ETSI TS 102 965 [2].
Thet oBeSi gned component Certi fi cat el d shall be set to the choice nane and shall contain a unique name
associated to the root certification authority.
7.2.4  Subordinate certification authority certificates

This clause defines additional aspects of subordinate certification authority certificates, i.e. enrolment and authorization
authorities certificates as defined in ETSI TS 102 940 [i.1]. Subordinate certification authority certificates shall be of
type Et si Ts103097Cert i fi cat e asdefined in clause 6, with the following constraints:

The component i ssuer shall be setto sha256AndDi gest or sha384AndDi gest asdefined in IEEE
Std 1609.2 [1] clause 6.4.7.

Theset 0BeSi gned components shall be included in addition to those specified in clause 6:

. encrypti on_key: thiscomponent shall contain a public encryption key for I TS-Stations to encrypt
messages to the enrolment / authorization authority.
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. certl ssuePerm ssi ons: thiscomponent shall be used to indicate issuing permissions, i.e. permissions to
sign an enrolment credential / authorization ticket with certain permissions.

. appPer m ssi ons: thiscomponent shall be used to indicate message signing permissions, i.e. permissions
to sign certificate response messages contained ina Et si Ts103097Dat a.

NOTE: Anexample of certificate response messagesisgivenin ETSI TS102 941 [i.2].

Thet oBeSi gned component Certi fi cat el d shall be set to the choice nane contain a unique name associated to
the certification authority, or shall be set to the choice none.

7.2.5 Trust List Manager certificate

This clause defines additional aspects of Trust List Manager certificates. Trust List Manager certificates shall be of type
Et si Ts103097Certi fi cat e asdefined in clause 6, with the following constraints:

The component i ssuer shall be set asfollows:
. For Trust List Manager certificates, the component i ssuer shall besettosel f.

. For Trust List Manager link certificates, the component i ssuer shall be setto sha256AndDi gest or
sha384AndDi gest asdefined in IEEE Std 1609.2 [1] clause 6.4.7.

Theset 0BeSi gned components shall be included in addition to those specified in clause 6:
. r egi on: thiscomponent shall contain the geographic validity restriction associated to the Trust List Manager.

. appPer m ssi ons: this component shall contain the ITS-AID for the CTL asassigned in ETSI
TS 102 965 [2].

Thet oBeSi gned component Cer ti fi cat el d shall be set to the choice nane and contain the unique name string
associated to the TLM.

Theset 0BeSi gnhed components shall be absent:
. encrypti onKey.

° certl ssuePerm ssi ons.
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Annex A (normative):
ASN.1 Modules

A.l  ETSITS 103 097 ASN.1 Module

This clause defines the normative ASN.1 module for the present document. The ASN.1 modules imports data types
from the ASN.1 modules defined in |EEE Std 1609.2 [1].

Et si Ts103097Mbdul e
{ itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5) ts(103097) v1(0) }

DEFI NI TI ONS AUTOVATI C TAGS ::= BEG N
| MPORTS

| eeel1609Dot 2Data, ExplicitCertificate
FROM

| EEE1609dot 2 {iso(1) identified-organization(3) ieee(111)
st andar ds- associ at i on- nunber ed- seri es- st andar ds(2) wave- st ds(1609)
dot 2(2) base (1) schema (1) mmjor-version-2(2)};

Et si Ts103097Certificate::= ExplicitCertificate
(W TH COMPONENTS{. . .,
t oBeSi gned (W TH COVPONENTS{. . .,
id (WTH COWPONENTS(. . .,
| i nkageDat a ABSENT,
bi naryl d ABSENT
I
cert Request Per m ssi ons ABSENT,
canRequest Rol | over ABSENT
b
b

Si ngl eEt si Ts103097Certificate ::= SEQUENCE {
only EtsiTs103097Certificate
}

Et si Ts103097Dat a: : =| eee1609Dot 2Dat a (W TH COMPONENTS {. . .,
content (WTH COVPONENTS {. ..,
si gnedData (W TH COWONENTS {..., -- constraints on signed data headers
tbsData (W TH COVPONENTS {
headerInfo (WTH COVPONENTS {.. .,
generati onTi me PRESENT,
p2pcdLear ni ngRequest ABSENT,
m ssingCrl ldentifier ABSENT

)
IOF
signer (WTH COWONENTS {..., --constraints on the certificate
certificate (WTH COWONENT (Singl eEtsi Ts103097Certificate))
)
IOF
encryptedData (W TH COWONENTS {..., -- constraints on encrypted data headers

reci pients (WTH COVPONENT (
(W TH COVPONENTS {. . .,
symReci pl nf o ABSENT,
rekReci pl nfo ABSENT
9]
))
3.
signedCertificat eRequest ABSENT
9]
9]

Et si Ts103097Dat a- Si gned { ToBeSi gnedDat aContent} ::= Etsi Ts103097Data (W TH COMPONENTS {. ..,
content (W TH COVWPONENTS {
si gnedData (W TH COVWPONENTS {. ..,
tbsData (W TH COVPONENTS {
payl oad (W TH COVPONENTS {
data (W TH COWONENTS {...,
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content (W TH COVWONENTS {
unsecur edDat a ( CONTAI NI NG ToBeSi gnedDat aCont ent )

}
}) " PRESENT

Et si Ts103097Dat a- Si gnedExt er nal Payl oad ::= Etsi Ts103097Data (W TH COMPONENTS {. . .,
content (W TH COVWPONENTS {
si gnedbData (W TH COVPONENTS {. ..,
tbsData (W TH COMPONENTS {
payl oad (W TH COVPONENTS {
ext Dat aHash (W TH COVWPONENTS {
sha256HashedDat a PRESENT
}) PRESENT

Et si Ts103097Dat a- Encrypt ed { ToBeEncrypt edDat aContent} ::= Etsi Ts103097Data (W TH COVPONENTS {.. .,
content (W TH COWONENTS {
encryptedData (W TH COVPONENTS {. ..,
ci phertext (WTH COWONENTS {...,
aes128ccm (W TH COVPONENTS {. . .,
ccnCi phertext (CONSTRAINED BY {-- ccmencryption of -- ToBeEncryptedDataContent})

Et si Ts103097Dat a- Si gnedAndEncrypt ed { ToBesi gnedAndEncr ypt edDat aContent} ::= Etsi Ts103097Dat a-
Encrypted {Etsi Ts103097Dat a- Si gned {ToBesi gnedAndEncr ypt edDat aCont ent }}

END

A.2 IEEE 1609.2 ASN.1 modules

This clause provides the relevant ASN.1 modules from |EEE Std 1609.2 [1] (and its amendments), reprinted with
permission from |EEE, Copyright © 2016.

| EEE1609dot 2 {iso(1) identified-organization(3) ieee(111)
st andar ds- associ ati on- nunber ed- seri es- st andards(2) wave-stds(1609)
dot 2(2) base(1) schema(1l) mmjor-version-2(2)}

-- Mnor version: 1

B R R R R R R

-- | EEE P1609. 2 Data Types

B R R R R R R

DEFI NI TI ONS AUTOVATI C TAGS ::= BEG N
EXPORTS ALL;

I MPORTS
Crl Series,
EccP256Cur vePoi nt ,
Eci esP256Encr ypt edKey,
Encrypti onKey,
Geogr aphi cRegi on,
GroupLi nkageVal ue,
HashAl gorit hm
Hashedl d3,
Hashed! d8,
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Host nane,
| Val ue,
Li nkageVal ue,
Qpaque,
Psi d,
Psi dSsp,
Psi dSspRange,
Publ i cEncrypti onKey,
Publ i cVerificati onKey,
SequenceO Hashedl d3,
SequenceX Psi dSsp,
SequenceX Psi dSspRange,
Servi ceSpeci fi cPerm ssi
Si ghat ure,
Subj ect Assur ance,
Symmet ri cEncrypti onKey,
ThreeDLocat i on,
Ti neé4,
Ui nt 3,
Ui nt 8,
Ui nt 16,
Ui nt 32,
Val i di tyPeri od

FROM | EEE1609dot 2BaseTypes {iso(1) identified-organization(3) ieee(11l1)

st andar ds- associ at i on- nunber ed- seri es- st andar ds(2) wave- st ds(1609)
dot 2(2) base(1) base-types(2) major-version-2 (2)}

ons,

__kkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkkhkhkkhkhkkhkkhkkhkhkhkkhkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkhkkkkkkkkkkkk*x*%x

Structures for describing secured data

__kkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkkhkkhkkhkkhkhkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkhkkkkkkkkkkkk*x*%x

Necessary to get certain tools to generate sanple PDUs
Test | eeel609Dot 2Data :: = | eeel609Dot 2Dat a
TestCertificate ::= Certificate

this structure belongs later in the file but putting it here avoids
conpiler errors with certain tools

Si gnedDat aPayl oad ::= SEQUENCE {
data | eeel1609Dot 2Dat a OPTI ONAL,
ext Dat aHash HashedDat a OPTI ONAL,

(W TH COVPONENTS {. . .,
W TH COVPONENTS {. . .,

data PRESENT} |
ext Dat aHash PRESENT})

| eee1609Dot 2Dat a :: = SEQUENCE {

pr ot ocol Ver si on Ui nt 8(3),

cont ent | eee1609Dot 2Cont ent
}
| eee1609Dot 2Content ::= CHO CE {

unsecur edDat a Opaque,

si gnedDat a Si gnedDat a,

encrypt edDat a Encrypt edDat a,
signedCertifi cat eRequest Opaque,

}

Si gnedData ::= SEQUENCE {
hashl d HashAl gorit hm
t bsDat a ToBeSi gnedDat a,
si gner Si gnerldentifier,
signature Si ghat ure

}

Signerldentifier ::= CHOCE {
di gest Hashed! d8,
certificate SequenceOf Certificate,
sel f NULL,

}
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ToBeSi gnedData :: = SEQUENCE {
payl oad Si gnedDat aPayl oad,
header | nf o Header I nfo

}

HashedDat a: : = CHO CE
sha256HashedData OCTET STRI NG (S| ZE(32)),

}
Header I nfo ::= SEQUENCE {
psid Psi d,
generationTi nme Ti me64 OPTI ONAL,
expiryTi me Ti ne64 OPTI ONAL,
generati onLocati on ThreeDLocati on OPTI ONAL,
p2pcdLear ni ngRequest Hashed| d3 OPTI ONAL,
m ssingCrlldentifier M ssingCrlldentifier OPTIONAL,
encrypti onKey Encrypti onKey OPTI ONAL,
i nI | neP2pcdRequest SequenceO Hashedl d3 OPTI ONAL,
requestedCertificate Certificate OPTI ONAL
}
M ssingCrlldentifier ::= SEQUENCE {
cracal d Hashedl d3,
crl Series Ol Series,
}
Countersignature ::= | eeel609Dot 2Data (W TH COVPONENTS {. ..,

content (W TH COVPONENTS {. ..,
si gnedData (W TH COVPONENTS {.. .,
tbsData (W TH COVPONENTS {. ..,
payl oad (W TH COWPONENTS {.. .,
dat a ABSENT,
ext Dat aHash PRESENT

I

header | nf o(W TH COVPONENTS {. . .,
generati onTi me PRESENT,
expi ryTi me ABSENT,
gener ati onLocati on ABSENT,
p2pcdLear ni ngRequest ABSENT,
m ssingCrlldentifier ABSENT,
encrypti onKey ABSENT

b
)
)
b

b
__Kkkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkkhkhkkhkhkkhkkhkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkhkkkhkkkkkkkkkkk*x*%x
-- Structures for describing encrypted data
::**********************************************************************
EncryptedData ::= SEQUENCE ({

recipients Sequenced Reci pi ent | nf o,

ci phertext Symmet ri cCi phert ext
}
Reci pi entInfo ::= CHO CE

pskReci pl nfo Pr eShar edKeyReci pi ent | nf o,

symReci pl nfo SymmReci pi ent | nf o,

certReci plnfo PKReci pi ent | nf o,

si gnedDat aReci pl nf o PKReci pi ent | nfo,

rekReci pl nfo PKReci pi ent I nfo
}
SequenceO Reci pientInfo ::= SEQUENCE OF Reci pi entlnfo
Pr eShar edKeyReci pi ent I nfo ::= Hashedl d8
SymmReci pi entlnfo ::= SEQUENCE {

recipientld Hashed! d8,

encKey Synmmet ri cCi phert ext
}
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PKReci pi entInfo :
recipientld
encKey

;= SEQUENCE {

Hashedl d8,

Encr ypt edDat aEncr ypt i onKey
}

Encrypt edDat aEncrypt i onKey :
eci esN st P256
eci esBrai npool P256r 1

:= CHO CE
Eci esP256Encr ypt edKey,
Eci esP256Encr ypt edKey,

}
Symetri cC phertext ::= CHO CE

aesl28ccm AesCcnCi phert ext,
}
AesCcnCi phertext ::= SEQUENCE ({

nonce OCTET STRING (SI ZE (12)),

ccnC phert ext Opaque -- 16 bytes |onger than plaintext
}
PR R R R R R R R R kR R R
-- Certificates and other security nanagenent data structures
::**********************************************************************
-- Certificates are inplicit (type = inplicit, toBeSigned includes
-- reconstruction value, signature absent) or explicit (type = explicit,
-- toBeSigned includes verification key, signature present).
Certificate ::= CertificateBase (InplicitCertificate | ExplicitCertificate)

SequenceCf Certificate ::= SEQUENCE OF Certificate

CertificateBase ::= SEQUENCE {
versi on Ui nt8(3),
type CertificateType,
i ssuer | ssuerldentifier,
t oBeSi gned ToBeSi gnedCertificate,
si gnature Si gnat ure OPTI ONAL
}
CertificateType ;= ENUMERATED {
explicit,
implicit,
}

InplicitCertificate :
type(inplicit),
t oBeSi gned(W TH COVMPONENTS {. . .,
veri f yKeyl ndi cat or (W TH COMPONENTS {reconstructi onVal ue})
IOF
si gnat ure ABSENT
b

ExplicitCertificate :
type(explicit),
t oBeSi gned(W TH COVMPONENTS {. . .,
veri fyKeyl ndi cat or (W TH COMPONENTS {verifi cati onKey})

:= CertificateBase (WTH COMPONENTS {.. .,

:= CertificateBase (WTH COMPONENTS {.. .,

.
si gnat ure PRESENT
)

I ssuerldentifier ::= CHO CE
sha256AndDi gest Hashed! d8,
sel f HashAl gorithm
sha384AndDi gest Hashed] d8

}

ToBeSi gnedCertificate ::= SEQUENCE {
id Certificateld,
cracal d HashedlI d3,
crl Series Crl Seri es,

val i dityPeri od Val i di tyPeri od,
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regi on Geogr aphi cRegi on OPTI ONAL,
assur ancelevel Subj ect Assurance OPTI ONAL,
appPer m ssi ons SequenceO Psi dSsp OPTI ONAL,

certlssuePerm ssions Sequenced Psi dG oupPer mi ssi ons OPTI ONAL,
cert Request Per mi ssi ons SequenceX Psi dG oupPer mi ssi ons OPTI ONAL,

canRequest Rol | over NULL OPTI ONAL,
encrypti onKey Publ i cEncrypti onKey OPTI ONAL,
veri f yKeyl ndi cat or Veri ficati onKeyl ndi cat or,
} o
(WTH COVPONENTS { ..., appPerm ssions PRESENT} |
W TH COMPONENTS { ..., certlssuePerm ssions PRESENT} |
W TH COVPONENTS { ..., certRequest Perm ssi ons PRESENT})
Certificateld ::= CHOCE {
|'i nkageDat a Li nkageDat a,
name Host nane,
bi naryl d OCTET STRI NG SI ZE( 1. . 64)),
none NULL,
}
Li nkageData ::= SEQUENCE ({
i Cert | Val ue,
I i nkage- val ue Li nkageVal ue,
group- | i nkage- val ue GroupLi nkageVal ue OPTI ONAL
EndEntityType ::= BIT STRING {app (0), enrol (1) } (SIZE (8)) (ALL EXCEPT {})
Psi dG oupPer m ssi ons ::= SEQUENCE {
subj ect Per mi ssi ons Subj ect Per m ssi ons,
m nChai nLengt h | NTEGER DEFAULT 1,
chai nLengt hRange I NTEGER DEFAULT O,
eeType EndEntityType DEFAULT {app}
}
Sequenced Psi dGr oupPer mi ssi ons ::= SEQUENCE OF Psi dG oupPer mi ssi ons
Subj ect Permi ssions ::= CHO CE
explicit SequenceO Psi dSspRange,
al | NULL,
}
VerificationKeylndicator ::= CHO CE ({
verificationKey Publ i cVeri ficati onKey,
reconstructionVal ue EccP256Cur vePoi nt ,
}
END

| EEE1609dot 2BaseTypes {iso(1) identified-organization(3) ieee(1l1ll)
st andar ds- associ at i on- nunber ed- seri es- st andar ds(2) wave- st ds(1609)
dot 2(2) base(1) base-types(2) major-version-2(2)}

-- Mnor version: 1

B R R R R R

-- | EEE P1609. 2 Base Data Types

__kkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkkhkhkhkhkkhkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkkkk*x*%x

DEFI NI TI ONS AUTOVATI C TAGS ::= BEG N

EXPORTS ALL;
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Ui nt3 = INTEGER (0..7) -- (hex) 07
Unt8 ::= INTEGER (0. .255) -- (hex) ff
Uintl6 ::= | NTEGER (0. .65535) -- (hex) ff ff
U nt32 ::= I NTEGER (0..4294967295) - - <LONGLONG>- - -- (hex) ff ff ff ff
Uint64 ::= I NTEGER (0..18446744073709551615) -- (hex) ff ff ff ff ff ff ff ff

SEQUENCE OF Ui nt8
SEQUENCE OF Ui nt 16

SequenceO Ui nt 8
SequenceOf Ui nt 16 ::

Opaque ::= OCTET STRI NG
Hashedl d10 ::= OCTET STRI NG (Sl ZE(10))
Hashedl| d8 = OCTET STRING (S| ZE(8))
Hashedl d3 ::= OCTET STRING (Sl ZE(3))
SequenceX Hashedl d3 :: = SEQUENCE OF Hashedl d3
-- Time
Time32 ::= Ui nt32
Time64 ::= Ui nt64
ValidityPeriod ::= SEQJENCE {
start Ti me32,
duration Dur ati on
}
Duration ::= CHO CE {
m cr oseconds Ui nt 16,
m | liseconds Ui nt 16,
seconds Ui nt 16,
m nut es Ui nt 16,
hour s Ui nt 16,
si xt yHour s Ui nt 16,
years U nt 16
}
-- Location
Geographi cRegion ::= CHOCE {
circul ar Regi on G rcul ar Regi on,
rect angul ar Regi on Sequenced Rect angul ar Regi on,
pol ygonal Regi on Pol ygonal Regi on,
identifiedRegion SequenceO | denti fi edRegi on,
}
Circul arRegi on ::= SEQUENCE {
center TwoDLocat i on,
radi us U nt 16
}
Rect angul ar Regi on ::= SEQUENCE {
nor t hWest TwoDLocat i on,
sout hEast TwoDLocat i on
}
Sequenced Rect angul ar Regi on ::= SEQUENCE OF Rect angul ar Regi on
Pol ygonal Regi on ::= SEQUENCE S| ZE(3..MAX) OF TwoDLocati on
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TwoDLocation ::= SEQUENCE {
| atitude Latitude,
| ongi t ude Longi t ude
}

IdentifiedRegion ::= CHO CE {
countryOnly CountryOnly,
count r yAndRegi ons Count r yAndRegi ons,
count r yAndSubr egi ons Count r yAndSubr egi ons,

}
Sequence | denti fi edRegi on ::= SEQUENCE OF |dentifiedRegion
CountryOnly ::= Uintl6

Count ryAndRegi ons ::= SEQUENCE {
countryOnly CountryOnly,
regi ons SequenceO Ui nt 8

}

Count ryAndSubr egi ons ::= SEQUENCE {

country CountryOnly,

regi onAndSubr egi ons SequenceO Regi onAndSubr egi ons
}

Regi onAndSubr egi ons ::= SEQUENCE ({
region Ui nt 8,
subr egi ons SequenceO Ui nt 16
}

SequenceX Regi onAndSubr egi ons :: = SEQUENCE OF Regi onAndSubr egi ons

ThreeDLocation ::= SEQUENCE {
latitude Latitude,
| ongi t ude Longi t ude,
el evati on El evation

}

Latitude ::= N netyDegreelnt

Longi tude ::= OneEi ght yDegr eel nt

El evation ::= El evint

Ni netyDegreel nt ::= I NTEGER {
mn (-900000000),
max (900000000),
unknown (900000001)

} (-900000000. . 900000001)

KnownLatitude ::= N netyDegreelnt (min..nmax) -- Mnus 90deg to +90deg in microdegree intervals
UnknownLatitude ::= NinetyDegreelnt (unknown)

OneEi ghtyDegreelnt ::= | NTEGER {
mn (-1799999999),
max (1800000000) ,
unknown (1800000001)

} (-1799999999. . 1800000001)

KnownLongi t ude ::= OneEi ght yDegreelnt (mn..nax)
UnknownLongi t ude ::= OneEi ght yDegreel nt (unknown)

Elevint ::= Ui ntl6 -- Range is from-4096 to 61439 in units of one-tenth of a neter

Signature ::= CHO CE
ecdsaN st P256Si gnat ure EcdsaP256Si gnat ur e,
ecdsaBr ai npool P256r 1Si gnat ure EcdsaP256Si gnat ur e,

ecdsaBr ai npool P384r 1Si gnat ure EcdsaP384Si gnature
}

EcdsaP256Si ghature ::= SEQUENCE {
rsig EccP256Cur vePoi nt ,
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sSig COCTET STRING (SIZE (32))
}
EcdsaP384Si gnature ::= SEQUENCE {
rsig EccP384Cur vePoi nt ,
sSig OCTET STRING (S| ZE (48))
}
EccP256CurvePoint ::= CHO CE
x-only OCTET STRING (SI ZE (32)),
fill NULL, -- consistency with 1363 / X9.62
conpressed-y-0  OCTET STRING (S| ZE (32)),
conpressed-y-1 COCTET STRING (SIZE (32)),
unconpr essedP256 SEQUENCE {
x OCTET STRING (S| ZE (32)),
y OCTET STRING (S| ZE (32))
}
}
EccP384Cur vePoi nt:: = CHO CE
x-only COCTET STRI NG (SI ZE (48)),
fill NULL, -- consistency w 1363 / X9.62
conpressed-y-0 OCTET STRING (S| ZE (48)),
conpressed-y-1 OCTET STRING (S| ZE (48)),
unconpr essedP384 SEQUENCE {
x OCTET STRING (SI ZE (48)),
y OCTET STRING (S| ZE (48))
}
}
SymmAl gorithm :: = ENUMERATED {
aes128Ccm
}
HashAl gorithm ::= ENUMERATED ({
sha256,
sha3sa
}
Eci esP256Encrypt edKey ::= SEQUENCE {
\Y EccP256Cur vePoi nt ,
c OCTET STRING (S| ZE (16)),
t OCTET STRING (Sl ZE (16))
}
EncryptionKey ::= CHO CE {
public Publ i cEncrypti onKey,
symretric Synmmet ri cEncrypti onKey
}
Publ i cEncrypti onKey ::= SEQUENCE ({
support edSymAl g SymmAl gori t hm
publ i cKey BasePubl i cEncrypti onKey
}
BasePubl i cEncrypti onKey ::= CHO CE {
eci esNi st P256 EccP256Cur vePoi nt ,
eci esBrai npool P256r 1 EccP256Cur vePoi nt ,
}
PublicVerificationKey ::= CHO CE
ecdsaN st P256 EccP256Cur vePoi nt ,
ecdsaBr ai npool P256r 1 EccP256Cur vePoi nt ,
é.c.d’saBr ai npool P384r 1 EccP384Cur vePoi nt
}
Symetri cEncrypti onKey ::= CHO CE
aes128Ccm OCTET STRI NGE SI ZE(16)),
}
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-- PSID/ ITSAID

Psi dSsp ::= SEQUENCE {
psid Psi d,
ssp Servi ceSpeci fi cPerm ssi ons OPTI ONAL
}
SequenceO Psi dSsp :: = SEQUENCE OF Psi dSsp
Psid ::= | NTEGER (0. .MAX)
SequenceO Psid ::= SEQUENCE OF Psid
Servi ceSpeci fi cPerm ssions ::= CHO CE
opaque OCTET STRI NG (Sl ZE(O..MAX)),
b| t ;THpSSp Bi t mapSsp
}
Bi t mepSsp ::= OCTET STRI NG (Sl ZE(O..31))
Psi dSspRange ::= SEQUENCE {
psid Psi d,
sspRange SspRange OPTI ONAL
}
Sequenced Psi dSspRange ::= SEQUENCE OF Psi dSspRange
SspRange ::= CHO CE {
opaque SequenceO Cct et Stri ng,
al | NULL,
b| t m,apSspRange Bi t mapSspRange
}
Bi t mapSspRange ::= SEQUENCE ({
sspVal ue OCTET STRING (S| ZE(1..32)),
sspBi t mask OCTET STRING (S| ZE(1..32))
}
SequenceO Cctet String :: = SEQUENCE (Sl ZE (0..MAX)) OF

OCTET STRING (Sl ZE(O. . MAX))

Subj ect Assurance ::= OCTET STRI NG (S| ZE(1))

CrlSeries ::= Untl6

I Value ::= Uintl6

Host nane ::= UTF8String (SIZE(O..255))

Li nkageVal ue ::= OCTET STRI NG (Sl ZE(9))

GroupLi nkageVal ue ::= SEQUENCE {
jValue OCTET STRING (Sl ZE(4)),
value  OCTET STRI NG (Sl ZE(9))

}

Lald ::= OCTET STRI NG (Sl ZE(2))

Li nkageSeed ::= OCTET STRI NG (Sl ZE(16))
END
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