Proceedings of the Twenty-Eighth International Joint Conference on Artificial Intelligence (IJCAI-19)

CoTrRank: Trust Evaluation of Users and Tweets

Peiyao Li!, Weiliang Zhao' , Jian Yang!?* and Jia Wu!

'Department of Computing, Macquarie University, NSW 2113, Australia
2 School of Computer Science, DongHua University, ShangHai, China

peiyao.li@students.mq.edu.au, {weiliang.zhao, jian.yang, jia.wu} @mgq.edu.au

Abstract

Trust evaluation of people and information on Twit-
ter is critical for maintaining a healthy online social
environment. How to evaluate the trustworthiness
of users and tweets becomes a challenging ques-
tion. In this demo, we show how our proposed
CoTrRank approach deal with this problem. This
approach models users and tweets in two coupled
networks and calculate their trust values in differ-
ent trust spaces. In particular, our solution provides
a configurable way when mapping the calculated
raw evidences to the trust values. The CoTrRank
demo system has an interactive interface to show
how our proposed approach produces more effec-
tive and adaptive trust evaluation results comparing
with baseline methods.

1 Introduction

Twitter nowadays is a popular social media platform for in-
formation dissemination by people, business, and government
agencies. It is important to have mechanisms in place to eval-
uate the trustworthiness of users and their posts to provide a
healthy online social environment. We assign trust values to
users and tweets to indicate their trustworthy degrees based
on a generic trust principle: A user who posts or mentions
by more trustworthy tweets and is followed by more trust-
worthy users is more trustworthy; a tweet that is posted by
a more trustworthy user and retweeted/replied by more trust-
worthy tweets is more trustworthy. To effectively calculate
the trust values of users and tweets, we need to consider: (1)
how to model various user/tweet relations/interactions; (2)
how to calculate the trust values of users and tweets that are
in different trust spaces but linked with each other; (3) how
to determine users/tweets trustworthy degrees under different
situations.

Existing approaches attempt to evaluate trust by analysing
Twitter as a heterogeneous network with users and tweets
as nodes and their relations as links [Weng er al., 2010;
Yamaguchi et al., 2010; Hsu et al., 2017]. However, most of
these methods are based on network models constructed with
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limited types of interactions, such as follow and retweet, us-
ing a single network consisting of both user nodes and tweet
nodes [Yamaguchi ef al., 2010]. These network models have
their limitations in capturing the complex and complicated re-
lations among/between users and tweets [Li ef al., 2018]. In
this work, we develop a configurable trust ranking approach
(CoTrRank) based on a coupled dual networks model. We put
users and tweets in two networks and scrutinise the coupling
effect between them. The trust values are calculated with the
consideration of their real meanings in different trust spaces.
The experimental results show that the proposed CoTrRank
provides more accurate evaluations of the trustworthiness of
users and tweets comparing with baseline methods as PageR-
ank [Page et al., 1999], TURank [Yamaguchi ef al., 2010],
and CoRank [Li et al., 2018].

2 CoTrRank Trust Evaluation

In Twitter, there is a variety of interactions between/among
users and tweets. We construct a user network and a tweet
network. The user network is built up with users as nodes
and follow relations as edges; the tweet network is built up
with tweets as nodes and retweet, reply relations as edges.
These two networks are coupled with each other by links rep-
resenting the mention and bipartite post relations. The trust
values of users and tweets are related with their linked users
and tweets through different relations.

The process of the proposed CoTrRank approach is shown
in Fig. 1. Matrix M is the the weight matrix for calculating
trust values of users according to follow relations. Matrix
N is the weight matrix for calculating trust values of tweets
according to retweet and reply relations. Matrix W is the
weight matrix for calculating trust values of users according
to tweets that mention them or posted by them. Matrix V
is the weight matrix for tweets according to users who post
them. The trust values of users and that of tweets are stored
in two vectors X and Y, respectively. The proposed method
considers the coupling effect between the user network and
the tweet network as follows:

e Auser u;’s trust value x; is calculated according to the trust
values of u;’s followers, the trust values of tweets that are
posted by w;, and the trust values of tweets that mention
u;, x; € X

e A tweet t;’s trust value y; is calculated according to the
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Figure 1: Process of CoTrRank trust evaluation.

trust values of tweets that retweet or reply to ¢; and the
trust value of the user who posts ¢;, y; € Y.

In such a way, trust values of users and tweets are dependent
on each other based on the interactions that couple the user
network and the tweet network. We propose the following
formulas to calculate the trust values of each user and tweet:

2 = () FO mijz;)+ (1 —a)FO wiwyr) (1)
J k
Yi = (5)}_(2 ni;Y;) + (1 = B)F (vixTr) 2

where « and /3 are control parameters to specify the propor-
tion of contributions from nodes in the user network and the
tweet network. Here, m; ; € M, w; ., € W, n; ; € N, and
v; , € V. Function F() is a logarithmic function that scales
the summation of the weighted values of one’s related nodes
in each network.

As one choice, the user trust values X and tweet trust val-
ues Y calculated by Eq. (1) and (2) are normalised by divid-
ing their corresponding sums. However, this widely used nor-
malisation over sum method [Yan et al., 2012] makes users
and tweets with high trust values dominate the trust evalua-
tion. As another choice, we employ Sigmoid functions [Li et
al., 2018] to perform trust value mapping that benefits users
and tweets linked with a large number of nodes with medium
trust degrees. To deal with different trust evaluation situa-
tions, we propose a configurable trust mapping method us-
ing a weighted integration of the normalised values and the
Sigmoid mapped values of users and tweets. We can make
users/tweets with high trust degrees have more impact on the
trust evaluation results or users/tweets with medium trust de-
grees have more impact on the trust evaluation results.

3 Demo

We built a demonstration system with an interactive inter-
face. Figure 2 shows the screenshots of our demonstration
system !. This system allows user to input the control pa-
rameters used in Eq. (1) and (2), and specify the weights in
the mapping configuration. Users can input one user id or
multiple user ids in the *UserID’ field, and the demo system
can provide trust values calculated under the specific settings.

' A demo video can be viewed at: https:/youtu.be/eeiMVO4qS1s
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Figure 3: Adequacy comparison between CoTrRank with different
mapping configurations and baseline methods.

If the ’all iterations’ box is checked, the system will display
the trust values in each round of iteration; otherwise, the sys-
tem will only provide the final trust values. The right win-
dow in Fig. 2 shows the trust values of three users calculated
by CoTrRank in all iterations. If the *adequacy’ checkbox is
checked, the demo system will display the adequacy results of
the proposed CoTrRank with the parameter settings specified
in the parameter section. User can also check the ’PageRank’
and/or "TURank’ checkbox to show the adequacy results of
these baseline methods. The left window in Fig. 2 shows an
example of the adequacy outputs of our proposed CoTrRank
method and two baseline methods.

In our demonstration system, we use the dataset collected
from Twitter based on the Tasmania community 2. In this
dataset, there are approximately 10, 000 users and one million
tweets that have relations between/among other users and/or
tweets in this dataset. We invite human examiners to select
4,766 users that are considered to be more trustworthy com-
paring with other users in the dataset. The evaluation metrics
in [Heidemann et al., 2010] are utilised to evaluate the ad-
equacy of our proposed approach and the baseline methods.
The results are shown in Fig. 3. The proposed CoTrRank
approach with Sigmoid mapping has outperformed that with
normalisation over sum. By combining the Sigmoid mapping
and the normalisation over sum method, the CoTrRank ap-
proach has achieved better adequacy results. Our CoTrRank
methods with different configurations in trust value mapping
have outperformed the three baselines methods.

2The dataset and source codes are available at:

https://github.com/TrustEval/Twitter_Tas_dataset
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