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Abstract—Lightweight  cryptography is a class in
cryptography that is employed in resource constrained devices
like embedded systems to provide security. CLEFIA is one of the
light weight cryptography algorithms which suits the resource
constrained environments in providing security thus enhancing
the privacy.
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I.  INTRODUCTION

In today’s world as there is too much dependence on Internet
of Things (loT) for daily activities, there is a necessity to
provide security in the operation that these perform. The loT
is comprised of resource constrained devices like sensors,
embedded systems, RFID tags etc. These do not possess much
of the resources so the security functions also need to be
incorporated in them along with their intended purpose. The
classical encryption algorithms are suitable in computer
systems but in the resource constrained environments newly
developed class of algorithms called light weight ciphers are
used which provide security as well as consume less resources
[4].

CLEFIA is one such light weight cipher invented by Sony
Corporation. This was originally used to give security in
resource constrained environment. CLEFIA was developed in
2007[3][6]-

Il. RELATED WORK

In order to provide the security the original message signal
called the plain text has to be transformed into another form
called cipher text. The main intention of changing the plain
text is because the original message must not be accessible for
the attackers.

The method involved in transforming the plain text to
cipher text uses many transpositions and substitutions so that
it is protected from the attack.

There are different kinds of algorithms defined based on
various characteristics. Among all of them the classification
based on keys used in the algorithm is widely used. A single
key is employed for the encryption and decryption process in
the case of secret key cryptography. Two different keys where
one used for encryption and the other one for decryption are
considered in case of public key cryptography. There is
another class of cryptography where mathematical
substitutions are used. This type of cryptography is called as
hash functions [2].

Many algorithms are defined to perform the encryption
process. The algorithms will consider the Fiestel structures in
case of block ciphers. This structure will be involved to
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perform the substitutions and transformations required in the
process. The S-boxes are employed where this is the first stage
of creating the confusions.

The key generating blocks is another step in the encryption
algorithm. There are many ways in the generation process.
The key will be generated and will be combined with plain
texts. There are specific numbers of rounds in the process
according to the number of bits in the plain texts and the
algorithm defined.

I1l.  PROPOSED WORK

CLEFIA one of the light weight block ciphers is
implemented. The algorithm is a block cipher which has a bit
length of 128 bits. This comprises of variable key lengths with
respect to the bit lengths considered. The number of rounds
employed in the algorithm succumbs to the key lengths. For a
128 bit plain text there has to be 18 rounds, for a 192 bit
length of plain text the number of rounds are 22. And for the
256 bit length of the original message 26 rounds have to be
performed. There are 2 S-boxes employed namely SO and S1
with the F-functions namely FO and F1. This algorithm
consists of round keys and also whitening keys in the process
of the algorithm.

A. Architecture of CLEFIA

The CLEFIA that is implemented in our work has been
considered to take into account 128-bit length of plain text at
a time and the key which is of 128-bit in length. The plain
text which is of 128-bit is decomposed to 4, 32-bit chunks
namely PO, P1, P2 and P3. The whitening keys WKO and
WK1 are ex-ored with the plain texts P1 and P3. The
conversion of the plain text into cipher text happens using the
GFN structures. The GFN structures use the FO and F1 where
each F-function uses the round keys RK; and RKj:1. The sub-
blocks used to implement the CLEFIA algorithm are
illustrated below [1].

B. S-boxes design

SO and S1 are the two boxes which are used in CLEFIA. Let
us study the details of both these.

SO box- The implementation of this comprises of using other
sub boxes termed as SSO, SS1, SS2 and SS3. These are
random boxes. These are combined using the Galois field
multiplier [1][3][7]. The lookup table where the SO values are
defined in predefined tables is the most common way of
implementing the SO boxes. But here we have employed the
Algebraic Normal Form (ANF) approach.

The SSO, SS1, SS2 and SS3 are basically formulated using
ANF expression and gates are used to represent it[1]. This is
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advantageous compared to former technique as it gives the
algebraic degree and linearity of the function.

S1 box- The process of designing the S1 box is done using
the Galois Field (28 inversion process. The polynomial
deployed to implement the S1 box is z8+z*+z%+z%+1. The
technique in order to introduce the novelty in the design, we
have used the Composite Field Approach (CFA)[1].

b=g(f(a) Y)iff(a) /=0

b=g(0)iff(a) =0

In the above equation b and a represents S-box output and
input respectively.

C. FO and F1 designs

The FO and F1 functions are defined using the 4 branch
Generalized Fiestel Network (GFN) rather than the
conventional 2 branch structure which has an advantage [3].
Due to the 4-branch structure the FO and F1 function are
smaller compared with 2 branch structures which need double
the size of input of 4-branch structure. The F-functions
consists of the SO and S1 boxes in addition to 4x4 diffusion
matrices. After each round in the F-function the circular shift
operation is performed.

KO w1 K1 K2 K3
X0 - ‘3
50/51 51/50 50/51 51/50
l J l )
Mo/mM1
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Figure. 1. F-functions

D. Diffusion Matrices

The diffusion matrices namely M0 and M1 are contemplated
for the generation of F-functions. The multiplication factors
of 2, 4, 6, 8 and 10 are multiplied with the outputs obtained in
the S-boxes. These multiplication factors are combined using
the xor operation.

E. Key scheduling block

The key scheduling block is designed using a technique
called double swap. A 128 bit long word is split as 2, 57 bits
and 2, 7 bits [5][6]. Then the swapping takes place in the
further step by interchanging the positions of the considered
bits. The key scheduling part is developed in order to provide
the whitening keys and round keys for the encryption
technique. This method of generation uses the K key and an
intermediate key | as the first step. The generation of the
intermediate key | is done from the Key K. Then the
expansion of the keys is performed. The intermediate key | is

generated using the GFN structure. This GFN structure is
used in the key generation block also. The intermediate key
generation is done by applying the key and the 24 bit constant
values to the GFN structure. The rest 36 bit values generated
are employed to give the keys needed for the encryption
process.

IV. RESULTS AND DISCUSSION

The CLEFIA encryption algorithm is developed by using all
the sub-blocks designed. The top-level design for the
encryption is designed. The simulation of the design is
carried out in Xilinx ISE Suite.

For the overall design of the algorithm an intermediate
encryption register is deployed to hold the data after each
round and the use this as an input for the further rounds. The
FO and F1 functions are used in parallel where the association
of the SO and S1 differs. A multiplexer is involved to take in
the input after the rounds based on a signal. The shifting of
the data takes place after each round. This can be left/right
shift. The encrypted results are obtained.

A. Simulation results
The results obtained after implementing the S-boxes is
depicted in Fig. 2.

Fig. 3. Output of S1 box

The below table shows the results obtained using the novel
approaches used. The total delay in the designs is minimal.
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TABLE I. RESULTS TABLE
Approach Total delay
SO using
ANF 3.1ns
approach
S1 using
CFA 4.83ns
approach

-
o

y=+ | FOE | BN

Fig. 4. Output of encryption

The encrypted output of the CLEFIA algorithm is as shown
in Fig. 4. The total encryption is accounted within 18 clock
cycles.

V. CONCLUSION
The CLEFIA encryption algorithm implemented can be used
for the resource constrained devices. This gives a good
tradeoff between speed and memory requirement. The novel
sub-blocks are integrated at the top level and the
implementation results are obtained. This suits the new class
of light weight cryptography.
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