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ABSTRACT

Nowadays, papers are taken, stored, and shared more frequently in digital format. At the same time, document
image altering software also gets more and more powerful as there is an increasing concern about the
authenticity of documents. Texts on real estate agreements, for instance, can be changed to make an illegal deal,
and the date on a plane ticket can be changed to get past security and into airport terminals. This study
provides an overview of various image processing methods to spot document forging in order to stop such
illegal actions. As digital image processing gains popularity in scientific and technical applications and forgery
techniques develop quickly, the aim of forgery detection is to maximize the extraction of information from
altered photos, particularly noisy and post-processed images. In order to create a new strategy for a future
forensic science investigation, the major focus is on various sorts of forgery detection in digital image
processing with the aid of all transform approaches and comparing their best results for further improvement.

Keywords: Document Image, Dataset, Forgery Detection Methods, Image Forgery And Image Processing
Techniques.

I. INTRODUCTION

It is now quite easy to change scanned documents and make new ones with different information that are very
difficult to differentiate between the original and the fake one thanks to new, powerful, sophisticated digital
printers and a variety of software tools. Following the events of 2003, document fabrication became a
widespread and pervasive issue throughout the world, but particularly in Iraqi society. Many people utilize this
method to obtain employment unlawfully by falsifying their credentials, or even in the sale or purchase of real
estate [1]. The meaning of a document can be altered. As a result, document forensics are becoming crucially
significant and are needed in many different types of crimes. Document forensics' primary objective is to
identify altered information in documents in order to determine whether they are genuine or fake. Three types
of document tampering can be distinguished: addition, which involves adding new text, alteration, which
involves modifying some of the contents, and erasure, which involves concealing some of the contents. A
document can be fabricated using a number of techniques, then printed after being digitally altered [3].

A new area of image processing called "digital image forensics” aims to gather quantitative proof of the
authenticity and source of a digital image. Image tampering detection is one of the main duties of image
forensics. To interact with something in order to harm it or make unlawful changes is known as tampering [2].
Digital forensics is a group of scientific techniques for forgery detection that includes identification, analysis,
interpretation, content authentication, classification, and documentation from digital sources. It denotes the
who, what, and why of the situation. Investigations into images utilising various transform techniques to
evaluate statistical binary patterns rely heavily on forensic science. Using computer programming skills,
forensic image processing is a novel method for enhancing digital photos from surveillance, closed-circuit TV,
and many other applications. Digital filters used in these systems can block a variety of noise, including Gblur
noise, Pepper noise, Salt noise, Gaussian White Noise, Motion Noise, Multiplicative Spectrum, Poisson, and Filter
Dilation, among others [7].

There are two different types of image forensics techniques: active and passive/blind. Traditional methods for
hiding data or verifying signatures using active approaches include watermarking or digital signatures. Passive
approaches or blind forensic approaches use image statistics or content of the image to verify its authenticity.
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Digital images are used all over the world today, so this method is often reliable. Document exchange is a
common practice in today's world. There is a chance of forgery when exchanging documents of this kind. Image
Forgery is the process of making illegal changes to an image's information. The figure 1. Represents the
example of document forgery where fig (a) original document and (b) forger document of original image. In
figure (b) from naked eyes it is difficult to find the forger area in the image.

Applications:

e The authentication of images captured from CCD cameras.

e Authentication of information in an image.

o The authenticity of the evidences is an important factor in determining the validity of a hypothesis.

o Fingerprint recognition is a technology that is used to identify people by their fingerprints.

e Document authentication is the process of verifying the authenticity of a document.

There are two main categories of forgery detection techniques: active and passive. Non-active methods of
image processing don't work with images from unknown sources. One of the drawbacks of using an active
digital watermarking method is that it is susceptible to being removed or altered by the user. The passive
method can be used to analyze binary information of a digital image without any prior information.

Image forgery detection methods are commonly used in a wide range of image processing applications. These
methods can be used to compress, recognize, classify, transform, transmit, and retrieve images. Nowadays, the
wide spread of image processing software and tools has made it easier to create fake images even by someone
who has little knowledge of photography, and this method identifies five categories of image falsification as
follows: (1) image transmission falsification; (2) image linkage; (3) photo retouching; (4) transform the image;
and (5) image enhancement [13].

Areas of application applications

» Authentication of images captured from CCD (charge + Authentication of images captured from CCD (charge
coupled device) cameras coupled device) cameras

» Authentication of information available in an image + huthentication of information available in an phato
» Authenticity of evidences + Authenticity of evidences
» Fingerprint recognition + Authenticity of evidences

s Document authentication + Document authentication

(a) Original Image (b) Forged Image
Figure 1. An Example of Document Image Forgery :( a) Original image and (b) Forged Image

II. LITERATURE WORK

This section outlines many methods that have been used to identify fake documents in images in earlier related
publications. To the best of our knowledge, there aren't many techniques on this topic in the literature. As a
result, we view the techniques for identifying fraudulent documents and detecting forgeries by printer source
identification as being related work.

Shaimaa H et al [1] have proposed a way to detect forgery of official scanned documents. This method is based
on the pixel properties of a grayscale image and applies the Discrete Wavelet Transform (DWT) and Principal
Component Analysis (PCA) to extract features. Varsha Sharma et al [2] have explained techniques for detecting
tampering with all types of images based on different approaches. This method is used in block matching or
block cultivation algorithms and is the most commonly used method for detecting duplicates in an image, and
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DCT is used to characterize overlapping blocks. Amr Megahed et al [3] have proposed a method to detect
handwritten forgery using image processing instead of the traditional method. This detection method detects
the manipulated position based on the RMSE of the adjacent feature vector. Features are extracted using RGB
channels (mean, standard deviation, skewness). Zhipeng Chen et al [4] have presented an effective method of
blur detection based on quality assessment without reference. The features are extracted from the mean
subtraction contrast normalization (MSCN) coefficient and supplied to the SVM, which can distinguish the
operating area. Abhisek et al [5] have describes different methods proposed by different authors to detect fake
images. And all the approaches and methods described in this document can detect fraud. Mohamed Lamine
Bouibed et al [6] describes a new system of writer search based on the dichotomy, which aims to improve
writer search by learning the function of difference within and between writers. The proposed system uses an
SVM decision designed to indicate the probability that two documents belong to the same author. Monika et al.
[7] explains that the purpose of counterfeit detection is to maximize the extraction of information from
manipulated images, especially noisy post-processed images. Therefore, the main focus is to compare and
further improve various types of counterfeit detection in digital image processing using all conversion
techniques and their best results, creating a new approach for future forensic research. Is to do. Lokesh
Nandanwar et al [8] proposed a new way to detect changed text by applying DCT coefficients in various ways to
get the merged image of the input image. This method extracts features from the merged image based on
quality measurements and histogram-based features. Francisco et al [9] have presented a classification-based
approach to counterfeiting detection. It uses a uniform local binary pattern (LBP) to capture identifiable texture
features that are common in fake areas. The results of using a Support Vector Machine (SVM) for patch
classification show that different types of documents can detect multiple types of counterfeiting. Seung-]Jin et al
[10] have presented a scheme for detecting malicious documents created by printers. 17 image quality
measurements are applied to distinguish between genuine and counterfeit documents, and an SVM classifier is
used to determine counterfeit documents. K.S. Raghunandan et al [11] have described a new approach to
classifying a particular document as old or new. It can be used to identify malicious documents in the case of
forensic crime applications. The proposed approach defines a new rule for classifying a given image as old and
new based on the average contrast feature value.

F. Battisti et al [12] have presents a digital image forgery detection method that addresses the unconventional
use of image quality evaluation. The proposed system is based on a combination of image quality degradation
evaluation systems. Saif alZahir et al [13] have presented a method for detecting blind image tampering using a
controllable pyramid decomposition technique and a copula ensemble. This method can accurately detect fakes
in a small area of 16 pixels, which is the smallest size reported in the literature. Peng Ye et al [14] have outlines
research on document quality evaluation. First, a detailed analysis of the types and causes of document
degradation is given. Describes objective measurements and subjective experiments used to document image
quality. Shilpa due et al [15] have introduced a new forensic detector that can handle splicing and copy move
counterfeiting at the same time. The extracted features are used for classification by Support Vector Machine
(SVM). Riaz A. Khan et al [16] have proposes a comprehensive review of techniques aimed at creating heat-
resistant physical documents published over the last 20 years. Ying Chen et al [17] have presented a pattern
recognition method for identifying handwritten counterfeiters, and for the first time detected handwritten
counterfeit drawings using the Convolutional Neural Network (CNN) method. Also, two feature extraction
methods commonly used in image processing (LBP and GIST). Amr Ahmed et al [18] have explained that
several approaches are being considered to improve the accuracy of model-based document forgery and the
average time it takes to classify incoming documents. The document is filtered based on the content and
various parts have been removed. The disadvantage of this method is that it is time consuming and depends on
the size of the training set. Ramzi M et al [19] has suggested a way to detect forgery of scanned text documents.
This detection method is based on using the texture feature to identify the source scanner. As experiments have
shown, the proposed method is robust to JPEG compression and provides recognition accuracy in excess of
90%. Khizar Hayat et al [20] have presented a forgery detection method applicable in the case of copy / move
forgery. The proposed transformation domain method is based on both the Discrete Wavelet Transform (DWT)
and the Discrete Cosine Transform (DCT). The goal is to reduce functionality through the first DWT and get an
approximate subband. Joost van Beusekom et al [21] have proposes an approach to counterfeit detection using

www.irjmets.com @International Research Journal of Modernization in Engineering, Technology and Science
[1079]



TRJ ETS

e-ISSN: 2582-5208

International Research Journal of Modernization in Engineering Technology and Science
( Peer-Reviewed, Open Access, Fully Refereed International Journal )

Volume:04/1ssue:08/August-2022 Impact Factor- 6.752 WWW.irjmets.com

text line information. When examining suspicious documents, rotating and arranging lines of text can be
important clues for detecting tampered documents. And this paper proposes a two-line text feature. Zhipei Luo
et al [22] have introduced a method to identify whether the local image area contains pixels of one or two inks
and to distinguish the pixels belonging to each type of ink. Use of outlier estimation methods in combination
with traditional clustering techniques. Romain Bertrand et al [23] have presented an automatic forgery
detection method based on the unique functionality of the document at the character level. This method is
based on the detection of outliers in the discriminant feature space on the one hand and the detection of exactly
similar characters on the other. Justin picard et al [24] have discussed a virtually fraud-proof identity document
based on a combination of three different data hiding technologies: watermarking, 2D barcodes, copy
identification patterns, and additional biometric protection. As we will see later, this combination of data hiding
technologies protects documents from counterfeiting, in principle, without the need for other security features.
palainhanakote Shivakumara et al [25] have presented a new fusion-based method that uses the R, G, and B
color components to detect fake IMEI numbers. The proposed method extracts features based on sparsity,
number of connected components, and average strength values of the edge components of each R, G, and B
component to generate 6 features. Olivier Augereau [26] has explained a new way to classify document images
by combining text features extracted with the Bag of Words (BoW) technique with visual features extracted
with the Bag of Visual Words (BoVW) technique. Lokesh Nandanwar et al [27] have presented a new expert
system for detecting fake IMEI numbers and modified ticket images. This method is also used for the Discrete
Cosine Transform (DCT) and Fourier Transform (FT) to get the IMEI number and the phase spectrum of the
flight ticket image. Then, on the premise of the combination of functions, the phase statistics of the phase
spectrum are extracted. Hongjun et al [28] have proposed a non-reference image quality evaluation method
based on a statistical model of natural images in the wavelet transform domain. The generalized Gaussian
density model is used to summarize the marginal distribution of the wavelet coefficients in the test image, so
correlation parameters are needed to evaluate image quality.

Alireza et al [29] have described how to evaluate the quality of a blind document to solve DIQA issues in real-
world scenarios, as reference images are not always available. It is first sampled into a series of patches to
measure the quality of the document. Sayani Kundu et al [30] have proposed a new way to detect fake
handwritten words from blurry, noisy, ordinary words. The proposed method examines the spectral density
and variability to extract features based on the fact that the width and amplitude in the spectral direction are
sensitive to the distortion produced by spurious manipulation, blurring, and noise. Nicolas Sidere et al [31]
have introduced a new set of digitized documents representing pay slips. This work is intended to suggest that
people working in the areas of fraud detection and word recognition be free to use common public datasets.
Shize Shang et al [32] have describes how to detect document forgery based on DMGP using translational and
rotational distortion parameters. This method is suitable for checking both Chinese and English documents, it
can check documents character by character, is robust against JPEG compression, and is effective even for low
resolution documents. Apurba Gorai et al [33] have proposes an efficient way to detect malicious documents.
Histogram matching is performed to analyze the document, taking into account texture features such as local
binary patterns and Gabor filters. The texture features and RGB color information for each word in the
document is extracted. Dominic et al [34] have compared the performance of various image contrast methods
suitable for real-world applications. These experimental methods are mainly histogram fitting methods. lokesh
Nandanwar et al [35] introduced a new method by investigating the combination of the Chebyshev Harmonized
Fourier Moment (CHFM) and the Deep Convolutional Neural Network (D-CNN). The proposed method is based
on inconsistencies and irregular changes generated by counterfeit operations. Zohaib Khan et al [36] have
presented the use of hyperspectral imaging to detect ink inconsistencies in handwritten notes. We propose a
new joint thin band selection method that selects useful bands from hyperspectral images to detect accurate
ink inconsistencies. The downside is that it is difficult to detect imbalanced ink mismatches due to the problem
of imbalanced clustering.

Muhammad khan et al [37] have proposed an efficient automatic ink mismatch detection technique using
multispectral image analysis. Ink pixels are segmented using local thresholds and fuzzy C-means clustering
(FCM) is used to transform the spectral response vector of the ink pixels into different clusters associated with
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the different inks used in the document. Divide into. Sung-Hyuk et al [38] have published an experiment using
an automatic counterfeit detection system. As a result of the experiment, it was found that many subjects can
successfully forge the handwriting of others in terms of shape and size by observing the ease of forgery of the
handwriting and tracing the real handwriting. Monica Gariup et al [39] have states that verifying the
authenticity of travel documents is the basis of border control. Due to increasing border pressures and the
complexity of modern document security, border control authorities need to quickly and easily determine
whether a presented document is genuine or fake. Henry S. Baird [40] has suggests work on document quality.
In this work, they used their own dataset for this experiment. This method works according to Canungo's
bootstrap method. Benjamin et al. [41] have discussed an approach to quickly extract information from the
relevant 137 pieces of information from a set of objects, in the form of an experiment on 138 fake ID profiling. It
demonstrates a specific application of Transversal Model 139 that leverages image processing techniques from
a forensic intelligence perspective. Mohammed Javed et al [42] have presented research on document image
analysis techniques in terms of image processing, image compression, and compressed domain processing. The
motivation for directly investigating compressed document images was discussed. Chin-Shyurang Fahn et al
[43] have presented a branchlet feature and a text-independent handwriting counterfeit detection system
based on GMM. Then, the branch point of the skeleton image is determined for feature extraction. Santoshini
Panda et al [44] have outlines the latest techniques in various passive counterfeit detection techniques
proposed by different authors.

Mohd Dilshad Ansari et al. [45] have proposed and discussed various approaches to pixel-based detection of
fake images. All the methods and approaches described in this post can detect fakes. However, some algorithms
are not effective at detecting real fake areas. Navpreet Kaur Gill et al [46] have argues that counterfeiting
detection using passive counterfeiting detection techniques is one of the fastest growing areas of research. We
introduced several passive methods and compared them in terms of result accuracy. The main drawback of
existing methods is automation. That is, the answer can only be interpreted by human intervention. Amandeep
Kaur et al. [47] have proposed feature extraction using principal component analysis and an optimization
algorithm (ant colony optimization) to detect fake images in JPG images. The optimization approach of
classifying features to match training features will detect fake images in JPG images if the training and testing
features match. Imam Riadi et al [48] have presented an analytical measurement of forensic image similarity
using the distance function method, but image manipulation is especially used in image splicing. Shruti Ranjan
et al [49] have described a computer-operated legal document for forensic examination using implemented
image processing techniques. In addition, feature extraction with GLCM implemented in MATLAB Image
Processing Toolbox R2015a provided the necessary results for the investigation and comparison of the original
and morphed legal documents. Asad Abbas et al. [50] have states that ink analysis techniques based on
hyperspectral separation have been proposed for the detection of ink inconsistencies. Our main focus is to
distinguish visually similar inks that are mixed in different proportions to form an unbalanced clustering
problem. Chandandeep Kaur et al [51] have outlines various techniques for detecting passive image tampering.
A comparative analysis of various counterfeit detection techniques is also presented. This white paper also
describes different types of datasets used by different counterfeit detection approaches. Tanzeela Qazi et al [52]
have introduces several promising techniques that represent a reasonable improvement in counterfeit
detection methods. Still, these improvements are far from perfect and have certain drawbacks that need to be
eliminated for effective results, and this method is used for DCTs and PCAs. Keshao D. Kalaskar et al [53] have
focused on the key challenges faced in preprocessing document images for document image analysis.
Preprocessing is the first step in document image analysis and includes representation, denoising, binarization,
skew estimation / detection, zoning, and character segmentation.

Akram Hatem Saber et al [54] have presented various image forensic approaches to identify counterfeiting
made in digital images. The techniques described in this article are digital signatures, watermarks, copy moves,
image splicing, and image cloning. Gayatri et al [55] have proposes a new forensic imaging technique for
detecting the presence of fakes in compressed and other formats of images. The proposed method is based on
contour transformation (NSCT) without subsampling. Devi Mahalakshmi et al [56] have proposes a way to
identify counterfeit attacks caused by blurring overlapping areas in an image. In the proposed method, the area
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of interest was segmented from the entered fake image. Peng zhou et al [57] have proposed a new network that
uses both RGB and noise streams to learn a wide range of features for image manipulation detection. It extracts
noise characteristics through an SRM filter layer adopted from the ridge analysis literature, allowing the model
to capture noise discrepancies between the manipulated and real regions. MandeepKaur et al [58] have
outlined various approaches to manipulation detection in digital images. The main limitation of the available
tamper detection methods is the inability to distinguish between malicious tampering and the real processing
operations performed on the image. Wei Wang et al [59] have proposed a passive color image splicing detection
method based on the analysis of image color components. After feature extraction, feature selection was
performed to reduce the dimensions of the feature. The recognition accuracy with feature reduction was not
worse than without it. Pradyumna Deshpande et al [60] have explained the classification of image forgery
detection techniques and describes two key techniques for pixel-based forgery detection.

Malathi et al [61] have proposed a two-phase mandatory change path to address monitoring of the direct
learning feature when referencing images modified in different aspect ratios. And I used the Discrete Cosine
Transform (DCT) method. Tiago José de et al [62] have presented a new way to detect fake images of people
based on the color of the light source. Statistical Gray Edge Method and Inverse Intensity-Estimates bright
colors using a physics-based method that utilizes a chromaticity color space. Tamana Sharma et al [63] have
describes a technique for detecting fake composite images using a machine learning classifier. Use a support
vector machine and a least squares support vector machine and a perceptron with color lighting. G. Reddy
Swetha et al [64] have discussed forensic photography. Extract the GLCM function, which is an LBP function, for
detection. And finally, the SVM classifier predicts the result. Our method gives better results than existing
systems. S.L.Jothilakshmi et al [65] have presented a new way to detect counterfeit images of people based on
the color of the lamp. Statistical Gray Edge Method and Inverse Intensity-Estimate bright colors using a physics-
based method that utilizes chromaticity color space. Sumaira Bibi et al [66] have discussed the implementation
procedure of the proposed framework for forgery detection of digital images. The proposed approach solves
the time complexity problem and can effectively detect all kinds of fake and compressed images. This is the
main issue with how to detect false images. And the CNN classifier was used. Kalyani kadam et al [67] have
discussed image tampering with a deep learning approach. It also focuses on collecting XAl of images.
Explainable artificial intelligence research focuses on different types of XAl technologies in deep learning
frameworks that help interpret decisions. And 83.3% accuracy. Nick F. Ryman-Tubb et al [68] have explained
how the research community can turn research towards detecting payment card fraud and break away from
the current unacceptable level of payment card fraud.

III. CHALLENGES AND ISSUES

The previous research shows that numerous academics have made an effort to identify document forgeries
using both standard datasets and their own custom datasets. These techniques might not be effective in all
situations, including those involving low-quality photos, images with noise and unclear surroundings, forgery
involving numerous forging procedures, etc. This demonstrates the necessity for a comprehensive mechanism
to identify document picture counterfeiting and its understanding and development. Therefore, in order to
solve the issue, the writers have mentioned certain difficulties and problems from the literature review. The
following are the difficulties and problems.

* Find counterfeits in all kinds of printed document images.

* One of the biggest challenges is the complexity of time.

* Quality measurements alone may not be sufficient to obtain better results for detecting altered text in
document images.

* Challenge to recognize the changed text in the document.

» Difficult issues that require additional investigation of other types of features to extend this method to more
difficult counterfeit cases.

* One of the main issues in developing an automatic counterfeit detection system is the wide range of
locations where counterfeit products are located.

» Forgery detection in both printed and handwritten documents of any script.
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» Authenticity verification is a difficult problem, especially if the verification system is not provided with
support information.

* DIQA is an important and difficult issue in document image analysis, but relatively little attention has been
paid to this area.

o If the tampered and scanned document is indistinguishable from the real document, some legal issues may
arise.

» The type of digitization of paper documents, the number of documents to be digitized, and the size of the
information system that manages the digital copy.

*  You need to process different types of documents (invoices, pay slips, support documents) from different
sources.

* Tracking lost mobile phones with a unique IMEI number can be a daunting task for criminals.

* Inmany cases, it is difficult to apply research techniques in the context of industry.

* Detecting fake IMEI numbers or changed tickets is a difficult problem.

* Finding the right distortion measurements between the reference and distorted images based on a set of
features can be a daunting task.

* Providing human-based subjective ground truth for such training data is a daunting task.

» Forgery of manuscripts poses research challenges as it is part of a criminal application.

* Detecting counterfeit documents is a difficult task in forensics.

* Issues such as noise reduction, degradation and blurring.

» Algorithm solutions are presented to address specific challenges in camera-based hyperspectral document
capture.

* Poor quality document images pose serious technical challenges to current recognition techniques.

* Trace the original information in a compressed representation.

* Detecting fake and separating fake images from innocent real images is a challenge for image analysts.

* The hardest task is to develop an integrated algorithm that can detect all kinds of counterfeiting.

* The research in this treatise addresses this need and seeks to provide insights into this difficult problem.

» Issues such as noise reduction, degradation and blurring.

* Poor quality document images pose serious technical challenges to current recognition techniques.

* Trace the original information in a compressed representation.

* Detecting fake and separating fake images from innocent real images is a challenge for image analysts.

* The hardest task is to develop an integrated algorithm that can detect all kinds of counterfeiting.

» The research in this treatise addresses this need and seeks to provide insights into this difficult problem.

* The challenge is to determine the authenticity of multimedia content.

» Blind splice detection is a difficult problem.

» Passive image forensics is a daunting task in image processing techniques.

» Itis becoming increasingly difficult to distinguish between real and manipulated images.

* Image tampering detection makes image forensics a very important research topic.

* Manipulating compressed images.

* Noisy manipulated image.

» Forgery detection is one of the tough issues with inside the virtual picture era.

* Atampering choice with the aid of using evaluating the color distributions with inside the facial regions.

IV. DATASET DESCRIPTION

e UCID: For testing, the well-known image dataset UCID is presented. The 1338 uncompressed TIFF photos in
the UCID dataset cover a wide range of subjects, including both indoor and outdoor natural settings and man-
made artefacts. Keep in mind that 250 random photographs are chosen, and they are all transformed to
grayscale in the same way.

e CVL: The Computer Vision Lab (CVL) database is made for author retrieval, word recognition, and author
identification. 309 writers contributed to its collection. Five separate texts—one in German and four in
English—are produced by each author.
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e ICDAR-2011: This benchmarking dataset was suggested for the 2011 ICDAR writer identification
competition. It was created by the computational intelligence research team at Greece's Demokritos national
Centre for scientific research. 8 pages with text in four languages were provided by 26 authors (English, French,
German and Greek). Another collection was created from this dataset that just includes the first two lines of
each text. Due to its lack of extensive information regarding writing style, this corpus makes it more difficult to
solve the writer retrieval problem. The first dataset is currently referred to as original, whereas the second
dataset is referred to as cropped.

e KHATT: It is an offline collection of handwritten text that was compiled by 1000 individual authors from
various Arabic-speaking backgrounds, including age, education, gender, and left- or right-handedness. Each
author completed a four-page form that was scanned at resolutions of 200, 300, and 600 dpi [22]. Samples from
this corpus are shown in Figure 12.

e ICPR 2018: ICPR's 2018 Fraud Detection Contest (FDC), a benchmark dataset, provides altered text at the
character level. The majority of the papers included in this dataset are receipts, which are regarded as
fraudulent documents because the price has been changed. The primary issue with this dataset is that it just
contains strings of numerals with a currency sign and the text is too short. The data becomes more complicated
and difficult when only one character in a string of a few digits is changed. The dataset offers 602 photos for
testing, with 300 samples for the original text and 302 examples for the changed text.

e IMEI number dataset: 1000 photos were used in the evaluation of the IMEI number detection. This dataset
offers photos with IMEI numbers that were extracted from mobile images. The IMEI number is often pasted
inside the phone or occasionally on the outside of the case. In this instance, character-level image manipulation
uses the same operations. The photographs in this dataset differ from those in other datasets because the
background complexity is dependent on the mobile device being used, whereas the backgrounds of the images
in other datasets are plain because they were taken from documents.

e Google-LIFE-Magazine: Five classes of the 1930, 1940, 1950, 1960, and 1970 decades are included in the
Google-LIFE-Magazine data. There are a total of 200 printed document images, with 40 in each class. We take
into account a new class of our data with five classes of these data for testing.

e CoMoFoD dataset: The CoMoFoD database contains forgeries that have been created utilising a variety of
manipulations and post-processing methods, including image transformation (translation, scaling, and
rotation) as well as other image processing alterations like compression, adding noise, or varying illumination.
The 260 forged photos in the CoMoFoD database are divided into two categories based on their size: tiny 512
512 pixels and large 3000 2000 pixels. There are 200 photos in the 512 x 512 group and 60 in the larger group.
The 512 by 512 image set has 5 subgroups. 40 photos are included in each subgroup. Translation, rotation, and
scale are among the manipulations included in these photos.

e CASIA v1.0 and v2.0 dataset: Developed by the Institute of Automation of the Chinese Academy of
Sciences, CASIA v1.0 and v2.0 are considered to be a more sophisticated and realistic dataset for tamper
detection. CASIA v1.0 has a total of 1721 images, 800 of which are real and 921 are manipulated color images
of 384 x 256 size, all in JPEG format without post-processing. CASIA v2.0, on the other hand, consists of images
of multiple sizes with various post-processing applied to the entire edge. CASIA v2.0 consists of 7491 real color
images measuring 240 x 160-900 x 600 pixels and 5123 fake color images. In addition, images are available in a
variety of quality elements, both uncompressed and in JPEG format.

e UWA HYPERSPECTRAL DOCUMENTS Dataset: UWA hyperspectral document dataset in our work. This
database consists of 70 hyperspectral images of handwritten notes written by 7 subjects using 10 different inks,
including 5 blue and 5 black inks.

e TID2008 database: The TID2008 database contains 25 reference images and 1700 distorted images (25
reference images x 17 distortion type’s x 4 distortion levels).

e CISQ database: The CISQ database consists of 30 original images and their distorted counterparts with 6
different distortions with 4-5 different degrees of distortion.

V. COMPARATIVE AND ANALYSIS

This article represents the most advanced technique for document image forgery detection. Tablel. compares
the relative accuracy of various methods and lists the benefits and drawbacks of each.
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Table 1: Comparative analysis of different Document Image Forgery and Detection Methods.
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VI. CONCLUSION

In this research, we investigated various approaches for identifying forged document images using image
processing tools. In order to build trust in all photos and photographs, authors examined the various varieties
of image counterfeiting. The strategy for detecting any type of document image forgery, which is based on many
approaches, was also researched by other writers. The comparison of the various approaches reveals that there

is still room for improvement in terms of identifying and detecting artefacts in document images.
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