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Abstract: The Markov method is a common reliability assessment method. It is often used to
describe the dynamic characteristics of a system, such as its repairability, fault sequence and multiple
degradation states. However, the “curse of dimensionality”, which refers to the exponential growth
of the system state space with the increase in system complexity, presents a challenge to reliability
assessments for complex systems based on the Markov method. In response to this challenge, a novel
reliability assessment method for complex systems based on non-homogeneous Markov processes is
proposed. This method entails the decomposition of a complex system into multilevel subsystems,
each with a relatively small state space, in accordance with the system function. The homogeneous
Markov model or the non-homogeneous Markov model is established for each subsystem/system
from bottom to top. In order to utilize the outcomes of the lower-level subsystem models as inputs to
the upper-level subsystem model, an algorithm is proposed for converting the unavailability curve of
a subsystem into its corresponding 2 x 2 dynamic state transition probability matrix (STPM). The
STPM is then employed as an input to the upper-level system’s non-homogeneous Markov model. A
case study is presented using the reliability assessment of the Reactor Protection System (RPS) based
on the proposed method, which is then compared with the models based on the other two contrast
methods. This comparison verifies the effectiveness and accuracy of the proposed method.

Keywords: reliability assessment; complex systems; curse of dimensionality; non-homogeneous
Markov processes

1. Introduction

Reliability assessment is a crucial undertaking for complex systems such as nuclear
power plants and aerospace systems. The outcomes of reliability assessments assist design-
ers in enhancing their design processes, thereby improving the overall reliability of the
system. Additionally, they assist operational and maintenance personnel in acquiring a
comprehensive understanding of the associated risks, which provides a foundation for the
implementation of informed risk management and decision-making [1].

There are dozens of methods commonly employed for system reliability assessment,
including fault tree analysis (FTA), event tree analysis (ETA), the Markov method, dynamic
flowgraph methodology (DFM), dynamic Bayesian, Monte Carlo simulation (MCS), and
so on [2—4]. These reliability assessment methods are categorized as static and dynamic,
depending on whether the dynamic characteristics of the system can be considered [5]. FTA
and ETA are the typical static assessment methods that are often employed for the reliability
assessments for complex systems, particularly in the field of nuclear power systems [6].
Although these methods are relatively straightforward and easy to implement, they are
unable to express the dynamic characteristics of a system, which results in conservative
outcomes [7,8]. The Markov method, DFM, dynamic Bayesian methods, and MCS are
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recognized as dynamic reliability assessment methods that offer certain advantages in
presenting the dynamic characteristics of a system. However, each of these methods has
its inherent limitations that limit their applications in practical engineering. Graphical
dynamic reliability assessment methods, such as DFM and dynamic Bayesian, are often
applied to system reliability assessments involving time series. The disadvantages of
these methods are that the corresponding inference algorithm is required, and that the
models are difficult to solve [9]. MCS is noted for their powerful ability to express dynamic
characteristics, although it is computationally intensive and present significant difficulties
in model validation [10,11].

The Markov method is regarded as a highly promising approach to reliability
assessment [9]. It is frequently utilized to describe the dynamic characteristics of sys-
tems, such as reparability, timing, and multiple states for degradation process [12,13].
Numerous scholars have conducted relevant research in this area. For instance, Hellmich
developed continuous-time Markov models to assess the reliability of two-train standby
safety systems that consider organizing repair and testing [14]. Rajeevan discretized the
degradation process into multiple states and employed the Markov method to complete
the reliability modeling and analysis of repairable wind power systems [15]. Bessman used
the Weibull distribution to describe the degradation process of components and established
a non-homogeneous Markov model for the system [16]. The Markov method has been
widely employed in reliability assessment.

One of the drawbacks of the Markov method is the “curse of dimensionality” prob-
lem, which weakens its applicability for reliability assessments of complex systems in
practice [17-19]. The “curse of dimensionality” refers to the exponential explosive growth
of the system state space and the scale of the Markov model with the number of system
components [20]. The main research on the “curse of dimensionality” in reliability assess-
ments based on the Markov method may be broadly divided into two categories: (1) The
integration of other methodologies: In practice, Markov methods often are used in conjunc-
tion with other methods in reliability assessments of complex systems [21,22]. For instance,
Abdulmunem employed a continuous-time Markov method in conjunction with the fault
tree method to address the reliability modeling of complex systems [23]. The Markov
method was used to model the small-scale subsystems, while the remainder of the system
was modeled using the fault tree method. (2) The reduction of the scale of the Markov
model: Son developed a systematic procedure for obtaining rate and transition matrices
that optimally describe the dynamics of aggregated superstates formed by combining
(clustering or lumping) microstates [24]. Liang proposed a method for simplification in
continuous-time Markov state-based models for reliability assessments of complex safety
systems and applied it to the reactor protection system (RPS) in nuclear power plants [19].
Ulla and Chen developed some practical methods to simplify Markov chains by removing
low-equilibrium occupancy states with lower occupancy probabilities to reduce the scale of
the Markov models [18,25,26]. Although significant achievements have been made in the
research of the Markov method and its applications, the “curse of dimensionality” problem
associated with the application of the Markov method has not yet been effectively resolved.

To address the aforementioned issue, a reliability assessment method based on non-
homogeneous Markov processes is proposed in this paper. The degradation process is
described by non-exponential distribution to enhance the accuracy of the model. Fur-
thermore, the complex system is decomposed into multilevel subsystems according to
the system function. The scales of the subsystems are controlled, and the homogeneous
Markov models or non-homogeneous Markov models are established for each subsystem
from bottom to top.

The main contributions of this paper are as follows:

(1) A reliability assessment method for complex systems based on non-homogeneous
Markov processes is proposed. The effectiveness and accuracy of the proposed method
are verified by the case study.
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(2) Analgorithm is proposed for converting the unavailability curve of a subsystem into
its corresponding 2 x 2 dynamic state-transition probability matrix (STPM), which
is then used as an input to update the dynamic STPM of the upper-level system’s
non-homogeneous Markov model.

(3) Based on the proposed method, the reliability assessment of an RPS system of a
nuclear power plant is completed. The unreliability of the system and two importance
metrics, namely, the Risk Achievement Worth (RAW) and the Risk Reduction Worth
(RRW), of each component were analyzed. The weaknesses of the system were then
summarized. The outcomes of the reliability assessment will assist designers in
enhancing their design processes and provide a foundation for the implementation of
informed risk management and decision-making.

The reminder of this paper is arranged as follows: Section 2 provides the preliminary
knowledge of this paper. In Section 3, the proposed reliability assessment method for
complex systems based on a non-homogeneous Markov process is detailed. Section 4
introduces a case study: three reliability assessment models of the reactor protection system
(RPS) are constructed using the proposed method and other two contrast methods to
validate the effectiveness and accuracy of the proposed method. A conclusion and an
outlook for future research are presented in Section 5.

2. Preliminaries
2.1. Markov Process

Markov processes are employed to study the random mutual transitions between the
states of a system. If the probability of transitioning from one state to another is solely
dependent on the current state and not on the previous state, then the process is referred to
as a Markov process. The Markov process can be expressed by Equation (1), assuming that
S is the set of states of the system.

P{X(tn) = xn|X(t1) = xl,X(fz) =Xy, " X(tn_l) = xn_l} = P{X(tn) = Xn|X(tn_1) = xn_l} (1)

where ] < tp < --- < ty; X(t;) = x; denotes that the system is in the state of x; at t;, and
x; € S.

A Markov process is considered homogeneous if the state transition is independent of
the current state’s time, i.e.,

P{X(t+At) = k|X(t) = i} = P{X(At) = j|X(0) =i} = p;j(At) )

where j, k € S, At > 0; p;j(At) denotes the transition probability of the system moving from
state i to j within time At and is only related to the size of the time interval At.

2.2. Reliability Assessment Based on the Markov Process

The International Electrotechnical Commission (IEC) has issued the IEC 61508 stan-
dard, which classifies the safety function operation of a component or system into three
categories: low-demand mode, high-demand mode, and continuous mode [27]. In low-
demand mode, the reliability measures are based on the average probability of state
transition, depicted by a discrete distribution such as a Bernoulli distribution. For the
cases of high-demand mode and continuous mode, the reliability measures are based on
the average state transition frequency per hour, described by a continuous distribution.
If all state transitions for high-demand mode and continuous mode follow exponential
distributions, i.e., their transition rates are constant, the system state transition process is a
homogeneous Markov process. Otherwise, it is a non-homogeneous Markov process.

2.2.1. Reliability Assessment Based on the Discrete-Time Homogeneous Markov Process

The basic idea of a reliability assessment based on the discrete-time homogeneous
Markov method is to discretize the mission time of the system into equal intervals and to
observe the state transition of the system at each discrete time point. The interval between



Sensors 2024, 24, 3446

40f17

two adjacent time points is At, and if the interval is sufficiently small, it is assumed that
at most a single state transition may occur for the system within a time period of At. The
transition probability of the system from state i to state j can be expressed as follows:

pij(At) = P{X(t + At) = j|X(t) = i} )

where i, j € S.

In the absence of consideration of the low-demand mode, the STPM A, which repre-
sents the process of system state transitions within a At, can be expressed by Equation (4).
The scale of the matrix A increases exponentially with the number of system components.

pi1(At)  pra(At) - pin(At)
A= P R @
pni(At)  pn2(At) oo pan(AE)

In consideration of the low-demand modes, such as the cold standby of a component,
the system state moves from state 1 to state 2 when the cold standby component is success-
fully started. Otherwise, it moves to state 3. The probability of failure in starting the cold
standby component is denoted by g, and the matrix A can be expressed by Equation (5).

p1ii(At)  qpa(At) (1—q)-p2(At) -+ pin(At)
A = |Pn(AD) pxn(Af) p23(At) -+ pan(At) 5)
pn1(At)  pna(At) pN3(At) <+ pnN(At)

where the sum of each row of the matrices in Equations (4) and (5) is equal to 1. Therefore,
the elements on the main diagonal of the matrices satisfy Equation (6).

N
pii(t,t + At) :1—2pij(t,t+At),i7éj (6)

j=1

The probability row vector Q(t), which represents the probability of the system in each
state at time ¢, can be calculated by Equation (7).

Q(t) = Qo)A 7)
where Q(0) is the probability row vector of the system in each state at the initial time.

2.2.2. Reliability Assessment Based on the Continuous-Time Homogeneous Markov Process

Similar to the STPM of the discrete-time Markov model, a state transition rate matrix
(STRM) of the continuous-time homogeneous Markov process is constructed when the state
of the system is observed in continuous time. The STRM of the system reliability model
based on a continuous-time homogeneous Markov process, the counterpart of Equation (4),
can be expressed using Equation (8).

N
— ) a12 o QN
j=2
N
a1 — ) g - QN
* .
AN = ;;; 8)
N-1
AN1 N2 o — X AN
j=1
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The probability row vector Q(t) of the system in each state at time ¢ satisfies:

dQ(t)

it = Q(t)A* )

Given Q(0), the probability row vector Q(t) can be solved by applying the Laplace
transform to Equation (9).

The scale of either the STPM of a discrete-time homogeneous Markov model or the
STRM of a continuous-time homogeneous Markov model increases exponentially with the
number of system components. As the scale of the system increases, it becomes increasingly
challenging to model it using the Markov method, which is referred to as the “curse of
dimensionality” problem.

3. Proposed Method

To address the “curse of dimensionality” problem that arises when applying the
Markov method to the reliability assessment for complex systems, a reliability assessment
for complex systems based on non-homogenous Markov processes is proposed. It is
thoroughly discussed in this section.

3.1. Reliability Assessment Based on the Non-Homogeneous Markov Process
3.1.1. Calculation of the Number and Numbering of System States

Let us assume that the system consists of # components. Each component can have a
different number of states: C; represents the i-th component and Nc; is the number of states
of the i-th component. The set of states of all components is used to represent the system
state, i.e., (Scq,Sca, - -+, Scn), in which Sc; represents the state of component C;; the value
range of Sc;is 1 < Sc¢; < Ngj; Sc; = 1 represents the new state of the component; and the
following values represent the degraded state and the failure state, respectively. Then, the
number of system states can be calculated as follows:

n
N =] [ Ne; (10
i=1

Equation (11) is used to number the system states. The numbering of each system
state (Scy,Scp, - -+, Scy) rangesinl < L(Scy,Sca,---,Scy) < N and is unique.

n

n—1
L(Sey,Sca, -+, Sen) = ) ([T Sei)(Sej — 1) (11)
j=1 i=1

3.1.2. Solution of the Possible Transitions of System States

Assumption: In the non-homogeneous Markov model, the mission time Ty, is divided
into a finite number of discrete time points with equal intervals, and the system state is
observed at the discrete time points. The interval between two adjacent time points At is
sufficiently small that, at most, one component has a state transition within a At.

To find the possible transitions between system states, the traversal method compares
N states of the system pairwise. Because it is assumed that, at most, one component has a
state transition within a At, it is possible for two system states to transition to each other
only when there is only one element different between the two system states.

As an illustration, if we compare system states N; and N;, only the k-th element, i.e.,
the state of component Cy, differs. The state of component Cy, is state 2 and state b in system
states N; and N]', respectively, a,b € [1, Ny|. Then, state N; and state N]' can be transitioned
to each other within a At. This implies that if the system is in state N; at time ¢, it is possible
that the system may transition from state N; to state N; in the time interval (¢, f + At) due to
the transition of component Cy from state a to state b and the absence of state transitions in
other components in the interval (¢, t + At). The probability of this event can be calculated
as follows:
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t+At t+At
pijlt,t+ At) = {1 exp[— [ Ak,a,bu)dtl}n{exp[— / Ama)dﬂ} (12)

t m7k t

where Ay, , denotes the transition rate of the component Cy, from state 2 and state b, and
Am denotes the transition rate of the component C;,; from the current state to other states.
If the At is sufficiently small, p;;(t,t + At) can be approximated as follows:

pij(t,t + At) =1 — exp[—Agap(t) - At (13)

It is also possible that, as component Cj transitions from state b to state a in the interval
(t,t 4+ At) and the other components remain in the states they are in at time ¢, the system
will transition from state N; to state N; before time ( + At). The probability of this event
can be approximated as follows:

pij(t,t + At) =1 — exp[—Agpa(t) - At (14)

3.1.3. Generation of Dynamic STPM

All possible system state transition probabilities obtained in Section 3.1.2 are incorpo-
rated into the STPM (Equation (15)). The remaining elements of the non-main diagonal are
set to 0, indicating that the corresponding system state transitions are assumed not to occur
in the interval (t,t + At). The values of the elements of the main diagonal are calculated
using Equation (16). The dynamic STPM of the system A(t + At) is obtained.

pri(t,t+At)  pp(tt+At) - pin(t t+ Af)
At + A = por(t,t+At)  po(t,t+At) - pon(tt+At) (15)
pNi(tt+ At pno(t t+A) -+ pan(EE+ AL)
N
pii(t, t+ A =1 —]; pij(t,t + Ab),i # j (16)

3.1.4. System Unavailability Calculation

Given that the probability of the system being in state i at the initial time is 4(i,0), the
probability vector of the system’s initial state of Q(0) can be represented by Equation (17).

Q(0) = [9(1,0),4(2,0),---,4(i,0),- -, q(N,0)] (17)

The dynamic STPM for the first time step A(At) can be obtained in accordance with
Equations (15) and (16), and the probability row vector of the system state at the first time
point Q(At) can be obtained by substituting A(At) and Equation (17) into Equation (18).
The dynamic STPM is updated at each time step, and the probability row vector of the sys-
tem being in each state at each time point on the discrete time axis is iteratively calculated.

Q(t+At) =[q(1,t+ At),q(2,t + At),- -+ ,q(N,t + At)] = Q(t)A(t + At) (18)

Given the system failure state set Sy in the system state set S, the unavailability of the
system at time f is equal to the sum of the probabilities of the system being in all failure
states at time ¢, as shown in Equation (19).

A(t)=]]4q(t),Sr €S (19)

i€SE
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3.2. Reliability Assessment for Complex Systems

As shown in Figure 1, the basic idea of the reliability assessment method for complex
systems based on non-homogeneous Markov processes proposed in this paper is as fol-
lows: the complex system is divided into multi-level subsystems according to the system
function, and the scales of subsystems are controlled. Homogeneous Markov models
or non-homogeneous Markov models are constructed for each subsystem/system from
bottom to top. In the case that the bottom-level subsystems have homogeneous Markov
properties, the reliability models based on the discrete-time or continuous-time Markov
process can be constructed as described in Section 2.2; otherwise, if the subsystems only
have non-homogeneous Markov properties, the non-homogeneous Markov reliability mod-
els are constructed using the method proposed in Section 3.1. The unavailability curves
of the bottom-level subsystems are obtained from the models and then are converted into
their corresponding 2 x 2 dynamic STPMs. The 2 x 2 dynamic STPMs serve as the inputs
for developing a non-homogeneous Markov reliability model of the upper-level subsystem.
Finally, the model of the top-level system is completed, and the unavailability of the system
is obtained. The flow chart of the implementation of the reliability assessment for complex
systems based on the proposed method is illustrated in Figure 2. The gray dashed box
represents the reliability modeling process of the bottom-level subsystem, while the blue
dashed box depicts the reliability modeling process of the non-bottom-level subsystems or
the top-level system.

p
Complex System \ - Non-homogeneous Failure Probability of
pieX Sy | > | Markov Model Complex System

Subsystem

S ‘ Non-homogeneous Non-homogeneous
‘ |_ > ‘ Markov Model Markov Model

( Subsystem j

@ (Subsystemj ’ |

‘ Non-homogeneous Non-homogeneous
Markov Model | Markov Model

AN
AN

R = =
¥\

| | A o o o

|
|
|
|
|
|
|
|

Sub-
system |~

Sub- Sub- Sub- | -
system system |”| system ’

N

<

Homogeneous Homogeneous Non- Non-
Markov Markov homogeneous homogeneous
—_ -l I Model Model

Markov Model Markov Model
=7 — ==

Figure 1. Schematic diagram of reliability assessment for complex systems based on non-
homogeneous Markov processes.

A significant challenge in the aforementioned process is the conversion of the un-
availability curves of the lower-level subsystems into the inputs of the non-homogeneous
Markov reliability model of the upper-level subsystem. To address this issue, a novel
algorithm is presented for converting the unavailability curve of a subsystem into its
corresponding dynamic STPM, as detailed below.

Assumption: the subsystems have only two states: normal operation state and failure
state (denoted as state 1 and state 2, respectively). Figure 3 is a diagram of a subsystem
unavailability curve obtained from the homogeneous Markov model or non-homogeneous
Markov model of a subsystem. Based on the aforementioned assumption, if the contribution
of failure behavior to the unavailability of the subsystem is greater than that of the repair
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and maintenance behavior, the unavailability will increase; otherwise, it will decrease. The
2 x 2 dynamic STPM of a subsystem can be expressed by Equation (20).

Start to construct reliability
model for the upper subsystem

As =

Decompose the complex system
into multilevel subsystems

Start to construct reliability
model for each bottom
subsystem

Has the system

o 1 —Ulz(t,t+At) U]z(i’,f"f‘Ai’)
U2 (t, t+ At) 1-— Uzl(t, t+ At)

Yes

homogeneous Markov
property?

A

Convert the unavailability curve
into dynamic STPM

A

No \ 4
___________________________ q
| | Construct the
|| Construct the non-homogeneous i homogeneous Markov
: ” Markov model i model
| :
| :
| \ 4 |
! i
| Obtain the unavailability curve i
| -
| |
| :
Y N
No Is the system a top-level

system?

(20)

Figure 2. Flow chart of the implementation of a reliability assessment for complex systems based on

the proposed method.

It is further assumed that the variation of the subsystem unavailability within a
time interval At is contributed only by the failure behavior or the repair behavior. The
subsystem unavailability curves are converted into their corresponding 2 x 2 dynamic
STPMs according to the following three cases:

(1) If the unavailability of the subsystem increases in (¢, t + At), it is assumed that
the subsystem has no repair behavior in this process, and the increase in unavailability is
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contributed by the failure behavior. The probability of the subsystem transitioning from
the normal operation state to the failure state vq,(t, f + At) is calculated as follows:

CA(t+ M) —A() | NA(LE+ AL
Ulz(t,t + At) = 1— Z(t) = 1— Z(t) (21)

-

Unavailability

A(t+ Ar)

tt+At Time

Figure 3. Diagram of the unavailability curve of a subsystem.

The probability of the subsystem transitioning from the failure state to the normal
operation state vy (¢, t + At) is 0.

'021(t, t+ Af) =0 (22)

(2) If the unavailability of the subsystem decreases in (¢, + At), it is assumed that the
subsystem has repair behavior but no failure behavior in this process. v15(t, t + At) and
v91(t, t + At) are calculated as follows:

vp(Ht+At) =0 (23)
A(t+At) — A(t)  —AA(tt+ At)
A(t) B A(t)

(3) If the unavailability of the subsystem remains unchanged in (t, t + At), v1p(t, t 4 At)
and vy (¢, t + At) are equal to 0.

Uzl(t, t+ At) = (24)

012(1’, t+ Af) = U1 (t, t+ At) =0 (25)

In constructing the non-homogeneous Markov model of the upper-level system, the
2 x 2 dynamic STPMs of the lower-level systems are taken as inputs to update the dynamic
STPM of the upper-level system at each time step. Each element in the dynamic STPM of
the upper-level system that represents the state transition of the upper-level system caused
by the lower-level subsystems is replaced with its corresponding state transition probability
from the 2 x 2 dynamic STPM of the lower-level systems. The model is constructed
according to the modeling steps in Section 3.1, and the unavailability curve of the upper-
level system is obtained.

4. Case Study
4.1. System Description

A reactor protection system (RPS) of a nuclear power plant was taken as an
application [28,29]. The system consisted of four main parts: an instrumentation rack,
a logic cabinet, a reactor trip breaker, and a control rod module (including the rod control
cluster assemblies (RCCA) and the control rod drive mechanisms (CRDM)). The instrumen-
tation rack was equipped with a total of four independent signal channels (A, B, C, D). The
signals from the instrumentation rack were transmitted to the two trains of the logic cabinet
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after a 2-out-of-4 selection. A signal channel was composed of a temperature sensor, a
pressure sensor, two signal processing modules, four bistable modules, two bistable relays,
and a power module (including a main power and a backup power). A train is composed
of two SSPS universal cards, an undervoltage driver card, an undervoltage relay, and a
power module. As long as there is an output signal from either train, the reactor shutdown
procedure is initiated. The system structure is illustrated in Figure 4.

Channel A Channel B Channel C Channel D

‘ Main Power ‘ ‘ Backup Power ‘

Temperature Pressure Sensor
Sensor NT1 NP1

Channel B
Channel C
Channel D

‘ Signal Processing Module ‘ ‘ Signal Processing Module ‘
Blstable Blstable Blstable Blstable
Module B1 Module B2 Module Bl Module B2

Bistable Relay Blstable Relay

i Main Backup i Main Backup
| Power Power | Power Power —~
! T = ! T T m
=] g
: | 8 E
i SSPS Universal SSPS Universal |! e SSPS Universal SSPS Universal g
! Card S1 Card S2 i < Card S1 Card S2 E
= 2
S o]
‘ Undervoltage Driver Card ‘ Q ‘ Undervoltage Driver Card ‘ 2
g 3
2
‘ Undervoltage Relay ‘ ‘ Undervoltage Relay ‘
‘ Reactor Trip Breaker ‘
‘ RCCA and CRDM ‘

Figure 4. Diagram of the RPS structure.

The failure parameters for each component of the RPS system are presented in Table 1,
with the corresponding failure data cited in the references [28-30]. This paper considers
the degradation of bistable relays and refers to the reliability model of aerospace relays
described in reference [31]. The failure process of the relays was modeled using a lognormal
distribution, and its reliability can be expressed using Equation (26).

Int—11.89

R() =1 p(— =)

(26)

Table 1. Failure parameters of each component of the RPS.

Failure Rate/

No. Component Name Probability
1 Temperature Sensor 4.00 x 1074/h
2 Pressure Sensor 1.20 x 10~%/h
3 Signal Processing Module 8.20 x 107¢/h
4 Bistable Module 7.40 x 1074 /h
5 Main Power 4,00 x 107%/h
6 Backup Power 5.00 x 107¢/h
7 SPS Universal Card 3.80 x 1075/h
8 Undervoltage Driver Card 340 x 107%/h
9 Undervoltage Relay 3.90 x 10=°/h
10 Demand of Backup Power 0.01/D
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In order to simplify the study, only two shutdown signals, namely, the overpower
AT and pressurizer high pressure trip signals, were considered in this case. The event of
system failure was defined as the RPS system failing to shut down.

4.2. Reliability Modeling

As illustrated in Figure 4, the RPS system was divided into six Level 1 subsystems
based on the system function, as shown in the graphic boxes with a solid line and powder
blue coloring. There are four signal channel subsystems and two train subsystems. Each
signal channel subsystem was further divided into two Level 2 subsystems: a channel
power subsystem and a bistable module subsystem, along with six other components.
Each train subsystem was further divided into two Level 2 subsystems: a train power
subsystem, a solid-state protection subsystem, and two additional components. The Level
2 subsystems, which represent the bottom-level subsystems in this case, are delineated by
graphic boxes with a dashed line and gray coloring.

The reliability modeling of the RPS system based on the proposed method was com-
pleted in three stages. First, the homogeneous Markov reliability models were constructed
for each Level 2 subsystem in order to obtain the unreliability curves of the subsystems
from the corresponding models. Second, the non-homogeneous Markov reliability models
were constructed for each Level 1 subsystem, resulting in the unreliability curves of each
subsystem. Finally, a non-homogeneous Markov reliability model of the RPS system was
constructed, and the unreliability curve of the entire system was obtained. The time interval
At for all models was set to 1 h, and the mission time was set to 5000 h.

A channel power subsystem (power module) was taken as an example to illustrate the
process of the Markov reliability modeling of the bottom-level subsystems. The channel
power subsystem consisted of a main power and a backup power. It was assumed that the
backup power would automatically start immediately when the main power failed. The
failure probability of starting the backup power is denoted as P;. The failure probabilities
of the main power and the backup power within a time interval At are denoted as P, and
Py, respectively. The number of system states and the numbering of each system state were
calculated using Equations (10) and (11). The state transition diagram of the channel power
subsystem is shown in Figure 5.

Figure 5. State transition diagram of the power channel subsystem.

As shown in Figure 5, the STPM of the channel power subsystem was formulated as
shown in Equation (27).

T—=pm O (1—=pa)pm Papm
1 0 0
0 0 1—ps Py
0 0 1

(27)

The probability vector of the system’s initial state of Q(0) and Equation (27) were
incorporated into Equations (7) and (19), thereby yielding the unreliability curve of the
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channel power subsystem. The unreliability curve was converted into its corresponding
2 x 2 dynamic STPM according to Section 3.2. In a similar manner, the 2 x 2 dynamic
STPMs of the other bottom-level subsystems were derived from their reliability models.
They are taken as inputs of the non-homogeneous Markov reliability models of their
upper-level systems.

A signal channel subsystem served as an illustrative example of the Markov reliability
modeling of the Level 1 subsystems. The reliability block diagram, presented in Figure 6,
illustrates the reliability function relationships between the signal channel subsystem and
the components that comprise the subsystem. The unreliability curve of the bistable relay
was calculated based on the reliability distribution in Equation (26), which was converted
into its corresponding 2 x 2 dynamic STPM. The 2 x 2 dynamic STPMs of the bistable relay,
the channel power subsystem, and the bistable module subsystem, along with the failure
rates of the temperature sensor and signal processing module, were employed as inputs in
the construction of a non-homogeneous Markov reliability model for the single channel
subsystem using the method proposed in Section 3.1. The unreliability curve of the signal
channel subsystem was derived using Equations (18) and (19) and then was converted into
its corresponding 2 x 2 dynamic STPM. Similarly, a non-homogeneous Markov reliability
model of the RPS system was constructed and resolved based on the 2 x 2 dynamic STPMs
of the four signal channel subsystems and two train subsystems.

Temperature Temperature Bistable Temperature
Senfor Ts1 [ Signal Processing H{ Module [ Bistable
Module TP1 Subsystem Relay TR1
Channel
— Power
Subsystem
Pressure Pressure Signal Bistable Pressure
Sensor PS] [ Processing |4 Module = Bistable
Module PP1 Subsystem Relay PR1

Figure 6. Reliability block diagram of a signal channel subsystem.

If the reliability model of the RPS system is constructed directly by the Markov method,
the scale of the STPM of the model is 299 x 260. In this case, the reliability assessment of the
RPS system was completed by the proposed method, which constructs three homogeneous
Markov models and three non-homogeneous Markov models from bottom to top. The
scales of the STPMs of the six models are 4 x 4,4 x 4,4 x 4,16 x 16,512 x 512, and 64 x 64,
respectively. The scale and complexity of the model have been significantly simplified, and
the problem of “curse of dimensionality” has been effectively addressed.

4.3. Model Verification and Result Analysis
4.3.1. Model Verification and System Unreliability Calculation

Two models constructed using Markov /theoretical analysis and sequential Monte
Carlo simulation (MCS) were employed to verify the effectiveness and accuracy of the
proposed method. In the Markov /theoretical analysis model, the Level 1 subsystems were
modeled using a discrete-homogeneous Markov method, and the outcomes were taken as
inputs for modeling the RPS system by theoretical analysis based on the reliability theory.
The degradation of bistable relays was not considered, and their failure rates were set to
5.81 x 107%/h in this model [31]. In the sequential MCS model, a large number of system
operation sequences were simulated, and the reliability parameters of the system, such as
unreliability, can be obtained through the statistics and analysis of the sequences. The more
sequences simulated, the closer the estimated parameters are to the real values [2]. The key
parameters in the sequential MCS model were set as follows: the mission time was set to
5000 h, the number of simulations was 1,000,000, and the time interval was set to 1 h.

Three reliability assessment models of the RPS system were constructed based on the
proposed method, Markov/theoretical analysis and sequential MCS, respectively. Figure 7
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illustrates the unreliability curves of the RPS system calculated by the three models. It can
be observed that the results of the three models are essentially identical, which indicates
that the proposed method is an effective means of modeling the reliability of the RPS
system, with accurate calculation results.

1 T T T T T T T ——

== The proposed method
09 Markov/theoretical analysis
== == Sequential MCs (N = 1E6)

0.8 [

o o
o ~
T T

Unreliablity
o
o

04 r
03r
0.2
011 .79 : - .
2500 2550 2600 2650 2700 2750 2800
0 /;1 1 I L 1 I 1 1 L
0 500 1000 1500 2000 2500 3000 3500 4000 4500 5000

Time /h

Figure 7. Unreliability curves of the RPS system.

The discrepancy between the curves from the proposed model and the contrast models
was quantified using a series of quantitative metrics, such as the mean squared error (MSE),
the root mean square error (RMSE), the mean absolute error (MAE), and the R-Squared.
These quantitative metrics are calculated and presented in Table 2. The results demonstrate
that the proposed model exhibits greater consistency with the sequential MCS model. This
is due to the fact that both models considered the degradation process of bistable relays,
whereas the Markov /theoretical analysis model did not.

Table 2. The metrics for measuring the difference of curves from the three models.

MSE RMSE MAE R-Squared
Proposed method and Markov/theoretical analysis 7.05 x 107° 0.002655 0.001903 0.999952
Proposed method and sequential MCS 7.60 x 107 0.000872 0.000653 0.999995

4.3.2. Importance Analysis

In order to evaluate the importance of the components, two importance metrics,
Risk Achievement Worth (RAW) and Risk Reduction Worth (RRW), are introduced in this
paper [32]. The RAW value of a component is defined as the ratio of the unreliability of
the system calculated without credit for successful performance of the component EJF to
the baseline unreliability value R as shown in Equation (28), which reflects the effect of the
failure of the component on the current system risk.

|
+

RAW = L (28)

|
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The RRW value of a component is defined as the ratio of the baseline unreliability
value R to the risk recalculated with credit for successful performance of the component

R; as shown in Equation (29), which reflects the degree of system risk reduction by the
component’s perfect operation.

RAW = (29)

R
Ry
In this case, the mission time is set to 720 h (1 month), and the RAW and RRW values
of each component of the RPS system within the mission time are calculated, and the results

are shown in Figures 8 and 9, respectively.

51

UD: Undervoltage Driver Card

UR: Undervoltage Relay

PR: Pressure Bistable Relay

PP: Pressure Signal Processing Module
44 PS: Pressure Sensor

UC: SSPS Universal Card

TR: Temperature Bistable Relay

TP: Temperature Signal Processing Module
TS: Temperature Sensor

PB: Pressure Bistable Module

TB: Temperature Bistable Module
MT: Main Power for Train

BT: Backup Power for Train

MC: Main Power for Channel

BC: Backup Power for Channel

0 -

UD UR PR PP PS UC TR TP TS PB TB MT BT MC BC
Components

Figure 8. RAW values of each component of the RPS.

UD: Undervoltage Driver Card
UR: Undervoltage Relay
PB: Pressure Bistable Module
6 TS: Temperature Sensor
TB: Temperature Bistable Module
PS: Pressure Sensor
5 UC: SSPS Universal Card
PP: Pressure Signal Processing Module
TP: Temperature Signal Processing Module
MT: Main Power for Train
44 BT: Backup Power for Train
MC: Main Power for Channel
BC: Backup Power for Channel
TR: Temperature Bistable Relay
3 - PR: Pressure Bistable Relay

0- UD UR PB TS TB PS UC PP TP MT BT MC BC TR PR
Components

Figure 9. RRW values of each component of the RPS.
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As illustrated in Figure 7, the two components, the undervoltage driver card (UD)
and the undervoltage relay (UR), have the largest RAW values of 4.02. This indicates that
the failure of either one of them leads to an increase in the probability of system failure
before 720 h by a factor of 4.02. Meanwhile, as can be seen from Figure 8, the RRW value
of the undervoltage driver card (UD) is 6.16, which means that the probability of system
failure before 720 h can be reduced to 0.16 times of the baseline one if this component
does not fail during the mission time. Therefore, it is of great significance for the safe and
reliable operation of the RPS system to strengthen the monitoring of the operating status of
the undervoltage driver card (UD) and the undervoltage relay (UR) and to improve the
reliability requirements of the undervoltage driver card (UD).

5. Conclusions

In order to solve the “curse of dimensionality” problem associated with the application
of the Markov method in reliability assessments for complex systems, this paper develops a
reliability assessment method based on non-homogeneous Markov processes and conducts
a case study of a reliability assessment of the RPS system based on the proposed method.
The following conclusions are drawn:

(1) A reliability assessment method for complex systems based on non-homogeneous
Markov processes is proposed. The results of the case study show that the proposed
method effectively solves the “curse of dimensionality” problem.

(2) The degradation process of a component or system can be represented by non-
exponential distributions in the proposed method, which enhances the accuracy
of the model.

(8) The proposed method is applied to the reliability assessment modeling of the RPS sys-
tem, and the Markov /theoretical analysis model and sequential MCS model are used
as the contrast models. The MSEs, RMSEs, MAEs and R-Squareds of the unreliability
curves of the RPS system from the proposed model and the two contrast models are
calculated. The results verify the effectiveness and accuracy of the proposed method.

(4) Based on the proposed model, the RAW and RRW values of each component of the
RPS system with a mission time of 720 h are calculated. The analysis results show
that the undervoltage driver card and the undervoltage relay have the largest RAW
values, and the undervoltage driver card has the largest RRW value. Strengthening the
monitoring of the undervoltage driver card and the undervoltage relay and increasing
the reliability requirements of the undervoltage driver card will be of great significance
for improving the safety and reliability of the whole system.

Furthermore, it should be noted that the proposed method is subject to certain limi-
tations. The conversion of the outcomes of the lower-level subsystem models into inputs
for the upper-level subsystem model is based on the assumption that subsystems have
only two states: a normal operation state and a failure state. However, this may not be the
case in practice. Therefore, our subsequent research will focus on developing a solution to
address this issue.
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