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Abstract

:

A space–air–ground–sea integrated network (SAGSIN) is a promising heterogeneous network framework for the next generation mobile communications. Moreover, federated learning (FL), as a widely used distributed intelligence approach, can improve advanced network performance. In view of the combination and cooperation of SAGSINs and FL, an FL-based SAGSIN framework faces a number of unprecedented challenges, not only from the communication aspect but also on the security and privacy side. Motivated by these observations, in this article, we first give a detailed state-of-the-art review of recent progress and ongoing research works on FL-based SAGSINs. Then, the challenges of FL-based SAGSINs are discussed. After that, for different service demands, basic applications are introduced with their benefits and functions. In addition, two case studies are proposed, in order to improve SAGSINs’ communication efficiency under a significant communication latency difference and to protect user-level privacy for SAGSIN participants, respectively. Simulation results show the effectiveness of the proposed algorithms. Moreover, future trends of FL-based SAGSINs are discussed.
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1. Introduction


In recent years, artificial intelligence (AI), e.g., deep learning (DL), has enhanced applications by playing an excellent role in different industries, such as natural language processing, image classification, and even traditional communication systems [1]. Notably, DL, as an effective data-driven way, can achieve better performance than classical model-driven methods in some conditions. Meanwhile, sixth-generation (6G) wireless systems have been widely considered, such as the space–air–ground–sea integrated network (SAGSIN) architecture [2], which consists of AI-based, decentralized, and heterogeneous Internet of Things (IoT) systems [3,4]. Meanwhile, AI-enabled distributed approaches have played important roles in recent wireless networks. Therefore, the distributed learning framework has great potential in SAGSINs. However, due to limited communication resources and the privacy constraints around the data transmission from all wireless devices, it is impractical for all wireless devices to transmit all of their collected data to a data center for data analysis and inference. Fortunately, federated learning (FL), as a decentralized learning framework, enables multiple users to learn a shared model collaboratively without exchanging local training data [5], which not only reduces the consumption of communication resources but also prevents privacy information leakage. FL combined with the SAGSIN framework, including terrestrial networks, aerial networks, satellite communications, even marine communication networks, is full of opportunities.



1.1. SAGSIN


In the literature, several tutorials about multi-scenario integrated network have been delivered. Initially, the demand of a high-quality and reliable access at any time and anywhere with anyone was considered, and the proposed network was a space–air–ground–integrated network (SAGIN) [6]. Then, with increasing requirements for communication capabilities, many marine devices, both over the sea surface and under the sea surface, needed to be taken into account. SAGINs were further extended, and sea networks were added. Therefore, the SAGSIN was presented as a promising network architecture for 6G, with multi-layer networks, an open communication environment, and time-varying topological characteristics [2]. For example, in [7], driven by the 6G demand that will integrate both physical and digital worlds, an SAGSIN and related technologies are introduced, which pay more attention to the shape-adaptive antenna and radar-communication integration. In [8], a type of resource-friendly authentication method is proposed for a maritime communication network of SAGSINs based on the elliptic curve cryptography approach. In [9], an SAGSIN framework with edge and cloud computing is introduced, in order to provide a flexible hybrid computing service for maritime service. In addition to algorithms, platforms for simulation and experiments have also been studied. In [10], an SAGIN simulation platform was developed, which adopted centralized and decentralized controllers to optimize network functions, such as access control and resource scheduling. Moreover, in [11], a multi-tier communication network field experiment was carried out by Pengcheng Laboratory, which used a 5G network technology based on floating platforms in Jingmen, China for ocean activities. With time elapsing, research on artificial intelligence (AI)-enabled SAGSIN systems has also been triggered, especially distributed algorithms. In [12], an AI-based optimization for SAGINs is proposed in order to improve the network performance, and its evident advantages are illustrated. In conclusion, the network framework has been extended from SAGSIN to SAGSIN, and the research has developed from a basic algorithm simulation to field experiments. More importantly, AI has gradually been embedded in the SAGSIN system and makes huge differences.




1.2. FL


Recently, some surveys have emerged which illustrate FL from different perspectives, including challenges, possible solutions, and future research. In [5], a broad overview of current approaches of FL is presented and several directions of future research are outlined. More specifically, the general idea of FL is introduced, and possible applications of 5G networks are discussed. Moreover, the challenges and open issues in FL under a wireless scenario are described in [13]. Moreover, to implement FL for edge devices using less reliance, a novel collaborative FL framework is presented in [14], and four collaborative FL performance metrics with wireless techniques, e.g., network formation and scheduling policy, are also introduced. In [15], the relationship of a global server and participants is modeled via a Stackelberg game to stimulate device participation in the FL procedure. To explore emerging opportunities of FL for the industrial network, open issues have been discussed, focusing on automated vehicles and collaborative robotics [16]. Furthermore, the preservation of data privacy via federated learning is mainly focused. The mechanisms of attack are introduced, and the corresponding solutions are discussed [17]. It is worth noting that recent developments in FL-aided training for physical-layer problems have been presented. Meanwhile, the challenges of model, data, and hardware complexity, have been emphasized with some potential solutions [18].



In general, FL and wireless networks are thought to have a bidirectional relationship [19]. One the one hand, FL can be used as an enhanced solution for communication applications. Taking physical-layer applications as an example, an FL-based channel estimation scheme was developed for both conventional and intelligent reflecting surface (RIS)-assisted massive multiple-input multiple-output (MIMO) systems [20], which did not require the overhead of data transmission. For symbol detection, a downlink fading symbol detector based on decentralized data was proposed [21]. Moreover, some distributed optimization problem of communication resources, e.g., computation offloading [22], and network slicing [23] can also be solved by using federated learning. On the other hand, the characteristics and strategies of wireless communication are important factors which affect the performance of FL, such as power allocation, scheduling policies, and channel fading. Howard et al. paid attention to scheduling policies for FL in wireless networks. The effectiveness of three different scheduling policies, i.e., random scheduling, round robin, and proportional fair, were compared in terms of FL convergence rate and tractable expressions were derived for the convergence rate of FL in a wireless setting [24]. Moreover, considering the wireless resource allocation, a method to dynamically adjust and optimize was proposed to balance the tradeoff between maximizing the number of selected clients and minimizing the total energy consumption, by selecting suitable clients and allocating appropriate resources in terms of CPU frequency and transmission power [25]. Furthermore, the problem of joint power and resource allocation for ultra-reliable low-latency communication (URLLC) in vehicular networks was studied [26]. Furthermore, to minimize the FL convergence time and the FL training loss, a probabilistic user-selection scheme was proposed such that the BS was connected to the users whose local FL models had significant effects on the global FL model with high probabilities [27,28,29]. Moreover, FL has been tightly combined with advanced distributed technology, e.g., fog communications [30] and blockchains [31]. It is worth mentioning that the privacy and security of individual users still risk being threatened by attackers, even if raw data are not needed in the FL architecture. In [32], a dual differentially private federated learning (2DP-FL) algorithm was proposed, which was suitable for nonindependent identically distributed (non-IID) datasets and had flexible noise addition scheme to meet various needs. Recently, methods for preserving privacy and security in FL have also been widely studied [33].




1.3. Contributions


Motivated by the above-mentioned issues, we want to fill the gap in surveys of SAGSINs with FL. We hope that this paper will receive the attention of researchers in both SAGSIN and FL communities to design advanced FL approaches to address the open issue caused by SAGSINs. Our contributions are as follows.




	
We summarize the SAGSIN and FL state of the art, respectively. Then, we also review FL-based SAGSIN applications. After that, we provide a detailed overview of FL-based SAGSINs.



	
We detail the challenges and practical problems in FL-based SAGSINs, where heterogeneous networks, multiple transmission media, and heterogeneous data impact performance. We summarize its benefits, disadvantages, and future directions.



	
To better understand the problems in SAGSINs, we present two typical cases. Aiming at a multi-scale delay problem of SAGSINs, we propose a delay-aware FL to minimize the time consumption of FL aggregation. On the other hand, for user-level privacy protection and transfer learning, we propose a noise-based FML (NbFML) based on a differential-privacy (DP) algorithm and an expression for the sensitivity of the FML aggregation operation is derived. Experiment results show that these algorithms are feasible.








In the following, we give a brief overview of FL and SAGSINs in Section 2. Section 3 introduces FL-enabled SAGSIN applications, including FL-based satellite networks, FL-based aerial networks, FL-based terrestrial networks, and FL-based marine networks, respectively. Next, we indicate prominent challenges in FL-enabled SAGSINs in Section 4, such as heterogeneous networks, wireless communication challenges, and privacy protections. Then, we give two case studies, aiming at solving the multi-scale delay aggregation of SAGSINs and protecting user-level privacy for SAGSINs in Section 5. After that, we point out some future directions of FL-based SAGSINs in Section 6. Finally, Section 7 summarizes this paper and give future directions.





2. An Overview


In this section, we first introduce the basic concept of FL. Then, the communication latency of SAGSINs is illustrated. After that, we present the composition of an SAGSIN.



2.1. FL Algorithm


Normally, an FL framework consists of one FL computing center and a community of N participants. We assume that each participant is honest and use their own data to train local models, and they upload their local model with its parameters to the computing center. We denote by   θ i   the local parameters of the ith participant. We define the local dataset as   D i   on the ith participant with    |   D i   |    samples. FL, as an effective way to achieve distributed learning, can be performed in three steps, including acquiring global parameters, local updating, and global aggregation. The detailed procedure is shown in Algorithm 1. First, in each learning round all participants are activated to download a global model from the computing center. Second, participants learn parameters using their own data by using the stochastic gradient descent (SGD) algorithm locally [34]. Third, the computing center collects participants’ parameters to do aggregation. More specifically, the user can calculate gradients using dataset   D  i , m    according to


   g  i , m  t   (  D  i , m   )  =  ∇   θ  t    F i   (  D  i , m   ,   θ  t  )  ,  



(1)




where    ∇ θ   F i   (  D  i , m   , θ )    is the gradient function at the ith node calculated under dataset   D  i , m   , and  θ  is the corresponding parameter. The procedure for the local update of the ith user can be defined as


   θ  i   t + 1   =   θ  t  −  1   |   D i   |     ∑  m = 1    |   D i   |    α  g  i , m  t   (  D  i , m   )  ,  



(2)




where   m ∈   1 , ⋯ , |   D i   |    , and  α  is the learning rate. Mathematically, the aggregations of K users can be expressed as


    θ   t + 1   =  1 n   ∑  i = 1  K    w i    θ ^  i  t + 1    ,  



(3)




where   w i   is the weighting coefficient of the ith participant. After the aggregation, the global parameters are updated centrally and are used in the next communication round.






	Algorithm 1 FL



	Require: Dataset    {  D i  }   i = 1  K   of each participant and the communication rounds T for all nodes.



	1:

	
Initialize: the initial global parameter    θ i t  =   θ  t   ,   t = 0  




	2:

	
for   t = 1 : T   do




	3:

	
   for each participant   i ∈ { 1 , 2 , … , K }   in parallel do




	4:

	
     Calculate the local gradients:




	5:

	
        g  i , m  t   (  D  i , m   )  =  ∇   θ  t    F i   (  D  i , m   ,   θ  t  )   ,   m ∈   1 , 2 , … , |   D i   |   ;  




	6:

	
     Update the local parameters:




	7:

	
        θ  i   t + 1   =   θ  t  −  1   |   D i   |     ∑  m = 1    |   D i   |    α  g  i , m  t   (  D  i , m   )  ;  




	8:

	
     Send protected parameter    θ ^  i   to the server;




	9:

	
   end for




	10:

	
   The server collects all the parameters    {   θ ^  i  t + 1   }   i = 1  K  , and updates     θ   t + 1   =  1 n    ∑  i = 1  K     w i    θ ^  i  t + 1     




	11:

	
   The server broadcasts the global parameters    θ   t + 1   




	12:

	
     t = t + 1  




	13:

	
end for








Ensure:    θ  T  









2.2. Communication Latency


In the upload procedure, the time latency   o i   of the ith participant transmitting its own parameters to the center can be expressed as


   o i  =    |   θ i   |    r i   +  τ i  ,  



(4)




where   r i   denotes the communication rate of the ith user,   τ i   represents the signal propagation delay, and    |   θ i   |    means the total number of parameters, which are compressed and transmitted in bits to the center. Specifically, the propagation delay can be expressed as


   τ i  =   L i   v i   ,  



(5)




where   L i   means the distance between the ith participant and the computing center, and   v i   means the signal propagation velocity in corresponding media. In the same way, the download latency can also be calculated in the same way.




2.3. SAGSIN Scenario


In an SAGSIN, the participant can come from different networks. The framework of an SAGSIN is shown in Figure 1. From this figure, it is evident that the satellite network, aerial network, terrestrial network, and marine network have an inseparable relationship. In general, satellite networks contain a variety of satellites at different altitudes, e.g., geostationary orbit (GEO) satellites, medium-earth orbit (MEO) satellites, and low-earth orbit (LEO) satellites. Aerial networks usually contain aircraft, unmanned aerial vehicles (UAVs), airships, even balloons and they can provide flexible and fast communications for emergency conditions. Moreover, because of these features, aerial networks can serve as a bridge among satellite networks, terrestrial networks, and marine networks. As for terrestrial networks, they always contain cellular networks, vehicle networks, ad hoc networks, local area networks (LANs), and so on. Last but not least, sea networks are made up of marine networks and underwater networks. On the one hand, marine networks provide communication services for ships, buoys, and surface equipment, e.g., floating oil platforms and offshore wind power platforms. On the other hand, underwater networks employ acoustic, optical, and radio data to achieve underwater observations and information gathering. Furthermore, due to the harsh environment and expensive cost of wired communications, it is a very common phenomenon that underwater networks take advantage of autonomous underwater vehicles (AUV), remotely operated vehicles (ROV), and unmanned underwater vehicles (UUV) to form a self-organizing network.





3. FL-Enabled SAGSIN Applications


In this section, we present some applications of FL-based SAGSINs. According to different service demands, we divide recent FL-based SAGSINs into four aspects.



3.1. FL-Based Satellite Networks


A satellite network contains a collection of satellites according to the altitude, e.g., GEO satellites, MEO satellites, LEO satellites. Among these satellite applications, FL has been widely regarded as an effective solution for many problems, and many works have been presented. For example, considering the preciousness of resources and privacy of satellite networks, an algorithm for FL adaptation to satellite–terrestrial integrated networks was proposed [35]. In addition, aiming at solving inference based on satellite imaging, an asynchronous FL algorithm was proposed which obtained more robust performance against heterogeneous conditions than classical methods in LEO constellations [36]. Moreover, considering urban computing conditions with communication-heavy, high-frequency, and asynchronized characteristics, a hybrid FL framework named StarFL was proposed. To protect the security of users’ data, the authors also gave a verification mechanism by utilizing Beidou satellites [37]. Furthermore, in view of the demand of massively interconnected systems with intelligent learning and reduced traffic in satellite communications, FL-based LEO satellite communication networks were proposed [38]. Meanwhile, the authors also reviewed LEO-based satellite communications and related learning techniques, and four possible ways of combining machine learning with satellite networks were discussed. Moreover, for natural resource management based on an integrated terrestrial–aerial–space network framework, an asynchronously FL method for forest fire detection was proposed without using explicit data exchange by using collected IoT data [39].




3.2. FL-Based Aerial Networks


Recently, plenty of aerial platforms, e.g., drones, aircraft, balloons, and airships, have been considered for future networks in order to provide better wireless communication services. The aerial station provides flexible communication services which can cover more area, including space–air communications, air–ground communications, and air–sea communications. In [40], image classification tasks were taken into account in UAV-aided exploration scenarios with a limited flight time and payload. A ground fusion center and multiple UAVs were employed, and FL was introduced to reduce the communication cost between the ground center and the UAVs. Moreover, considering how human health is impacted by air quality, an FL-based air quality forecasting and monitoring approach was proposed by taking advantage of an aerial–ground network. Specifically, the author also performed a numerical simulation on real-world data [41]. Moreover, unlike terrestrial networks, the maneuverability of UAV characteristics was considered and a jointly optimization for UAV location and resource allocation was proposed, which could minimize the energy consumption of terrestrial users [42]. Furthermore, to overcome the problem of battery limitation on the user’s side, UAV-based wireless power transfer was proposed to enable sustainable FL-based wireless networks. In this regard, the UAV transmitted power efficiently via a joint optimization of propagation delay and bandwidth allocation, power control, and the UAV placement [43]. The authors developed an efficient algorithm for sustainable FL based on UAVs by leveraging the decomposition approach and a convex approximation.




3.3. FL-Based Terrestrial Networks


Terrestrial networks are one of the most important factors in modern life, including vehicular communications, edge computing, blockchain, and IoT services. Recently, some researchers employed FL in vehicular communications. For example, in view of data privacy in the training process of remote sensing data, an FL-based approach to identify vehicle targets in remote sensing images was proposed [44]. Moreover, considering the joint power and resource allocation (JPRA) problem in vehicular networks, a novel distributed approach based on FL was proposed to estimate the tail distribution of the queue lengths [26]. Specially, a Lyapunov optimization was proposed by considering the communication delays of FL, and the JPRA policies were derived by enabling URLLC for each vehicle. Moreover, for railway systems, considering classical methods lack effective trust and incentives, a blockchain-based FL framework was proposed to achieve asynchronous collaborative learning among distributed agents [45], where the management of the FL devices were realized by the blockchain technology. Furthermore, with the development of mobile communications, the techniques and theory of edge computing have grown fast. To optimize mobile edge computing, caching, and communication, deep reinforcement learning and FL were combined together and an “In-Edge AI” framework was proposed to intelligently utilize the collaboration between center and edge nodes, and a dynamic system-level optimization was presented to reduce the unnecessary communication consumption in [46]. In addition, FL has also been applied in the IoT. In [47], based on FL and 5G with decentralized computing and connectivity characteristics, by leveraging the cooperation of distributed devices, an FL methodology was proposed and verified using datasets generated from an Industrial IoT (IIoT) environment. In addition, a blockchain-enhanced secure data-sharing framework for distributed devices and privacy-preserved FL were proposed in the consensus procedure of a permissioned blockchain. The proposed algorithm was also tested on real-world IIoT datasets [48].




3.4. FL-Based Sea Networks


Seventy percent of the earth is covered by oceans. Nowadays, with the increasing human activity in the maritime area, it becomes more and more important to acquire oceanic information. Recently, FL, as an effective distributed way, has been paid more attention. Given the marine IoT is a new industry with edge computing and cloud computing characteristics, a secure sharing method of marine IoT data under an edge computing framework by using FL and blockchain was proposed, which guaranteed the privacy of local users [49]. Moreover, the marine IoT field is tied to the Internet of Ships (IoS) paradigm. In [50], to achieve fault diagnosis in the IoS, an adaptive privacy-preserving FL framework was presented, which used FL characteristics to organize various ships collaboratively. An adaptive aggregation method was designed to reduce computation and communication costs. The authors not only analyzed it theoretically but also presented some experiments, which proved the effectiveness of the FL-based IoS on a nonindependent and identically distributed (non-IID) dataset. Furthermore, with the progress of technology, underwater information is also receiving attention. Internet-of-Underwater-Things (IoUT) devices and FL technology have gradually been combined. Ref. [51] first gave a detailed overview of the IoUT, and AI technology was mentioned. Many scholars have applied distributed learning methods to oceanic things. For example, considering the unreliable links of underwater networks, it is difficult to gather all users’ data at a center and provide centralized training. Motivated by this, a multiagent deep reinforcement learning and FL-based framework was proposed and a multiagent deep deterministic policy gradient was used to solve distributed situations and unexpected time-varying problems [52]. Moreover, DL can be an effective way to deal with some mission-critical maritime tasks, such as ocean earthquake forecasting, underwater navigation, underwater communications. For instance, a federated meta-learning (FML) scheme was proposed to enhance underwater acoustic chirp communications leveraging an acoustic radio cooperative characteristic of a surface buoy. In addition, the FML convergence performance was analyzed [53]. Furthermore, a learning-aided maritime network and its key techniques including information sensing, transmission, and processing were presented [54]. Specifically, a research on reliable and low-latency underwater information transmission was introduced.





4. Challenges in FL-Enabled SAGSINs


SAGSINs have a lot of characteristics, e.g., heterogeneity, self-organization, and time-variability, which create difficulties for a federated training procedure. Following recently developments, we detail the challenges of FL-based SAGSINs from four aspects, according to the network’s hierarchical model: heterogeneous data challenges and wireless communication challenges at the physical layer, heterogeneous challenges at the network layer, and privacy challenges at the application layer.



4.1. Heterogeneous Data Challenges


Due to the large dynamics of SAGSINs and participants’ behaviors, the collected training data on local devices become heterogeneous, not only on different devices, but also on the same device at different times. Among different devices, the data may be nonindependent and identically distributed (non-IID), which causes FL to experience severe performance degradation. Unlike IID data, well-trained parameters on a local dataset are an unreliable approximation for the global model. Therefore, an FL-based SAGSIN needs a novel algorithm to deal with non-IID problems, including a convergence analysis and a balance of local computations and global communications. On the other hand, because users are active, the data generated on local devices change, and it is difficult to guarantee that the distribution of new data will not change, especially for real-time tasks. In order for a trained model to perform new tasks quickly, meta learning-based transfer learning is a good choice. Therefore, researchers have paid more attention to FML frameworks in recent years, as a solution to real-time tasks [55]. To overcome the challenges raised by constrained resources and a limited quantity of local data, a platform-aided FML architecture was studied in [56] by using the knowledge transfer from prior tasks, achieving fast and continual edge learning. Moreover, in order to adapt to different tasks quickly, an FML approach to jointly learn good meta-initialization for both backbone networks and gating modules was proposed in [57], by using the model similarity across learning tasks at different nodes. Furthermore, considering the scarce radio spectrum and the limited battery capacity of IoT devices, an FML algorithm with a non-uniform device selection scheme was developed in [58] to accelerate the convergence, which can control the resource allocation and energy consumption when deploying FML in practical wireless networks.




4.2. Wireless Communications Challenges at the Physical Layer


Communication is the key procedure for FL aggregation. The different communication devices, methods, environments bring a huge challenge to FL-based SAGSINs. How to balance the limited communication resources for potentially millions of devices is a worthy problem. For example, the scheduling policy and power control mechanism of SAGSIN wireless communications need to be more elaborate. Meanwhile, the control of the wireless communication bit error rate (BER) should be reconsidered because the faults caused by bit errors may make DL or FL devices have better accuracy performance. In other words, FL-based SAGSINs have BER tolerance characteristics. From this point of view, the power, modulation, and coding of the transmitter can be adjusted to a relatively suitable solution in order to improve the whole system performance.




4.3. Heterogeneous Challenges at the Network Layer


Obviously, the terrestrial network is the core of SAGSINs, which is extended to space, air, and sea areas step by step. An SAGSIN provides multiple network services which guarantee normal activities for all participants. Each individual network of an SAGSIN has its merits and demerits from different aspects, e.g., bandwidth, coverage, and communication quality; therefore, joint information transmission networks are urgently needed. Meanwhile, it makes an SAGSIN become a heterogeneity network with large-scale, three-dimensional, and multi-layer characteristics. The heterogeneous nature creates a lot of difficulties for FL communication procedures, such as spectrum management, network control, power management, and routing management. In particular, in an FL-based SAGSIN scenario, there are multiple propagation conditions in its wireless transmission process, such as air-to-ground, ground-to-air, and sea-to-ground conditions. Since participants come from different networks with various communication distances, the communication latency of each participant is different. For example, when devices in different networks are assumed to upload their parameters for data fusion to a computational center, the latency is not only affected by computation time but is also influenced by communication time. Specifically, for an underwater device and satellite facility, the large latency is caused by the long propagation time or lower propagation speed in special areas. The long time delay of the communication round should not be neglected. Moreover, asynchronous FL is another high-efficiency way to cope with different communication latency values, which require an appropriate asynchronous scheduling policy.




4.4. Privacy Challenges at the Application Layer


FL requires participants to upload updated model parameters and share them with other participants after each communication round. Although distributed learning can protect the privacy of individual users, the user information still can be extracted by analyzing the uploaded parameters. This leaves FL with a serious privacy risk. An attacker can act as a participant in model training and carry out a refactoring attack, an inference attack, or a steal attack. Therefore, privacy-preserving-based distributed frameworks have been paid more attention in recent decades. Moreover, it is necessary to design algorithms which have low computational complexity, efficient communications, and robustness characteristics, and the accuracy of the FL system also needs to be guaranteed at the same time. Recently, differential privacy (DP) has been introduced into DL-based systems as an effective solution to prevent client information leakage by adding artificial noise [59]. For distributed systems, the user-level DP plays a very good role in privacy protection. The authors in [60] proposed a local DP (LDP)-compliant stochastic gradient descent (SGD) algorithm, which was suitable for a variety of machine learning scenarios. Moreover, reference [61] studied data aggregation for distribution estimation with the LDP mechanism, which protects the user’s local privacy.





5. Case Study


In this section, we present two applications with numerical simulations to give more detailed illustrations of FL-based SAGSINs. First, for the multi-scale latency problem in SAGSINs, we propose a delay-aware FL framework in order to reduce the aggregation consumption. Second, considering the real-time judgment of FL and privacy preservation, we propose an NbFML algorithm to protect user-level privacy. In conventional FL, it is assumed that the propagation delay of each participant is basically the same. However, in SAGSIN scenarios, this assumption is not well justified since participants come from different communication networks with different communication distances and mediums among involved participants. It makes the SAGSIN have a multi-scale delay characteristic. Therefore, the exaggeration of participants is affected by individual time delays.



5.1. Delay-Aware FL


The multi-scale feature is described in Figure 2. For simplicity, we only took the uplink communication as an example and the downlink procedure can be calculated in the same way. Theoretically, the consumption time of each aggregation is decided by the maximum latency among all participants, which can be calculated by


  τ =  max i   {  τ 1  ,  τ 2  , ⋯ ,  τ K  }  .  



(6)







5.1.1. Delay-Aware FL


Motivated by this, we propose a delay-aware based aggregation method, in order to effectively reduce communication time under the same communication epoch. The delay-aware FL procedure is shown in Algorithm 2.



In general, the more machines participate in training, the better the system performs. Moreover, to speed up the system’s convergence, all devices are usually employed for training at the beginning of the FL stage. Especially for scenarios where data collection is difficult, i.e., underwater scenarios and space scenarios, where a limited number of AI-based devices can be deployed. In this case, it is excellent for all equipment involved in the training process. Moreover, given the limited bandwidth and energy, when the number of devices is too large, only some of the devices are used for training at each epoch. Due to the restricted communication resources, the center only picks K participants out of N uniformly in each communication round. The random scheduling ratio is   G = K / N  . Participants N are divided into B groups according to different latency levels. Then, in the communication round, each group performs the learning algorithm sequentially. After that, participants send well-trained local parameters to the center to perform aggregation. In this condition, the time consumption of delay-aware FL is only determined by the maximum latency in the corresponding group.






	Algorithm 2 Delay-aware FL



	Require: Dataset    {  D i  }   i = 1   i = K    at each UE, communication rounds T, scheduling ratio G, parameter w, threshold C, and DP parameters   ( ϵ , δ )   for all nodes.



	1:

	
Initialize:    θ i t  =   θ  t    and   t = 0  




	2:

	
for   t = 1 : T   do




	3:

	
   Clustering N users into B groups according to different scales of communication latency




	4:

	
   for each group    P b  ∈  {  P 1  , ⋯ ,  P B  }    do




	5:

	
     for each participant   i ∈  P b    do




	6:

	
        Calculate the local gradients:




	7:

	
           g  i , m  t   (  D  i , m   )  =  ∇   θ  t    F i   (  D  i , m   ,   θ  t  )   ;




	8:

	
        Update the local parameters:




	9:

	
           θ  i   t + 1   =   θ  t  −  1   |   D i   |     ∑  m = 1    |   D i   |    α  g  i , m  t   (  D  i , m   )  ;  




	10:

	
        Send protected parameter    θ ^  i   to the server;




	11:

	
     end for




	12:

	
   end for




	13:

	
   The server collects all the parameters    {   θ ^  i  t + 1   }   i = 1  K  , and updates     θ   t + 1   =  1 N    ∑  i = 1  K     w i    θ ^  i  t + 1     




	14:

	
   The server broadcasts the global parameters




	15:

	
     t = t + 1  




	16:

	
end for








Ensure:    θ  T  









5.1.2. Numerical Simulation


We assumed that the terminal device had high performance and the computation capacity of each participant was the same. Note that the parameter of the training model could be transmitted in one communication round because the parameter could be compressed, and the communication bandwidth was sufficient. The communication parameters of the SAGSIN are shown in Table 1 and include the theoretical communication distance, propagation speed, and the corresponding communication time delay of different SAGSIN devices. In the simulation, 100 participants were employed which contained   10 %   space devices,   15 %   aerial devices,   70 %   terrestrial devices, and   5 %   oceanic devices. The communication delay was randomly set according to Table 1 with a dynamic delay with a   5 %   fluctuation. The devices were divided into   B = 4   groups where the latency was sorted from small to large. The time consumption comparisons between random scheduling-based aggregation and delay-aware-based aggregation with scheduling ratios   G = 0.1  ,   G = 0.2  , and   G = 0.3   are shown in Figure 3. From this figure, we can see that the delay-aware strategy had a lower time consumption than the random mechanism. In particular, the more available uplink channels the system had, the more obvious the obtained effects. Therefore, by fine grouping according to the delay, the total time consumption of the aggregation was sharply reduced. Therefore, the delay-aware FL is a time-efficient approach for SAGSINs.





5.2. User-Level Privacy-Preserving-Based FML


Considering the federated participants in SAGSINs with a real-time decision demand and unfamiliar users, FL with a transfer learning function and privacy protection are well needed. In this part, we introduce DP into an FML scheme and propose the NbFML algorithm, which can provide privacy protection for local users by adding noise perturbations at the user’s side. We propose a user-level local DP algorithm, called noise-based FML (NbFML), to protect the user’s privacy. We analyze the user-level DP to provide a useful option for the balance between privacy protection and accuracy levels.



5.2.1. Differential Privacy Principle


First, we describe the concept of the DP algorithm. We assume   ( ϵ , δ )  -DP can preserve the privacy of the distributed system.   ϵ i   means the distinguishable bound between two neighboring datasets   D i   and   D i ′   in a database. The   δ i   describes the probabilities that these two neighboring datasets   D i   and   D i ′   cannot be bounded by   e ϵ   using a DP mechanism.



Definition 1

(  ( ϵ , δ )  -DP). A randomized mechanism  M :   X → R   with a domain  X  and range  R  satisfies   ( ϵ , δ )  -DP, if for all measurable sets   S ∈ R   and for any two adjacent databases    D i  ,  D i ′  ∈ X  ,


  P r  [ M  (  D i  )  ∈ S ]  ≤  e ϵ  P r  [ M  (  D i ′  )  ]  + δ .  



(7)









In this part, the Gaussian mechanism was chosen as the privacy-protection mechanism  M , which employs the   L 2   norm to measure the sensitivity, namely


  M  ( x )  = s  ( x )  + N  ( 0 ,  σ 2  I )  ,  



(8)




where  I  is the identity matrix, and the sensitivity of   s ( x )   is defined as


  ▵ s =  max   D i  ,  D i ′     | | s   (  D i  )  − s  (  D i ′  )    | |  2  .  



(9)








5.2.2. FML Framework


Let us consider a classical FML algorithm, which consists of one server and N participants. Each neural network of participant   i ∈ S   can be denoted by   f θ   with  θ   ∈  R d   . The dataset with    (  x i 1  ,  y i 1  )  , … ,  (  x i j  ,  y i j  )  , … ,  (  x i  J i   ,  y i  J i   )    of each participant can be denoted by   J i  , where    |   J i   |    is the dataset, and   (  x i  ,  y i  )   is the sample of this dataset.   x i   is the input of the DL network and   y i   denotes the output. The objective function can be defined as   l ( θ ,  (  x i  ,  y i  )  )  . The loss of each user is


   L i   ( θ ,  J j  )  ≜  1   |   J j   |     ∑     (     x i j  ,  y i j   ) ∈ |   J j   |    l  ( θ ,  (  x i j  ,  y i j  )  )  ,  



(10)




where   w i   can be calculated by the local data size according to    w i  =    |   J i   |     ∑  i ∈ S    | |   J i   | |     . For the meta algorithm, given the model parameters of the ith participant, the user can update its parameters by one-step learning according to a gradient descent based on the support dataset   D i S  ,


   ϕ i   ( θ )  = θ − α  ∇ θ  L  ( θ ,  D i S  )  ,  



(11)




where  α  is the learning rate. By evaluating the loss   L (  ϕ i  ,  D i S  )   in (10) based on the query dataset   D i Q  , the loss function of the FML system can be expressed as


   min    θ        ∑  i ∈ S    w i   L i   (  ϕ i   ( θ )  ,  D i Q  )  .  



(12)








5.2.3. NbFML Algorithm


Algorithm 3 describes our proposed NbFML and the framework can be seen in Figure 4. In order to protect the privacy of each user, the local   ( ϵ , δ )  -DP protection is introduced into FML to train a serviceable model. The initial global parameter is denoted by    θ   ( 0 )   . In our NbFML algorithm, the server first broadcasts the targeted privacy level and the initial parameters to each participant.



On the user side, it first updates according to the UE local support data   D i S  . For the NbFML algorithm, given the model parameters, participants can update their own parameters with a few learning steps of gradient descent by utilizing   D i S   and (11). Then, the loss   L (  ϕ i  ,  D i S  )   is evaluated and   θ i   is updated by using query data   D i Q   locally according to


   θ i  t + 1   =  θ i t  − β  ∇ θ  L  (  ϕ i   ( θ )  ,  D i Q  )  ,  



(13)




where  β  is the learning rate for the target dataset. The meta-learning process in NbFML is inspired by the model-agnostic meta-learning [62] but multiple local training epochs are allowed. After that, if the node is chosen by the server, it sends   θ i  t + 1    to the server. In this process, the model can be transferred from source to target by using local meta-learning. In this way, the user’s online training can fix real-time data problems.






	Algorithm 3 NbFML



	Require: Dataset    {  D i  }   i = 1  K   of each user, communication rounds T, parameter  θ , threshold C, and DP parameters   ( ϵ , δ )   for all nodes.

	1:

	
Initialize:    θ k t  =   θ  t    and   t = 0  




	2:

	
for   t = 1 : T   do




	3:

	
   for each user   i ∈ { 1 , 2 , … , K }   in parallel do




	4:

	
     for    t  l o c a l   = 1   to   T 0   do




	5:

	
        Sample   i ∈  D i S    uniformly at random, and update the local gradients:




	6:

	
           g  i , m  t   (  D  i , m  S  )  =  ∇   θ  t    L i   (  D  i , m  S  ,   θ  t  )   ;




	7:

	
        Update the local parameters:




	8:

	
           ϕ  i  t  =  θ  i  t  −  1   |   D i   |     ∑  m = 1    |   D i   |    α  g  i , m    (  D  i , m  S  )  ;  




	9:

	
        Sample   i ∈  D i    uniformly at random, and update the local parameter using   D Q  




	10:

	
           g  o u t e r  t   (  D  i , m  Q  )  =  ∇   θ  t    L i   (  D  i , m  Q  ,  ϕ  i  t  )   ;




	11:

	
        Clip the local gradients:




	12:

	
            g ^   o u t e r  t  =  g  o u t e r  t   (  D  i , m  Q  )  / m a x  ( 1 ,    | |   g  o u t e r  t   (  D  i , m  Q  )    | |  2   C  )  ;  




	13:

	
        obtain   θ i  t + 1    based on




	14:

	
           θ  i , m   t + 1   =  ϕ  i , m  t  −  1   |   D i   |     ∑  m = 1    |   D i   |    β   g ^   o u t e r    (  D  i , m  Q  )  ;  




	15:

	
     end for




	16:

	
     Calculate   σ i   using DP parameters   ( ϵ , δ )  ;




	17:

	
     Add noise     θ ^  i t  =  θ i t  +  n i t   ;




	18:

	
     Send protected parameter    θ ^  i   to the server;




	19:

	
   end for




	20:

	
   The server collects all the parameters    {   θ ^  i  t + 1   }   i = 1  K  , and updates     θ   t + 1   =  1 N    ∑  i = 1  K     w i    θ ^  i  t + 1     




	21:

	
   The server broadcasts the global parameters    θ   t + 1   




	22:

	
     t = t + 1  




	23:

	
end for








Ensure:    θ  T  








On the server side, the server sets a threshold T for the aggregation time in advance. We consider that the FML process has been completed when the aggregation time reaches T. Then, the server collects all the local parameters set, aggregates local parameters with different weights to update the global parameters    θ  t  , and sends it to the user. The local perturbations generated by NbFML can confuse malicious attackers so that they cannot steal the ith UE information from the uploaded parameters    θ ˜  t  . After the model aggregation is completed, the user receives the aggregated parameters  θ  through the broadcast channels.



To update model parameters, we use the negative log-likelihood loss. The loss for the ith user can be expressed as    L i   ( θ ,  J i  )   . The loss function is


   L i   ( θ ,  J i  )  ≜ − l o g  (  p i  )  .  



(14)







Here,   p i   is the softmax output, and it can be rewritten as


   p i  =   e  f k     ∑  j ∈ S    e  f j     ,  



(15)




where f is a vector containing the class scores for a single sample, that is to say, the network output, and   f k   is an element for a certain class k in all j classes.



For the uplink case, we can use a clipping method to bound the parameters into a controllable range C, which can be denoted by    θ i  ≤ C  . Moreover, we assume that the batch size and local support set have the same quantity of data. Hence, we can define the ith user’s local training process as


     s  U   D i      ≜  ϕ i  = arg  min ϕ   F i   ( ϕ ,  D i  )           =  1   |   D i   |     ∑  j = 1    |   D i   |    arg  min ϕ   F i   ( ϕ ,  D  i , j   )  ,     



(16)




where   D  i , j  ′   means the jth sample of the ith dataset, and   D i   and   D i ′   are two adjacent datasets.



Lemma 1.

For the meta-learning-based FL process, the sensitivity for   D i   after the aggregation operation   ▵  s  U   D i     should satisfy


   ▵  s  U   D i   =   2  ( 1 + α H )  C  p i   m  .   



(17)









Lemma 1 tells us that the sensitivity of the FML aggregation operation can be affected by the threshold value, data quantity, random sampling probability, and learning rate of the meta-learning process.



Proof. 

First, the sensitivity of   s  U   D i    can be defined as


     ▵  s  U   D i       =  max   D i  ,  D i ′     | |   s  U   D i   −  s  U   D i ′    | |           =  max   D i  ,  D i ′     | |   1   |   D i   |     ∑  j = 1    |   D i   |    arg  min θ   F i   ( θ ,  D  i , j  ′  )            −  1   |   D i ′   |     ∑  j = 1    |   D i ′   |    arg  min θ   F i   ( θ ,  D  i , j  ′  )   | |           =  1   |   D i ′   |     max | |   ϕ i  −  ϕ  i  ′   | |  .     



(18)







We recall that the optimal model parameters are denoted by    ϕ *  − α ∇ L  (   θ  *  )   , i.e,   ϕ *   can be obtained through a few gradient updates by using meta-learning model   θ c  . To evaluate the sensitivity of two adjacent datasets   D i   and   D i ′  , we next calculate the gap between  ϕ  and   ϕ ′  , which are learned from two adjacent datasets.



For convenience, let us denote    ϕ ˜  =   θ  *  − α ∇ L  (   θ  *  )   .


      | |   ϕ i  −  ϕ i *   | |      ≤  | |   θ i  −  θ i *  − α  ( ∇ L  ( θ )  − ∇ L  (   θ  *  )  )   | |           ≤  | |   θ i  −  θ i *   | |  +  α | | ∇ L  ( θ )   − ∇ L  (   θ  *  )   | |           ≤   ( 1 + α H )  | |   θ i  −  θ i *   | |  .     



(19)







Moreover, according to the triangle inequality, we have


      | |   ϕ i  −  ϕ i ′   | |      =  | |   ϕ i  −  ϕ i *  −  (  ϕ i ′  −  ϕ i *  )   | |           ≤  | |   ϕ i  −  ϕ i *   | |  +  | |   ϕ i ′  −  ϕ i *   | |  .     



(20)




Hence, we know that


     ▵  s  U   D i   =   2 ( 1 + α H ) C  m  .     



(21)







Based on the previous formula, the sensitivity can be expressed as


     ▵  s D  D i ′       =  max   D i  ,  D i ′     | |   p i   θ i   (  D i  )  −  p i   w i   (  D i ′  )   | |           =  p i   max   D i  ,  D i ′     | |   ϕ i  −  ϕ i ′   | |           =  p i  ▵  s D  D i ′   .     



(22)







By combining (21) with (22), the proof is completed. □






5.2.4. Numerical Experiment


In order to show the effectiveness of NbFML, we performed extensive simulations on famous image datasets. These include large-scale datasets of small images popular with DL methods. We used MNIST as the support dataset. We used MNIST-m as the query dataset, which contains the original set over patches randomly extracted from color photos from BSDS500 [63]. In our experiments, for each client, the local data contained   80 %   support set and   20 %   query set, as we consider the generalization to new industry users as a crucial property of FML. The baseline model in our experiments was a four-layer fully connected neural network.



The proposed NbFML and classical noise-based FL (NbFL) convergence performance values are compared in Figure 5, where models were trained on MNIST and validated on MNIST-m. In the simulation, the protection levels were set to   ϵ = 50   and   ϵ = 100  , and each user had 800 training samples. The global communication round was   T = 40  , and the local epoch was    T 0  = 5  . From Figure 5, we find that with the increase in protection level  ϵ , the accuracy of both NbFL and NbFML decreased. This is because the increased protection level  ϵ  caused more noise to be added to the parameters. The stricter the privacy protection level, the lower the accuracy of user model training. That is to say, the system should trade off accuracy and privacy protection level of users to achieve a desired state according to the actual situation. Moreover, we see that the proposed NbFML had excellent performance, while the classical NbFL accuracy decreased since it had no ability to do transfer learning. The proposed NbFML utilizes the meta-learning method, which is able to tune the network to the labeled data in the target dataset. Hence, the NbFML can transfer its parameters from the source dataset to the target dataset fast. NbFML has a wide application, especially in FL-based SAGSINs with the demand of real-time decision systems.






6. Future Direction


Undeniably, FL is a promising research area. With the development of physical-layer technologies in all manner of ways, such as holographic teleportation, intelligent reflecting surfaces, quantum communication, visible-light communication, underwater acoustic communication, and molecular communication, it will become more and more important to pay attention to the effectiveness and reliability of FL communications. Therefore, FL aggregation with different communication technologies should be further designed, in order to reduce the total communication epochs and reduce the transmitted information size at each epoch. Meanwhile, green communications also need to be considered in SAGSINs, especially in massive network traffic and dynamic network environments. Moreover, in 6G communication scenarios, the energy efficiency of FL should be a concern because of charging constraints and battery limitations. Moreover, based on advanced communications, heterogeneous characteristics, and dynamic characteristics, the system robustness and convergence analysis of FL-based SAGSINs can be further considered, especially with non-IID data. Last but not least, platform implementation remains a problem in SAGSINs. Currently, there are only a few experiments on the whole SAGSIN platform. Following the demands of information acquisition and fusion, a novel SAGSIN platform is also very desirable.




7. Conclusions


In this paper, we first presented a brief overview of FL and SAGSINs. Then, we gave a survey of recent applications on FL-based SAGSINs, including satellite networks, aerial networks, terrestrial networks and marine networks. Next, we illustrated existing challenges in FL-enabled SAGSINs, such as heterogeneous networks, wireless communication challenges, privacy threats, and data isomerism. In addition, two cases were analyzed. One provided a more specific aggregation algorithm for multi-scale delay, and the other aimed at protecting privacy in SAGSINs at the user level. Finally, we pointed out future directions, and we concluded this paper.
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Figure 1. The framework of an SAGSIN. 






Figure 1. The framework of an SAGSIN.



[image: Remotesensing 16 01640 g001]







[image: Remotesensing 16 01640 g002] 





Figure 2. Multi-scale delay characteristic of FL-based SAGSIN. 
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Figure 3. Time consumption vs. scheduling ratio of SAGSIN. 






Figure 3. Time consumption vs. scheduling ratio of SAGSIN.



[image: Remotesensing 16 01640 g003]







[image: Remotesensing 16 01640 g004] 





Figure 4. The training process of NbFML, where the training of the local UE model is carried out by meta learning. 
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Figure 5. Accuracy vs. communication rounds with different protection levels, where models were trained on MNIST and validated on MNIST-m. 






Figure 5. Accuracy vs. communication rounds with different protection levels, where models were trained on MNIST and validated on MNIST-m.



[image: Remotesensing 16 01640 g005]







 





Table 1. Communication parameters of the SAGSIN.
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	Device
	Comm. Distance
	Propagation Speed
	Comm. Delay





	GEO
	∼35,000 km
	3   ×   10 8      m / s  
	∼ 0.117  s 



	MEO
	∼8000 km
	Idem
	∼27   m s  



	LEO
	∼800 km
	Idem
	∼3   m s  



	HAP
