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Abstract: Insider threats pose significant risks to organizational security, often going unde-
tected due to their familiarity with the systems. Detection of insider threats faces challenges
of imbalanced data distributions and difficulties in fine-grained detection. Specifically,
anomalous users and anomalous behaviors take up a very small fraction of all insider
behavior data, making precise detection of anomalous users challenging. Moreover, not all
behaviors of anomalous users are anomalous, so it is difficult to detect their behaviors by
standardizing with single rules or models. To address these challenges, this paper presents
a novel approach for insider threat detection, leveraging machine learning techniques to
conduct multi-granularity anomaly detection. We introduce the Multi-Granularity User
Anomalous Behavior Detection (MG-UABD) system, which combines coarse-grained and
fine-grained anomaly detection to improve the accuracy and effectiveness of detecting
anomalous behaviors. The coarse-grained module screens all of the user activities to iden-
tify potential anomalies, while the fine-grained module focuses on specific anomalous users
to refine the detection process. Besides, MG-UABD employs a combination of oversampling
and undersampling techniques to address the imbalance in the datasets, ensuring robust
model performance. Through extensive experimentation on the commonly used dataset
CERT R4.2, we demonstrate that the MG-UABD system achieves superior detection rate
and precision. Compared to the suboptimal model, the accuracy has increased by 3.1%
and the detection rate has increased by 4.1%. Our findings suggest that a multi-granularity
approach for anomaly detection, combined with tailored sampling strategies, is highly
effective in addressing insider threats.

Keywords: insider threat detection; UEBA; anomaly detection; random forest

1. Introduction

Insider threats represent a multi-faceted and evolving danger that spans both public
and private realms within every critical infrastructure sector. Acknowledging and delin-
eating insider threats is foundational to the development of strategies aimed at mitigating
insider risks. According to the Cybersecurity and Infrastructure Security Agency (CISA) of
America, an insider threat is characterized by the potential for an individual with legitimate
access to misuse their privileges, either deliberately or inadvertently, causing detriment
to the objectives, assets, personnel, premises, data, apparatus, networks, or technological
frameworks of an organization [1].

As enterprises expand, the number of internal users and user activities increases,
leading to a variety of threat scenarios against enterprise organizations. Threats may
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include external attackers hijacking employees or stealing user account credentials to launch
attacks, internal employees negligently or malevolently causing corporate information
leaks, and security personnel being understaffed, being thus unable to guard against both
internal and external threats. All these factors contribute to making the detection for insider
threats increasingly challenging. According to the 2023 Insider Threat Report [2], which
has been produced by Cybersecurity Insiders, 74% of organizations said they are at least
moderately vulnerable or worse to insider threats. Moreover, 68% of respondents were
concerned or very concerned about insider risk as their organizations return to the office or
transition to hybrid work and 53% said detecting insider attacks is harder in the cloud.

To effectively detect threats posed by internal users within an enterprise, it is neces-
sary to employ anomaly detection techniques for user behaviors, which is known as User
and Entity Behavior Analytics (UEBA), proposed by Gartner [3]. UEBA mines potential
incidents that deviate from a user’s normal behavior or profile within the actions of internal
enterprise users. Basic UEBA approaches include signature-based rules or pattern match-
ing, while more advanced approaches encompass supervised and unsupervised machine
learning techniques. UEBA assists organizations in identifying anomalous behaviors that
do not align with typical user activity, preventing unauthorized access and abuse of privi-
leges. It guards against data breaches caused by insiders, promptly detecting anomalous
users, thus reducing insider threats, and lowering security risks.

Existing UEBA research mainly focuses on the identification and analysis of anomalous
behavior [4-11], dedicated to classifying normal and anomalous behavior data of users
to enhance the accuracy of behavioral detection. Most of this research concentrates on
feature representation and classification of user behavior data, which can be categorized as
coarse-grained anomaly detection. Coarse-grained anomaly detection struggles to uncover
the correspondence between anomalous behaviors and anomalous users. Specifically, it
cannot determine whether an anomalous action is initiated by a known malicious user, nor
can it ascertain if all actions taken by an anomalous user are indeed anomalous. Moreover,
there is no validation of whether the detected anomalies encompass all anomalous users.
In practice, businesses are concerned not only with the precision of anomaly detection
but also with the individuals initiating such behaviors. They seek detailed tracking and
in-depth analysis of anomalous users. Therefore, it is necessary to conduct fine-grained
detection and analysis for user entity behaviors. In the context of fine-grained anomaly
detection for user behaviors, the following issues need to be addressed:

. First, targeting the fine-grained anomaly detection needs of enterprises, there is a
requirement for dual-dimensional and bi-directional anomaly detection, for both
anomalous behaviors and anomalous users. This necessitates indexing anomalous
behaviors back to the anomalous users who initiated them, and detecting anomalous
behaviors from the actions of identified anomalous users. It is essential to ensure that
the detected anomalous behaviors encompass all anomalous users.

¢ Second, the issue of imbalanced positive and negative samples is particularly severe, in
practical anomaly detection scenarios. This is due to the extremely low proportion of
anomalous users and behaviors among the total volume of data, causing classification
models to overlearning the majority class while underlearning the minority class,
leading to misclassification of anomalous behaviors as normal behaviors.

¢  Finally, historical behavior data should be used as training data, and validation or
testing needs to be conducted on future behavior data, to meet practical application
requirements. Datasets should be divided according to temporal sequence in experi-
ments, rather than randomly, as is the case in most studies. This chronological division
ensures that the model is trained on past data and tested on unseen future data, better
simulating real-world conditions.
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To address the aforementioned challenges and issues, this paper proposes a multi-
granularity anomaly detection model, MG-UABD, combining coarse-grained and fine-
grained approaches. MG-UABD consists of two parts: a coarse-grained detection mod-
ule (at the behavior level) and a fine-grained detection module (at the user level). The
coarse-grained detection module, based on a Random Forest classification model, performs
anomaly detection on the entirety of user behaviors. This module identifies anomalous
behaviors and indexes the anomalous users. The purpose of this module is to discover
as many anomalous users as possible through anomalous behaviors. The main focus at
this stage is to improve the recall rate for anomalous users. The fine-grained detection
module constructs individual behavior classification models for each anomalous user to
perform precise anomaly detection. The purpose of this module is to learn the behav-
ior patterns of each anomalous user, conducting accurate anomaly detection based on
each user’s behavior. The coarse-grained anomaly detection emphasizes the recall rate of
anomaly detection, whereas the fine-grained anomaly detection focuses on the precision
rate of anomaly detection. To tackle the problem of imbalanced positive and negative sam-
ples, MG-UABD employs a combination of oversampling and undersampling techniques
to balance the positive and negative samples during training. Additionally, to support
practical applications, MG-UABD trains and learns models based on historical behavior
data, and validates and tests on future behavior data, to prevent inflated detection results.
Our study conducts experiments on the commonly used version of the publicly available
user anomaly detection dataset CERT. The experiments demonstrates that the proposed
MG-UABD model can achieve coarse-grained and fine-grained anomaly detection of user
behaviors. MG-UABD outperforms baseline models in metrics such as DTR (Detection
True Rate) and FPR (False Positive Rate) under the same condition.

The main contributions of this research work are as follows:

¢  For the lack of fine-grained anomaly detection in UEBA, we propose a multi-
granularity anomaly detection model combining coarse and fine granularity detection
capability. This model employs Random Forest for coarse-grained anomaly detection
at the behavioral level, and then conducts fine-grained anomaly detection at the user
level for users flagged by the coarse-grained module.

e To address the issue of imbalanced class distribution in anomaly detection behavior
data samples, undersampling and oversampling techniques are applied to process
normal and anomalous samples, significantly improving model accuracy in detecting
anomalous behavioral data.

e  For the problem in previous studies where datasets were not divided according to
chronological order, thus violating the characteristics of the actual scene, we restructure
the behavior data division. Historical behavior data of users are used to construct
the training set, while future behavior data serve as the test set. Testing models on this
benchmark more closely aligns with the practical application needs of anomaly detection.

The subsequent sections of this paper are arranged as follows. Section 2 offers an
overview of prior studies of UEBA. Section 3 introduces our proposed methodology,
detailing the data preparation stages and the two modules of MG-UABD. In Section 4,
we describe the dataset employed, the experimental setup, and provide a comprehensive
analysis of the results. The paper culminates in Section 5 with concluding remarks and
a discussion.

2. Pilot Experiment

This section demonstrates an initial set of experiments of to quantify the proportion of
anomalous users and behaviors in the dataset. Within the scope of this research, individuals
who instigate anomalous activities are designated as anomalous users.
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Table 1 illustrates the macro and micro proportions of anomalous users and anomalous
behaviors within the user activity dataset. On a macro level, the quantity of anomalous
activities in CERT R4.2 constitutes merely 0.02% of the total volume of user behaviors,
making them exceedingly challenging to detect through direct training of a classification
model. Within this dataset, the number of anomalous users stands at 70, accounting for 7%
of the entire user base. At a micro level, focusing on a randomly selected single anomalous
user, the proportion of its anomalous behaviors is found to be 0.02%.

Table 1. Proportion of anomalous users and behaviors in CERT R4.2.

Item Anomaly Total Proportion
Number of users 70 999 7.01%
Number of behaviors 7273 32,770,222 0.02%
Average behavior number per user 10 45,192 0.02%

Distribution of behavior number of a single

5~350 2115~56,452  0.02~6.77%
anomalous user

In addition, we calculated the number and proportion of truly anomalous behaviors of
all anomalous users compared to the total number of their behaviors. As can be observed
from the table, the proportion of anomalous behaviors among anomalous users ranges from
0.02% to 6.67%. Even for the anomalous user with the highest ratio of initiating anomalous
behaviors, this proportion does not exceed 7%.

This reveals that both anomalous behaviors and anomalous users are exceedingly rare.
Even for anomalous users, their actual anomalous behavior only accounts for a very small
part of all their behavior. This results in highly imbalanced positive and negative samples,
which imposes high demands on the precision of anomaly detection models.

Figure 1 depicts the distribution of the 70 anomalous users across different proportions
of anomalous behavior. It is evident from the figures that 85.7% (60 out of 70) of anomalous
users exhibit less than 2% anomalous behavior relative to their total behavioral data, 78.6%
(55 out of 70) have less than 1% of their actions classified as anomalous, and 40% (28
out of 70) display less than 0.1% anomalous behavior. This indicates that the majority of
anomalous users engage predominantly in normal activities, with only a minuscule fraction
of their actions being categorized as anomalous.

@ Number Proportion

Number Proportion
40 100 %
90 %
80 %
30
70 %
60 %
20 50 %
40 %
30 %
10
20 %

10 %

0%
<0.1% 0.1%~0.2% 0.2%~1% 1%~2% 2%~1%

Figure 1. Distribution of anomalous behavior among anomalous users.
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Following the pilot experiment, the following conclusions were reached:

*  Both anomalous behaviors and anomalous users are significantly outnumbered by
normal behaviors and normal users in terms of data volume. The imbalance between
normal and anomalous sample sizes leads to considerable difficulty in detecting
small-sample categories of anomalous behaviors.

*  The overall ratio of anomalous behaviors initiated by anomalous users, compared
to their total behavioral data, does not exceed 7%. Nearly 90% of anomalous users
exhibit an anomalous behavior ratio of less than 2%. Conducting behavior detection
for each anomalous user individually confronts similar issues of data distribution
imbalance and detection challenges.

The aforementioned data distribution challenges in detecting user anomalous behav-
iors prompt us to propose a combined coarse-and-fine-grained anomaly detection model.
Through staged detection, MG-UABD aims to screen the entirety of behavioral data while
enhancing the detection efficacy for each individual anomalous user. Moreover, to address
the scarcity of anomalous behavior samples, we apply random or SMOTE (Synthetic Minor-
ity Oversampling Technique) oversampling techniques (SMOTE is a popular method used
to increase the size of minority classes in datasets where they are underrepresented). For
the abundant normal behavior samples, undersampling is performed. By balancing the
oversampling and undersampling, we equalize the ratio of anomalous to normal samples,
enabling the model to comprehensively learn the characteristic patterns of both anomalous
and normal behaviors. This approach mitigates overfitting to normal behavior categories
and boosts the detection accuracy for anomalous behavior instances.

3. Related Work

Insider threat detection (ITD) uses a mitigation approach of detect and identify, assess,
and manage to protect the organization. The foundation of ITD is the detection and
identification of observable, concerning behaviors or activities. CISA, the cyber defense
agency of the USA, has issued common guidelines to help mitigate insider threats in
organizational environments [12]. Recent surveys [13-15] also provide comprehensive
overviews for insider threat detection.

Most studies improve the accuracy and efficiency of anomaly detection by constructing
and optimizing classification models [4], in the research of anomalous user behavior
detection. We introduce research on UEBA from two aspects: coarse-grained and fine-
grained user anomaly detection.

¢  Coarse-grained user anomaly detection. Early anomalous user detection mechanisms
identified first-time system users as anomalous alarms. Tang et al. optimized the
detection method for this problem by introducing different weights to different data
indicators for processing, while alleviating the problem of data sparsity [16]. Another
method that also uses weight processing is the anomaly detection method based
on Mahalanobis distance judgment and singular value decomposition, as proposed
by Shashanka et al., which considers sensitive anomaly detection requirements for
anomaly alarms [17]. After machine learning and deep learning methods became
mainstream, there have been many studies using supervised or unsupervised learning
algorithms for detecting user anomalous behavior. Suresh et al. used fuzzy mem-
bership functions for feature aggregation and used the Random Weighted Majority
Algorithm (RWMA) to transform traditional random forests into perceptron-like al-
gorithms for detecting anomalous user behavior [18]. Singh et al. used Bi-LSTM
for feature extraction and binary class support vector machine (SVM) for anomaly
detection [19].
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¢  Fine-grained user anomaly detection. In addition to coarse-grained classification of
anomalous behavior, in recent years, user anomalous behavior detection has gradually
shifted towards fine-grained analysis, detecting and analyzing anomalous behavior
from multiple levels and perspectives. Le et al. proposed a user centered internal threat
detection system that performs user behavior analysis at multiple data granularity
levels under different training conditions [20]. Al-Mhiqani et al. proposed a multi-
layer internal threat detection framework, which selects the most suitable model from
multiple internal threat detection classification models based on multi-criteria decision-
making techniques [21]. On the basis of detecting anomalous users and behaviors,
Pantelidis et al. used Autoencoder and Variational Autoencoder for automatic defense
against internal threats [22].

For fine-grained user anomalous behavior detection and analysis, existing research
only focuses anomaly detection on behavior-level. However, constructing and training
anomaly classification models based on only behavior data is not enough. Because the
proportion of anomalous behavior is not consistent with the proportion of anomalous
user behavior in practice. Existing research has not conducted in-depth research on the
corresponding issues between anomalous users and anomalous behavior. In addition,
existing research has not considered the temporal issue of behavioral data generation, and
only divides the data into training and testing sets in proportion, which may lead to future
time data entering the training set and causing testing leakage issues. Behavioral data
usually have temporal correlations, and such experimental results do not have practical
reference value.

To achieve accurate detection of fine-grained anomalous behavior for anomalous
users, this study proposes a two-stage anomalous user behavior detection model, which is
constructed from both behavior and user aspects. It not only detects anomalous behavior
along time, but also detects the corresponding anomalous users. For each anomalous
user, a specific anomalous detection model is constructed to achieve efficient and accurate
detection of internal anomalous items at a fine-grained level.

4. Methodology

The goal of this study is to achieve accurate and efficient detection of internal anoma-
lies through coarse-grained and fine-grained anomaly detection. Our method not only
detects user behavior anomalies but also analyzes the behavior patterns of each anoma-
lous user. This section mainly introduces our proposed detection method MG-UABD.
Section 4.1 introduces the overall architecture of the model and the overall data processing
flow. Section 4.2 introduces the types of user behavior data as well as the types of data
preprocessing, such as data fusion, feature construction, and data partitioning. Section 4.3
introduces the coarse-grained anomaly detection module, which constructs models and de-
tects anomalies based on all of the user behavior data. Section 4.4 introduces a fine-grained
anomaly detection module, which constructs an individual behavioral anomaly detection
model for each anomalous user.

4.1. Model Overview

Our proposed model MG-UABD for insider threat detection is illustrated in Figure 2.
MG-UABD consists of three modules: data fusion and partition, coarse-grained anomaly
detection, and fine-grained anomaly detection.
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Figure 2. Overview of MG-UABD. In the data fusion and partition module, different user colors
denote the user identities. In following modules, the anomalous users are marked in red, and the
normal users are marked in green. The node color in each tree of the random forest model represent
the decision process for the user.

Firstly, the data fusion and partition module integrates different types of user behavior
data, including network traffic, login and logout, file operation, email transmission, and the
use of USB devices. This module firstly designs features for the fused data and construct
representation features for them. Then, this module split the behavior data after feature
representation into training and testing sets based on the number of weeks, and performed
coarse-grained anomaly detection, i.e., anomalous behavior. In addition, the behavior
data of all users need to be divided according to the user to which the behavior belongs.
Each user’s behavior data need to be stored separately to support the fast reading of the
fine-grained anomaly detection module.

Secondly, in the coarse-grained anomaly detection module, a random forest model
is constructed based on the historical behavior data of all users. This module can detect
anomalies in user behavior, and output classification labels for user behavior and its
corresponding users. This module extracts all the behavior data of anomalous users and
inputs them into the fine-grained anomaly detection module.

Finally, the fine-grained anomaly detection module extracts all the corresponding
behavior data for each anomalous user, which are output by the coarse-grained anomaly
detection module. This module establishes individual random forest classification model
for each anomalous user. Each single model learns the historical behavior data of the
anomalous user, and output the label of their behaviors. In the process of learning behavior
for specific users, to address the problem of sparse anomalous behavior samples, we adopt
random oversampling algorithms or SMOTE algorithms to oversample the training set for
each anomalous user.

The reason for using the random forest algorithm is that in the random forest model,
each decision tree is obtained based on random sampling, which can reduce the risk
of oversampling and improve the generalization ability of the model. In addition, the
random forest model can evaluate the importance of features and automatically identify
features that have a significant impact on anomalous user behavior representation. After
trying various machine learning algorithms, we found that random forest outperforms
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other classifications and achieves the best performance in user anomaly detection tasks.
Therefore, in this study, random forest was adopted as the classification algorithm for
anomaly detection.

4.2. Data Fusion and Preprocessing

The main work of this section is shown in the “Data fusion and partition” section
of Figure 2. First, the module integrates user behavior data of different types. Then, it
combines user identity information, constructing features for different types of behavioral
data; Finally, the module divides the behavioral data according to two ways: by time and
by user.

4.2.1. Behavior Data Fusion

UEBA conducts threat detection through various user behaviors. The user behavior
analyzed in ITD typically includes the following types:

*  Biometric behaviors: user biological behaviors that can be observed and recorded by
instruments, such as mouse movement, keyboard input, etc.;

*  Cyber activity behavior: cyber activity behaviors of users, such as login events, net-
work packet, or network traffic;

*  Psychosocial behaviors: user’s psychological and emotional state, such as the power
spectrum analysis of electroencephalogram (EEG) data, which can be used to identify
insiders using brain wave features;

e Physical behaviors: such as door access, traffic sensor data, etc.;

*  Other behaviors: other behavior features or combined behaviors from the above
features.

Researchers from Carnegie Mellon University have constructed public datasets called
CERT (computer emergency response team) for ITD and UEBA. The CERT dataset is an as-
sembly of synthetic insider threat data compiled by CERT in collaboration with various part-
ners (https:/ /kilthub.cmu.edu/articles/dataset/Insider_Threat_Test_Dataset/12841247,
accessed on 6 November 2024). It is crafted through diverse scenarios incorporating
traitorous actions and masquerading activities. This comprehensive dataset encompasses
records of login activities, web browsing histories (including HTTP traffic), email commu-
nications, file access logs, device utilization metrics, LDAP (Lightweight Directory Access
Protocol) data, as well as psychometric profiles of the users involved.

This study is based on CERT R4.2 (version 4.2 of the CERT dataset), released by
Carnegie Mellon University [23]. The user behavior types of CERT R4.2 includes logs of
login activities, HTTP or browsing histories, email exchanges, file access records, device
utilization logs, LDAP data, and psychometric information [14].

The CERT R4.2 dataset includes two parts: user identity information and user behavior
data. User identity information includes static information that is not frequently updated,
such as user ID and entry time. User behavior data include user behavior extracted from
various user activity logs. The five types, examples, and descriptions of user behavior data
are listed in Table 2. Five different types of user behavior data come from different logs
and are described with different attributes. Therefore, all activity logs need to be fused
to store all user behavior information in a unified data format and order for easy use in
subsequent modules.

4.2.2. Feature Construction

The five types of user behavior data are different and require the design and con-
struction of different features. Feature construction can be divided into two types.
(1) Constructing features separately based on behavior information, i.e., different features
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constructed according to different behaviors. For behaviors involving email sending, the
feature is constructed according to information such as the number of recipients, email
length, and whether it is an external email. (2) Constructing features combining user
identity information and behavior information, such as extracting work time hazard rating
features based on whether the occurrence time of user behavior is within normal working
hours. We combine the features constructed in these two ways to obtain the complete
behavior features. The features of each type of behavior are shown in Table 3.

Table 2. User behavior types, actions, and descriptions.

Activities Action Description
Logon/Logoff  Logon User logged on a computer
activity Logoff User logged off from a computer
Copy .exe file User copied an exe file to a removable media device
Copy .doc file User copied an doc file to a removable media device
File activi Copy .pdf file User copied an pdf file to a removable media device
ty Copy .txt file User copied an txt file to a removable media device
Copy .jpg file User copied an jpg file to a removable media device
Copy .zip file User copied an zip file to a removable media device
Neutral website User visited a neutral website
HTTP activit Hacktivist website User visited a hacktivist website
y Cloudstorage website ~ User visited a cloudstorage website
JobHunting website User visited a jobhunting website
Email activit Internal email All recipients are company email address
VY External email There is an external address
Device activit Connect User inserted a removable media device
Y Disconnect User removed a removable media device

Table 3. User behavior features.

Behavior Type Features Common Features
Logon/Logoff  1d, User, Date, Activity (logon or logoff)
File Id, User, Date, Filename, Content
HTTP Id, User, Date, PC, URL, Content 1d, User, Date,

. Id, User, Date, From, To, Cc, Bcc, Size, Attachment,
Email

Content

Device Id, User, Date, Activity (connect or disconnect)

“1d”, “User”, and “Date” are the common features of all kinds of behavior data. “Id”
denotes the unique identification code of the action record. “User” denotes the subject who
make this action. “Date” denotes the time of the action record. For behavior data of type
“Logon/Logoff”, the unique feature is the activity description: “Logon” or “Logoff”. For
behavior data of type “File”, the unique features include the “Filename” and “Content” of
the file. For behavior data of type “HTTP”, the unique features include “PC”, the “URL”
accessed by user, and the “Content” of the webpage. For behavior data of type “Email”,
unique features include the sender “From”, the recipients “To”, “Cc”, and “Bcc”. If the
email contains attachments, the unique features includes the “Size”, “Attachment”, and
“Content” of the attachment. For behavior data of type “Device”, unique features is the
activity description: “connect” or “disconnect”.

After completing feature construction, it is necessary to perform numerical mapping
on the features, represented by text. After converting feature values into numerical values,
the original user identity information and user behavior data are transformed into a form
that can be learned by the model for training.
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4.2.3. Behavior Data Partition

As shown in the “Data fusion and partition” module in Figure 2, in order to detect
coarse-grained and fine-grained behavior anomalies, the encoded user behavior data need
to be divided into two ways: by time and by user.

Dividing data by time refers to the processing of data in the “extrapolation” testing
mode. We extract time characteristics such as the date and week of the behavior based
on the “Date” field of each behavior sample, and set a ratio for partitioning based on the
overall time range of the dataset. For example, if the overall time range covers n weeks,
we extract the behavior data from the first m weeks as the training set and the remaining
(n-m) weeks as the testing set. The reason for processing the data in this way is that we
have observed many studies using “interpolation” to randomly partition the data without
considering the order in which behavioral actions occur. This will result in the model using
behavior data from the future for training, while testing on behavior data from the past,
which is inconsistent with the requirements of actual scenarios. Therefore, we optimize
and use the “extrapolation” mode for model construction and testing, that is, training with
historical data and testing with future data.

Dividing data by user refers to dividing user behavior data into subsets based on user
identity. For example, if there is a user named Alexander, we extract all of their behavior
records from the whole dataset. Furthermore, of course, the behavior data of each user also
need to be divided according to the time range. The purpose of constructing a separate
behavior dataset for each user is to consider the personalized behavioral characteristics of
the user and perform fine-grained anomaly detection.

4.3. Coarse-Grained Anomaly Detection (CAD)

The purpose of the coarse-grained anomaly detection (CAD) module is to determine
the presence of anomalous behavior based on the all behavior data of all users. This module
trains and tests user behavior data at a weekly time granularity. Firstly, it calculates the
number of weeks in which all user behavior starts and ends in the dataset, and determines
the time range for inputting user behavior data into the model. This step needs to ensure
that the range of weeks for the selected behavior data are earlier than the weeks of the
earliest user who ended all behaviors, so as to ensure that no user in this stage of detection
can be detected, because the behaviors end earlier and do not exist in the test set. At the
same time, behavior data are selected from the first few weeks to form a training set of user
historical data to train the model. Then, the training set data are processed by combining
oversampling and undersampling, and the processed data are used as the training set and
input into the random forest model for training. Finally, the remaining data are input in
a weekly order as the test set to simulate detecting user behavior at a later time. When a
behavior anomaly of a user is detected in a certain week, the fine-grained model is used to
analyze and detect the anomalous behavior of this user in that week.

Coarse-grained anomaly detection takes the behavior data of all users in the first
several weeks as input for the random forest model. We have tried various machine
learning classification algorithms, and the random forest model has the best performance
for anomaly detection. All user behavior data were divided into a training set D and
a testing set 7 at weekly granularity as inputs to the random forest. A random forest
is composed of multiple decision trees, each of which performs binary judgment on the
current behavior and outputs the judgment result. The decision tree integrates the outputs
of all decision trees as the final result of the current behavior judgment. If anomalous
behavior is detected, the user corresponding to that behavior is input into the fine-grained
anomaly detection module. The algorithm for the coarse-grained anomaly detection
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module based on random forest is shown in Algorithm 1, where algorithm input is a
training set of the behavior data of all users.

Algorithm 1 Training and prediction of MG-UABD based on Random Forest.

1: procedure RANDOM FOREST(D, T, myy) > D: Training set of the user behavior data, T:
the number of tree, m,,: Maximum number of features

2 F+0 > Initialize forest as empty

3 fort=1,...,Tdo

4 D; <+ Extract bootstrap sample from D

5: Tt < Building a decision tree(Dt, myy)

6 F «— FU{T:} > Add trees to the forest

7 end for

8 return forest F

9: end procedure

10: procedure PREDICT(F, test sample of user behavior data x)

11: Initialize counter C < @

12: for each tree T; in F do

13: ct < Ty.predict(x) > Making Predictions for x
14: Update Counter Clc¢;] +=1

15: end for

16: Return the most frequently occurring category (normal or anomalous) in C as the

prediction result
17: end procedure

The coarse-grained anomaly detection module takes the behavior data of all users
within a limited time range as input to a random forest, and outputs the binary classification
judgment results for user behavior. Based on the judgment of normal and anomalous be-
havior data, it identifies the user who initiated anomalous behavior, i.e., the anomalous user,
and inputs it into the subsequent fine-grained user behavior anomaly detection analysis.

4.4. Fine-Grained Anomaly Detection (FAD)

Fine-grained anomaly detection (FAD) is used to construct a random forest classifica-
tion model for targeted user detection of coarse-grained detected users. This section constructs
a random forest classification model for each anomalous user detected by the coarse-grained
anomaly detection module. The processing flow for each anomalous user includes data
oversampling, model construction, and user-level anomalous behavior detection.

First, for the anomalous users detected in the coarse-grained anomaly detection stage,
all of their behavior data are extracted. Then, the training and testing sets of the user’s
behavior data are divided based on the time range. Data oversampling is conducted on the
training set after partitioning. If there are no anomalous behaviors labeled in the user’s
behavior data, no model construction will be carried out. This is considering that the
coarse-grained anomaly detection model may provide false positives for anomalous users.
Because there is no anomalous behavior in the behavior data of normal users who are
falsely detected as anomalous users, so there is no need to construct an anomaly detection
model. Then, using the historical behavior data of each user as the training set, an anomaly
detection and classification model is trained for the behavior pattern of each anomalous
user. Finally, the remaining behavior data of the user are used as the test set to test the
performance of the fine-grained anomaly detection model.

The fine-grained anomaly detection module algorithm based on random forest is
similar to Algorithm 1. The only difference is that the input of the model is the behavior
data training set of a certain user, and the output is the normal or anomalous state of that
user’s behavior. Building an independent user behavior model for each user helps the
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model learn the behavior patterns of each user, improve anomaly detection efficiency for
specific users, and reduce false alarms of normal behavior.

5. Experiments

The MG-UABD model proposed in this study enables the detection of anomalous
users and behaviors within an enterprise. We conducted experiments using the most widely
used dataset CERT R4.2, and analyze the experimental results in detail.

Specifically, Section 5.1 details the experiment settings, including the introduce to
the datasets, compared baseline models, and evaluation metrics. Section 5.2 shows the
main experiments to demonstrate the anomaly detection effect of MG-AUBD. Section 5.3
explores the performance of MG-UABD on detecting anomalous behaviors and users under
different training data ratios. Section 5.4 shows the ablation study of the model. Section 5.5
contains the correlation analysis of anomalous users and behaviors.

5.1. Experimental Settings

This section first introduces the datasets used in this study, and then introduces the
baseline models for effect comparison. Finally, this section introduces the evaluation metrics
used in the experiment.

5.1.1. Dataset Introduction

In this study, CMU-CERT [23], a publicly available and commonly used dataset in the
field of user anomalous behavior detection, is used to test and validate the model proposed
in this paper. CMU-CERT simulates and collects user behaviors within an enterprise
organization, and the simulated enterprise generally contains 1000 to 4000 users. Several
versions of CMU-CERT were released, including CERT R4.2, CERT R5.2, CERT R6.2, and
CERT R6.2. We select the most commonly userd CERT R4.2 for our model evaluation.
Table 4 show the statistics on the number of users and behaviors.

Table 4. Statistics of CERT R4.2.

Number of Normal Anomalous
users 930 70
behaviors 32,762,949 7273

The CERT R4.2 scenario models a hypothetical corporation consisting of 1000 staff
members, among whom 70 individuals are simulated as malicious insiders, operating
under the context of three distinct threat scenarios. The dataset contains several data files,
including five behavioral record files, “logon.csv”, “device.csv”, “HTTP.csv”, “email.csv”,
and “file.csv”, and the company’s employee organization structure LDAP folder. The
behavior record file “logon.csv” records the behavior of users logging in and out of the host,
the “file.csv” file records the behavior of employees copying files using USB flash drives,
the “HTTP.csv” file records the behavior of users accessing the network, the “email.csv”
file records the behavior of employees sending emails, and the “device.csv” file records the
behavior of users connecting and disconnecting removable storage devices. The admin-
istrative records in the LDAP folder are used to record the active employee list for each
month. If an employee leaves or is terminated from the activity, the user will no longer be
included in the employee list for that month.

5.1.2. Compared Baselines
For CERT R4.2, we select the following baseline models:
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¢ S-LSTM [6]: S-LSTM is based on the integration of sampling approach, which is the
generation of synthetic samples to balance the two classes of learning by the SMOTE
technique and LSTM algorithm for identify anomalous behavior.

e ITDBERT [10]: ITDBERT embeds temporal information into behavior and catches
the fused semantic representation via pretrained language models. ITDBERT also
leverages attention-based Bi-LSTM to provide behavior-level detection results.

¢ SPYRAPTOR [24]: A stream-based smart query system for real-time threat hunting
within an enterprise. It is mainly composed of a graph construction subsystem, query
synthesis subsystem, and query execution subsystem.

¢ SeqA-ITD [25]: This model focuses on user behavior sequences and proposes an
Augmentation framework to boost the performance on Insider Threat Detection (SeqA-
ITD). SeqA-ITD first embeds temporal information into user behavior sequences and
then captures malicious user behavior’s temporal and sequential patterns to generate
discrete temporal sequences. A multi-granular enhanced Long Short-Term Memory
(LSTM) model learns the original and generated temporal sequences with distinct
temporal granularities to detect anomalous ones.

e RAP-Net [26]: A Resource Access Pattern Network (RAP-Net), which applies a
reinforcement-learning-based Generative Adversarial Network, Word2Vec, Convo-
lutional Neural Network, Recurrent Neural Network, and Attention Mechanism to
insider threat detection. RAP-Net extracts user resource access pattern sequences from
audit log files, and then performs data augmentation on the minority class sequences.

e LSTM-Autoencoder [27]: An LSTM-Autoencoder framework that has been proposed
and tested on the CMU CERT r4.2 dataset and has shown to achieve high accuracy
and low false alarm rates in detecting insider threats

5.1.3. Evaluation Metrics

The main experiment in this paper is a binary classification problem for user behavior
samples. The trained model classifies the test samples into two categories: normal behavior
(positive example data) and anomalous behavior (negative example data). We use the
confusion matrix counting model to classify the normal behavior samples and anomalous
behavior samples. The confusion matrix for the binary classification task contains the four
data metrics True Positive (TP, correctly classified normal behavior samples), True Negative
(TN, correctly classified anomalous behavior samples), False Negative (FN, misclassified
anomalous behavior as normal behavior samples), and False Positive (FP, misclassified
normal behavior as anomalous behavior sample). The five indicators commonly used in
this study were calculated based on the four indicators in the confusion matrix as follows:

*  Precision (PRE): Proportion of correctly predicted normal behavior as a percentage of
actual positively predicted samples; the closer the value of this indicator is to 1, the

more effective the model is:
TP

PRE = 75 Fp

)
*  Detection rate (DTR): also known as Recall; proportion of predicted correct normal
behavior to total normal behavior—the closer the value of this indicator is to 1, the

more effective the model is:
TP

DTR = 75 FN

()

e  False positive rate (FPR): The probability that a sample of anomalous behavior will
be misdiagnosed as a sample of normal behavior, which is a measure of the model’s
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ability to discriminate between negative case samples; the closer the value of this
indicator is to 0, the more effective the model is:

FP

FPR = ————
FP+TN

3)
e Fl1-Score (F1): Harmonized mean of precision and recall, reflecting a combination of
both; the closer the value of this indicator is to 1, the more effective the model is:

« Precision x Recall
Precision + Recall

F1=2 (4)
¢ Accuracy (ACC): The proportion of correctly predicted behavioral samples to the total
test set; the closer the value of this indicator is to 1, the more effective the model is:
TP+ TN

ACC= T INTEPT EN ®)

The coarse-grained detection module of MG-UABD is used to detect anomalous
users, and the fine-grained detection module is used to detect anomalous behaviors of
anomalous users. The results of the anomaly detection experiments shown in the following
section combine the behavioral detection results of all users to get the overall results of the
behavioral data test set and compare them with the baseline model.

5.2. Overall Results of Anomalous Behavior Detection (CAD)

MG-UEBA employs a combination of coarse-grained and fine-grained modules for
the detection of anomalous user behavior. The code implementation for MG-UABD is
available at https:/ /github.com/cao-yuu/MG-UABD (accessed on 17 December 2024).
Table 5 presents the detection outcomes of anomalous users and behaviors by the MG-
UABD system. At the user level, out of a total of 1000 users, only 2 anomalous users
were not detected and were instead classified as normal users. At the behavior level, from
6,554,045 behavior samples under examination, 141 anomalous behavior samples were
misclassified as normal, thus remaining undetected, while 221 normal behavior samples
were incorrectly categorized as anomalous. The majority of users and behavior samples
were correctly identified by MG-UABD.

Table 5. Confusion matrix of MG-UABD on anomalous and normal user behavior detection.

Confusion Matrix TP TN FP FN
user level 930 68 2 0
behavior level 6,552,369 1314 141 221

The experimental results shown in Table 6 illustrate the performance differences
between MG-UABD and other models in the task of anomaly detection at the behavior level.
The baseline models listed in the table all conducted anomaly detection experiments on
the CERT R4.2 dataset, and the results presented are directly sourced from their respective
original publications. Unlike these models, our approach to coarse-grained anomaly
detection did not involve random splitting of the training and testing sets. Instead, we used
the first 25 weeks of user behavior data as the training set and the remaining data as the test
set. This division method increases the difficulty of the anomaly detection task. However,
as can be seen from the table, despite the more stringent testing conditions, MG-UABD
outperforms all baseline models in all metrics except for FPR (False Positive Rate).
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Table 6. Comparison results of anomaly detection on the behavior level. The bolded values are the
optimal results, while the underlined values are the suboptimal results.

Model PRE (%) DTR (%) F1(%) ACC (%) FPR (%)
S-LSTM [6] NA 96.00 95.45 99.00 2.00
ITDBERT [10] 93.00 91.87 92.43 NA NA
SPYRAPTOR [24] 91.00 89.00 90.00 99.00 NA
SeqA-ITD [25] 95.79 95.64 95.63 NA NA
RAP-Net [26] 95.71 96.01 95.86 NA NA
LSTM-Autoencoder [27] 97.00 92.00 94.00 90.60 9.00
MG-UABD (ours) 99.99 99.99 99.99 99.99 9.69

Compared to the second-best model, MG-UABD achieved improvements of 3.1%,
4.1%, 4.3%, and 1.0% in PRE (Precision), DTR (Detection Rate), F1 (F1 Score), and ACC
(Accuracy), respectively, calculated as follows:

(99.99 — 97.00)

PRE 1t=3.1% =
T=3.1% 97.00 ! (6)
compared with LSTM-Autoencoder [27]:
o, (99.99 —96.01)
DTR 1= 4.1% = ol )
compared with RAP-Net [26]:
(99.99 — 95.86)
F11=43%=———"7, 8
T 95.86 ®
compared with RAP-Net [26]:
ACC = 1.0% — (99.99 — 99.00) ©)

99.00 ’
compared with SPYRAPTOR [24] and S-LSTM [6].

Due to the reorganization of the dataset according to chronological order, MG-UABD’s
FPR is slightly higher than that of other models, indicating that a small number of anoma-
lous behavior samples were not detected.

This section of the experiment demonstrates that the MG-UABD, employing a two-
stage approach of coarse-grained anomaly detection followed by fine-grained anomaly
detection, significantly enhances the effectiveness of anomaly detection. It should be noted
that the results shown in the table represent the models” detection of all samples of both
normal and anomalous user behaviors. Since normal behavior samples constitute a vast
majority, the models tend to predict this part of the sample accurately, hence the metrics are
all above 90%. In the following sections, we will conduct a detailed analysis of the models’
ability to detect anomalous users and anomalous behavior samples.

5.3. Anomaly Detection on Different Behavior Data Ratios

MG-UABD employs the coarse-grained anomaly detection module to screen all user
behaviors for anomalies and the fine-grained anomaly detection module to examine each
user’s behavior individually. This section provides a detailed analysis of the behavior
and user detection results, exploring the performance of MG-UABD'’s behavior-level and
user-level anomaly detection under different training data conditions.

5.3.1. Results on Behavior Level (CAD)

We extracted the behavioral data of 70 anomalous users and a randomly selected
subset of normal users from the CERT R4.2 dataset. We analyzed the impact of using
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different proportions of training data on the anomaly detection performance within the
fine-grained anomaly detection module, for each individual user. The aggregated results
across all users were considered as the overall detection outcome. In Figure 3, moving from
left to right, the changes in the percentage of TN (True Negatives), TP (True Positives), and
FN (False Negatives) samples in the anomaly detection results are depicted for training
data proportions set at 20%, 40%, 60%, and 80% (Due to the model’s accurate prediction of
normal behavior (TP) occupying a significant proportion, which affects the visualization
of other sample percentages and is not the focus of this analysis, TP is not shown). From
the figure, it can be observed that as the proportion of the training set increases, the
percentage of TNs notably rises, while the percentages of FP (False Positives) and FNs
decrease significantly. This phenomenon suggests that with a larger training set, the
model’s capability to uncover anomalous samples improves, detecting more anomalies.
Simultaneously, the percentages of misclassified anomalous and normal samples decrease.
This observation indicates that a larger training dataset enhances the model’s capability to
perform anomaly detection.

™ FP FN

20% training set 40% training set 60% training set 80% training set

Figure 3. Fan chart of the sample distribution for user behavior detection.

We analyzed the changes in various anomaly detection metrics for both the fine-
grained anomaly detection module and the MG-UABD system as a whole, as the proportion
of the training set increased. As illustrated in Figure 4a,b, the performance across all metrics
improved consistently as the training set proportion grew, for both the fine-grained anomaly
detection module and the entire MG-UABD system. Specifically, Figure 4a shows that
when the training set proportion was 20%, PRE, DTR, F1, and ACC were at their lowest
levels. As the proportion of the training set increased, the marginal benefit of improvement
in these metrics decreased. Among the four metrics, PRE, DTR, and F1 each increased by
approximately 0.02%, while ACC, being a composite metric of PRE and DTR, increased
by 0.04%. Additionally, the False Positive Rate (FPR) decreased from about 20% to around
10%. Combining the results of the coarse-grained anomaly behavior detection, we obtain
the overall anomaly detection results for MG-UABD, as shown in Figure 4b. The trend
of changes in the metrics as the proportion of training data varies is similar to that of
the fine-grained module. However, due to the inclusion of the coarse-grained anomaly
detection results, which serve to moderate the overall effect, the growth rates of the metrics
are diluted. PRE, DTR, and F1 increase by 0.002%, 0.0015%, and 0.001% respectively,
while ACC grows by 0.004%. The False Positive Rate (FPR) decreases from about 20% to
approximately 9%.
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Figure 4. The performance changes of FAD and MG-UABD with increasing training set proportion.

The experimental results indicate that an increase in training data benefits the model’s
anomaly behavior detection performance, but the marginal benefit of improvement in the
metrics gradually diminishes. On the CERT R4.2 dataset used in this study, the optimal
balance between training volume and detection effectiveness is achieved with a training
data ratio of approximately 60% to 80%.

5.3.2. Results on User Level (FAD)

In user-level anomaly detection, we focused specifically on the detection performance
of MG-UABD for 70 anomalous users. Initially, we randomly selected four anomalous
users and observed the impact of using different proportions of the training set on the
detection performance for each user. As can be seen from Figure 5 and Table 7, the effect of
the training set proportion varies among different users. For users TNM0961, CQW0652,
and FSC0601, the detection performance generally improves as the training set increases,
although there is a slight increase in the FPR for user CQW0652. User IJM0776 shows a
pattern where the detection performance initially improves and then declines, reaching
its best performance when the training data comprise 60% of the dataset. The unusual
trends in the metric values may be due to overfitting by the model to these specific users’
behavior patterns, where an increase in training data actually hinders the model’s anomaly
detection capabilities.

Table 7. Performance on four randomly selected users with the 80% training set.

User ID PRE (%) DTR (%) F1 (%) ACC (%) FPR (%)
TNMO0961 100 99.8962 99.9481 99.9011 0
CQWO0652 99.6558 99.4656 99.5606 99.1327 28.1250
FSC0601 99.9911 99.9911 99.9911 99.9823 2.0833
IJMO0776 99.3363 99.4830 99.4096 98.8555 20.4545

Generally, for most users, more training data lead to better anomaly detection perfor-
mance; however, this rule does not apply uniformly across all users with certain behavior
patterns. There was no clear correlation found between the variations in anomaly detection
performance and the sample size for different users. This suggests that different users have
distinct behavior patterns and varying distributions of normal and anomalous behavior
samples, leading to the conclusion that the optimal setting for the amount of training data
varies and needs to be customized based on the actual circumstances and requirements of
each user.
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Figure 5. The anomaly detection performance of the model on randomly selected users varies with

the proportion of the dataset.

Figures 6 and 7 represent the distribution of the 70 anomalous users in one-dimensional

and two-dimensional metric spaces, with each point representing an anomalous user.

Figure 6 displays the distribution of all 70 anomalous users along the PRE (Precision), DTR

(Detection Rate), F1, and FPR (False Positive Rate) axes under training set proportions

of 20%, 40%, 60%, and 80%. As the proportion of training data increases, the points

representing anomalous users on the PRE, DTR, and F1 axes gradually cluster towards the

right (indicating improvement), while the points on the FPR axis move towards the left

(indicating reduction). However, not all user points are shifted towards the center of the

clusters, and some still form long tails.
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Figure 7 visualizes the distribution of anomalous user points in a two-dimensional
space with PRE (Precision) on the x-axis and DTR (Detection Rate) on the y-axis. With
20% of the training data, most anomalous users are scattered throughout the space. As the
proportion of training data increases, the anomalous users gradually shift towards areas
with higher PRE and DTR. Under the 20% training set setting, no anomalous user samples
fall on the vertical axis where PRE equals 1, but under the 80% setting, several anomalous
users do fall on the “PRE = 1" axis. This phenomenon indicates that increasing the training
set improves the overall detection performance for anomalous users.

(a) User detection under 20% training set (b) User detection under 40% training set
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Figure 7. The two-dimensional spatial distribution of users in various indicators varies with the
proportion of the dataset.

5.4. Ablation Study

The coarse-grained anomaly detection module of the MG-UABD trains on all behav-
ioral data and identifies anomalous users based on detected anomalous behavior indices,
which are then fed into the fine-grained anomaly detection module. This section explores
the functions of each module and their contribution to enhancing the detection of anoma-
lous users. Additionally, it compares the impact of using oversampling on the model’s
detection performance.

5.4.1. Ablation of CAD and FAD

This section of the experiment investigates the functions of the CAD and FAD modules.
Figures 8 and 9 present the results of behavioral anomaly detection by each module under
varying proportions of the training set. The CAD module screens all behavioral data
for anomalies, while the FAD module further examines all actions associated with users
flagged as anomalous by CAD. The MG-UABD represents the overall detection outcome,
integrating the findings from both CAD and FAD. Given that the targets and volumes of
data processed by CAD and FAD differ, the amounts of data they handle also vary with
different training set configurations; specific details are provided in Table 8.



Appl. Sci. 2025, 15,128 20 of 29
Table 8. Confusion matrix indicators.
Module and Model TP TN FP FN
CAD 20,962,409 161 7052 93
FAD (20%) 2,831,356 4500 1143 1298
FAD (40%) 2,329,977 3823 620 862
FAD (60%) 1,551,003 2634 302 504
FAD (80%) 749,084 1385 141 221
MG-UABD (20%) 26,209,061 4675 1143 1298
MG-UABD (40%) 19,656,907 3744 620 862
MG-UABD (60%) 13,104,676 2607 302 504
MG-UABD (80%) 6,552,369 1385 141 221
CAD FAD MG_AUBD
matric value (%) FPR value (%) matric value (%) FPR value (%)
100.05 4 100.05 4
100 100
99.95 99.95
99.9 99.9
99.85 99.85
g9l EEEE T EE | SUmEEm SUES L gop | ENNNES TUENES CTUENES CUESES |
PRE DTR F1 ACC PRE DTR F1 ACC
matric value (%) FPR value (%) matric value (%) FPR value (%)
100.05 4 100.05
1004 100 4
99.95 4 99.95
99.9 99.9
99.85 99.85
99.8 99.8
PRE DTR F1 ACC PRE DTR F1 ACC

Figure 8. The performance of the coarse and fined granularity modules and the overall model is
affected by the proportion of the training set (PRE, DTR, F1, and ACC).

From Figure 8, it can be observed that under varying proportions of the training data,
the Precision (PRE) of the CAD module is not high, yet the Detection Rate (DTR) is relatively
high. This indicates that the CAD module misclassifies some anomalous behavior samples
as normal, but correctly classifies most normal behavior samples. In other words, the CAD
module performs well in detecting normal samples. Additionally, as illustrated in Figure 9,
the False Positive Rate (FPR) of the CAD module is notably high, exceeding 95%, which
is consistent with the high DTR. This signifies that a substantial number of anomalous
behavior samples are incorrectly classified as normal, and thus, not detected by the CAD
module. The FPR represents missed detections of anomalous behaviors. Although the CAD
module has a high recall rate for normal samples when they constitute a significant portion
of the dataset, it also tends to classify anomalous samples as normal, leading to a very high
false alarm rate for anomalous samples, and consequently, lower detection accuracy.
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Figure 9. The performance of the coarse and fine granularity modules and the overall model is
affected by the proportion of the training set (FPR).

The FAD module, although exhibiting a lower Detection Rate (DTR), shows an im-
provement in Precision (PRE) compared to the CAD module. This suggests that the FAD
module performs better than the CAD module in detecting anomalous behavior samples,
mitigating the misclassification of anomalous samples. Furthermore, the False Positive Rate
(FPR) of the FAD module is reduced to below 20% compared to the CAD module, indicating
a reduction in the misclassification of anomalous samples. The MG-UABD integrates the
detection outcomes of both the CAD and FAD modules, combining the strength of the CAD
module in detecting normal behavior samples with the strength of the FAD module in
detecting anomalous behavior samples. This integration allows for the retention of effective
detection of normal behavior samples, achieving a high DTR, while also improving the
ability to accurately identify anomalous behavior samples, achieving a higher PRE.

It is important to note that the CAD module detects all user behavior samples, which
include a larger proportion of normal users and normal behavior samples. Consequently,
it develops a stronger capability to detect normal samples. Since in this study “positive”
refers to normal samples, the CAD module’s Detection Rate (DTR) even surpasses that
of the FAD module. On the other hand, the FAD module operates on the basis of the
CAD module’s detection results, performing focused detection on each anomalous user
individually. Although the FAD module does not outperform the CAD module in terms
of the DTR metric, its detection targets contain fewer normal behavior samples that could
interfere with the detection process. As a result, the FAD module exhibits superior detection
capabilities for anomalous samples, leading to a higher detection accuracy.

5.4.2. Ablation of Oversampling

The MG-UABD system employs a combination of oversampling and undersampling
techniques to address the imbalance between positive and negative samples. Specifically,
for anomalous users with a relatively large number of anomalous behavior samples, the
SMOTE algorithm is used for oversampling. However, since the SMOTE method requires
a sufficient number of baseline anomalous samples, for anomalous users with very few
anomalous behavior samples that do not meet the requirements for SMOTE, random se-
lection and duplication of anomalous behaviors are employed to oversample the negative
samples. To preserve the original data distribution, the oversampling ratio should not be
too high, and the number of oversampled instances should not increase excessively. Corre-
spondingly, undersampling is applied to the normal samples, which involves randomly
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removing positive samples to achieve balance between positive and negative samples in
the training set.

To specifically validate the effectiveness of oversampling for anomaly detection tasks,
we implemented comparative experiments with Random Forest, XGBoost, and MG-UABD
models, applying oversampling, and visualized the changes in the False Positive Rate (FPR)
in Figure 10. From the figure, it can be observed that after applying oversampling, the
FPR values for all three models decreased, indicating a reduction in the misclassification of
anomalous behavior samples in the test set. This demonstrates that data oversampling can
address the issue of insufficient anomalous behavior samples during anomaly detection,
thereby enhancing the detection performance of the models.

Ablation of oversampling S99 w/o oversampling (@l w/ oversampling

Random F

GBoost

MG-UABD

T T T T 1 FPR
0.2 04 0.6 0.8 1

o4

Figure 10. The impact of oversampling on model performance.

5.5. Correlational Analysis of Users and Behaviors

Users” anomalous behaviors encompass various types, and this part of the experiment
investigates the distribution of anomalous user behaviors across these types during the
fine-grained anomaly detection phase, aiming to understand the patterns among different
types of behaviors. For this part, the coarse-grained anomaly detection module is trained
separately with seven different data types as input, and users identified through the analysis
of different behavioral data are sent to the corresponding fine-grained anomaly detection
module for that behavior type.

Figure 11 illustrates the correspondence between normal and anomalous users across
seven behavior types. For visualization purposes, we have selected only a portion of the
normal users from the entire dataset, focusing our analysis on the distribution of behavior
types for anomalous users. As shown in the figure, the behavior composition of normal
users primarily consists of “logon”, “logoff”, and “http”, whereas the behavior composition
of anomalous users is mostly concentrated in “connect”, “disconnect”, and “email”. The
“http” type has the largest volume of data, with both normal and anomalous users engaging
in this type of behavior.
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Figure 11. The correspondence between user types and behavior types.

We investigated the detection of anomalous users using different types of anomaly
detection data. Figure 12 shows the number of anomalous users detected by the fine-
grained anomaly detection module based on various behavior types. From the figure, it
can be seen that the behavior types that detect the highest number of anomalous users
are: “http”, “connect”, and “disconnect”. Among these, “normal user” refers to the
correction of anomalous users identified by the coarse-grained detection module; these
users were initially flagged as anomalous by CAD but were subsequently determined to be
normal after being processed by FAD. “Logon” and “logoff” have the highest number of
misclassified anomalous users that were corrected, with relatively fewer anomalous users
detected. Regardless of whether users are normal or anomalous, the “file” type of behavior
has the least amount of data, and correspondingly, the number of anomalous users detected

based on this type is also the lowest.

normal users abnormal users (detected by FAD) abnormal users (not detected by FAD)
100
804
60
40 -
204
0 T T T T T T
logon logoff connect disconnect http email file

Figure 12. Detection correction of CAD by FAD.
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Figure 13 displays the effectiveness of the MG-UABD fine-grained anomaly detection
module in detecting anomalous behaviors across different behavior types. From the figure,
it can be observed that the best-performing behavior types for anomalous behavior detec-
tion are “http” and “file”, followed by “logon” and “logoff”. The poorest performance is
seen in “connect”, “disconnect”, and “email”. Combining the results from Figure 12, we
can infer that the behavioral characteristics of anomalous users are concentrated in “con-
nect” and “disconnect”, but once individual anomalous users are subjected to anomalous
behavior detection, the distinction between normal and anomalous features for these types
is not clear, leading to a higher rate of missed detections. The “http” type has the largest
volume of data, and the precision, detection rate, and low false-negative rate for behavior
detection based on this type are all high. While the “file” type of behavior data are less
prevalent, the detection results are also favorable.

logon logoff connect ([l disconnect http @ file email

metric value (%) FPR (%)

100+ r0.6
0.5
99.8
+0.4
99.6
0.3

99.4 0.2

0.1
99.2

99.1 T T T T +0
PRE DTR F1 ACC FPR

Figure 13. Detection effectiveness for each type of behavior.

In summary, the quantity and characteristics of anomalous users” behaviors are more
concentrated on device operations (“connect” and “disconnect”) and internet usage (“http”).
However, the effectiveness of detecting anomalous behaviors based on device operation
behaviors is not as good as that based on internet usage and file behaviors. The detection
performance based on a single type of behavior is inferior to that achieved by integrating
multiple types of behaviors for comprehensive detection. Therefore, in practical anomaly
detection for users, it is recommended to focus not only on internet usage and file behaviors
but also to incorporate various types of behaviors for anomaly detection.

6. Discussion

This section discusses and analyzes the challenges that MG-UABD may face in practi-
cal applications, including the complexity, real-time detection capability, generalization,
and scalability of the model, as well as considerations of data privacy issues.

6.1. Complexity Analysis

Assuming that the initial number of training samples for MG-UABD is D, the maxi-
mum number of features among all types of behaviors is M, the number of decision trees
in the random forest algorithm is set to T, and the depth of the decision trees is d, the time
complexity of training a coarse-grained classification module is O(D x logD x M x T). If
anomalous users which are detected in the coarse-grained anomaly detection stage is 1,
the maximum number of behavior samples corresponding to these users is P, and the time
complexity of training the fine-grained detection module is O(P x logP x M x T). The
time complexity of both coarse-grained and fine-grained modules during the detection
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phase is O(d). As for the spatial complexity, if the number of nodes in each decision tree
in the random forest is v, the spatial complexity of the coarse-grained detection module is
O(v x T), and the spatial complexity of the fine-grained detection stage is O(n x vs. x T).
It is obvious that MG-UABD builds detection models for each user in the fine-grained
detection stage, which increases the computational time and space resources. The time
complexity is directly proportional to the maximum number of anomalous user behavior
samples detected in the coarse-grained detection stage, and the space complexity is directly
proportional to the number of anomalous users. Therefore, it should be selected as needed
in practical applications. Fortunately, the two modules of this model can be decoupled, and
companies can choose which module to use based on their employee size and cost calcula-
tion. In addition, further research can explore the quantitative evaluation of the degree of
user anomaly in the coarse-grained detection stage, and design a fine-grained detection
model based on the degree of user anomaly, which is more targeted and cost-effective.

6.2. Real-Time Detection Analysis

Real-time detection of internal threats is an important factor in determining whether
MG-UABD can be deployed for applications. There are three main factors that affect the
efficiency of real-time detection: data push and basic processing speed, model incremental
training speed, and representation and detection time of the test samples. Among them,
data push and basic processing speed depend on the processing capabilities of deployed
devices, and using high concurrency processing for streaming data can improve efficiency.
Incremental training of the model refers to regularly tagging newly collected samples to
maintain the model’s capability to recognize new threats and alleviate the problem of
concept drift. This part is a trade-off between training complexity and detection efficiency,
and a suitable compromise needs to be found. After training the basic model, the time
complexity of detecting each subsequent behavior sample in our method is O(d), where
d is the depth of the decision tree. Due to the much lower complexity of random forests
compared to complex models such as neural networks, better real-time detection efficiency
can be achieved while meeting the requirements for parallel data processing.

Apart from detection efficiency, real-time detection accuracy will vary depending on
the domain and the model’s generalization ability. After running the algorithm for a period
of time, concept drift may occur, leading to a decrease in real-time detection accuracy. It is
necessary to consider using methods such as continuous learning to incrementally train
the model and regularly update its parameters. Enterprises with a single business, few
personnel, and homogeneous behavior patterns require lower model construction costs to
meet their needs, while enterprises with complex personnel and diverse behavior types
require higher model construction costs.

6.3. Generalization Discussion

MG-UABD relies on the classification ability of random forest to detect anomalous
behavior and users, and builds and applies the model based on historical user behavior
data within the protected enterprise. MG-UABD relies on labeled data within the protected
domain for training. If the user behavior data provided by the protected enterprise are
not significantly different from the publicly available dataset used in this study, smaller
adaptation and testing may be required for application. If the difference is significant, the
model needs to be reconstructed based on the specific types and characteristics of behavioral
data in order to obtain better results. In addition, adaptive domain transfer methods [28] or
continuous learning [29] can be used for model adaptation in new data scenarios.



Appl. Sci. 2025, 15,128

26 of 29

6.4. Scalability Discussion

The scalability of the model mainly depends on the computing power and data pro-
cessing capability of hardware devices, as the random forest algorithm has good scalability
and can handle large-scale data. When the dataset is large, some techniques can be used to
accelerate the computation process, such as using random subsets to train each decision
tree or using parallel computing techniques.

6.5. Data Privacy Discussion

MG-UABD is aimed at anomaly analysis of user entity behavior, which requires
the collection of user behavior data within the enterprise. The more comprehensive the
behavior data, the higher the credibility of the detection results. The implementation of MG-
UABD is divided into two stages. The coarse-grained detection stage is behavior oriented
and does not involve user identity. It can only collect behavior data without mapping
to user identity. After detecting behavior anomalies in the coarse-grained stage, the user
identity will be indexed and further detected. At this stage, privacy can be protected by
setting a virtual user ID and erasing the correspondence between abnormal results and
real users. This mapping may not be disclosed to the implementers and analysts of the
scheme, but only retained internally by the enterprise to ensure privacy. Meanwhile, the
deployment location of the algorithm should be designated by the protected enterprise and
strict access control should be implemented to ensure privacy.

7. Conclusions and Future Plans

This article proposes a multi-granularity combined anomaly detection algorithm MG-
UABD for internal threat detection. The model combines coarse-grained behavior detection
with fine-grained user detection to improve the accuracy of detecting anomalous behaviors
and users. The coarse-grained detection module detects all behavior data and identifies
anomalous users through anomalous behavior. The fine-grained detection module con-
structs a separate detection model for each anomalous user and learns the specific behavior
patterns of each user, and thus, improves the detection effect on the behavior of specific
anomalous users. This study validated the effectiveness of the model through a large
number of experiments, including comparing the accuracy of detecting anomalous behav-
ior, conducting ablation experiments on various modules, and analyzing the correlation
between anomalous users and anomalous behavior. The experimental results and analysis
demonstrate that MG-UABD can effectively address challenges in detecting anomalous
users and behaviors, and improve the accuracy and robustness of internal threat detection.

The future plan of this work includes the following two aspects: firstly, quantitatively
evaluating the degree of abnormality of anomalous users or behaviors, such as adding a
quantitative abnormality evaluation mechanism in the coarse-grained detection module.
By setting an abnormality threshold value, the number of anomalous users sent to the
fine-grained detection module can be determined to save the hardware resource cost of
model deployment. Secondly, exploring the addition of association rules in statistical
methods for detection. For example, if a user copies certain files after sending and receiving
emails containing specific types, there may be a necessary association within the behavior
sequence. Adding these rules to the system will help increase the capability to detect
potential insider threats.
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