
Gracewipe:
Secure and Verifiable Deletion

under Coercion

Lianying Zhao (Viau) Mohammad Mannan

Concordia University, Montreal, Canada

February 10, 2015

NDSS’15: Secure and Verifiable Deletion under Coercion L. Zhao & M. Mannan 1 / 24



This is not a corner case ...

Image source: http://xkcd.com/
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Confidentiality under coercion

Coercive threats:
Law enforcement
Hostile country

What makes the situation
different?

Forced cooperation
Physical control

Rational adversary!
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Existing mitigations - Hiding it?

Plausibly Deniable Encryption (PDE)

1 TrueCrypt
2 StegFS: multi-level hidden file system

The adversary will find it!
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Existing mitigations - Deleting it?

Various secure deletion schemes

1 ATA secure erase: overwriting-based deletion
2 Cryptographic deletion

Will you get the chance?

The adversary does NOT believe you!
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Our goals

1 Deletion triggering: undetectable

2 Deletion process: uninterruptable

3 Deletion outcome: cryptographically verifiable

4 Risk of guessing: unavoidable

Image source: http://security-is-just-an-illusion.blogspot.ca/

NDSS’15: Secure and Verifiable Deletion under Coercion L. Zhao & M. Mannan 10 / 24

http://security-is-just-an-illusion.blogspot.ca/


Gracewipe: A simplified overview

USER

SITUATION

KEY

OUTCOME

GRACEWIPE

Icon source: www.shutterstock.com
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What is Gracewipe?

1 A small pre-OS system

2 Acts upon user-entered password
(destroy? decrypt?)

3 Attests to what happened cryptographically
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Gracewipe terminology

1 Two systems:

Decoy (protected by key KN)
Hidden (protected by key KH)

2 Three (sets of) passwords:

Normal password (PN) that decrypts KN
Hidden password (PH) that decrypts KH
Deletion password (PD)
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Building blocks

1 Trusted Platform Module (TPM)

Onboard secure storage

2 Intel TXT late launch

CPU execution mode

3 TrueCrypt

Encryption tool with PDE

4 Self-Encrypting Drive (SED)

Disks with internal encryption engine
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How are goals achieved?

1 Deletion triggering:
deletion password

2 Deletion process:
cryptographic deletion

3 Deletion outcome:
chained measurement (TXT + TPM)

4 Gracewipe uncircumventable:
keys only in TPM
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How is the chain of trust established?

BIOS GRUB tboot wiper TrueCrypt
A

C
M

      TPM               TPM                  TPM

TXT Session

Reset measurement

TXT enter TXT exit

Attestation

Measures Measures Measures
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The design and workflow
BIOS

TPM GRUB

Sealed confounder: C

PN' :  PN     C

KN: 0N5cn3BfjA47

PH' :  PH     C

KH: X9Zdkzz0Akk1

PD' :  PD     C

KN: 0N5cn3BfjA47

tboot

wiper

PWD=?

PH  decrypts KH

PN  decrypts KN

PD   deletes   KH
   decrypts KN

User PWD input

MBR

Hidden system

Decoy system

TrueCrypt
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Key features

1 TPM-bound protection
(bypassing Gracewipe is difficult)

The user does not know the key secured in TPM

2 Environment integrity-bound secret
(brute-forcing to access TPM is hard)

A sealed high-entropy C protects TPM storage

Alternative options also available
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SED-based Gracewipe

Only one regular volume is considered

Similar design and workflow apply

ATA security API compliant mode is used for
compatibility

The hidden key (KH, sealed in TPM) replaces the
ATA password, but with higher entropy

NDSS’15: Secure and Verifiable Deletion under Coercion L. Zhao & M. Mannan 19 / 24



Implementation challenges

Pre-OS environment
(context switch, device access etc.)

Inherent technical restrictions
(Intel TXT with Microsoft Windows)

Effort to bridge all components
(for minimum changes to maintain)
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Remaining limitations

TPM deadlock

Limited number of PDs

Degraded disk I/O without DMA
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Other application scenarios

1 Emergency data deletion

2 Pre-OS isolated and verifiable execution of
sensitive operations (e.g., OS integrity check)
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Recap:
1 Coercion poses special challenges:

Forced cooperation + Physical control

2 Gracewipe initiates verifiable deletion of data
via deletion password(s)

3 Verifiability comes from hardware features
available on commodity computers

Thank you! Questions?
For more information:

https://madiba.encs.concordia.ca/software.html
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Backup foils



Trusted Platform Module (TPM)

1 Cryptographic processor + RAM + NVRAM +
secured I/O

2 Platform Configuration Registers (PCRs as RAM)
3 Security-enabling operations

Extend: chaining measurements to PCRs
Seal: binding data to platform in a given state
Secure storage: protected NVRAM
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Truecrypt
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Programming TPM communication
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BIOS is working overtime in Windows
protected mode
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