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IQN

— iSCSI Enterprise Target Daemon® /etc/ietd.conf{5| T EA

Target iqn.1983-06.jp.or.jus:storage.hdb (IQNE% 5E)
IncomingUser

OutgoingUser  (1—HEBEE7%L)

Alias iSCSI_Test (Z@DISKIZ&RIZDI(T5)

Lun 0 Path=/dev/hdb,Type=fileio

e IQND % FRE

— BOAEBHYET, - TLIZELY,
e TH,TAMOClosedFIRIFETIXBEYIZDIFTTHLRIBELZWNWEEZTWET,

— RFC3721
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Device-Mapper

T7I)r—3ay

v

Mapping
Device-Mapper Target

T7AIWI AT L

v

TO99TIN(R
(DeviceMapper)

TAYITINAR RS54
(IN—Fx7)

!

AL—Y

Queue MappingTarget
DMT—2JL | A TEVE
(‘ ---------- p‘ *
liner striped snapshot | snapshot-origin
mirror multipath crypt
Zero error

/dev/sda /dev/mapper/mapl /dev/sdc
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udev

e USB-HDDAPUSBAE!) H1=L\GEEDEDIECHF
EF,

o udevIFZENICT NAMRZEIET HIEHEH

o udeviZBEWTIFIZFET /NI RADERYIFLVA

Z . /etc/udev/rules.d/EE T DIL—ILD7AIL
252D

00-backdev.rules 55-xs-mpath-scsidev.rules 60-raw.rules xen-backend.rules
05-udev-early.rules 56-emulex-bsg.rules 90-dm.rules xen-frontend.rules
40-multipath.rules 56-emulex-bsg.rules.bak 90-hal.rules z10-xen-vcpu-hotplug.rules
50-udev.rules 58-xapi.rules 95-pam-console.rules

51-hotplug.rules 60-net.rules blktap.rules
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Ry TSY

o RYNT ST TINA R EIZFIFE

— LLRITIE/sbin/hotplug
— ixiT[Eudev
¢ RN
— TN R
— udevdl| 2@ %N
— Jetc/udevdD R HO") T RE%
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Device-Mapper

/dev/mapper® ik FE

[root@centos53x64 ~)# Is -al /dev/mapper/

total O

drwxr-xr-x 2 root root 100 Nov 25 12:20.

drwxr-xr-x 11 root root 2900 Nov 25 12:42 ..

Crw------- 1 root root 10, 62 Nov 25 12:20 control

brw-rw---- 1 root disk 253, 0 Nov 25 12:20 VolGroup00-LogVol00
brw-rw---- 1 root disk 253, 1 Nov 25 12:20 VolGroup00-LogVol01

XenServer + Multipath

[root@testO1 udev]# Is -al /dev/mapper

total O

drwxr-xr-x 2 root root 120 Nov 25 12:06.

drwxr-xr-x 18 root root 17060 Nov 25 12:06 ..

brw-rw---- 1 root disk 252, 0 Nov 25 12:06 3600000e00d0000000003053800000000
Crw------- 1 root root 10, 56 Nov 17 15:00 control

brw-rw---- 1 root disk 252, 2 Nov 25 12:12
VG_XenStorage--5735ad14--3871--5243--5d98--f0394db7a007-VHD--487a7522--dd37--
brw-rw---- 1 root disk 252, 1 Nov 25 12:12
VG_XenStorage--5735ad14--3871--5243--5d98--f0394db7a007-VHD--c36d4e03--25d5--
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open-iscsi

e OpenSourceZiiSCSIf = T —4
o FITIERK

— CLI®J—JLMiscsiadm

— S Daemon




open-iscsi

open-iscsi

iscsiadm

Command line tool

Manages DBM-based database of
sessions and targets

Sends commands to iscsid via sockets
Implements iSCSI discovery, stores
results in the database

iISCSI| daemon

% N
\ /

ih

HiE . w

WWw.open-iscsi.org

iscsid

Implements Session Management for Normal sessions

Implements (that is, builds, sends, parses, and terminates):
Login, Logout, Text, Nop-In/Out, Async Msg
Communicates with both iscsiadm and iscsi_if modules

Targets & Sessions
configuration
database

PN

CP < DP
(iscsi_if.h)

Control Plane

interface over

OS-specific

Data Plane

IPC

V

Kernel

NV

Generic upcal/downcall demultiplexor

Exports transport, session, connection via sysfs

to downcalls

iscsi transport class (scsi_transport_iscsi.[ch])
Generic transport “switch” (can work for multiple iISCSI implementations)

Performs parameter validation (in particular, session and connection handles) prior to
calling “up” or "down”, depending on the direction

Manages mempool “zones” on a per-connection basis; the types of mempool-ed
memory include: (1) received control PDUs, (2) connection level errors, (3) responses

11

iscsi_if.h

future i

The possibilities include:

| Silverback

etc.

Qlogic iISCSI HBA
Emulex iSCSI HBA
Adaptec iSCSI HBA

ol

scsi data path modules

iISCSI HBA

“looking” in

allocations

iscsi_tcp
iISCSI| over TCP over regular NIC
Implements iSCSI data path
Manages per-session CmdSN and per-connection ExpStatSN
Other than the previous item, transfers control PDUs without

Manages a number of mempools to eliminate runtime
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ngn-iscs
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iscsiadm

m iVl N B OAVES IV

Targets & Sessions
configuration
database

iscsid (Daemon)

Tyl avnEm. B

;‘A\ ﬁsisil?kﬁ ’f\‘
% interface over User
— /etc/iscsi/nodes T T T T T~ R I e ere
/etc/iscsi/send_targets %/
4 I
. scsi_transport_iscsi. libiscsi

iscsi_if.h

ol

future iscsi data path modules
The possibilities include:

| Silverback iSCSI HBA
Qlogic iISCSI HBA
Emulex iSCSI HBA
Adaptec iSCSI HBA
eic.

iscsi_tcp( Kernel Module )
A
Login/Logout/SCSlcmd(inquiry,R/W)




open-iscsi A T7477 I

e iscsid.conf
node.startup = manual
node.session.timeo.replacement_timeout = 15
node.conn[0].timeo.login_timeout = 15
node.conn[0].timeo.logout_timeout = 15
node.conn[0].timeo.noop_out_interval = 10
node.conn[0].timeo.noop_out_timeout = 15
node.session.initial_login_retry max=4
node.session.cmds_max = 128
node.session.queue_depth = 32

(LA HES)

e initiatorname.scsi
InitiatorName=iqn.1983-06.jp.or.jus:cafe1234
InitiatorAlias=test01
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open-iscsiz{E>THBD

e open-iscsilZBE L TIXREADMEM —FBIFHRM H S,
o REMGIRN
- gk (3—7 v ZERD1T5%
— nodes|Z& &k IN5
— Z kSN T-nodelZ AT A9 5
— 7Y TNARELTERZS




open-iscsi
open-iscsi AR

e Yl IalEKRE
— #iscsiadm -m discovery --type sendtargets --portal 192.168.13.1
« ATAY
— #iscsiadm -m node -T <IQN> -p 192.168.13.1 -
« ATk
— #iscsiadm -m node -T <IQN> -p 192.168.13.1 --logout
e A4V (RELEB LTS Y avETIZATAY)
— #iscsiadm -m node -L all
o« tylaliFi
— BAERLGNA TSyl ar DEMIER
— # cat /etc/iscsi/nodes/iqn.2000-09.s50:storage-
kudo:maz:tomop/192.168.13.1¥,3260¥%,1/default

o twi gL EDISKDIDEERERT S

— Hiscsiadm -m session -P 3



open-iscsi

et S 2o OB iscsiadm

[root@testO1 ~]# iscsiadm —-m node

192.168.1.1:3260,1 ign.1983-06. jp.or.jus:storage—system:00030538cm00
192.168.1.2:3260,3 iqgn.1983-06. jp.or.jus:storage—-system:00030538cm10
192.168.2.1:3260,2 iqgn.1983-06.jp.or.jus:storage—system:00030538cmO1
192.168.2.2:3260,4 iqgn.1983-06.)jp.or.jus:storage—system:00030538cm11

[root@testO1 ~]# iscsiadm —m node -T ign.1983-06. jp.or.jus:storage-system:0003053
-p 192.168.1.2 —login

Logging in to [iface: default, target: ign.1983-06.p.or.jus:storage-system:00030538cm10
, portal: 192.168.1.2,3260]

Login to [iface: default, target: ign.1983-06.jp.or.jus:storage-system:00030538cm10,
portal: 192.168.1.2,3260]: successful

[root@testO1 ~]# iscsiadm —m node -L all

FEER

[root@testO1 ~]# iscsiadm —m session

top: [1] 192.168.1.1:3260,1 ign.1983-06.jp.or.jus:storage-system:00030538cm00
tep: [2] 192.168.1.2:3260,3 ign.1983-06.jp.or.jus:storage-system:00030538cm10
tep: [3] 192.168.2.1:3260,2 ign.1983-06.jp.or.jus:storage-system:00030538cm01
tep: [4] 192.168.2.2:3260,4 ign.1983-06.jp.or.jus:storage-system:00030538cm11



open-iscsi

[root@testOl ~]# iscsiadm -m session -P 3
1SCSI Transport Class version 2.0-870
iscsiadm version 2.0-870

Target: iqn.1983-06.Jjp.or.Jjus:storage-system:00030538cm00

<G>

Current Portal: 192.168.13.1:3260,1
Persistent Portal: 192.168.13.1:3260,1

kkkkkkkkkk

Interface:
*kkkkkkkkk

Iface Name: default

kkkkkkkkkkhkkkkkkkkkkkkkk

Attached SCSI devices:

kkkkkkkkkkkkkkkkkkkkkkkk

Host Number: 5 State: running

scsi5 Channel 00 Id O Lun: O
Attached scsi disk sdb

scsi5 Channel 00 Id O Lun: 1
Attached scsi disk sdc

iscsiadm —m session —P 3

State: running

State: running
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Bonding Multipath

iSCSI 4 =< T —%(Server) iSCSI 4 —< T —%(Server)

iSCSI #—47 s ( Storage) iSCSI 2—*% vk ( Storage)
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Multipath-tools

Multipath& (&

iSCSI 4 =< T—%(Server) e TILF/\RI/O

d er/mpath0 .
/dev/ma /mp e device-mapper®DHEEED 1D
— TARVERIZHL T, &

HDINRZERNDGE .
g N N5E—D0 DM T/31 R
ELTIRADHERE
/dev/sdb /dev/sdc — FailOver®l/OD Y 4 1+%
B[ BE

iSCSI X—47 vk ( Storage)
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Multipath D FE %8
 FailOverfgak

— Active / StandbyD{E X

— 1pathAYActive T, Z Dt H¥Standby

— ActiveDUInt=im &2, UIBIZHFRE A DD S (iscsi/ =2 T—2DRIFE)
e  MultiBust&rk

— BHDPathZFIFAT SERK

— ZE D PathH Active,

— E#Pathth, #PathtIN THHEKEL THIFA AT EE
o YN =PathDULIB[ZBFEI MM MS (iscsiA = T—L2DERE)

e ZTMih
— group_by serial =i &SN T ILEBESEBIZT1IDDEXRT IIL—T
— group_by prio= /NRABHRIEEIC1DDEFXITIL—T
— group_by node_name=42—4vyhr/—KRAEIZ1DDEEXTIL—T
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iSCSIf =, T —A

ethO

&%

Port O

ethl
FHER
Port 1

iSCSIZ—4 vk

i)

Multipath@ Failover

ERRTESNRELETHE. FHRRICTUVEDD

iSCSIf =, IT—A

ethO ethl
8 $§<€ ST
Port O Port 1
iISCSIZ—4 b
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E£TDPathzF AT 5. BRIDEE,

Multipath@ MultiBus

EER

tmD3XZF AL TRIESNS

iSCSIf =T —A

Active

Active
Active

Active

iISCSIZ—4

i)

iSCSIf =, IT—A

Failed
N\

O
Active

()] Q
2 >
3 B
< <
iISCSIA—4wk
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multipath-tools

e http://christophe.varoqui.free.fr/
* GPLZM VR

* DeviceMapperZzFI|FHL TMultipathZz{£ x5
FIZTHEY—ILEE




Multipath-tools

multi

low level device drivers

¢addfdel block device

H 8 - http://christophe.varoqui.free.fr/

ath-tools® {1+ %A A

calls

listen

ioctl
—p il

multipath
CLI

multipathd
kernel space Daemon

user space

kpartx
DeviceMap D {E Rk

(rejconfigure
multipath
device

maps

multipath

block
sysfs
‘,/ device !
mapper
MetLink
hotplug uevents
udev configure
partitions
device
maps
Ewvents:
- wait devmap events
Events:
- add path Actions
- remowve path - reinstate paths
- add dewvmap - switch path group
> - remove devmap (failbalck)
kpartx - canfigure multipath maps

multipathd

manual exec



Multipath-tools

multipath-tools A2 7445

« HHEM(__)m
¢ /E %Rjgj/j’fb

— multipath.conf.annotate
¥LLVa> o445 DEnRBR
— http://docs.redhat.com/docs/ja-

JP/Red Hat Enterprise Linux/6/html/DM Multipath/
mpio configfile.html

— XKernelDWFILLVD TENMEDEEITFE !

o ARNL—UHEBRDA A —T a7 )LIZHERah
NHAD T, B/ T ILILWEE
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multipath-tools A< /K

e multipath -
e multipath -l

— MultipathM /XA DIRFEZX—ERTIT 5
o multipath -f <T/\/X>

— BESNFE=TILFINAT /N REHIBR
e multipath -F

— ETOTILFINATINA A% BB
e multipathd -k

— Multipathd®32Y)—)L
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multipath-tools FailOver D 3

[root@test01 ~]# multipath -II

XenServer5.6SP2 CHUIGL =458

3600000e00d0000000003053800000000 dm-0 VENDER,PRODUCTS
[size=2.7T][features=1 queue_if no_path][hwhandler=0][rw]

¥ round-robin O [prio=1][active]
¥ 9:0:0:0 sdb 8:16 [active][ready]
¥ round-robin O [prio=1][enabled]

¥ 10:0:0:0sdg 8:96 [active][ready]
DMIREE  PathiKRE

a4

path_grouping_policy failover

failover =& J IL—T&IZ1DMD /R

multibus = 1D DEFLT IL—THDE/NNZANER

ﬂ—

) I:IIL,\

Path PathGroup
Path PathGroup

iSCSI/ =T —4
CAED TR

iISCSIZ—4 b



Multipath-tools XenServer5.6SP2 CHUFLT-#E R

multipath-tools MultiBus® #& 2

[root@test01 ~]# multipath -II
3600000e00d0000000003053800000000 dm-0 VENDER,PRODUCTS

[size=2.7T][features=1 queue_if _no_path][hwhandler=0][rw]

¥ round-robin O [prio=1][active]

¥ 5:0:0:0 sdb 8:16 [active][ready Path

¥ 6:0:0:0 sdc 8:32 [active][ready] Path

¥ 7:0:0:0 sdd 8:48 [active][ready Path

Y 8:0:0:0 sde 8:64 [active][ready] Path
DMK RE PathiK&&

PathGroup

iSCSI/ =< T—A

a4

path_grouping policy multibus
failover = 8% 5 JL—T®IZ1 DM /R
multibus = 1 DDEBFXT IL—TRADE/NNANER SCSIA—A s

Active
Active
Active
Active




multipathd —k
== 4=
=175

mul tipathd> show paths
hecil dev dev_t pri dm_st chk st next check

0:1:0:0 sda 8:0 1 [undef] [ready] [orphan]

9:0:0:0 sdb 8:16 1 [activel[ready] X......... 2/20
10:0:0:0 sdg 8:96 1 [active][ready] XXXXXXX... 15/20
11:0:0:0 sdf 8:80 1 [active][ready] XX........ 5/20
12:0:0:0 sdh 8:112 1 [active][ready] XXXXXXXXX. 18/20

mul tipathd> show paths
hecil dev dev_t pri dm_st chk st next check

0:1:0:0 sda 8:0 1 [undef] [ready] [orphan]

9:0:0:0 sdb 8:16 1 [active]l[ready] XXXXXXXXXX 20/20
10:0:0:0 sdg 8:96 1 [active][ready] XXXXXX.... 13/20
11:0:0:0 sdf 8:80 1 J[active]l[ready] X......... 3/20
12:0:0:0 sdh 8:112 1  [active][ready] XXXXXXXX.. 16/20

FETsa3 4121 Ctrl4D
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iSCSI+MultipathMEA L DEFE R

iSCSI+Multipath® ;¥ &2 =

o INADYTINT-B. FailoverPUBELEL TSN
Bh BEMNGWNEITE R AL



iSCSI+MultipathDER LDFE R R
fa R 151
Multipath@ Failover

ERRTESNRELETHE. FHRRICTUVEDD

iSCSI/ =T —4 iSCSI/ = T—4
ethO ethl ethO ethl
EA% ST > Em $§<€ ST
Port O Port 1 Port O Port 1

iISCSIA—4 iISCSIZ—4 b
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iscsid.conf® i&
Default{E

 node.conn[0].timeo.noop_out_interval =5
— PinglZ kAT EE R DE R

e node.conn[0].timeo.noop_out_timeout =5
— PinglZ&kYIS—LHIBI SN A E TORFE]

e node.session.timeo.replacement_timeout=120
— IS5—&HEEINTH B, (Multipathh o) UIYEET EF T

X

1ICh

il



iSCSI+MultipathDIER L DEE

0’45
I

timeo.noop_out_interval=5 sec
5%

5§

0’50
I

=z
[=]
(5

2]}

»w

)& B fE]
Default{E

0’55 1’00 1’05 1’10 3’05

R %N
1’00

5§

timeo.noop_out_timeout=>5 sec

<

1I<BLDRENHD
Ll . Y&
3'06

120F)

>

timeo.replacement_timeout=120 sec

< & K #1301

p



iSCSI+MultipathMER LD FE R

B & s ]

o FIZIEXT—TILHTINTHLYIYEHLSET
D FFfE]
— = AX$130%) (Default{E)

o« 7T —au(ZlL, 30 UINT=542(4 LT
JRLETLHDEHZN

—BEAIZ. COEDISCSINNIEIL, F1—IZEFH
S, dx—J)L/\whEhES,




Xt 77 &

e node.conn[0].timeo.noop_out_interval =

— PinglZ&k A SEEE R DE A
e node.conn[0].timeo.noop_out_timeout=5

— PinglZ&kYIS5—LHEHENHF TOHHE
 node.session.timeo.replacement_timeout=120

— IS5—LHIEINTH S, (Multipathm o) PV EES ET

INbZEELT D, (BADIIRETIT>HEICITREEL TZY)

HEIO (L. node.session.timeo.replacement_timeout INDENZEH,

BIZIE. TTVDEA LT IN308 G0 ENLUTITES KIS
I AHGEEDRTHELET,

A B



XTIt 73 i
replacement_timeout

* open-iscsi®README&K Y
— If the value is O, 10 will be failed immediately.
— If the value is less than 0, 10 will remain queued until the
session is logged back in, or until the user runs the logout
command.

+ =4,
¢ oo

— T7VDEAALTINMIEHLE TEREIZERET 2DOHE
%

— B&oERIDVersionTIEL, TOIRTEN S FELLIDENS=D T, 0L EDERTE
ZPRENDOLET



iSCSI+MultipathDE R E DT E 5

ns

fa R 151
Multipath@ MultiBus

eth

iSCSIf =T —A

Active g@ Active

Port O

eth

Port 1

CM O

eth

Active

Port O

Active

eth

Port 1

CM 1

iISCSIZ—4




iSCSI+MultipathDIER L DEE

0’45
I

timeo.noop_out_interval=5 sec
5%

5§

0’50
I

=z
[=]
[E¥)

2]}

»w

)& B fE]
Default{E

0’55 1’00 1’05 1’10 3’05

R %N
1’00

5§

timeo.noop_out_timeout=>5 sec

<

1I<BLDRENHD
Ll . Y&
3'06

120F)

>

timeo.replacement_timeout=120 sec

< & K #1301

p
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ifa o [ B Fx

¢ ARPIRTEHEYIN=LRLKIICERIZE
75§|__|7L:

48
(= |

\\\

o JRIX
— IODMIBAFTINICEINTLEI=6
e BIO(Block IO)XN—X D [t 7E

e Kernel2.6.31LAE Tx I EFAHLLY (RequestN—X [Z
%t Iits )

inm
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—TILDATFURIFTESITHILLN
D ?

—BTRMICAT 7ORT S
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FEH

o iSCSIE.,. ERALAN)LTHIARIGET=HY.

A — VJX'VD =19

K UpdatecfLTL

\D

_*IJJ TéZH/ /*ﬂ%
LTHhLDFAZHET S
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Kernel'J1J— A /—F1
Kernel 2.6.31
— RequestN—ZXDHHR—F
— MappingTarget® /N F1) Y7 R—kOFlushBR—k
— mpath: queue length&Service time A—FK /N5 24 B0 (path_selector)
Kernel 2.6.33
— RequestN—RD/\AF)HHR—k
— (Block83&#)CFQ(Completely Fair Queuing; SE 2N F & X1 —A 2 4)5&1E
Kernel 2.6.35

— (MDPH3E) RAIDO->RAID10 takeover,(0,4,5,10)
— (BlockP&3&) Block 1/0 controller (blkio)5&1E

Kernel 2.6.36
— MappingTarget®@discardH-7R—F (delay,linear,mpath,stripe)



Kernel Y!)—A/—k2
Kernel 2.6.38

— Improve significantly write throughput when writing to the origin with
a snapshot on the same device

— Improve sequential write throughput
— dm-crypt: scale to multiple cpus

— dm-crypt: add loop AES IV generator
— RAID1: support discard

— Skeleton for the DM target that will be the bridge from DM to MD
(initially RAID456 and later RAID1). It provides a way to use device-
mapper interfaces to the MD RAID456 driver

Kernel 2.6.39

— Add flakey target that it returns |/O errors periodically (commit)

— stripe: implement merge method, performance improvement has
been measured to be ¥12-35% -- when a reasonable chunk_size is
used (e.g. 64K) in conjunction with a stripe count that is a power of 2



Kernel')!)— X /—F3

e Kernel 3.1

— New iSCSI implementation

e SETHEAINTEI=iSCSINFEEZEARSCSTIE. Linux-
iSCSl.org SCSIA—4 7 whaEHAHETEIESNFELT,

— flakey target: add corrupt_bio_byte feature , add
drop_writes

— Support the MD RAID1 personality through the
dm-raid target

— raid: Support metadata device



