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We offer three kinds of service:

GOOD-CHEAP-FAST |-
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"~

GOOD service CHEAP won't be FAST

GOOD service FAST won't be CHEAP
FAST service CHEAP won’'t be GOOD
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Probe Request
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ReERI IS AP DR

AP &= ZE K (Probe Request)
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Probe Request CEFNHAS

Destination Protocol Length Info

No. Source

J3Z 4CI€0:/0:CY: TTTTITTITTEVZ. T Jb3 Beacon Trame, SN=Z1/U, FN=
933 b8:6:b1:14: ff:ff:ff:ff802. 1 135 Probe Request, SN=2286, FN
934 58:93:96:¢7: ff:ff:ff:ff802.11 273 Beacon frame, SN=4073, FN=l
936 b8:f6:b1:14: ff:ff:ff:f1802.11 35 Probe Request, SN=2290, FN
937 4c:e6:76:¢9: ff.ff:ff.ff802. 1 363 Beacon frame, SN=2171, FN=
938 58:93:96:07: ff:ff:ff:ff802. 1 272 Beacon frame, SN=41, FN=0,
e ———————————————————— Y S—
< IEEE 802.11 wlreless LAN management frame
v Tagged parameters (89 bytes)
P Tag: SSID parameter set: 1is-visitor
P Tag: Supported Rates 1, 2, 5.5, 11, [Mbit/sec]
P Tag: Extended Supported Rates 6, 9, 12, 18, 24, 36, 48, 54, [Mbit/sec]
P Tag: HT Capabilities (862.11n D1.10)
iOOOO 00 00 12 00 Oe 48 00 00 10 02 6c“09 ab 00 60 00 ..... H.. L.....
|0010 00 00 40 00 00 00 ff ff ff ff ff ff b8 f6 bl 14 N
IOOZO fc 1b ff ff ff ff ff ff l08f 00 Ob6969 73 2d ........ iis
76 69 73 69 74 6f 72 01 04 02 04 Ob 16 32 08 Oc v151tor ..... 2..

|0030

O File: /tmp/vnreshark wian0_ 20130907093209

Lr £.r

Packets 976 Displaye...

1= L CULYASSID(ESSID)
= Z LB E THhBHSSID

I ARDEIRLANA /Y T 114 ADMACYK

AN 2

Proﬂle Default

N A
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Probe Request CEFNHAS

No. Source Destination Protocol Length Info
Y3Z 4C:€b:/0:CY: TT:TT:TT:TTBUZ. 1] b3 Beacon Trame, SN=Z1/U, FN=
933 b8:6:b1:14: ff:ff:ff:ff802. 1 135 Probe Request, SN=2286, FN:
934 58:93:96:¢7: ff:.ff.ff:ff802.11 273 Beacon frame, SN=4073, FN=
936 b8:f6:b1:14: ff:ff:ff:f1802.11 35 Probe Request, SN=2290, FN
937 4c¢:e6:76:¢9: ff.ff:ff.ff802. 1 363 Beacon frame, SN=2171, FN=
938 58:93:96:07: ff:ff:ff:ff802. 1 272 Beacon frame, SN=41, FN=0,
. -
< IEEE 802.11 w1re1ess LAN management frame
v Tagged parameters (89 bytes)
P Tag: SSID parameter set: 1is-visitor
P Tag: Supported Rates 1, 2, 5.5, 11, [Mbit/sec]
P Tag: Extended Supported Rates 6, 9, 12, 18, 24, 36, 48, 54, [Mbit/sec]
P Tag: HT Capabilities (862.11n D1.10)
0000 00 00 12 00 Oe 48 00 00 10 02 6c“09 ab 00 00 00 ..... H.. ..L.....
0010 00 00 40 00 00 00 ff ff ff ff ff ff b8 f6 bl 14 N
0020 fc 1b ff ff ff ff ff ff 10 8f 60 Ob 69 69 73 2d ........ 1is-
0030 76 69 73 69 74 6f 72 01 04 02 04 0b 16 32 08 Oc v151tor ..... 2..
6‘F?le /tmp/'wfx‘re;h.ark‘cdar;(‘)\ 261h309070;3|209 Packets 976 Dlrs;layrer Proﬁle Default e

b8:f6:b1:14:..:.. (Apple) DFIEZE (L iis-visitor (C
EmRUlcCEDDHDKIDTI,
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Probe Request ICEFNHAS

1216
1370
1369
1368
1367
1371
1365
1363
1362
1361
12162

12223382288
NYYEENNNYY
88333333333
trevziieee

C DK D IC—EICEFDSSID\Probe RequestZiX{ET
DT EDHDBD

MACY R X ESSIDDMEFGHEEMATI[EHE D RIK
75%37373‘37':7 L—Lh. 2FEOD0EeE 7225‘0"(

CDBITIFEDEDY T T7A T AICHADLTWS
C&E. FEDEIANEARRRERICHDDCEDEATESD
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Probe Request [CEFNHAS

. ESSID(WLYDO KD ASSID)DZENDHY. BSSID@POMACT KLZR)
F=ZFNIEL)

. KL HDABSSIDIESHFBITEZL
- SSIDARICBSSIDHO'EFNABDIF=EEICI=——2
+ BSSIDD'BAPDLEBHRZSIIFTULED

https://developers.google.com/maps/documentation/geolocation/
* —RIICAEEINTWBAPITIEBSSIDA2 DU ERELEA., TZARX—KNAPITIEIDTIT2HDHH S

. fe & ZIF 00005E0053FF_A DK S KSSIDIFERBEIZAT
F CRNDOEEMEHE L
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REDMAKZIEHCTED

Philz Coffee. WIFIFIFHDER D Z 754/ —FERIC K D H1E (2014/05 TetchCrunch)
http://jp.techcrunch.com/2014/05/30/20140529philz-coffee-drops-euclid-analytics-over-privacy-concerns/

CEEEEYITL Y NOWIFiEA VI UTREET. PhilzZlc AR D EDRTE
BBY B L. AN T TBEUCidDAM Y X T LE > TEDF/INA ZEEBD |
RTHOTINA RERFT B ENTRER. Zhbbhnid. ERoT—
HEMBEDETASHOBREEL T TEZ, BIZE FDEPF
(CWEBRID, ¥ oTWehb, 7

TRy NT—IHNRATREEN : OY K> (2013/08 WIRED)
http://wired.jp/2013/08/12/recycling-bins-are-watching-you/

“N2HFRDRA > M EBRLATAANDDHTED. T2 BV EIC,

BADIT— 7 AV HED

=]

BZMACY KL A (HB&)%Z. Renew London
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fdieE =
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- IRDOFE&EEBERDODBDEIE. FRAEEDRNS
. BUHREADSEKRDDDSSIDIESSID2DBERMEHERITED
- AT 7D MhvEE L LY

- AR O DERZE—ANICEIT DICITTRIL
- MACY” FUAREFMBEZHDIIONDSEETHICHED: -
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Ephemeral MAC Address

Probe Request BFICIES 5 Lk ULTcMAC
V RURZERT %

I0S 8 strikes an unexpected blow against location tracking (2014/06 The Verge)
http://www.theverge.com/2014/6/9/5792970/i0s-8-strikes-an-unexpected-blow-against-location-tracking/

“ but a new 10S 8 feature 1s set to cause havoc for location trackers, and score a
gmaj or win for privacy. () When 10S 8 devices look for a connection, they

érandomize that address, effectively disguising any trace of the real device until it
decides to connect to a network.”

iIOS8.0CIECNHEMICHEDIFEEDLBRULL., FEA
EZERDTIED T, 9.0LUETIENED S 4 LML
SNTULWAEKDICEZRD
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Ephemeral MAC Address

Experience with MAC Address Randomization in Windows 10 (2015/07 [ETF93)
https://www.ietf.org/proceedings/93/slides/slides-93-intarea-b.pdf

TS

MANAGE WI-FI SETTINGS L 7

--------------------------------------------
* .

EEOPCTR LI ET BYR— FENTLENE S TUL

“ Only present if the hardware is recent and supports randomization.”
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